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     [bookmark: pgfId-112038]Memory Leaks in Logging Discriminator
 
     2015-09-25
 
     2015-09-25
 
     [bookmark: pgfId-74664]Cisco devices configured with logging discriminator may experience a memory leak or crash. When a logging discriminator is configured and applied to a device, memory leak is observed under heavy syslog or debug output. The rate of the leak is dependent on the number of logs being produced. In extreme cases, it is possible that the device might crash. To avoid memory leak, disable the logging discriminator feature.
 
     [bookmark: pgfId-114315]This document lists the caveats for memory leaks for logging discriminator. 
 
     The release number in Fixed Releases column may indicate a future release.
 
     [bookmark: pgfId-114519]■[image: ]CSCur45606
 
     Logging discriminator feature is broken and causes memory leak on the following platforms. Regression bug caused by the fix for bug CSCuq17177 in EEM code.
 
     Disable logging discriminator feature until it’s fixed.
 
     
      
       
        [bookmark: pgfId-114904]Table 1 Platforms, Affected Releases, and Fixed Releases for CSCur45606
 
       
      
        
        	 
          
          [bookmark: pgfId-114910]Platforms
         
  
        	 
          
          [bookmark: pgfId-114912]Affected Releases
         
  
        	 
          
          [bookmark: pgfId-114914]Fixed Releases
         
  
       
 
        
        	
          
          [bookmark: pgfId-114916]Catalyst 4500, Catalyst 3850, 5760
         
  
        	
          
          [bookmark: pgfId-115183]15.2(3)E1/3.7.1E
         
 
          
          [bookmark: pgfId-115184]15.2(3)E2/3.7.2E
         
 
          
          [bookmark: pgfId-115185]15.2(2)E2/3.6.2.E
         
 
          
          [bookmark: pgfId-115186]15.2(2a)E2/3.6.2aE 
         
 
          
          [bookmark: pgfId-115187]15.2(2)E3/3.6.3E 
         
  
        	
          
          [bookmark: pgfId-115239]15.2(3)E3/3.7.3.E
         
 
          
          [bookmark: pgfId-115240]15.2(4)E/3.8.0.E
         
 
          
          [bookmark: pgfId-115241]XE 16.1.0.
         
 
          
          [bookmark: pgfId-115242]3.6.3.E ES
         
  
       
 
        
        	
          
          [bookmark: pgfId-115300]ASR 1000
         
  
        	
          
          [bookmark: pgfId-115302]15.5(2)S1/3.15.1 
         
  
        	
          
          [bookmark: pgfId-115348]15.5(3)S1/3.16.1 
         
 
          
          [bookmark: pgfId-115349]15.5(1)S2/3.14.2 
         
 
          
          [bookmark: pgfId-115350]15.5(2)S2/3.15.2
         
  
       
 
        
        	
          
          [bookmark: pgfId-115294]T-Train (c2900, c2950, c180, c3240, c7200)
         
  
        	
          
          [bookmark: pgfId-115401]15.5(3)M 
         
 
          
          [bookmark: pgfId-115402]15.5(2)T1 
         
  
        	
          
          [bookmark: pgfId-115429]15.5(3)M1
         
 
          
          [bookmark: pgfId-115430]15.5(2)T2 
         
  
       
 
        
        	
          
          [bookmark: pgfId-115288]ISR 4400
         
  
        	
          
          [bookmark: pgfId-115290]15.5(2)S1/3.15.1
         
  
        	
          
          [bookmark: pgfId-115487]15.5(3)S1/3.16.1 
         
 
          
          [bookmark: pgfId-115488]15.5(1)S2/3.14.2 
         
 
          
          [bookmark: pgfId-115489]15.5(2)S2/3.15.2
         
  
       
 
        
        	
          
          [bookmark: pgfId-115282]ISR 3945
         
  
        	
          
          [bookmark: pgfId-115284]15.5(2)T1
         
  
        	
          
          [bookmark: pgfId-115286]15.5(2)T2
         
  
       
 
        
        	
          
          [bookmark: pgfId-115841]ISR 800
         
  
        	
          
          [bookmark: pgfId-115843]15.5(2)T1
         
  
        	
          
          [bookmark: pgfId-115845]15.5(2)T2
         
  
       
 
        
        	
          
          [bookmark: pgfId-115270]Catalyst 6500
         
  
        	
          
          [bookmark: pgfId-115272]Not affected.
         
  
        	
          
          [bookmark: pgfId-115274]Not applicable.
         
  
       
 
      
     
 
    
 
     [bookmark: pgfId-115906]■[image: ]CSCur28336 
 
     Memory leak and possible crash when using a logging discriminator. Regression bug caused by the fix for bugs CSCuc21859, CSCul35472.
 
     Disable logging discriminator feature until it’s fixed. 
 
     
      
       
        [bookmark: pgfId-115911]Table 2 Platforms, Affected Releases, and Fixed Releases for CSCur28336
 
       
      
        
        	 
          
          [bookmark: pgfId-115917]Platforms
         
  
        	 
          
          [bookmark: pgfId-115919]Affected Releases
         
  
        	 
          
          [bookmark: pgfId-115921]Fixed Releases
         
  
       
 
        
        	
          
          [bookmark: pgfId-115923]Catalyst 4500, Catalyst 3850, 5760
         
  
        	
          
          [bookmark: pgfId-116107]15.0(1)EZ/3.3.0SE 
         
 
          
          [bookmark: pgfId-116108]15.2(1)E/3.5.0E 
         
 
          
          [bookmark: pgfId-116109]15.2(2)E/3.6.0E 
         
 
          
          [bookmark: pgfId-116110]15.2(3)E/3.7.0E 
         
  
        	
          
          [bookmark: pgfId-116133]15.2(2)E4/3.6.4E 
         
 
          
          [bookmark: pgfId-116134]15.2(3)E3/3.7.3E 
         
 
          
          [bookmark: pgfId-116135]15.2(4)E/3.8.0E 
         
 
          
          [bookmark: pgfId-116136]3.6.3.E ES
         
  
       
 
        
        	
          
          [bookmark: pgfId-115936]ASR 1000
         
  
        	
          
          [bookmark: pgfId-115938]15.3(3)S/3.10.0S
         
  
        	
          
          [bookmark: pgfId-116205]15.4(3)S3/3.13.3S
         
 
          
          [bookmark: pgfId-116206]15.5(1)S/3.14.0S
         
 
          
          [bookmark: pgfId-116207]15.5(2)S/3.15.0S
         
 
          
          [bookmark: pgfId-116208]15.5(3)S/3.16.0S
         
  
       
 
        
        	
          
          [bookmark: pgfId-115944]T-Train (c2900, c2950, c180, c3240, c7200)
         
  
        	
          
          [bookmark: pgfId-116253]15.4(1)T
         
 
          
          [bookmark: pgfId-116254]15.4(3)M
         
 
          
          [bookmark: pgfId-116255]15.5(1)T
         
  
        	
          
          [bookmark: pgfId-116285]15.5(2)T 
         
 
          
          [bookmark: pgfId-116286]15.5(3)M
         
  
       
 
        
        	
          
          [bookmark: pgfId-115952]ISR 4400
         
  
        	
          
          [bookmark: pgfId-116299]15.3(3)S/3.10.0S
         
  
        	
          
          [bookmark: pgfId-116301]15.4(3)S3/3.13.3S
         
 
          
          [bookmark: pgfId-116302]15.5(1)S/3.14.0S
         
 
          
          [bookmark: pgfId-116303]15.5(2)S/3.15.0S
         
 
          
          [bookmark: pgfId-116304]15.5(3)S/3.16.0S
         
  
       
 
        
        	
          
          [bookmark: pgfId-115960]ISR 3945
         
  
        	
          
          [bookmark: pgfId-116308]15.4(1)T 
         
 
          
          [bookmark: pgfId-116309]15.5(1)T 
         
  
        	
          
          [bookmark: pgfId-115964]15.5(2)T
         
  
       
 
        
        	
          
          [bookmark: pgfId-115966]ISR 800
         
  
        	
          
          [bookmark: pgfId-116346]15.4(1)T 
         
 
          
          [bookmark: pgfId-116347]15.5(1)T 
         
  
        	
          
          [bookmark: pgfId-116349]15.5(2)T
         
  
       
 
        
        	
          
          [bookmark: pgfId-115972]Catalyst 6500
         
  
        	
          
          [bookmark: pgfId-116361]15.1(1)SY
         
 
          
          [bookmark: pgfId-116362]15.1(2)SY
         
 
          
          [bookmark: pgfId-116363]15.2(1)SY
         
 
          
          [bookmark: pgfId-116364]15.2(2)SY
         
  
        	
          
          [bookmark: pgfId-115976]Not applicable. This is a preventive fix.
         
  
       
 
      
     
 
    
 
     [bookmark: pgfId-116417]■[image: ]CSCup02712
 
     Memory leak and possible crash when using a logging discriminator.
 
     Disable logging discriminator feature until it’s fixed. 
 
     
      
       
        [bookmark: pgfId-117427]Table 3 Platforms, Affected Releases, and Fixed Releases for CSCup02712
 
       
      
        
        	 
          
          [bookmark: pgfId-117433]Platforms
         
  
        	 
          
          [bookmark: pgfId-117435]Affected Releases
         
  
        	 
          
          [bookmark: pgfId-117437]Fixed Releases
         
  
       
 
        
        	
          
          [bookmark: pgfId-117439]Catalyst 4500, Catalyst 3850, 5760
         
  
        	
          
          [bookmark: pgfId-117441]Not affected.
         
  
        	
          
          [bookmark: pgfId-117443]Not applicable.
         
  
       
 
        
        	
          
          [bookmark: pgfId-117445]ASR 1000
         
  
        	
          
          [bookmark: pgfId-117447]15.3(3)S/3.10.0S
         
  
        	
          
          [bookmark: pgfId-117449]15.4(3)S3/3.13.3S 
         
 
          
          [bookmark: pgfId-117450]15.5(1)S/3.14.0S 
         
 
          
          [bookmark: pgfId-117451]15.5(2)S/3.15.0S 
         
 
          
          [bookmark: pgfId-117452]15.5(3)S/3.16.0S 
         
  
       
 
        
        	
          
          [bookmark: pgfId-117454]T-Train (c2900, c2950, c180, c3240, c7200)
         
  
        	
          
          [bookmark: pgfId-117456]Not affected.
         
  
        	
          
          [bookmark: pgfId-117458]Not applicable.
         
  
       
 
        
        	
          
          [bookmark: pgfId-117460]ISR 4400
         
  
        	
          
          [bookmark: pgfId-117462]Not affected.
         
  
        	
          
          [bookmark: pgfId-117464]Not applicable.
         
  
       
 
        
        	
          
          [bookmark: pgfId-117466]ISR 3945
         
  
        	
          
          [bookmark: pgfId-117468]Not affected.
         
  
        	
          
          [bookmark: pgfId-117470]Not applicable.
         
  
       
 
        
        	
          
          [bookmark: pgfId-117472]ISR 800
         
  
        	
          
          [bookmark: pgfId-117474]Not affected.
         
  
        	
          
          [bookmark: pgfId-117476]Not applicable.
         
  
       
 
        
        	
          
          [bookmark: pgfId-117478]Catalyst 6500
         
  
        	
          
          [bookmark: pgfId-117480]Not affected.
         
  
        	
          
          [bookmark: pgfId-117482]Not applicable.
         
  
       
 
      
     
 
    
 
     . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
     [bookmark: pgfId-117731] 2015 Cisco Systems, Inc. All rights reserved.
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