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L2TP Extended Failover

The L2TP Extended Failover feature extends Layer 2 Tunneling Protocol (L2TP) failover to occur if 
during tunnel establishment a router receives a Stop-Control-Connection-Notification (StopCCN) 
message from its peer or during session establishment a router receives a Call-Disconnect-Notify (CDN) 
message from its peer. In either case, the router selects an alternate peer to contact. This action is in 
addition to the existing failover caused by excessive retransmission of Start-Control-Connection-Reply 
(SCCRQ) messages that indicate there is no response from the peer.

L2TP Extended Failover results in improved load distribution and prevents congestion at a tunnel 
terminator by allowing the busy tunnel terminator to inform the tunnel initiator that it should try another 
tunnel terminator.

Feature History for L2TP Extended Failover 

Finding Support Information for Platforms and Cisco IOS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image 
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on 
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at 
the login dialog box and follow the instructions that appear.
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Release Modification

12.2(4)B This feature was introduced.

12.2(13)T This feature was integrated into Cisco IOS Release 12.2(13)T.

12.2(27)SBA This feature was integrated into Cisco IOS Release 12.2(27)SBA.

http://www.cisco.com/go/fn
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Prerequisites for L2TP Extended Failover
The network must have L2TP configured in order for L2TP Extended Failover to work. 

Information About L2TP Extended Failover
• Benefits of L2TP Extended Failover, page 2

• How L2TP Extended Failover Works, page 2

Benefits of L2TP Extended Failover
Before Cisco IOS Release 12.2(13)T, “L2TP failover” described only one scenario: During tunnel 
establishment, if a router sent a Start-Control-Connection-Request (SCCRQ) a number of times and 
received no response from the peer, the router could then “fail over” to the IP address of another peer (if 
so configured) and attempt tunnel establishment with that peer. 

The L2TP Extended Failover feature extends L2TP failover to include the following two scenarios: 

• During tunnel establishment, a router receives a StopCCN from its peer.

• During session establishment, a router receives a CDN from its peer. 

In either case, the router marks the peer IP address as busy for a period of time (60 seconds) during which 
no attempt to establish a session or tunnel will be made to that peer. The router then selects an alternate 
peer to contact. If a tunnel is already established to this alternate peer, the router uses the existing tunnel 
to bring up the new session. Otherwise, the router will send an SCCRQ to the alternate peer to initiate 
tunnel establishment

How L2TP Extended Failover Works
The L2TP Extended Failover feature works in the background without any user CLI configuration.

In both the StopCCN control message and the CDN control message, a Result Code attribute-value pair 
(AVP) is included, which indicates the reason for tunnel or session termination, respectively. This AVP 
may also include an optional Error Code, which further describes the nature of the termination. The 
various Result Code and Error Code values have been standardized in RFC 2661. However, the 
circumstances under which these values are used is open to interpretation. Ideally, these values may be 
used to determine whether failover should occur. The L2TP Extended Failover feature allows failover to 
occur if the combination of Result Code and Error Code values as defined in Table 1 is received from 
the peer.



 

      L2TP Extended Failover
Additional References

3
Cisco IOS Release: Multiple releases (see the Feature History table)

Additional References
For additional information related to L2TP Extended Failover, refer to the following references:

• Related Documents, page 3

• Standards, page 3

• MIBs, page 4

• RFCs, page 4

Related Documents

Standards

Table 1 Defined Result and Error Codes from RFC 2661

Control Message Result Code Error Code

StopCCN, CDN 2: General error, see Error 
Code.

4: Insufficient resources to handle 
this operation now.

6: A generic vendor-specific error 
occurred. 1

7: Try another.

9: Try another directed.

1. For failover, this error code would be accompanied by a vendor-specific error AVP in the error message—in this case 
containing the Cisco vendor code (SMI_CISCO_ENTERPRISE_CODE) and a Cisco error code 
(L2TP_VENDOR_ERROR_SLIMIT). 

CDN 4: Temporary lack of 
resources.

—

Related Topic Document Title

L2TP Layer 2 Tunnel Protocol Technology Brief

http://www.cisco.com/warp/public/cc/pd/iosw/tech/l2pro_tc.htm 

Standards Title

None —
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MIBs

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use 
Cisco MIB Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco  MIB Locator does not support the MIB information that you need, you can also obtain a list of 
supported MIBs and download MIBs from the Cisco  MIBs page at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your 
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify 
that your e-mail address is registered with Cisco.com. If the check is successful, account details with a 
new random password will be e-mailed to you. Qualified users can establish an account on Cisco.com 
by following the directions found at this URL:

http://www.cisco.com/register

RFCs

Technical Assistance

MIBs1

1. Not all supported MIBs are listed.

MIBs Link

To obtain lists of supported MIBs by platform and Cisco IOS 
release, and to download MIB modules, go to the Cisco MIB website 
on Cisco.com at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

RFCs1

1. Not all supported RFCs are listed.

Title

 RFC#2661 Layer Two Transport Protocol (L2TP)

Description Link

Technical Assistance Center (TAC) home page, 
containing 30,000 pages of searchable technical 
content, including links to products, technologies, 
solutions, technical tips, tools, and lots more. 
Registered Cisco.com users can log in from this page to 
access even more content.

http://www.cisco.com/public/support/tac/home.shtml

http://www.cisco.com/public/support/tac/home.shtml
http://tools.cisco.com/ITDIT/MIBS/servlet/index
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
http://www.cisco.com/register
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Glossary
AVP—attribute-value pair.

CDN—Call-Disconnect-Notify message.

StopCCN—Stop-Control-Connection-Notification message.

SCCRQ—Start-Control-Connection-Request message.

Note Refer to Internetworking Terms and Acronyms for terms not included in this glossary.
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