images/273793.jpg





images/135249.jpg
Originator Recipient Final recipient

INVITEZ200/ACK
Call-:1 from-tag: 1 fo-tag:22,

l« >

INVITE(hok) 200/ACK
Call-:1 from-tag:1 1 fo-tag:22,

>
Init Calliz romtag:33
1ex Call2 romrtagato-ag 44

Complete transfer early

Refer (Refer-To: final-recipient?Replaces Cal-ic2;
from-tog 33;to-tag 44
Callld:1; from-tag; to-fagr22
SIP 202 Accepted
Notify (100 Trying body)

200 0K

Invite

100Trying

Invite Caltlci3:from-tag 55
Replaces: Call 2 from-tag:33:to-tag:44

x Callld:3 from-tag:55;to-tag 66
[l R M

| 467 Request Canceled Calid:2 from-ta5:33; t-tagi44

AcK 4
200 OK Calld:3 rom-tag 55 to-tag 66
< Calliddiom 1o 951015968 |
NOTIFY: 200 0K ‘ACK
Calbid: fromtag:1 1 fotag 22— >
2Way RTP
2000k nd & |
BYE200 OK

Callid:1; fro

tag:11;to-tag 22






images/135241.jpg
Dng nator Recipient

Final recipien
MVITEaACK
all 1 om,ag 1130 _ng=2
2y AT
e (b Cal: from_ag:11
o ng22
e
00K
e
Ak Call 1 om_tag 110,822
IniteCall D2 40m_tag
>
2000K CallID2from_sg'3310_tagd
k<
Aok Call D2 fom_ag33_Bg s |

Petorelr To:inalreiisntip aces:
CallD:2i1om g5 tagi &>

Call D1 om_ag1170_Rg=2

202 ocepied
e

oty (100Tringbocy)

200K
=

Imite Cal D3hom_tags
Peplaces Cal ID2om, 83201, fagi44

oty (20) Call I from tag:11 200 0K Call D:3f10m_tag 3510855
o ng22
I

ek Call D3from_sgissto_tagse
2000K oty s

Bye.Call 01 fom_g1170_ag =2
200K (B 3

2y AP

Bye CalliDz: rom_1ag3310_sg4d
T
200K B9
‘e N






images/135248.jpg
Originator Recipient Final recipient

INVITEZ200/ACK

INVITE(hokf) 200/ACK
RIP on hold

e
Refer (Refer-To Final recipient
{SferReeh TG el iEciient |

202 Accepted
Notify (100 Trying bodly)

200 0K

INVITE
100Trying

INVITE (Referred By:originaiog)
| INVITE (Referred By originatog)

181
1

408 Request Timeout

ACK
Notity: 503 | —

200 0K

ReInvite/200/Ack






images/135247.jpg
Recipient Final recipient

Originator
INVITE/2000K/ACK
- >
REFER (1efer-to Final recipient
{REEER (retar o F i i}
202 Accepted
Notity (100 Trying body)
100 Tovng boc INVITE
200 0K
100 Trying
INVITE (referrectby recipient]
NOTIFY (event = refer, 18x1200
applcation/sip: 200 OK)
200/0KIACK
200 0K
2way ATP
BYE < Y.
e BE ¢
200 0K H
8






images/135246.jpg
Originator Recipient Final recipient
INVITE/2000K/ACK
e zwayRTe S
[REFER (efer-to Final recipien)
202 Accepted
Nty (100 Trying bodly)
114120 Ty e INVITE
200 0K
100 Trying
INVITE (referrec-by recipient)
BYE
— > 18x/200
200BYE
NOTIFY (event = refer, 20000KIACK

application/sip: 200 OK)

200 OKBYE






images/390113.jpg
UCAPI Application Session
SIP Session

+ = =+ Forked TP

EPs





images/390114.jpg
SIP Session
———  Application Session

<—> RTPStream

——> Forked RTP Stream

Macia Byra

3¢ Party Application






images/371511.jpg
Cluster B

Cluster A

SIP

SIP

Hishe

Phone B

Phone A





images/135240.jpg
Cxiginainy. st
user agent A useragent B

INVITEr200/ACK.

2:Way RTP

Rofer. Refer-To: Agent C

202 Accspted
Notify (100 Trying body)

200 0K

Notiy 200 OK (Refer success)

2000K.
P

INVITE

100 Trying
2000k

Ehal moigient
user agent C






images/282758.jpg
Web-based | || [~y
GUI Replay

Application App ard

Layer a Party

One or more
Application

Management
Sorvers

Capture

Cayer One or more

Capture Sorvers

SIP Bridge
—_——————
Network
Layer 2
T Manager—> Gatoway

Gatoway > B8 or
SIP SOCP Sion—> s @ Phone
Control





images/282756.jpg
SIE SP

g 5
SIP or TDM J Lo
= o '

2
8
g





images/282757.jpg
sip

¢ M;:‘~\>i -

Recording
Server

g

NonGisco

Contact Center ) £
H

.





images/390112.jpg
XMF Application

T With the
Request FORK_STARTED
XMF Moty tag
XMF 9
Gomnecton
Comection
Media et
Forking
Recorder Response.
XMF
Comnection R
Nedia forking on IN-
Far end Nearend | Mede i
LA T >

Gateway






images/371519.jpg
Fax

Customer |
INVITE
Trying
INVITE
Trying
200 OK 200 0K
ACK ACK
BYE
Fax Detected 2000K
INVITE (HOLD)
Trying
200 OK
REFER (to Fax)
Accept
NOTIFY
200 0K
INVITE
Trying
Ringing
200 0K
ACK






images/371520.jpg
Customer| GUBE_ VXML GW Fax1 Fax2
neare
g
swe
Ty
20006
K
e
200K
e
i
H sy e
«
P N
g
Funging
b 20K
25






images/390287.jpg
Customer Network Service Provider Network

Pass Thiough Crypto-Sio : AES_OM__128_ HMAC_SHAT 80
No SRTP-RTP/RTP-SATP Interworking tequired

4 TLS (Transport Layer Security)
4—> SATP (Secure Reaktime Transport Protocol)

I Prene
@ crirryConine





images/273798.jpg





images/273794.jpg
Business B

Business

SIP firtarrar, SIP. s
'SRTP-~___/SRTP| R
Cisco UBE
N\

Cisco UBE






images/390308.jpg


images/390307.jpg
diakpeer voice 100 voip F
session protocol sipv2 | diak-peer voice 200 voip
incoming urifrom mydesturi | destination uri mydesturi
voiceclass sip cal-route url session profocol sipv2

i session farge sip-uri

voice class uri mydesturisip
host abc.com






images/390306.jpg
diakpeer voice 100 voip ¥
session protocol sipv2 | diak-peer voice 200 voip
incoming urifrom mydesturi destination ur mydesturi
voice-class sip cal-route url session profocal sipv2

i session farget ipv4110.1.1.1

voice class uri mydesturisip
host abc.com






images/390305.jpg
diakpeer voice 100 voip
session protocol sipv2 dial-peer voice 200 voip.
incoming urifrom mydesturi destination uri mydesturi
voice-class sip cal-route ur Seasion profocol sipv2

| Session farget ipva:10.1.1.1

voice class uri mydesturi sip voice-class sip requri-passing
host abe.com






images/390304.jpg
diakpeer voice 100 voip
session protocol sipv2
incoming urifrom mydesturi
voice-class sip cal-route url

voice class uri mydesturisip
host abe.com

dial-peer voice 200 voip.
destination uri mydesturi
session protocol sipv2
session farget ipv4:10.1.1.1
Voice-class sip requri-passing





images/209392.jpg
oGw TGw

Phone A Phone B
ser/
INVITE sip 567 @ example.com |
—_—— diak-pesrvoice 1000 voip
|| destination-patiern 567
session profocol sipv2
dial-peervoice 8000 voip Session targe ipvé:9.45.33.1
session protoccol sipv2 i
session target pv41045.86 | |
incomming callec-number 567 | | dia-peervoice 2000 voip
destination uri 1
session profocol sipv2
Session targe ipv4:9.45.33.2
destination uri 1 sip 8
H
host example.com H






images/390286.jpg
Customer Network Service Provider Network

cucm
ﬁ e ‘ a
Ts Cryplo-Site : AES_CM_128_HMAC_SHA1_80
betueen CUBE and KT SB0
Crypto-Suite: AES_CM 128 HMAC SHAT
between CUBE and CUGH /1P Phone
LS (Transport Layer Security)
P Phone SRTP (Secure Reaktime Transport Protocol)

TCP (Tranmission Control Protocol) or UDP (User
Datagram Protocol) signaling

-~
L o
- Y—
—
R e

T il T Fontiiaa





