SafeNet IPsec VPN Client Support
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The SafeNet IPsec VPN Client Support feature allows you to limit the scope of an Internet Security
Association and Key Management Protocol (ISAKMP) profile or ISAKMP keyring configuration to a local
termination address or interface. The benefit of this feature is that different customers can use the same
peer identities and ISAKMP keys by using different local termination addresses.

History for the SafeNet IPsec VPN Client Support Feature

Release Modification
12.3(14)T This feature was introduced.
12.2(18)SXE This feature was integrated into Cisco 10S Release

12.2(18)SXE.
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Finding Feature Information
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Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA


http://www.cisco.com/go/cfn

ISAKMP Profile and ISAKMP Keyring Configurations Background I
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Prerequisites for SafeNet IPsec VPN Client Support

¢ You must understand how to configure ISAKMP profiles and ISAKMP keyrings.

Restrictions for SafeNet IPsec VPN Client Support

¢ The local address option works only for the primary address of an interface.

e Ifan IP address is provided, the administrator has to ensure that the connection of the peer terminates
to the address that is provided.

e If the IP address does not exist on the device, or if the interface does not have an IP address, the
ISAKMP profile or ISAKMP keyring will be effectively disabled.

Information About SafeNet IPsec VPN Client Support

* ISAKMP Profile and ISAKMP Keyring Configurations Background, page 2
* Local Termination Address or Interface, page 2
» Benefit of SafeNet IPsec VPN Client Support, page 3

ISAKMP Profile and ISAKMP Keyring Configurations Background

Prior to Cisco 10S Release 12.3(14)T, ISAKMP-profile and ISAKMP-keyring configurations could be only
global, meaning that the scope of these configurations could not be limited by any locally defined
parameters (VRF instances were an exception). For example, if an ISAKMP keyring contained a preshared
key for address 10.11.12.13, the same key would be used if the peer had the address 10.11.12.13,
irrespective of the interface or local address to which the peer was connected. There are situations,
however, in which users prefer that associate keyrings be bound not only with virtual route forwarding
(VRF) instances but also to a particular interface. For example, if instead of VRF instances, there are
virtual LANS, and the Internet Key Exchange (IKE) is negotiated with a group of peers using one fixed
virtual LAN (VLAN) interface. Such a group of peers uses a single preshared key, so if keyrings could be
bound to an interface, it would be easy to define a wildcard key without risking that the keys would also be
used for other customers.

Sometimes the identities of the peer are not in the control of the administrator, and even if the same peer
negotiates for different customers, the local termination address is the only way to distinguish the peer.
After such a distinction is made, if the traffic is sent to different VRF instances, configuring an ISAKMP
profile is the only way to distinguish the peer. Unfortunately, when the peer uses an identical identity for all
such situations, the ISAKMP profile cannot distinguish among the negotiations. For such scenarios, it
would be beneficial to bind ISAKMP profiles to a local termination address. If a local termination address
could be assigned, identical identities from the peer would not be a problem.

Local Termination Address or Interface

Effective with Cisco 10S Release 12.3(14)T, the SafeNet IPsec VPN Client Support feature allows you to
limit the scope of ISAKMP profiles and ISAKMP keyrings to a local termination address or interface.
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Benefit of SafeNet IPsec VPN Client Support

The benefit of this feature is that different customers can use the same peer identities and ISAKMP keys by
using different local termination addresses.

How to Configure SafeNet IPsec VPN Client Support

This section contains the following procedures. The first two configurations are independent of each other.
e Limiting an ISAKMP Profile to a Local Termination Address or Interface, page 3
» Limiting a Keyring to a Local Termination Address or Interface, page 4
« Monitoring and Maintaining SafeNet IPsec VPN Client Support, page 5
» Troubleshooting SafeNet IPsec VPN Client Support, page 7

Limiting an ISAKMP Profile to a Local Termination Address or Interface

To configure an ISAKMP profile and limit it to a local termination address or interface, perform the
following steps.

SUMMARY STEPS
1. enable
2. configureterminal
3. cryptoisakmp profile profile-name
4. keyring keyring-name
5. match identity address address
6. local-address {interface-name | ip-address [vrf-tag ]}
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:

Rout er > enabl e

Step 2 configureterminal Enters global configuration mode.

Example:

Rout er# configure term nal




Limiting a Keyring to a Local Termination Address or Interface

. How to Configure SafeNet IPsec VPN Client Support
Command or Action Purpose
Step 3 crypto isakmp profile prafile-name Defines an ISAKMP profile and enters ISAKMP profile
configuration mode.
Example:
Rout er (config)# crypto isaknp profile
profilel
Step 4 keyring keyring-name (Optional) Configures a keyring with an ISAKMP profile.
e A keyring is not needed inside an ISAKMP profile for local
Examole: termination to work. Local termination works even if Rivest,
ple: Shamir, and Adelman (RSA) certificates are used.
Rout er (conf-isa-profile)# keyring keyringl
Step 5 match identity address address Matches an identity from a peer in an ISAKMP profile.
Example:
Router (conf-isa-profile)# match identity
address 10.0.0.0 255.0.0.0
Step 6 local-address {interface-name | ip-address [vrf-tag ]} | Limits the scope of an ISAKMP profile or an ISAKMP keyring

Example:

Router (conf-isa-profile)# |ocal-address
serial 2/0

configuration to a local termination address or interface.

Limiting a Keyring to a Local Termination Address or Interface

To configure an ISAKMP keyring and limit its scope to a local termination address or interface, perform

the following steps.
SUMMARY STEPS

enable
configureterminal
crypto keyring keyring-name

A

pre-shared-key address address

local-addr ess {interface-name |ip-address[vrf-tag 1}
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DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:

Rout er > enabl e

Step 2 configureterminal Enters global configuration mode.

Example:

Rout er# configure term nal

Step 3 crypto keyring keyring-name Defines a crypto keyring to be used during IKE
authentication and enters keyring configuration mode.

Example:

Rout er (config)# crypto keyring keyringl

Step 4 local-addr ess {interface-name |ip-address[vrf-tag ]} Limits the scope of an ISAKMP profile or an ISAKMP
keyring configuration to a local termination address or
interface.

Example:

Rout er (conf-keyring)# |ocal -address serial2/0

Step 5 pre-shared-key address address Defines a preshared key to be used for IKE authentication.

Example:

Rout er (conf-keyring)# pre-shared-key address
10.0.0.1

Monitoring and Maintaining SafeNet IPsec VPN Client Support

The following debug and show commands may be used to monitor and maintain the configuration in
which you limited the scope of an ISAKMP profile or ISAKMP keyring to a local termination address or
interface.

SUMMARY STEPS

1. enable
2. debug cryptoisakmp
3. show crypto isakmp profile




Monitoring and Maintaining SafeNet IPsec VPN Client Support

Il Examples
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:

Rout er > enabl e

Step2 debug cryptoisakmp Displays messages about IKE events.

Example:

Rout er# debug crypto isaknp

Step3 show cryptoisakmp profile Lists all the ISAKMP profiles that are defined on a router.

Example:

Rout er# show crypto i saknp profile

e Examples, page 6

Examples

 debug crypto isakmp Command Output for an ISAKMP Keyring That IsBound to Local Termination
Addresses Example, page 6

« debug crypto isakmp Command Output for an ISAKMP ProfileThat Is Boundto a Local Termination
Address Example, page 7

» show crypto isakmp profile Command Output Example, page 7

debug crypto isakmp Command Output for an ISAKMP Keyring That IsBound to Local Termination Addresses Example

You have an ISAKMP configuration as follows (the address of serial2/0 is 10.0.0.1, and the address of
serial2/1 is 10.0.0.2),

crypto keyring keyringl
| Scope of the keyring is limted to interface serial 2/0.
| ocal - address serial 2/0
! The following is the key string used by the peer.
pre-shar ed- key address 10.0.0.3 key sonerandonkeystring
crypto keyring keyring2
| ocal -address serial 2/1
! The following is the keystring used by the peer coming into serial2/1.
pre-shared-key address 10.0.0.3 key soneot her keystri ng

and if the connection is coming into serial2/0, keyringl is chosen as the source of the preshared key (and
keyring?2 is ignored because it is bound to serial2/1), you would see the following output:

Rout er# debug crypto isaknp
*Feb 11 15:01:29.595: | SAKMP: (0: 0: N A: 0): Keyring keyring2 is bound to




| Troubleshooting SafeNet IPsec VPN Client Support
debug crypto isakmp Command Output for an ISAKMP ProfileThat Is Boundto a Local Termination Address .
Example

10. 0. 0.0, ski ppi ng

*Feb 11 15:01:29.595: | SAKMP: (0: 0: N A: 0) : Looki ng for a matching key for
10.0.0.3 in keyringl

*Feb 11 15:01:29.595: | SAKMP: (0:0: N A:0): : success

*Feb 11 15:01:29.595: | SAKMP: (0: 0: NV A: 0): found peer pre-shared key
mat ching 10.0.0.3

*Feb 11 15:01:29.595: | SAKMP: (0: 0: NA:0): local preshared key found

debug crypto isakmp Command Qutput for an ISAKMP ProfileThat Is Boundto a Local Termination Address Example

If you have the following configuration,

crypto isaknmp profile profilel
keyring keyringl
match identity address 10.0.0.0 255.0.0.0
| ocal - address serial 2/0
crypto isaknp profile profile2
keyring keyringl
keyring keyring2
self-identity fqdn
match identity address 10.0.0.1 255. 255. 255. 255
| ocal - address serial 2/1

and the connection is coming through the local terminal address serial2/0, you will see the following
output:

Rout er# debug crypto isaknp

*Feb 11 15:01:29.935: | SAKMP: (0: 0: N A1 0)

Profile profile2 bound to 10.0.0.0 ski pped

*Feb 11 15:01:29.935: | SAKMP: (0:1: SW1):: peer matches profilel profile

show crypto isakmp profile Command Output Example

The following is an example of typical show command output for an ISAKMP profile that is bound to
serial2/0:

Rout er# show crypto i saknp profile
| SAKMP PROFI LE profilel
Identities natched are
i p-address 10.0.0.0 255.0.0.0
Certificate maps matched are
keyring(s): keyringl
trustpoint(s): <all>
Interface binding: serial2/0 (10.20.0.1:global)

Troubleshooting SafeNet IPsec VPN Client Support

If an ISAKMP profile or ISAKMP keyring fails to be selected, you should double-check the local-address
binding in the ISAKMP profile or ISAKMP keyring configuration and follow the output of the IKE debugs
to determine whether the peer is correctly terminating on the address. You may remove the local-address
binding (to make the scope of the profile or keyring global) and check to determine whether the profile or
keyring is selected to confirm the situation.

Configuration Examples for SafeNet IPsec VPN Client
Support

This section contains the following configuration, debug command, and show command examples.
e ISAKMP Profile Bound to a Local Interface Example, page 8

| .
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. Additional References

* ISAKMP Keyring Bound to a Local Interface Example, page 8
« ISAKMP Keyring Bound to a Local IP Address Example, page 8
* ISAKMP Keyring Bound to an IP Address and Limited to a VRF Example, page 8

ISAKMP Profile Bound to a Local Interface Example

The following example shows that the ISAKMP profile is bound to a local interface:

crypto isaknmp profile profilel
keyring keyringl
match identity address 10.0.0.0 255.0.0.0

local-address serial2/0

ISAKMP Keyring Bound to a Local Interface Example

The following example shows that the ISAKMP keyring is bound only to interface serial2/0:
crypto keyring
| ocal - address serial 2/0

pre-shared-key address 10.0.0.1

ISAKMP Keyring Bound to a Local IP Address Example

The following example shows that the ISAKMP keyring is bound only to IP address 10.0.0.2:

crypto keyring keyringl
| ocal -address 10.0.0.2

pre-shared-key address 10.0.0.2 key

ISAKMP Keyring Bound to an IP Address and Limited to a VRF Example

The following example shows that an ISAKMP keyring is bound to IP address 10.34.35.36 and that the
scope is limited to VRF examplevrfl:

ip vrf exanplevrfl

rd 12: 3456
crypto keyring ringl

| ocal - address 10. 34. 35. 36 exanpl evrfl
interface ethernet2/0

ip vrf forwarding exanplevrfl

ip address 10.34.35.36 255.255.0.0

Additional References
The following sections provide references related to SafeNet IPsec VPN Client Support.
» Related DocumentsStandards, page 9
* MIBs, page 9
* RFCs, page 9
» Technical Assistance, page 10
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Additional References .
Related DocumentsStandards
Related Topic Document Title
Configuring ISAKMP profiles and ISAKMP VRF-Aware IPsec
keyrings
Security commands Cisco 10S Security Command Reference
Standard Title
No new or modified standards are supported by this --
feature.
MIBs
MIB MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected
feature. platforms, Cisco 10S software releases, and feature
sets, use Cisco MIB Locator found at the following
URL:
http://www.cisco.com/go/mibs
RFCs
RFC Title

No new or modified RFCs are supported by this --
feature.
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Technical Assistance

Technical Assistance

Description Link

The Cisco Support website provides extensive http://www.cisco.com/techsupport
online resources, including documentation and tools

for troubleshooting and resolving technical issues

with Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various
services, such as the Product Alert Tool (accessed
from Field Notices), the Cisco Technical Services
Newsletter, and Really Simple Syndication (RSS)
Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user 1D and password.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2011 Cisco Systems, Inc. All rights reserved.
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