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Configuring Enhanced IPsec Features

This chapter provides information about configuring enhanced IPsec features using the VSPA on the 
Catalyst 6500 Series switch. It includes the following sections:

• Overview of Enhanced IPsec Features, page 8-2

• Configuring Advanced Encryption Standard in a Transform Set, page 8-2

• Configuring Reverse Route Injection, page 8-3

• Configuring the IPsec Anti-Replay Window Size, page 8-5

• Configuring an IPsec Preferred Peer, page 8-8

• Configuring IPsec Security Association Idle Timers, page 8-11

• Configuring Distinguished Name-Based Crypto Maps, page 8-13

• Configuring Platform ACLs for Tunnel Interfaces, page 8-15

• Configuring Sequenced Crypto ACLs, page 8-16

• Understanding IPv6 IPsec Support in the VSPA, page 8-17

• Configuration Examples, page 8-19

Note For detailed information on Cisco IOS IPsec cryptographic operations and policies, see the Cisco IOS 
Security Configuration Guide, Release 12.2 at this URL:

http://www.cisco.com/en/US/docs/ios/12_2/security/configuration/guide/fsecur_c.html

For more information about the commands used in this chapter, see the Cisco IOS Security Command 
Reference at this URL:

http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html

Also refer to the related Cisco IOS Release 12.2 software configuration guide, command reference, and 
master index publications. For more information about accessing these publications, see the “Related 
Documentation” section on page xvi.

Tip To ensure a successful configuration of your VPN using the VSPA, read all of the configuration 
summaries and guidelines before you perform any configuration tasks.
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Overview of Enhanced IPsec Features
IPsec is a framework of open standards developed by the Internet Engineering Task Force (IETF). It 
provides security for transmission of sensitive information over unprotected networks, such as the 
Internet. IPsec acts at the network layer, protecting and authenticating IP packets between participating 
IPsec devices (peers), such as Cisco routers. 

This chapter describes the advanced IPsec features that can be used to improve scalability and 
performance of your IPsec VPN.

Configuring Advanced Encryption Standard in a Transform Set
The Advanced Encryption Standard (AES) is a privacy transform for IPsec and Internet Key Exchange 
(IKE) that has been developed to replace the Data Encryption Standard (DES). AES is designed to be 
more secure than DES. AES offers a larger key size, while ensuring that the only known approach to 
decrypt a message is for an intruder to try every possible key. AES has a variable key length. The 
algorithm can specify a 128-bit key (the default), a 192-bit key, or a 256-bit key. 

To configure the AES encryption algorithm within a transform set, perform this task beginning in global 
configuration mode:

transform-set-name specifies the name of the transform set.

transform1[transform2[transform3]] defines IPsec security protocols and algorithms. To configure AES, 
you must choose from the following AES Encapsulating Security Payload (ESP) encryption transforms:

• esp-aes specifies ESP with the 128-bit AES encryption algorithm. 

• esp-aes 192 specifies ESP with the 192-bit AES encryption algorithm.

• esp-aes 256 specifies ESP with the 256-bit AES encryption algorithm. 

For other accepted transform values, and more details on configuring transform sets, see the Cisco IOS 
Security Command Reference.

Verifying the AES Transform Set
To verify the configuration of the transform set, enter the show crypto ipsec transform-set command:

Router# show crypto ipsec transform-set

Transform set transform-1:{esp-256-aes esp-md5-hmac}
will negotiate = {Tunnel, }

For more complete configuration information about AES support, refer to this URL: 

http://www.cisco.com/en/US/docs/ios/12_2t/12_2t13/feature/guide/ft_aes.html

Command Purpose

Router(config)# crypto ipsec transform-set 
transform-set-name 
transform1[transform2[transform3]] 
...

Specifies a transform set and IPsec security profiles 
and algorithms.
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For an AES configuration example, see the “Advanced Encryption Standard Configuration Example” 
section on page 8-20.

Configuring Reverse Route Injection
Reverse Route Injection (RRI) provides the ability for static routes to be automatically inserted into the 
routing process for those networks and hosts protected by a remote tunnel endpoint. These protected 
hosts and networks are known as remote proxy identities. 

Each route is created on the basis of the remote proxy network and mask, with the next hop to this 
network being the remote tunnel endpoint. By using the remote Virtual Private Network (VPN) router as 
the next hop, the traffic is forced through the crypto process to be encrypted. 

After the static route is created on the VPN router, this information is propagated to upstream devices, 
allowing them to determine the appropriate VPN router to which to send returning traffic in order to 
maintain IPsec state flows. Being able to determine the appropriate VPN router is particularly useful if 
multiple VPN routers are used at a site to provide load balancing or failover or if the remote VPN devices 
are not accessible via a default route. Routes are created in either the global routing table or the 
appropriate virtual routing and forwarding (VRF) table. 

RRI is applied on a per-crypto map basis, whether this is via a static crypto map or a dynamic crypto 
map template. For both dynamic and static maps, routes are created only at the time of IPsec SA creation. 
Routes are removed when the SAs are deleted. The static keyword can be added to the reverse-route 
command if routes are created on the basis of the content of the crypto ACLs that are permanently 
attached to the static crypto map. 

RRI Configuration Guidelines and Restrictions
Follow these guidelines and restrictions when configuring RRI:

• IP routing should be enabled and static routes should be redistributed if dynamic routing protocols 
are to be used to propagate RRI-generated static routes. 

• You can specify an interface or address as the explicit next hop to the remote VPN device. This 
functionality allows the overriding of a default route to properly direct outgoing encrypted packets. 

• You can add a route tag value to any routes that are created using RRI. This route tag allows 
redistribution of groups of routes using route maps, allowing you to be selective about which routes 
enter your global routing table. 

• RRI can be configured on the same crypto map that is applied to multiple router interfaces. 

• The reverse-route remote-peer [static] command creates two routes. One route is the standard 
remote proxy ID and the next hop is the remote VPN client tunnel address. The second route is the 
actual route to that remote tunnel endpoint and is used when a recursive lookup requires that the 
remote endpoint be reachable by the next hop. Creation of the second route for the actual next hop 
is important in the VRF case in which a default route must be overridden by a more explicit route. 

To reduce the number of routes created and support some platforms that do not readily facilitate 
route recursion, the reverse-route {ip-address} [static] keyword can be used to create one route 
only.

• For devices using a VSPA, reverse route specifies the next hop to be the interface, subinterface, or 
virtual LAN (VLAN) with the crypto map applied to it. 
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Configuring RRI Under a Static Crypto Map
To configure RRI under a static crypto map, perform the following steps beginning in global 
configuration mode:

Command Purpose

Step 1 Router(config)# crypto map map-name seq-name 
ipsec-isakmp

Creates or modifies a crypto map entry and enters 
crypto map configuration mode. 

• map-name—Name that identifies the map set.

• seq-num—Sequence number assigned to the 
crypto map entry.

• ipsec-isakmp—Indicates that IKE will be used 
to establish the IPsec SAs for protecting the 
traffic specified by this crypto map entry. 

Step 2 Router(config-crypto-map)# reverse-route [[static] | 
tag tag-id [static] | remote-peer [static] | 
remote-peer ip-address [static]] 

Creates source proxy information for a crypto map 
entry. 

• static—(Optional) Creates permanent routes 
based on static ACLs. 

• tag tag-id—(Optional) Tag value that can be 
used as a match value for controlling 
redistribution via route maps. 

• remote-peer [static]—(Optional) Two routes 
are created, one for the remote endpoint and one 
for route recursion to the remote endpoint via 
the interface to which the crypto map is applied. 
The static keyword is optional. 

• remote-peer ip-address [static]—(Optional) 
One route is created to a remote proxy by way 
of a user-defined next hop. This next hop can be 
used to override a default route. The ip-address 
argument is required. The static keyword is 
optional. 
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Configuring RRI Under a Dynamic Crypto Map
To configure RRI under a dynamic crypto map, perform the following steps beginning in global 
configuration mode:

For more complete configuration information for RRI, see the following URL:

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gt_rrie.html

For RRI configuration examples, see the “Reverse Route Injection Configuration Examples” section on 
page 8-20.

Configuring the IPsec Anti-Replay Window Size
Cisco IPsec authentication provides anti-replay protection against an attacker duplicating encrypted 
packets by assigning a unique sequence number to each encrypted packet. (Security association (SA) 
anti-replay is a security service in which the receiver can reject old or duplicate packets to protect itself 
against replay attacks.) The decryptor checks off the sequence numbers that it has seen before. The 
encryptor assigns sequence numbers in an increasing order. The decryptor remembers the value (X) of 
the highest sequence number that it has already seen. N is the window size of the decryptor. Any packet 
with a sequence number less than X minus N is discarded. Currently, N is set at 64. 

At times, the 64-packet window size is not sufficient. For example, Cisco quality of service (QoS) gives 
priority to high-priority packets, which could cause some low-priority packets to be discarded even 
though they are not replayed packets. The IPsec anti-replay window size feature allows you to expand 
the window size so that sequence number information can be kept for more than 64 packets.

Command Purpose

Step 1 Router(config)# crypto dynamic-map {dynamic-map-name} 
{dynamic-seq-name} 

Creates a dynamic crypto map entry and enters 
crypto map configuration mode. 

• dynamic-map-name—Name that identifies the 
map set.

• dynamic-seq-num—Sequence number assigned 
to the crypto map entry.

Step 2 Router(config-crypto-map)# reverse-route [tag tag-id 
| remote-peer | remote-peer ip-address] 

Creates source proxy information for a crypto map 
entry. 

• tag tag-id—(Optional) Tag value that can be 
used as a match value for controlling 
redistribution via route maps. 

• remote-peer—(Optional) Two routes are 
created, one for the remote endpoint and one for 
route recursion to the remote endpoint via the 
interface to which the crypto map is applied. 

• remote-peer ip-address—(Optional) One route 
is created to a remote proxy by way of a 
user-defined next hop. This next hop can be 
used to override a default route. The ip-address 
argument is required. 
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Expanding the IPsec Anti-Replay Window Size Globally
To expand the IPsec anti-replay window globally so that it affects all SAs that are created (except for 
those that are specifically overridden on a per-crypto map basis), perform this task beginning in global 
configuration mode:

Expanding the IPsec Anti-Replay Window at the Crypto Map Level
To expand the IPsec anti-replay window on a crypto map basis so that it affects those SAs that have been 
created using a specific crypto map or profile, perform this task beginning in global configuration mode:

Verifying the IPsec Anti-Replay Window Size Configuration at the Crypto Map 
Level 

To verify that IPsec anti-replay window size is enabled at a crypto map, enter the show crypto map 
command for that particular map. If anti-replay window size is enabled, the display will indicate that it 
is enabled and indicate the configured window size. If anti-replay window size is disabled, the results 
will indicate that also. 

The following example indicates that IPsec anti-replay window size is enabled: 

Router# show crypto map tag TESTMAP

Command Purpose

Router(config)# crypto ipsec security-association 
replay window size [size]

Expands the IPsec anti-replay window globally to 
the specified size.

• size—(Optional) Size of the window. Values can 
be 64, 128, 256, 512, or 1024. This value 
becomes the default value.

Command Purpose

Step 1 Router(config)# crypto map map-name seq-num 
ipsec-isakmp

Enters crypto map configuration mode and creates a 
crypto profile that provides a template for 
configuration of dynamically created crypto maps.

• map-name—Name that identifies the map set.

• seq-num—Sequence number assigned to the 
crypto map entry.

• ipsec-isakmp—Indicates that IKE will be used 
to establish the IPsec SAs for protecting the 
traffic specified by this crypto map entry. 

Step 2 Router(config-crypto-map)# set security-association 
replay window size [size]

Controls the SAs that are created using the policy 
specified by a particular crypto map, dynamic crypto 
map, or crypto profile.

• size—(Optional) Size of the window. Values can 
be 64, 128, 256, 512, or 1024. This value 
becomes the default value.
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Crypto Map "TESTMAP" 10 ipsec-isakmp
        WARNING: This crypto map is in an incomplete state!
                (missing peer or access-list definitions)
        No matching address list set.
        Security association lifetime: 4608000 kilobytes/3600 seconds
        PFS (Y/N): N
        Transform sets={ 
        }
        Antireplay window size = 128
        Interfaces using crypto map TESTMAP:

For more complete configuration information for IPsec anti-replay window size, refer to the following 
URL:

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gt_iarwe.html

For IPsec anti-replay window size configuration examples, see the “IPsec Anti-Replay Window Size 
Configuration Examples” section on page 8-21.

Note Anti-replay failures detected by the VSPA can be caused by reordering, requeueing, or fragmentation 
elsewhere in the network. As a defense against man-in-the-middle attacks, the VSPA will drop these 
packets. This is the expected behavior.

Disabling the IPsec Anti-Replay Checking 
To disable the IPsec anti-replay checking, enter the crypto ipsec security-association replay disable 
command in global configuration mode as follows:

To disable the IPsec anti-replay checking on a particular crypto map, enter the set security-association 
replay disable command in crypto map configuration mode as follows:

Command Purpose

Router(config)# crypto ipsec security-association 
replay disable 

Disables the IPsec anti-replay checking.

Command Purpose

Step 1 Router(config)# crypto map map-name seq-num 
ipsec-isakmp

Enters crypto map configuration mode and creates a 
crypto profile that provides a template for 
configuration of dynamically created crypto maps.

• map-name—Name that identifies the map set.

• seq-num—Sequence number assigned to the 
crypto map entry.

• ipsec-isakmp—Indicates that IKE will be used 
to establish the IPsec SAs for protecting the 
traffic specified by this crypto map entry. 

Step 2 Router(config-crypto-map)# set security-association 
replay disable

Disables IPsec anti-replay checking by a particular 
crypto map, dynamic crypto map, or crypto profile.
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Configuring an IPsec Preferred Peer
The IP Security (IPsec) Preferred Peer feature allows you to control the circumstances by which multiple 
peers on a crypto map are tried in a failover scenario. If there is a default peer, the next time a connection 
is initiated, the connection is directed to the default peer instead of to the next peer in the peer list. If all 
connections to the current peer time out, the next time a connection is initiated, it is directed to the 
default peer.

This feature includes the following capabilities: 

• Default peer configuration 

If a connection timeout occurs, the connection to the current peer is closed. The set peer command 
allows you to configure the first peer as the default peer. If there is a default peer, the next time a 
connection is initiated, the connection is directed to the default peer instead of to the next peer in 
the peer list. If the default peer is unresponsive, the next peer in the peer list becomes the current 
peer and future connections through the crypto map try that peer. 

This capability is useful when traffic on a physical link stops due to the failure of a remote peer. 
DPD indicates that the remote peer is unavailable, but that peer remains the current peer. 

A default peer facilitates the failover to a preferred peer that was previously unavailable, but has 
returned to service. Users can give preference to certain peers in the event of a failover. This is useful 
if the original failure was due to a network connectivity problem rather than failure of the remote 
peer. 

To configure a default peer, see the “Configuring a Default Peer” section on page 8-10.

• IPsec idle timer with default peer configuration

When a router running Cisco IOS software creates an IPsec security association (SA) for a peer, 
resources must be allocated to maintain the SA. The SA requires both memory and several managed 
timers. For idle peers, these resources are wasted. If enough resources are wasted by idle peers, the 
router could be prevented from creating new SAs with other peers. 

IPsec SA idle timers increase the availability of resources by deleting SAs associated with idle 
peers. Because IPsec SA idle timers prevent the wasting of resources by idle peers, more resources 
are available to create new SAs when required. (If IPsec SA idle timers are not configured, only the 
global lifetimes for IPsec SAs are applied. SAs are maintained until the global timers expire, 
regardless of peer activity.) 

When both an IPsec SA idle timer and a default peer are configured and all connections to the 
current peer time out, the next time a connection is initiated it is directed to the default peer 
configured in the set peer command. If a default peer is not configured and there is a connection 
timeout, the peer that timed out remains the current peer. 

This enhancement helps facilitate a failover to a preferred peer that was previously unavailable but 
is in service now. 

To configure an IPsec idle timer, see the “Configuring the IPsec Idle Timer with a Default Peer” 
section on page 8-11.

IPsec Preferred Peer Configuration Guidelines and Restrictions
When configuring an IPsec preferred peer, follow these guidelines and restrictions:

• When configuring a default peer, follow these guidelines and restrictions:

– Only one peer can be designated as the default peer in a crypto map. 
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– The default peer must be the first peer in the peer list.

Note The default peer feature must be used in conjunction with Dead Peer Detection (DPD). It is 
most effective on a remote site running DPD in periodic mode. DPD detects the failure of a 
device quickly and resets the peer list so that the default peer is tried for the next attempted 
connection. 

• When configuring IPsec idle timer usage with a default peer, follow these guidelines and 
restrictions:

– The IPsec idle timer usage with a default peer feature works only on the crypto map for which 
it is configured. You cannot configure the capability globally for all crypto maps. 

– If there is a global idle timer, the crypto map idle timer value must be different from the global 
value; otherwise, the idle timer is not added to the crypto map. 
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Configuring a Default Peer 
To configure a default peer, perform this task beginning in global configuration mode:

Command Purpose

Step 1 Router(config)# crypto map map-name seq-num 
[ipsec-isakmp] [dynamic dynamic-map-name] [discover] 
[profile profile-name] 

Enters crypto map configuration mode and creates a 
crypto profile that provides a template for 
configuration of dynamically created crypto maps.

• map-name—Name that identifies the map set.

• seq-num—Sequence number assigned to the 
crypto map entry.

• ipsec-isakmp—(Optional) Indicates that IKE 
will be used to establish the IPsec SAs for 
protecting the traffic specified by this crypto 
map entry. 

• dynamic dynamic-map-name—(Optional) 
Specifies the name of the dynamic crypto map 
set that should be used as the policy template. 

• discover—(Optional) Enables peer discovery. 
By default, peer discovery is not enabled. 

• profile profile-name—(Optional) Name of the 
crypto profile being created. 

Step 2 Router(config-crypto-map)# set peer {host-name 
[dynamic] [default] | ip-address [default]} 

Specifies an IPsec peer in a crypto map entry. 
Ensures that the first peer specified is defined as the 
default peer. 

• host-name—Specifies the IPsec peer by its host 
name. This is the peer’s host name concatenated 
with its domain name (for example, 
myhost.example.com). 

• dynamic—(Optional) The host name of the 
IPsec peer will be resolved via a domain name 
server (DNS) lookup right before the router 
establishes the IPsec tunnel. 

• default—(Optional) If there are multiple IPsec 
peers, designates that the first peer is the default 
peer. 

• ip-address—Specifies the IPsec peer by its IP 
address.

Step 3 Router(config-crypto-map)# exit Exits crypto map configuration mode and returns to 
global configuration mode. 
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Configuring the IPsec Idle Timer with a Default Peer 
To configure the IPsec idle timer with a default peer, perform this task beginning in global configuration 
mode:

For complete configuration information for IPsec preferred peer, see this URL:

http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gt_ipspp.html

For IPsec preferred peer configuration examples, see the “IPsec Preferred Peer Configuration Examples” 
section on page 8-23.

Configuring IPsec Security Association Idle Timers 
When a switch running Cisco IOS software creates an IPsec SA for a peer, resources must be allocated 
to maintain the SA. The SA requires both memory and several managed timers. For idle peers, these 
resources are wasted. If enough resources are wasted by idle peers, the switch could be prevented from 

Command Purpose

Step 1 Router(config)# crypto map map-name seq-num 
[ipsec-isakmp] [dynamic dynamic-map-name] [discover] 
[profile profile-name] 

Enters crypto map configuration mode and creates a 
crypto profile that provides a template for 
configuration of dynamically created crypto maps.

• map-name—Name that identifies the map set.

• seq-num—Sequence number assigned to the 
crypto map entry.

• ipsec-isakmp—(Optional) Indicates that IKE 
will be used to establish the IPsec SAs for 
protecting the traffic specified by this crypto 
map entry. 

• dynamic dynamic-map-name—(Optional) 
Specifies the name of the dynamic crypto map 
set that should be used as the policy template. 

• discover—(Optional) Enables peer discovery. 
By default, peer discovery is not enabled. 

• profile profile-name—(Optional) Name of the 
crypto profile being created. 

Step 2 Router(config-crypto-map)# set security-association 
idle-time seconds [default]

Specifies the maximum amount of time for which 
the current peer can be idle before the default peer is 
used. 

• seconds—Number of seconds for which the 
current peer can be idle before the default peer 
is used. Valid values are 60 to 86400. 

• default—(Optional) Specifies that the next 
connection is directed to the default peer. 

Step 3 Router(config-crypto-map)# exit Exits crypto map configuration mode and returns to 
global configuration mode.
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creating new SAs with other peers. The IPsec security association idle timers feature introduces a 
configurable idle timer to monitor SAs for activity, allowing SAs for idle peers to be deleted. The idle 
timers can be configured either globally, on a per-crypto map basis, or through an ISAKMP profile. The 
benefits of this feature include the following:

• Increased availability of resources

• Improved scalability of Cisco IOS IPsec deployments

IPsec Security Association Idle Timer Configuration Guidelines
When configuring idle timers on a per-crypto map basis, follow these guidelines:

• When the idle timer is configured globally, the idle timer configuration will be applied to all SAs.

• When the idle timer is configured for a crypto map, the idle timer configuration will be applied to 
all SAs under the specified crypto map.

Configuring the IPsec SA Idle Timer Globally 
To configure the IPsec SA idle timer globally, enter the crypto ipsec security-association idle-time 
command in global configuration mode as follows:

Configuring the IPsec SA Idle Timer per Crypto Map 
To configure the IPsec SA idle timer for a specified crypto map, use the set security-association 
idle-time command within a crypto map configuration:

Command Purpose

Router(config)# crypto ipsec security-association 
idle-time seconds 

Specifies the time, in seconds, that the idle timer will 
allow an inactive peer to maintain an SA. The range 
is from 60 to 86400 seconds.

Command Purpose

Step 1 Router(config)# crypto map map-name seq-number 
ipsec-isakmp 

Creates or modifies a crypto map entry and enters 
crypto map configuration mode.

• map-name—Name that identifies the crypto 
map set.

• seq-number—Sequence number you assign to 
the crypto map entry. Lower values have higher 
priority.

• ipsec-isakmp—Indicates that IKE will be used 
to establish the IPsec security associations.

Step 2 Router(config-crypto-map)# set security-association 
idle-time seconds 

Specifies the time, in seconds, that the idle timer will 
allow an inactive peer to maintain an SA. The range 
is from 60 to 86400 seconds.
8-12
Cisco VPN Services Port Adapter Configuration Guide

OL-16406-01



  

Chapter 8      Configuring Enhanced IPsec Features
  Configuring Distinguished Name-Based Crypto Maps
For detailed information on configuring IPsec SA idle timers, refer to the following Cisco IOS 
documentation:

http://www.cisco.com/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftsaidle.html

For IPsec SA idle timer configuration examples, see the “IPsec Security Association Idle Timer 
Configuration Examples” section on page 8-24.

Configuring Distinguished Name-Based Crypto Maps
The distinguished name-based crypto maps feature allows you to configure the switch to restrict access 
to selected encrypted interfaces for those peers with specific certificates, especially certificates with 
particular distinguished names (DNs). 

Previously, if the switch accepted a certificate or a shared secret from the encrypting peer, Cisco IOS did 
not have a method of preventing the peer from communicating with any encrypted interface other than 
the restrictions on the IP address of the encrypting peer. This feature allows you to configure which 
crypto maps are usable to a peer based on the DN that a peer used to authenticate itself, which enables 
you to control which encrypted interfaces a peer with a specified DN can access. You can configure a 
DN-based crypto map that can be used only by peers that have been authenticated by a DN or one that 
can be used only by peers that have been authenticated by a hostname.

Distinguished Name-Based Crypto Map Configuration Guidelines and 
Restrictions

When configuring a DN-based crypto map, follow these guidelines and restrictions:

• If you restrict access to a large number of DNs, we recommend that you specify a few number of 
crypto maps referring to large identity sections instead of specifying a large number of crypto maps 
referring to small identity sections. 
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Configuring a DN-Based Crypto Map

To configure a DN-based crypto map that can be used only by peers that have been authenticated by a 
DN, or one that can be used only by peers that have been authenticated by a hostname, perform this task 
beginning in global configuration mode:

Command Purpose

Step 1 Router(config)# crypto isakmp policy priority 
...
Router(config-isakmp)# exit

Defines an ISAKMP policy and enters ISAKMP 
policy configuration mode.

• priority—Identifies the IKE policy and assigns 
a priority to the policy. Use an integer from 1 to 
10000, with 1 being the highest priority and 
10000 the lowest.

Creates an ISAKMP policy at each peer.

For details on configuring an ISAKMP policy, see 
the Cisco IOS Security Configuration Guide.

Step 2 Router(config)# crypto map map-name seq-number 
ipsec-isakmp 

Creates or modifies a crypto map entry and enters 
the crypto map configuration mode.

• map-name—Name that identifies the crypto 
map set.

• seq-number—Sequence number you assign to 
the crypto map entry. Lower values have higher 
priority.

• ipsec-isakmp—Indicates that IKE will be used 
to establish the IPsec security associations.

Step 3 Router(config-crypto-map)# set identity name
...
Router(config-crypto-map)# exit

Applies the identity to the crypto map. 

• name—Identity of the switch, which is 
associated with the given list of DNs.

When this command is applied, only the hosts that 
match a configuration listed within the identity 
name can use the specified crypto map. 

Note If the set identity command does not appear 
within the crypto map, the encrypted 
connection does not have any restrictions 
other than the IP address of the encrypting 
peer.

Specify any other policy values appropriate to your 
configuration.

For details on configuring a crypto map, see the 
Cisco IOS Security Configuration Guide.
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For complete configuration information for distinguished name-based crypto maps, refer to this URL:

http://www.cisco.com/en/US/docs/ios/12_2t/12_2t4/feature/guide/ftdnacl.html

For a distinguished name-based crypto map configuration example, see the “Distinguished Name-Based 
Crypto Maps Configuration Example” section on page 8-24.

Configuring Platform ACLs for Tunnel Interfaces
You can apply access control lists (ACLs) to tunnel interfaces.

Platform ACL on Tunnel Interfaces Configuration Guidelines and Restrictions
When configuring platform ACLs for a VSPA, follow these guidelines and note these restrictions:

• ACLs can be applied to the tunnel interface in any of these situations:

– GRE in crypto-connect mode, whether or not GRE is taken over by the VSPA

– GRE with tunnel protection, whether or not GRE is taken over by the VSPA

– Static VTI

– DMVPN, in either crypto-connect or VRF mode

• Permit and deny ACLs can be applied to GRE tunnel interfaces in either the inbound or outbound 
direction.

• In crypto-connect mode with GRE, when GRE is not taken over by the VSPA, apply the ACL to the 
interface VLAN to filter GRE-encapsulated packets, or to the tunnel interface to filter clear IP 
packets.

• In crypto-connect mode with GRE, when GRE is taken over by the VSPA, ACLs on the interface 
VLAN are not supported. Apply the ACL to the tunnel interface to filter clear IP packets.

• ACLs on tunnels are supported in blade-to-blade failover.

Step 4 Router(config)# crypto identity name Configures the identity of a switch with the given list 
of DNs in the certificate of the switch and enters 
crypto identity configuration mode. 

• name—The name value specified in Step 3.

Step 5 Router(crypto-identity)# dn name=string 
[,name=string]| fqdn name

Associates the identity of the switch with either a 
DN or hostname (FQDN) to restrict access to peers 
with specific certificates.

• name=string—The DN in the certificate of the 
switch. Optionally, you can associate more than 
one DN.

• fqdn name—The hostname that the peer used to 
authenticate itself (FQDN) or the DN in the 
certificate of the switch.

The identity of the peer must match the identity in 
the exchanged certificate.

Command Purpose
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• ACLs will be applied to transit packets, but will not be applied to packets generated by the switch.

For a platform ACL configuration example, see the “Platform ACL Configuration Example” section on 
page 8-25.

Configuring Sequenced Crypto ACLs
Access control lists (ACLs) are made up of access control entries (ACEs). With sequenced ACLs, ACEs 
can be entered with a sequence number in front of the ACE and the ACEs are then processed by sequence 
number. Additionally, ACEs can be deleted one at a time by using the sequence number in the front of 
the ACE that you want to delete. The sequence numbers do not appear in the configuration but they can 
be displayed using the show access-list command.

Note If an ACE is removed or modified, the ACL is reconfigured on the module, which might result in the 
closing of existing sessions.

Configuring Deny Policy Enhancements for Crypto ACLs
Use the crypto ipsec ipv4-deny {jump | clear | drop} command set as follows:

• The jump keyword is not supported.

• The clear keyword allows a deny address range to be programmed in hardware. The deny addresses 
are then filtered out for encryption and decryption. If the VPN mode is crypto-connect, when a deny 
address is hit, the search is stopped and traffic is allowed to pass in the clear (unencrypted) state. If 
the VPN mode is VRF, the deny address matching traffic is dropped.

• The drop keyword causes traffic to be dropped when a deny address is hit. 

The clear and drop keywords can be used to prevent repeated address ranges from being programmed 
in the hardware, resulting in more efficient TCAM space utilization.

Deny Policy Enhancements for ACLs Configuration Guidelines and Restrictions
When configuring the deny policy enhancements, follow these guidelines and restrictions:

• The crypto ipsec ipv4-deny {jump | clear | drop} command is a global command that is applied 
to a single VSPA. The specified keyword (jump, clear, or drop) is propagated to the ACE software 
of the VSPA. The default behavior is clear. 

• When the clear keyword is used with VRF mode, deny address traffic is dropped rather than passed 
in the clear state. VRF mode does not pass traffic in the clear state.

• If you apply the specified keyword (jump, clear, or drop) when crypto maps are already configured 
on the VSPA, all existing IPsec sessions are temporarily removed and restarted, which impacts 
traffic on your network.

• The number of deny entries that can be specified in an ACL are dependent on the keyword specified:

– jump—Not supported.

– clear—Supports up to 1000 deny entries in an ACL.

– drop—Supports up to 1000 deny entries in an ACL.
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For a deny policy enhancements configuration example, see the “Deny Policy Enhancements for ACLs 
Configuration Example” section on page 8-26.

Understanding IPv6 IPsec Support in the VSPA
The VSPA supports IPv6 encryption and decryption for configurations using a static virtual tunnel 
interface (sVTI) in VRF mode where all tunnel interfaces are terminated in the global context.

This section contains the following topics:

• IPv6 IPsec Configuration Guidelines and Restrictions, page 8-17

• Tunnel Source Address Selection, page 8-18

• Configuring IPv6 IPsec, page 8-18

IPv6 IPsec Configuration Guidelines and Restrictions
When configuring IPsec for IPv6, follow these guidelines and note these restrictions:

• A tunnel must be either IPv4 or IPv6. If you assign both an IPv4 address and an IPv6 address to a 
tunnel, packets for the tunnel will be dropped. 

• We recommend that you explicitly configure the tunnel source with an IPv6 address instead of an 
interface name to avoid ambiguity, because the tunnel source address will be used as your IKE local 
endpoint address. IKE supports only preshared key authentication, using the endpoint address as an 
ID. 

• The VSPA supports a maximum IPv6 MTU of 9216. Packets that exceed the path MTU of the tunnel 
will be dropped and the VSPA will send a PMTU Packet Too Big message to the source host. IPv6 
packets are fragmented only by the originating host.

• The number of IPv6 sVTI tunnels supported by the VSPA depends on the routing protocol used, as 
shown in the following table:

• The following features are not supported by the VSPA for IPv6:

– Crypto connect mode

– IP VRF forwarding on IPv6 tunnel interfaces

– OSPFv3 with authentication (OSPFv3 through the tunnel is supported)

– Intermediate System-to-Intermediate System (IS-IS) routing protocol

– Multicast

– IPv4-in-IPv6, IPv6-in-IPv4

– AH encapsulation

IPv6 Routing Protocol Tunnels

Static 1000

BGP 500

EIGRP 500

OSPFv3 200

RIPng 200
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– Path MTU discovery (PMTUD)

– Dead peer detection (DPD, PDPD)

– Extension headers on encrypted packets (extension headers on cleartext packets are supported)

– Crypto certificates

– MPLS

– HSRPv6

– Unless explicitly stated, platform features (such as QoS and ACL) applied to the tunnel interface 
are not supported

Tunnel Source Address Selection
IPv6 allows an interface to have multiple aggregatable global unicode (AGU) addresses and a link-local 
address. If a single global unicast address is configured on the tunnel interface, then that address will be 
used as the tunnel source address. If multiple global unicast addresses are configured, then the first 
address will be used. If no global unicast address is configured on the tunnel interface, then the link-local 
address will be used. 

Configuring IPv6 IPsec
To configure IPsec for IPv6, perform this task:

Command Purpose

Step 1 Router(config)# crypto engine mode vrf Enables VRF mode for the VSPA.

Step 2 Router(config)# ipv6 unicast-routing Enables the forwarding of IPv6 unicast packets.

Step 3 Router(config)# crypto isakmp key enc-type-digit 
keystring address ipv6 rem_ipv6_address/prefix 

Configures a preshared authentication key and 
specifies the IPv6 address of the remote peer.

Step 4 Router(config)# crypto ipsec transform-set 
transform-set-name esp-aes esp-sha 

Defines a transform set (an acceptable combination 
of security protocols and algorithms) and enters 
crypto transform configuration mode.

• transform-set-name—Name of the transform 
set.

• transform1[transform2[transform3]]—Defines 
IPsec security protocols and algorithms. 

Step 5 Router(config-crypto-trans)# exit Exits crypto transform configuration mode.

Step 6 Router(config)# crypto ipsec profile profile-name Defines an IPsec profile and enters IPsec profile 
configuration mode.

• profile-name—Name of the user profile.

Step 7 Router(config-ipsec-profile)# set transform-set 
transform-set-name

Specifies which transform sets can be used with the 
crypto map entry.

• transform-set-name—Name of the transform 
set. Enter the value specified in Step 4.

Step 8 Router(config-ipsec-profile)# exit Exits IPsec profile configuration mode.
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For IPv6 IPsec configuration examples, see the “IPv6 IPsec Configuration Example” section on 
page 8-26.

Configuration Examples
This section provides examples of the following configurations:

• Advanced Encryption Standard Configuration Example, page 8-20

• Reverse Route Injection Configuration Examples, page 8-20

• IPsec Anti-Replay Window Size Configuration Examples, page 8-21

• IPsec Preferred Peer Configuration Examples, page 8-23

• IPsec Security Association Idle Timer Configuration Examples, page 8-24

• Distinguished Name-Based Crypto Maps Configuration Example, page 8-24

• Platform ACL Configuration Example, page 8-25

• Deny Policy Enhancements for ACLs Configuration Example, page 8-26

• IPv6 IPsec Configuration Example, page 8-26

Step 9 Router(config)# interface tunnel-number Configures a tunnel interface and enters interface 
configuration mode.

• tunnel-number—Name assigned to the tunnel 
interface.

Step 10 Router(config-if)# ipv6 address ipv6_address Specifies an IPv6 address and enables IPv6 
processing on the interface.

Step 11 Router(config-if)# tunnel source src_ipv6_address Specifies an IPv6 address as the source for the 
tunnel interface. 

Step 12 Router(config-if)# tunnel destination 
dst_ipv6_address

Specifies an IPv6 address as the destination for the 
tunnel interface.

Step 13 Router(config-if)# tunnel mode ipsec ipv6 Tunnel mode is IPsec and the transport is IPv6.

Step 14 Router(config-if)# tunnel protection ipsec profile 
profile-name 

Associates a tunnel interface with an IPsec profile.

• profile-name—Name of the crypto profile.

Step 15 Router(config-if)# crypto engine slot slot/subslot 
inside

Assigns the specified crypto engine to the interface.

• slot/subslot—The slot and subslot where the 
VSPA is located.

Step 16 Router(config-if)# exit Exits interface configuration mode.

Step 17 Router(config)# interface gigabitethernet 
slot/subslot/port

Configures the physical egress interface.

Step 18 Router(config-if)# ipv6 address ipv6_address Specifies an IPv6 address and enables IPv6 
processing on the interface.

Step 19 Router(config-if)# crypto engine outside Assigns the crypto engine to the interface.

Step 20 Router(config-if)# exit Exits interface configuration mode.

Command Purpose
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Advanced Encryption Standard Configuration Example 
The following example configures the Advanced Encryption Standard (AES) 256-bit key: 

crypto ipsec transform-set aesset esp-aes 256 esp-sha-hmac
mode transport

crypto map aesmap 10 ipsec-isakmp
set peer 10.0.110.1
set transform-set aesset

Reverse Route Injection Configuration Examples 
The following examples show how to configure RRI: 

• RRI Under a Static Crypto Map Configuration Example, page 8-20

• RRI Under a Dynamic Crypto Map Configuration Example, page 8-20

• RRI with Existing ACLs Configuration Example, page 8-20

• RRI for Two Routes Configuration Example, page 8-21

• RRI via a User-Defined Hop Configuration Example, page 8-21

RRI Under a Static Crypto Map Configuration Example 

The following example shows how to configure RRI under a static crypto map. In this example, the 
RRI-created route has been tagged with a tag number. This tag number can then be used by a routing 
process to redistribute the tagged route via a route map: 

Router(config)# crypto map mymap 1 ipsec-isakmp 
Router(config-crypto-map)# reverse-route tag 5

RRI Under a Dynamic Crypto Map Configuration Example 

The following example shows how to configure RRI under a dynamic crypto map: 

Router(config)# crypto dynamic-map mymap 1 
Router(config-crypto-map)# reverse-route remote peer 10.1.1.1

RRI with Existing ACLs Configuration Example 

The following example shows how to configure RRI for a situation in which there are existing ACLs: 

Router(config)# crypto map mymap 1 ipsec-isakmp
Router(config-crypto-map)# set peer 172.17.11.1
Router(config-crypto-map)# reverse-route static
Router(config-crypto-map)# set transform-set esp-3des-sha
Router(config-crypto-map)# match address 101

access-list 101 permit ip 192.168.1.0 0.0.0.255 172.17.11.0 0.0.0.255
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RRI for Two Routes Configuration Example 

The following example shows how to configure two routes, one for the remote endpoint and one for route 
recursion to the remote endpoint via the interface on which the crypto map is configured: 

Router(config-crypto-map)# reverse-route remote-peer

RRI via a User-Defined Hop Configuration Example 

The following example shows that one route has been created to the remote proxy via a user-defined next 
hop. This next hop should not require a recursive route lookup unless it will recurse to a default route. 

Router(config-crypto-map)# reverse-route remote-peer 10.4.4.4

IPsec Anti-Replay Window Size Configuration Examples
The following examples show how to configure the IPsec anti-replay window size:

• IPsec Anti-Replay Window Global Configuration Example, page 8-21

• IPsec Anti-Replay Window per Crypto Map Configuration Example, page 8-22

IPsec Anti-Replay Window Global Configuration Example

The following example shows that the anti-replay window size has been set globally to 1024: 

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname VPN-Gateway1
!
boot-start-marker
boot-end-marker
!
clock timezone EST 0
no aaa new-model
ip subnet-zero
!
ip audit po max-events 100
no ftp-server write-enable
!
crypto isakmp policy 10
authentication pre-share
crypto isakmp key cisco123
address 192.165.201.2 

!
crypto ipsec security-association replay window-size 1024 
!
crypto ipsec transform-set basic esp-des esp-md5-hmac 
!
crypto map mymap 10 ipsec-isakmp
set peer 192.165.201.2
set transform-set basic
match address 101

!
interface Ethernet0/0
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ip address 192.168.1.1 255.255.255.0
!
interface Serial1/0
ip address 192.165.200.2 255.255.255.252  
serial restart-delay 0  
crypto map mymap 

!
ip classless
ip route 0.0.0.0 0.0.0.0 192.165.200.1
no ip http server
no ip http secure-server
!
access-list 101 permit ip 192.168.1.0 0.0.0.255 172.16.2.0 0.0.0.255 
!access-list 101 remark Crypto ACL
!
control-plane
!
line con 0
line aux 0
line vty 0 4
end

IPsec Anti-Replay Window per Crypto Map Configuration Example

The following example shows that anti-replay checking is disabled for IPsec connections to 
172.150.150.2, but enabled (and the default window size is 64) for IPsec connections to 172.150.150.3 
and 172.150.150.4: 

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname dr_whoovie
!
enable secret 5 $1$KxKv$cbqKsZtQTLJLGPN.tErFZ1 
enable password ww 
!
ip subnet-zero
cns event-service server
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco170 
address 172.150.150.2 
crypto isakmp key cisco180 
address 172.150.150.3 
crypto isakmp key cisco190 
address 172.150.150.4

crypto ipsec transform-set 170cisco esp-des esp-md5-hmac 
crypto ipsec transform-set 180cisco esp-des esp-md5-hmac 
crypto ipsec transform-set 190cisco esp-des esp-md5-hmac
crypto map ETH0 17 ipsec-isakmp
set peer 172.150.150.2
set security-association replay disable  
set transform-set 170cisco  
match address 170 

crypto map ETH0 18 ipsec-isakmp  
set peer 150.150.150.3  
set transform-set 180cisco  
match address 180 

crypto map ETH0 19 ipsec-isakmp  
set peer 150.150.150.4  
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set transform-set 190cisco  
match address 190 

!
interface Ethernet0
ip address 172.150.150.1 255.255.255.0
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
no mop enabled
crypto map ETH0

!
interface Serial0
ip address 172.160.160.1 255.255.255.0
no ip directed-broadcast
no ip mroute-cache
no fair-queue

!
ip classless
ip route 172.170.170.0 255.255.255.0 172.150.150.2 
ip route 172.180.180.0 255.255.255.0 172.150.150.3 
ip route 172.190.190.0 255.255.255.0 172.150.150.4 
no ip http server 
!
access-list 170 permit ip 172.160.160.0 0.0.0.255 172.170.170.0 0.0.0.255 
access-list 180 permit ip 172.160.160.0 0.0.0.255 172.180.180.0 0.0.0.255 
access-list 190 permit ip 172.160.160.0 0.0.0.255 172.190.190.0 0.0.0.255 
!
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipx permit
!
line con 0
transport input none
line aux 0
line vty 0 4
password ww
login
end

IPsec Preferred Peer Configuration Examples
The following examples show how to configure an IPsec preferred peer:

• Default Peer Configuration Example, page 8-23

• IPsec Idle Timer with Default Peer Configuration Example, page 8-24

Default Peer Configuration Example

The following example shows how to configure a default peer. In this example, the first peer, at IP 
address 1.1.1.1, is the default peer: 

Router(config)# crypto map tohub 1 ipsec-isakmp 
Router(config-crypto-map)# set peer 1.1.1.1 default 
Router(config-crypto-map)# set peer 2.2.2.2 
Router(config-crypto-map)# exit
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IPsec Idle Timer with Default Peer Configuration Example 

The following example shows how to configure an IPsec idle timer with a default peer. In the following 
example, if the current peer is idle for 600 seconds, the default peer 1.1.1.1 (which was specified in the 
set peer command) is used for the next attempted connection: 

Router (config)# crypto map tohub 1 ipsec-isakmp 
Router(config-crypto-map)# set peer 1.1.1.1 default 
Router(config-crypto-map)# set peer 2.2.2.2 
Router(config-crypto-map)# set security-association idle-time 600 default 
Router(config-crypto-map)# exit

IPsec Security Association Idle Timer Configuration Examples
The following examples show how to configure the IPsec SA idle timer:

• IPsec SA Idle Timer Global Configuration Example, page 8-24

• IPsec SA Idle Timer per Crypto Map Configuration Example, page 8-24

IPsec SA Idle Timer Global Configuration Example 

The following example globally configures the IPsec SA idle timer to drop SAs for inactive peers after 
600 seconds: 

Router(config)# crypto ipsec security-association idle-time 600

IPsec SA Idle Timer per Crypto Map Configuration Example 

The following example configures the IPsec SA idle timer for the crypto map named test to drop SAs 
for inactive peers after 600 seconds: 

Router(config) # crypto map test 1 ipsec-isakmp
Router(config-crypto-map)# set security-association idle-time 600

Distinguished Name-Based Crypto Maps Configuration Example
The following example shows how to configure DN-based crypto maps that have been authenticated by 
DN and hostname. Comments are included inline to explain various commands. 

! DN based crypto maps require you to configure an IKE policy at each peer. 
crypto isakmp policy 15 
encryption 3des 
hash md5 
authentication rsa-sig 
group 2 
lifetime 5000 

crypto isakmp policy 20 
authentication pre-share 
lifetime 10000 
crypto isakmp key 1234567890 address 171.69.224.33 

! 
!The following is an IPsec crypto map (part of IPsec configuration). It can be used only 
! by peers that have been authenticated by DN and if the certificate belongs to BigBiz. 
crypto map map-to-bigbiz 10 ipsec-isakmp 
set peer 172.21.114.196 
set transform-set my-transformset 
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match address 124 
identity to-bigbiz 

! 
crypto identity to-bigbiz 
dn ou=BigBiz 
! 
! 
! This crypto map can be used only by peers that have been authenticated by hostname 
!and if the certificate belongs to little.com. 
crypto map map-to-little-com 10 ipsec-isakmp 
set peer 172.21.115.119 
set transform-set my-transformset 
match address 125 
identity to-little-com 

! 
crypto identity to-little-com 
fqdn little.com 
! 

Platform ACL Configuration Example
This example shows a tunnel configuration with inbound and outbound ACLs:

interface Tunnel1
 ip vrf forwarding i1
 ip address 26.0.1.2 255.255.255.0
 ip access-group T1ACL_IN in
 ip access-group T1ACL_OUT out
 ip mtu 1400
 tunnel source 27.0.1.2
 tunnel destination 67.0.1.6
 tunnel vrf f1
 tunnel protection ipsec profile TUN_PROTECTION
 crypto engine slot 3/0 inside
!
!
ip access-list extended T1ACL_IN
 permit tcp any any
 permit icmp any any
 permit ip any host 50.0.1.2 precedence critical
 permit ip any host 50.0.1.2 precedence internet
 permit ip any host 50.0.1.2 precedence priority
 permit ip any host 50.0.1.2 precedence flash
 deny   ip any any
ip access-list extended T1ACL_OUT
 permit tcp any any
 permit icmp any any
 permit ip any host 60.0.1.2 precedence critical
 permit ip any host 60.0.1.2 precedence internet
 permit ip any host 60.0.1.2 precedence priority
 permit ip any host 60.0.1.2 precedence flash
 deny   ip any any
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Deny Policy Enhancements for ACLs Configuration Example
The following example shows a configuration using the deny policy clear option. In this example, when 
a deny address is hit, the search will stop and traffic will be allowed to pass in the clear (unencrypted) 
state:

Router(config)# crypto ipsec ipv4-deny clear

IPv6 IPsec Configuration Example
This example shows how to configure IPv6 IPsec between a hub and a spoke:

Hub Configuration
ipv6 unicast-routing
crypto engine mode vrf
crypto isakmp policy 1
  encr aes 192 
  group 2
  auth pre-share
  lifetime 7200
crypto isakmp key 12345 address ipv6 ::/0
crypto ipsec transform-set ts esp-aes 256 esp-sha-hmac 
!
! WAN interface
!
interface TenGigabitEthernet3/2 
  mtu 9216
  ipv6 enable
  ipv6 address 2001:410:4::1/48
  crypto engine outside
  no shut
!
! LAN interface
!
interface TenGigabitEthernet3/1 
  mtu 9216
  ipv6 enable
  ipv6 address 2001:410:5::2/48 
  no shut
crypto ipsec profile tp
  set transform-set ts
interface Loopback1
  ipv6 address 2001:410:1:1::1/128
  no shut
interface Tunnel1
  ipv6 enable
  ipv6 address 2001:410:2:1::1/64
  tunnel source Loopback1 
  tunnel destination 2001:410:1:2::1 
  tunnel mode ipsec ipv6 
  tunnel protection ipsec profile tp
  crypto engine slot 5/0 inside
  no shut
!
ipv6 route 2001:410:1:2::/64 2001:410:4::2
ipv6 route 2001:410:8:1::1/128 Tunnel1
!
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Spoke Configuration
ipv6 unicast-routing
crypto engine mode vrf
crypto isakmp policy 1
  encr aes 192 
  group 2
  auth pre-share
  lifetime 7200
crypto isakmp key 12345 address ipv6 ::/0
crypto ipsec transform-set ts esp-aes 256 esp-sha-hmac 
!
! WAN interface
!
interface TenGigabitEthernet2/3 
  mtu 9216
  ipv6 enable
  ipv6 address 2001:410:4::2/48
  crypto engine outside
  no shut
!
! LAN interface
!
interface TenGigabitEthernet2/1
  mtu 9216
  ipv6 enable
  ipv6 address 2001:410:6::1/48 
  no shut
crypto ipsec profile tp
  set transform-set ts
interface Loopback1
  ipv6 address 2001:410:1:2::1/128
  no shut
interface Tunnel1
  ipv6 enable
  ipv6 address 2001:410:2:1::2/64
  tunnel source Loopback1 
  tunnel destination 2001:410:1:1::1 
  tunnel mode ipsec ipv6 
  tunnel protection ipsec profile tp
  crypto engine slot 4/0 inside
  no shut
!
ipv6 route 2001:410:1:1::/64 2001:410:4::1
ipv6 route 2001:410:7:1::1/128 Tunnel1
!

8-27
Cisco VPN Services Port Adapter Configuration Guide

OL-16406-01



  

Chapter 8      Configuring Enhanced IPsec Features
  Configuration Examples
8-28
Cisco VPN Services Port Adapter Configuration Guide

OL-16406-01


	Configuring Enhanced IPsec Features
	Overview of Enhanced IPsec Features
	Configuring Advanced Encryption Standard in a Transform Set
	Verifying the AES Transform Set

	Configuring Reverse Route Injection
	RRI Configuration Guidelines and Restrictions
	Configuring RRI Under a Static Crypto Map
	Configuring RRI Under a Dynamic Crypto Map

	Configuring the IPsec Anti-Replay Window Size
	Expanding the IPsec Anti-Replay Window Size Globally
	Expanding the IPsec Anti-Replay Window at the Crypto Map Level
	Verifying the IPsec Anti-Replay Window Size Configuration at the Crypto Map Level
	Disabling the IPsec Anti-Replay Checking

	Configuring an IPsec Preferred Peer
	IPsec Preferred Peer Configuration Guidelines and Restrictions
	Configuring a Default Peer
	Configuring the IPsec Idle Timer with a Default Peer

	Configuring IPsec Security Association Idle Timers
	IPsec Security Association Idle Timer Configuration Guidelines
	Configuring the IPsec SA Idle Timer Globally
	Configuring the IPsec SA Idle Timer per Crypto Map

	Configuring Distinguished Name-Based Crypto Maps
	Distinguished Name-Based Crypto Map Configuration Guidelines and Restrictions
	Configuring a DN-Based Crypto Map


	Configuring Platform ACLs for Tunnel Interfaces
	Platform ACL on Tunnel Interfaces Configuration Guidelines and Restrictions

	Configuring Sequenced Crypto ACLs
	Configuring Deny Policy Enhancements for Crypto ACLs
	Deny Policy Enhancements for ACLs Configuration Guidelines and Restrictions

	Understanding IPv6 IPsec Support in the VSPA
	IPv6 IPsec Configuration Guidelines and Restrictions
	Tunnel Source Address Selection
	Configuring IPv6 IPsec

	Configuration Examples
	Advanced Encryption Standard Configuration Example
	Reverse Route Injection Configuration Examples
	RRI Under a Static Crypto Map Configuration Example
	RRI Under a Dynamic Crypto Map Configuration Example
	RRI with Existing ACLs Configuration Example
	RRI for Two Routes Configuration Example
	RRI via a User-Defined Hop Configuration Example

	IPsec Anti-Replay Window Size Configuration Examples
	IPsec Anti-Replay Window Global Configuration Example
	IPsec Anti-Replay Window per Crypto Map Configuration Example

	IPsec Preferred Peer Configuration Examples
	Default Peer Configuration Example
	IPsec Idle Timer with Default Peer Configuration Example

	IPsec Security Association Idle Timer Configuration Examples
	IPsec SA Idle Timer Global Configuration Example
	IPsec SA Idle Timer per Crypto Map Configuration Example

	Distinguished Name-Based Crypto Maps Configuration Example
	Platform ACL Configuration Example
	Deny Policy Enhancements for ACLs Configuration Example
	IPv6 IPsec Configuration Example




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


