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DCNM Integration with ServiceNow

ServiceNow offers applications for IT Service Management (ITSM) and IT Operations Management (ITOM).
There are four primary modules - inventory discovery, incident management, event management & change
management workflows. Starting from Cisco DCNM Release 11.3(1), we provide Cisco DCNM integration
with ServiceNow. This enables you to integrate end-user IT data with the ServiceNow platform. The integration
provides a default set of ServiceNow custom tables which are populated with configuration data.

To utilize this functionality, install the DCNM application in the ServiceNow customer instance and provide
the DCNM mid-server details. Information or data regarding switch details, port details, and alarms, is retrieved
to the ServiceNow Configuration Management Database (CMDB) tables. By default, data is retrieved every
15 minutes and displayed.

Details about the switches and ports of each switch are collected from the DCNM inventory. The alarms are
collected by polling DCNM. Alarms are then filtered and categorized based on their type, such as, CPU,
MEMORY, POWER, LINKSTATE, EXTERNAL, ICMP, SNMP, and SSH. The alarms are then stored in
an Events table. These events are then used to generate incidents for the CPU, MEMORY, SNMP, and SSH
categories. The source, description, severity and category of each alarm is stored. However, when an alarm
ceases to exist in DCNM, the incident that was raised for it is not updated or cleared on the DCNM ServiceNow
application. When polling of alarms is initiated for the first time, the alarms that were raised in the last seven
days are pulled in from DCNM.

The DCNM application on ServiceNow runs scheduled scripts and connects with the mid-server which in
turn connects with DCNM to retrieve data. DCNM sends the requested data to the mid-server which then
passes on the data to the DCNM application on ServiceNow. The tables in the DCNM instance on ServiceNow
are then populated with this retrieved data.
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Guidelines and Limitations of DCNM Integration with ServiceNow

¢ In the ServiceNow Cisco DCNM Application version 1.0, details about only one MID server can be
added in the Cisco DCNM >Propertiestable. Starting from Cisco DCNM Application version 1.1,
multiple MID servers can be added in the Cisco DCNM >Propertiestable. This means that data can be
retrieved from multiple DCNM setups at the same time. In the ServiceNow GUI, data from each DCNM
is distinguished by the DCNM IP address.
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=  DCNMProperties u Search  DCNM IP Address ¥ | Search 1 to3of3
5 Al
5 O, SocnMipaddress a = Midserver Status = DCNM Connection Status
search search Search
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Actiens on selected rows... § 1 to3of3
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* Scheduled scripts to retrieve data are run only after insertion of a server record in the Cisco
DCNM>Propertiestable.

* In case the mid-server IP Address and credentials in the Cisco DCNM >Properties table are changed,
the data that was imported using the previous mid-server is deleted from the application scope tables.
However, data that was imported to the ServiceNow CMDB (global scope) remains and is not deleted.

* To ensure optimal performance in the ServiceNow database, each entry is matched with the switch
database ID and IP Address ensuring that there is no duplication of entries.

* Entries in the cmdb _ci_ip switch table have to be manually deleted in case a new server is added in the
Cisco DCNM>Propertiestable.
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Installing and Configuring the Cisco DCNM Application on ServiceNow

Procedure

Step 1 Log in to https://dcnm1 .service-now.com. Select System Applications > Applications. Install the Cisco
DCNM Application from the All Appstab.

SErviCenOwW. sewiceManagement Q- O PO &

— Bl < rovicatonansger B
B * O

System Applications.

AllApps  InDevelopment Notlnstalled Installed Find in Store

In Development
Search ServiceNow Store

Activity Pack Integration

Getting Started - * Version1.02
= : ditin o

Created on Jan 04,2017
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P AllAvailable Applications by Cisco Systoms inc

My Company Applications

Not Installed

Application Cross-Scope Access
Application Design Access Cisco DCNM Application
 Version 0.0.18
« Created on Aug26, 2019 100

 Modified on Dec 02,2019

Install

by Cisco Systems Inc

Activity Pack Integration

- Version1.02

+ Created on Jan 04,2017
102 v Install

Show More

by Cisco Systems Inc:

Step 2 After installation is complete, verify that the Cisco DCNM Properties and Dashboard tabs are appearing in
the application.

servicenow. serice Management

Cisco DCNM

Properties

Dashboard

P Tables

Step 3 Choose M 1D Serversand click the MID Server that is used for DCNM integration.

o= ®g
mid serv O = MID Servers [Discovery view] m Pattern Sync to Mid [IECEUIRELTS v 1 tolofl

<
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SErviCeNOW. service Management @ rorsha ~

= ( Clear L
b Q, = Name A = Hostname = status = Validated = Version = Last refreshed = Started = Stopped = Logged inuser = Unresolved issues
Discovery
madrid-12-18-2018_patcha-10-01- 20191120 20191120
@  midserverone  test up Yes 20191206 01:29:03 0
2019_10... 164253 16:38:37 denmmidserveruser

MID Servers
e Actions onselected ows.. § 1 tolof1

Installation Instructions @

Step 4 Scroll down and click the Propertiestab. Click New and add the property given below in the M1D Server
Property New record window. Click Submit.
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Name Type Value

glide.http.outboundmax_timeout.enabled | True/false False

SErviCeNOW. serice Management

Q- O P G@

¢ = MDServerProperty
denm = Newrecord

S
Tt

=

MID Server Py i MID. any MoreInfo
Cisco DCNM
Application Global @
Properties
Name glide.http.outbound.max_timeout.enabled
Dashboard
Value false
¥ Tables
siscoldcnrm_abouts MID server midserverone

cisco_dcnm_events
Submit

cisco_denm_switch_mappings
cisco_denm_switch_details

cisco_denm_switch_ports

Step 5 Now, select the Configuration Parameter s tab.

ServiCenOW: senice Management

Q- o = Pz

Vi ‘:-_‘. 000 Update  Delete

. (= Mbserer
mid serv = midserverone [Discovery view]

= MID Server Issues  Configuration Parameters (11) ~ Supported IPRanges (1)  Capabilities (1)  Extension Contexts ~ Logs (107) ~ Threads(63) Properties Included in Clusters
Discovery = Configuration Parameters m Search Parameternamev  Search 1 tollofil B8
MID Servers T MiD server = midserverane
MID Server & O = Parametername = value
Installation Instructions mid.proxyuse proxy o
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https://dcnm.service-now.com/

Dashboard

‘mid.proxy.port 80

Servers

®

Downloads @
®

®

mid.instance.username denmmidserveruser

Step 6 In the Configuration Parameterstab, click New. Enter the required details in the fields.

SErviCenOW. senice Management

Q- O PO B

¢ = M Server Configuration Parameter
denm = Newrecord

@ = oo submit

= MID server midserverone Qo
Cisco DCNM Parametername  mid.disable_amb (Disable the AMB Client on the MID Server. Default: false) s
Properties Domain global alle
Dashboard value | true

P Tables

Submit

Step 7 Click Submit to set up the MID Server.
Step 8 Choose Cisco DCNM > Properties. Click New Server. Enter the required parameters.
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<|= :g:il:;g;:nmes & = oo submit
Ensure DCNM is NTP time sync.
K DCNM IP Address 172.28.11.96
% Username admin
%k Password
3k Mid Server midserverone QA @
MidServer Status Up
DCNM Connection Status.
Incident Creation from the DCNM Alarms
Create Incident | v/
K User Cisco DENM Q @
Incidents will be created for the selected categories that have 'Critical’ status from DCNM.
3k Category &8
Submit
(ij Response time(ms): 1511, Network: 338, server: 1029, browser; 84

DCNM IP Address - IP Address of the DCNM.

Username - Enter the username used to log in to DCNM.

Password - Enter the password used to log in to DCNM.

Note Access should be provided only for DCNM admins.

Mid server - Specify the name of the mid server to be used. The name is auto-populated as you type. You can

also click the search icon next to this field to bring the MID Servers window. You can then select a MID
Server from the list that is displayed.

MidServer Status - Indicates whether the MID server is up or down.

DCNM Connection Status - Indicates whether the DCNM IP address that has been provided is reachable or

not to retrieve data. This status field is populated when you click Submit after you have entered the required
information. Reachable is displayed on successful communication with DCNM, and Unreachable, in case

the connection is unsuccessful.

Create Incident - Select this checkbox in case you need incidents to be raised automatically for alarm events.

User - Create a new user and add the user name in this field. The Caller field in the incidents that are created
is populated with this user name. This field is auto-populated as you type. You can also click the search icon
next to this field to bring the Users window. You can then select a user from the list that is displayed.

Category - Click the lock icon to create incidents automatically for specific categories only.

Incidents will be created for the selec RMRRA 2 e ‘Critical status from DCNM,

Category &

Select the required category for which incidents have to be created from the drop-down list below the Category
window. The available categories for creation of incidents are CPU,

DEVICE ACCESS SNMP,DEVICE ACCESS SSH, and MEMORY. Refer the following table for more
information on this.
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Table 1: Events & Incidents

Category Data Collection in | Incident Raised Incident Rule ServiceNow
ServiceNow Incident details
CPU Yes Yes DCNM Alarm Priority = 2
severity = ‘Critical’ Urgency =2
Impact =2
Memory Yes Yes DCNM Alarm Priority = 2
severity = ‘Critical’ Urgency =2
Impact =2
Power Yes No NA NA
Linkstate Yes No NA NA
ICMP Yes No NA NA
SNMP Yes Yes DCNM Alarm Priority = 2
severity = ‘Critical’ Urgency =2
Impact =2
SSH Yes Yes DCNM Alarm Priority = 2
severity = ‘Critical’ Urgency =2
Impact =2
Incidents el e creted o the selected categories that have Clcalstatus From DN
Category Incidents wil e crested for
&

v --None --

DEVICE_ACCESS_SNMP
DEVICE_ACCESS_SSH
MEMORY

Submit

Submit

Now, click Submit.

Viewing the Dashboard

Choose Cisco DCNM >Dashboar d to display the dashboard. The DCNM | P Address, the DCNM Connection
Status and the MidServer Statusare displayed at the top of the dashboard.
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SErVICeNOW sewice Mansgement

Benchmarks
Cisco DENM
Properties

Dashboard

cisco_denm_events.
cisco_denm_switch_mappings
cisco_denm_switch_details
cisco_denm_switch_ports.
Cloud API
Cloud Management
Decision Tables
Flow Designer
Guided Setup
Guided Tour Designer
Create Tour
Guided Tours

Configure Auto Launch

®

Viewing the Dashboard .

o & «? &

© comest -

fale)

= B8 DCNMOverview v t
DCNM IP Address & 'DCNM Connection Status. MidServer Status
@ loaeirris Reachable up
@ 10.106.228.223 Reachable Up
10.106.228.223 v
_ "4
05 caes K
o _
NeKCozrzg
- -
i3
© 5 “ Default_SAN=7
1P Switch Count
DCNM Server IP Address Number of Ports Avail Ports. Used Ports. Health DCNM Server & IP Address Availlg  Avail2g  Avail 10g Avail 16g Avail25g  Avail 40
(D 10006228223 100062857 75 6 6 % (@ o523 10106228285 O 0 o 4 0 0
@ 10.106.228.223 10.106.228.244 96 70 26 98% @ 10.106.228.223 10.106228571 0 0 o o 0 4
(D 10106228223 10106228251 54 3 21 9% (@ 10105228223 1006228251 O 0 3 bt 0 0
@ 10.106.228.223 10.106.228.245 48 41 T 93% @ 10.106.228.223 10.106.228.244 0 0 o 21 0 0

The DCNM Server ssection displays the IP address of the DCNM server from which the data is being retrieved
and displayed. Click the dropdown list to select any other DCNM server as per your requirement.

SErVICeNOW seviceanagement

(Y

Benchmarks

Cisco DCNM
Properties
Dashboard

Contact

jenm_abouts
cisco_denm_events
cisco_dcnm_switch_mappings

details
cnm_switch_ports

Cloud API

Cloud Management

Decision Tables

Flow Designer

Guided Setup

(O]

Q- O F @B
= B3 DCNMOverview ¥ &
® 15¢0 DCNM Appil e i TSR oA X

DCNM IP Address & DCHM Connection Status Midserver Status
@ 1010677185 » Un-Reachasle © Down
@ 1010628221 # Un-Reachale  Down
D) 10106228222 @ Un-Reachale # Down

| 10106228226

10106228221

10.106.228222

10.106.228.223

10,106.228.226

172281155

= ——

Model|

NSKCILEONEX

NOKCIIETCEX _

£ 5 » -
1P Switch Count leaf=11

Click All to retrieve and display data from all the DCNM Servers that are displayed in the dropdown list.
When the All option is selected, the number of incidents that are displayed in the DCNM Incidents donut are
color-coded and displayed based on the different DCNM server IP addresses. The Inventory by Model and
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Inventory by Role donuts also display data from all the DCNM servers. The Port Availability and Port
Utilization donuts display data along with the DCNM Server that each IP address belongs to.

servicenow uanagement Qums- 0@ Pg
= B3 DCNM Overview ¥ t
@ T - - X
sefsenvcs
DCNM IP Address & [DCNM Connection Status. MidServer Status.
@ 10.106.177.145 ® Un-Reachable ® Down
om .
T ® miwsaman & Un-Reschable » bown
Dashboard D 10106228222 ® Un-Reachable ® bown
[a v
cisco_dcnm_events = —— corerouter=1 |
cisco_dem_switch_mappings spine=3 ——
border gateway
acvess=4
seo_denm_witeh_ports
Cloud APl g 7 8
Cloud Mansgement
~ Default...
Decision Tables s 22
Flow Designer
Gulded setup
& ¥ W w5 W

Guided Tour Designer 1P switeh Count
Create Tour
L | ... ———|

Cabie Toues DCNM Server 1P Address Number of Forts Avail Parts Used Forts Health DCNM Server & P Address haillg  Aallzg  Awillog  Avllleg  Aailzsg  Avildg  Awild
R @ 10106177.045 10106228149 3 & 2 % (D 10106IT7.I45 1010622855 O 1 4 0 0 0 0

© LweTMs 0106288 2 2 2 % @ LTI 1016285 0 4 o 0 0 o 3

@ 10106177245 10.106.22843 126 Jit] 1 % @ 1006 10106228246 O ] 0 5 0 L] 0

@ 10067715 1076306 7 B 1 e @ LAGUTIS 101062847 O 8 0 0 o 0 10

@ DosITuMs 10306784 184 16 » 2% 0] TLI5 1010632848 O 4 0 1 0 0 4

DCNM Incidents- This displays the number of incidents that have been raised based on the alarms retrieved
from DCNM. Click the donut for more details about the

— In\:idantsm Search  Updated v | Search W 1 tolofl

? All>DCNM IP Address = 10.106.228.223 > Active = true > DCNM IP Address is not empty .or. Correlation display starts with DCNM > display =DCNM IP - 10.106.228.2
@ = DCNM IP Address = Number = Opened = Short description = Caller = Priority = State = Category = Assignment group = Assigned to = Updated ¥ = Update:
2020-04-01 2020-04-01
.106.228. M ®2-
(@) 1010622823 INCOOU03 DCNM Server Alert CiscoDCNM ~ ® 2- High New Inquiry /Help  (empty) (empty) il system
Actions on selected rows... ¥ 1 tolofl
G‘j Response time(ms}: 1700, Network: 5, server: 958, browser: 737
- I
1

Inventory by Model - This displays the number and type of switches present in DCNM. Each band represents
a device model. Click a band for more

= IPSwitnhesm Search  Modelnumber ¥ Search W 1 tolofl

? All>DCNM IP Address = 10.106.228.223 > Operational status = Operational > DCNM IP Address is not empty> Model number = DS-C31485-K9

& O SNeme = Ip Address Sserialnumber = Modelnumber & = Operational status = Ports = Status = Device type S CNMIPAddress = Comments
Search Search Search =DS-C91485-K9 =l Search Search Search =10.106.228.223 Search
" Loaded via DCNM
@ $W-91485-245 10.106.228.245 JAF17524%X9 DS-C91485-K9 Operational 48 Installed 10.106.228.223 AP
Actions on selected rows.., B 1 tolofl

@ Response time[ms): 791, Network: 8, server: 718, browser: 65

= -
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I nventory by Role- This displays the number and types of switch roles present in DCNM. Click the required
section to display the number of roles that are operational and click on that pictorial representation to display
more details about the roles.

Note The number that is displayed in the Inventory by Role donut does not change in case switches are removed
from DCNM. The switches that are removed are displayed as Non Operational and there is no change in the
number that is displayed in the donut.

= :usm_dcnm_swwtch_demsm Search  Switch DB ID DCNM Server ¥ Search 1 tolofl

? All>DCNM Server = 10.106.228.223 > DCNM Server is not empty > Switch DB ID Switch Role = leaf> Switch DB ID Operational Status = Operational

!E: O\ = DCNM Server A = IP Address = Switch DB ID = Switch Role = Number of Ports = Avail Ports = Used Ports = Peer = Peer Switch DB ID = VPC Domain = License Detail
Search Search Search Search Search Search Search Search Search Search Search
@ 10106228223 10.106.228.57 44530 leaf 75 i 4 0 0 Permanent
Actions on selected rows... $ 1 tolofl

(i Resporsesmelms o4, etk sevr 48, browser 16

- I

Port Availability - This displays information about port availability. The DCNM server and IP address along
with the total number of ports, available ports, used ports and health of the switch is displayed. Click an IP
address to display more

¢ = :L:;;u_dcnm_swilzh_deuils »f E ooo | Update Delete \l/
Number of Ports 75 Peer
Switch DB 1D 44520 Peer Switch DBID ]
Avail Ports 7 Switch Role leaf
Health 79% Used Ports 4
License Detail Permanent VPC Domain 0
1P Address 10.106.228.57
DCNM Server 10.106.228.223
Comments

Update  Delete

(Y Resonse timelms}: 1251, Network L, servers 1076, rowser: 159

| - L m——

Port Utilization - This displays information about port utilization based on each IP address. The number of
ports having 1G, 2G, 4G, 8G, 10G, 16G, 25G, 32G, 40G, and 100G availability, are displayed. Click an IP
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address to display more

= cisco_denm_switch_port f ':—_'; coo Update  Delete ¢

- 50

SwitchDBID 60

Avail 10g 0 Avail 16g 4
Avail 1g 0 Avail 258 0
Avail 2g 0 Avail 32g 0
Avail 4g 0 Avail 40g 0
Avail 8g 3 fvail na 0

Avail 100g 0 Health 94%
DCNM Server 10.106.228.223

Comments

Update  Delete

@ Response time{ms]: 1166, Network: 6, server: 1058, browser: 102

[ [} - v

Choose Cisco DCNM >Contact to display an email address and a telephone number that can be used to contact
Cisco Systems for any queries.

SErVICeNOW. senice wsnsgement Qums- QT @G

Cisco Data Center Network Manager

Contact Us:

Email : tac@cisco.com
Phone : +1408-526-7209

Troubleshooting DCNM Integration with ServiceNow

In case data is not being retrieved in the ServiceNow table:

* Check if the MID server is up or down.
* Check for information entries in system logs with the source “x_caci_cisco_dcnm”.
* Check the login credentials added in Cisco DCNM Properties.

* Consider a scenario in which data is being displayed on the ServiceNow dashboard for the selected
DCNM server and then you want to display data for another DCNM server. In such a scenario, the
ServiceNow dashboard may take some time to load data from the other DCNM server due to a delay in
refreshing the cache. To refresh the data manually, click the Refresh icon that appears on the top right
corner of the individual tiles when you hover the cursor over the tiles.
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NIK-C93108TC-EX

N9K-CI3180¥C-EX

Model

N9K-CII1BOVC-FX

1P Switch Count

You can also refresh the whole dashboard by clicking on the Dashboard Controlsicon = and then
clicking Refresh to load the reports correctly.

= BB DCNMOverview v

=

New Dashboard

= Duplicate Dashboard E
Copy Dashboard URL
Launch Dependency Assessment

Create Favorite

Reset Filters

For more information on DCNM application integration with ServiceNow, click here.
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