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Introduction

This document is a how-to-use guide for the analytics applications of Cisco Crosswork Hierarchical
Controller.

The following table lists the analytics applications. The Legend column indicates if the application falls into
one of the following categories:

¢ Common: Common to all layers and multi-layer
e IP: Relevant to IP links and services

« Optical: Relevant to fibers, optical links, OTN/ETH connections

Table 1. Analytics Applications

E t

Analytics ailure Impac Common Enables a user to plan a maintenance event, finding which
connections will be impacted by taking resources down and if there
is an alternative path. When found, comparing existing and
alternative path latency, cost, hops.

Supported for OTN, ETH, RSVP-TE tunnels.

Path Optimization Common Enables a user to select a group or specific tunnels or connections
and run path calculation to optimize their path. Show results by
comparing existing to optimized path based on latency, hops, cost.

Applied to OTN/ETH connection, RSVP-TE and SR policies, VPNs.

Shared Risk Analysis Common Find if there are commonly shared resources (node, site, link, card)
between selected group of links in any layer. Group can be selected
explicitly or as SHQL rule.

Network Vulnerability [P Find if there will be network routing parts that will be isolated from
rest of the network given current failures and simulated failures.
Layers
'
LSP — RSVP-TE, SR policy
:tgl;nPLS — IGP/forwarding adjacency
Logical router link (including LAG)
Physical router link
Packet -
wransport  Ethemetand/ormPtsTP
W MutplelyersofOTV/ZRRadocomnections
oTN/ZR Regenerated/multi-domainend-to-end connections
w) 0Ch:a ingle wavelengthand ts corresponcing OTNframe
wom  OMS:theROADMsandlinksbetweenthem
(10) - OTs:theamplifiersand links betweenthem
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Terminology

Table 2. Terms

Adapter

Agg link

BGP

Circuit E-Line
CNC

Device

Device Manager
eMBB

ETH chain

ETH link
Fiber

Fiber segment

IGP

IP-MPLS

L3 physical

L3-VPN

L3-VPN link
LDP Endpoint
Logical link, IGP,
LSP

LSP

NMC (OCH-NC,
OTSiMC)

NMS

The software used by Crosswork Hierarchical Controller to connect to a device or to the manager, to
collect information required by the network model and configure the device.

Agg is Link Aggregation Group (LAG) where multiple ETH links are grouped to create higher bandwidth
and resilient link.

Border Gateway Protocol

An Ethernet connection between two ETH client ports on Transponder or Muxponder over OTN signal.
Crosswork Network Controller.

Optical network element, router, or microwave device.

The application that manages the deployed adapters.

Enhanced Mobile Broadband.

A link whose path is a chain of Ethernet links cross-subnet-connected (found using Crosswork
Hierarchical Controller cross-mapping algorithm). Eth-chain is a replacement for R_PHYSICAL link in
cases where one side of the link is in devices out of the scope discovered by Crosswork Hierarchical
Controller.

ETH L2 link, spans from one ETH UNI port of an optical device to another, and rides on top of ODU.

Chain of fiber segments that spans from one optical device to another.

Physical fiber line that spans from one passive fiber endpoint (manhole, splice etc.) to another and is
used as a segment in a fiber link.

IGP is the link between two routers that carries IGP protocol messages. The link represents an IGP
adjacency.

IP multi-protocol label switching.

L3 physical is the physical link connecting two router ports. It may ride on top of an ETH link if the IP link
is carried over the optical layer.

A virtual private network based on L3 routing for control and forwarding.

The connection between two sites of a specific L3-VPN (can be a chain of LSP connections or IGP
path).

The endpoint of the LDP path (router name). LDP is a signaled path for services between two routers in
the MPLS network. The path is signaled by routers using the Label Distribution Protocol.

Logical link connects VLANs on two IP ports.

Label Switched Path, used to carry MPLS traffic over a label-based path. LSP is the MPLS tunnel
created between two routers over IGP links, with or without TE options.

NMC is the link between the xPonder facing ports on two ROADMs. This link is the underlay for OCH
and it is an overlay on top of OMS links. This is relevant only for disaggregation cases where the

ROADM and OT box are separated.

Network Management System.
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OC/0CG

OCH

6]3]V]

OSPF
OTN-Line

OTS

OoTU

Packet E-Line

PCC

PCE
Policy

Radio Channel

Radio Media
RD
RSVP-TE
RT

Rule

SCH

SDN Controller

Shared Risk
Resource Type
SHQL

SR Policy

SRLG

SIS
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SONET/SDH links that span from one optical device to another and carry SONET/SDH lower bandwidth
services, the links ride on top of OCH links and terminate in TDM client ports.

OCH is a wavelength connection spanning between the client port one OT device (transponder,
muxponder, regen) and another. 40 or 80 OCH links can be created on top of OMS links. The client port
can be a TDM or ETH port.

ODU links are sub-signals in OTU links. Each OTU links can carry multiple ODU links, and ODU links can
be divided into finer granularity ODU links recursively.

Open Shortest Path First, an Interior Gateway Protocol between routers.
An OTN connection between two ODU client ports over OTN path.

OTS is the physical link connecting one line amplifier or ROADM to another. An OTS can be created
over a fiber link.

OTU is the underlay link in OTN layer, used for ODU links. It can ride on top of an OCH.

A point-to-point connection between two routers or transponders/muxponders over MPLS-TP or IP-
MPLS.

Path Computation Client. Delegated to controller. Router is responsible for initiating path setup and
retains the control on path updates.

Path Computation Element. Controller-initiated.
A group of rules and shared risk resource types.

Multiple radio channels can be on top of radio media, each channel represents a different ETH link with
its own rate.

The media layer as a carrier of radio channels.

Route Distinguisher.

Resource Reservation Protocol to control traffic engineered paths over MPLS network.

Route Target.

A group of two or more diverse links/connections.

A super-channel is an evolution of DWDM in which multiple, coherent optical carriers are combined to
g;izla;e a unified channel of a higher data rate, and which is brought into service in a single operational

Software that manages multiple routers or optical network elements.

The type of the resource that the shared risk analysis application checks if objects in the rule share. The
types are Link, Device, Shelf, Card, and Port.

The Sedona Hierarchical Query Language (SHQL) is used to easily query the model across all
dimensions (Vendors, Topologies, Layers, Domains, Status and Time).

Segment Routing Policy. A segment routing path between two nodes, with mapping to the IGP links
based on SIDs list.

The Shared Risk Link Group are the links or connections that may suffer from a common failure if they
share a common risk, such as a device, link or card.

Large and concatenated TDM circuit frame (such as STS-3c) into which ATM cells, IP packets, or
Ethernet frames are placed. Rides on top of OC/OCG as optical carrier transmission rates.
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uRLLC Ultra-Reliable Low Latency Communications.

Violation Any case where a resource, identified by its shared risk resource type, is shared between two
links/connections.

VRF Virtual Routing Function, acts as a router in L3-VPN.

ZR Channel Multiple ZR channels can be on top of ZR media, each channel represents a different IP link with its own
rate.

ZR Media The media layer as a carrier of ZR channels, on top of OCH link.

Shared Risk Analysis

This application helps to enforce diversity policy rules on predefined links or connection groups or on ad-
hoc selected links/connections.

The application identifies any lower layer resources shared by a pair or group of links, or by any connection
between selected endpoints. This helps you to ensure that diverse links or connections are not using the
same underlying resources.

The LDP Endpoint test looks for the shortest IGP path between the two pairs of routers and then analyses
the shared risk between the paths found.

You can define one or more policies and use them for testing. A policy includes the shared risk resource
type, the test type and the applicable rules.

« Shared Risk Resource Type - The type of resource that according to policy should not be shared
by the links/connections paths. One or more of the following resource types can be selected:
Device, Shelf, Card, Port, Link, or SRLG.

« Test scenario - The test type, either multiple links or a single protected link.

« Rules - Groups of links or connections by specific type. Users can select links/connections to a
group and give each group a name or use SHQL rule to define the group. The group is retrieved at
the time of execution. If there are any network changes, you can use the time machine and network
inventory app to identify these changes.

Shared Risk Analysis Tests

To run a test, you can select a policy or ad-hoc select links/connection pairs to check if they share
common resources.

Results are displayed as risks, where each row in the results table is a risk found that impacts a pair of
links/connection of the selected policy or ad-hoc selection. The results table displays the names of the
rules, the links that are at risk, the link type, the number, or resources they share and the total bandwidth at
risk.

Run Specific Links Test

You can run a test on specific links, checking for shared risk resources of type link, device, shelf, card, and
port. You can select whether to check:

o« Multiple links

e Single protected link
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To run a specific links test:

1. In the applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.

Shared Risk Analysis

RunTest  Saved Tests

Specific links LDP endpoints Policy
Shared risk resources types
Link Device Shelf Card

Port

Test type

@ Multiple links Single protected link

Parameters

Q Add Resource

2. Select the required Shared risk resources types.

3. Select the Test type (Multiple links or Single protected link).

4. Click Add Resource to add a link.

Name - layer -
45948 ITEMS

ILA-SD1EVOO1S...  OTS
2141748004 FIBER_SEGMENT
5512734037 FIBER_SEGMENT
2047682057 FIBER_SEGMENT
7321748029 FIBER_SEGMENT
1010617026 FIBER_SEGMENT
2277890071 FIBER_SEGMENT
5765253008 FIBER_SEGMENT
1160392045 FIBER_SEGMENT
1088499031 FIBER_SEGMENT
4627150058 FIBER_SEGMENT

Advanced 3D Explorer
LINKS
Device A -~ PortA ~  DeviceB ~ PortB
ILA-SD1EVO01-S...  1-1-3-8.5 SD1LIS01 1-2-3-8.5
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
N/A N/A N/A N/A
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Operational Status ~

up
up
up
up
up
up
up
up
up
up

up

Role

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

REGULAR

»

-

Ca n cel “
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Or select the 3D Explorer tab.

3D Explorer

Ireland

BIL
——l P\

In the Advanced tab, you can select a link and click to view the link in the popup map.

Advanced 3D Explorer
LINKS
Name v Lleyggl RN ST 213 = PortB ~  Operational Status ~  Role M
45948 ITEMS
ILASD1EVO01-S...  OF 12385 up REGULAR
2141748004 FIg N/A up REGULAR
5512734037 Fg N/A up REGULAR
2047682057 Fig N/A up REGULAR
) i v RecuLAR
1010617026 Fig N/A up REGULAR
2277890071 Fig N/A up REGULAR
5765253008 FIg N/A up REGULAR
1160392045 FIg N/A up REGULAR
1088499031 Fig \ N/A up REGULAR
4627150058 FIBER_SEGMENT N/A N/A N/A N/A up REGULAR .
Cancel

© 2023 Cisco and/or its affiliates. All rights reserved. Page 7 of 64



5. Select a link and click OK.

6. Add more links (by repeating the steps above for other links to analyze).

7. Click Run. In the test results, you see the VIOLATIONS.

Shared Risk Analysis
Specific links LDP endpaints
Port

Test type

(®) Multiple links

Parameters

Q Add Resource

sk resources types
tink  [EJ evice B sher [ card

Single protected link

Policy

crlLharcrl stetopo_lsp_mesh_164250434. ..

10.40.0.162 to 10.40.0.161

10.40.0.157 to 10.40.0.158

a
a
a

10.40.0.157 t0 10.40.0.158

10.40.0.162 10 10.40.0.161

10.40.0.162 to 10.40.0.161

« UnkType  ~ Link@
L3 Logical erlharer] stetopo_lsp_mesh_1642504344983
L3 Logical 10.40.0.157 10 1040.0.158
L3 Logical erl.harcrl stctopo_lsp_mesh_1642504344983

Link Type

LsP
L3 Logical

)

@ 2 C

~ SRIGCount =~ CapacityAt =

61

Risk [GBps]

8. You can select a link and view the link in the popup map and select a row (and click ® to expand) in the
test results to see more details on the shared resources.

Rule ¥ LinkA

6ITEMS

CR2.DUS:CR2.MI...
SD1BCN01/2-3-10...
SD1MILO01/1-16-1...
SD1BCN01/2-3-10...
SD1IMILO1/1-16-1...

SD1IMIL01/1-16-1...

Linl=
Typ

Et...
Et...
Et...
Et...

Et...

LinkB

CR2.PAR:CR2.MIL...

CR2.DUS:CR2.MIL...

CR2.DUS:CR2.MIL...

CR2.PAR:CR2.MIL:...

CR2.PAR:CR2.MIL:...

SD1BCN01/2-3-10...
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Linl=
Typ

LSP
LSP
LSP
LSP

Et...

SRLF
Cot

17

Shared Resources X

CR2.DUS:CR2.MIL:lsp_0-
CR2.PAR:CR2.MIL:Isp_0

¥ Inventory (15)

Optical Node: ILA-SDIMIL01-SD1ZUR01-0
Optical Node: ILA-SDIMILO1-SD1ZUR01-2
Optical Node: ILA-SD1FRA01-SD1STUO1-1
Optical Node: ILA-SD1STU01-SD1ZURO1-1
Optical Node: ILA-SD1FRA01-SD1STU01-0
Optical Node: SDIMILO1

Optical Node: SDIFRAO1L

Optical Node: SD1ZUR0O1

Optical Node: SD1STUO1

Router: CR2.MIL

Router: CR1.FRA

Router: CR2.FRA

Optical Node: ILA-SDIMIL01-SD1ZUR01-3
Optical Node: ILA-SDIMIL01-SD1ZURO1-1
Optical Node: ILA-SD1STU01-SD1ZUR01-0

v IGP(2)

10.40.0.146 to 10.40.0.145
10.40.0.161 to 10.40.0.162
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Rule ¥ LinkA = Lnl¥ LinkB = Linl¥ SRLT
Typ Typ CoL

6 ITEMS

CR2.DUS:CR2.ML... LSP CR2.PAR:CR2.MIL... LSP 17

Venice

Genoa

Shared Resources

CR2.DUS:CR2.MIL:lsp_0-
CR2.PAR:CR2.MIL:Ilsp_0

¥ Inventory (15)

: CR1.FRA
: CR2.FRA

Node:
l Node:
I Node:

: ILA-SD1MILO1-SD1ZUR01-0
: ILA-SD1IMIL01-SD1ZURO1-2
: ILA-SD1FRA01-SD1STUO1-1
: ILA-SD1STU01-SD1ZURO1-1
: ILA-SD1FRA01-SD1STU01-0
: SDIMILO1

: SD1FRAO1L

: SD1ZURO1

: SD1STUO1

ILA-SD1MIL01-SD1ZURO1-3
ILA-SD1MIL01-SD1ZURO1-1
ILA-SD1STUO01-SD1ZUR01-0

.146 t0 10.40.0.145
.161 to 10.40.0.162

Note: For a single protected link, the Link B and Link Type columns are empty, and the Capacity At Risk

column is likely to be N/A.

9. To view the causes, select the CAUSES tab.

Shared Risk Analysis

fic link » il
Specific links LDP endpoints Policy T
ared risk resources type Resource Name
ITEMS.
B Lk Device [EJ shett [EJ card L
1LA-wamjfio1-wdmmia01-0/1-2-1
Port
wdmmiad1/1.2:9

10.40.0.157 to 10.40.0.158

O} ’ it

ILA-wdmjfi01-wdmmia0l-3/Shelf-1

ILA-wdmjfi01-wdmmia0l-6/1-2-2

Q Add Resource Card-1/2 at ILA-wdmjfi01-wdmmia01-4

Card-1/2 at ILA-wdmjfi01-wdmmia0l-3
crlharcrLstetopo_lsp_mesh_164250434... O e 01 wemmia

ILA wdmjfi0] wdmmiadl-1/1-2-1

10.40.0.162 t0 10.40.0.161 o
Card-1/2 at wdmmia0l
10.40.0.157 10 10.40.0.158 o
IA-wdmjfi01-wommiaL 5/1-2:2
crlmia/t-17
wdmmia01/1-2-8

Card-1/2 at wdmiflol
wdmmial/1-2-10

Card-1at crl.mia

Card-1/2 at ILA-wdmjfiol-wdmmia01-2
wdmmia0l

wdmjflo1/Shelf-1
ILA-wdm{fi01-wdmmia0l-2
ILA-wdmifi01-wdmmiad1-1/1-2-2

ILA-wdmifi01-wdmmia01-0/1-2-2

w127
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10. (Optional) For multiple links, to remove a link from the test, select 0 and click Run.

Run LDP Endpoints Test

You can run a test on two pairs of routers acting as LDP endpoints, checking for shared risk resources of

type link, device, shelf, card, and port. You need to select two endpoint device pairs.

This test looks for the shortest IGP path between the two pairs of routers and then analyses the shared

risk.

To run LDP endpoints test:

1. In the applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.
2. Select the LDP endpoints tab.
3. Select the required Shared risk resource types.
4, Click to add an endpoint.
Advanced 3D Explorer
INVENTORY
Name - Type ~  Description v Site - -
380ITEMS
CR1.COR 6P COR
CR2VIE 1GP VIE
CR2.0VE 6P OVE
ZR_CR2.FRA ROUTER FRA
CR2.MAD 1GP MAD
CRLOVE ROUTER OVE
ERLTLY 1GP TV
ERL.PFU ROUTER PFU
CR2.FRA ROUTER FRA
CRLATH 1GP ATH
ZR_CR2TOR ROUTER TOR
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Or select the 3D Explorer tab.

3D Explorer

= T\

Kristiansand

K BRU
LE.WU

Advanced

Yl

Naoles

Kylv

Ukraine

Transnistria

VoIoRa:

-

Cancel “

Yarosiavl

Ryazan

Voronezk

Kharkiv

Page 10 of 64



5. Select an endpoint.
6. Click OK.

7. Add more endpoints.
8. Click Run.

Shared Risk Analysis

Specific links LDP endpoints Policy Rule T LinkA = link T
—_— TyPE
Shared risk resources types
141TEMS
Link Device Shelf Card 10.40.0.193 to 10.40.0.194 6P
Port
10.40.0.193 to 10.40.0.194 IGP
10.40.0.198 to 10.40.0.197 IGP
Parameters

Endpoiint devices per #1 10.40.0.205 to 10.40.0.206 IGP
10.40.0.205 to 10.40.0.206 IGP

CRL.FRA X
10.40.0.205 to 10.40.0.206 IGP
10.40.1.41 to 10.40.1.42 IGP

CRLATH X
10.40.1.30 to 10.40.1.29 IGP
Endpoint devices pair #2 10.40.1.41 to 10.40.1.42 IGP
10.40.1.41 to 10.40.1.42 IGP

X
CRIWAR 10.40.1.30 to 10.40.1.29 IGP
10.40.1.46 to 10.40.1.45 IGP

CR1.BUC X
10.40.1.41 to 10.40.1.42 IGP
- 10.40.1.30 to 10.40.1.29 IGP

Link B

10.40.0.201 to 10.40.0.202

10.40.0.205 to 10.40.0.206

10.40.0.201 to 10.40.0.202

10.40.0.198 to 10.40.0.197

10.40.0.201 to 10.40.0.202

10.40.0.205 to 10.40.0.206

10.40.0.205 to 10.40.0.206

10.40.0.205 to 10.40.0.206

10.40.0.205 to 10.40.0.206

10.40.1.41 to 10.40.1.42

10.40.1.41 to 10.40.1.42

10.40.0.205 to 10.40.0.206

10.40.1.46 to 10.40.1.45

10.40.1.46 to 10.40.1.45

Link =

Type

IGP
IGP
IGP
IGP
IGP
IGP
IGP
IGP
IGP
IGP
IGP
IGP
IGP

IGP

@

SRLG

¥ C

¥  Capact¥

Count Al Risk

14

[GBps]

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

9. In the test results, you can select a link and view the link in the popup map and select a row (and click »
to expand) in the test results to see more details on the shared resources.

Rule ¥ LinkA =  Linl¥ LinkB = Linl¥ SRF Sharad RisAOrcas
Typ Typ Cot
10.40.0.193 to 10.40.0.194-
TS 10.40.0.201 to 10.40.0.202
10.40.0.193t0 10...  IGP 10.40.0.201 to 10...  IGP 14

¥ Inventory (11)

10.40.0.193t010.... IGP  10.40.0.205t010... IGP 1 Optical Node: ILA-SD2BRAT01-SD2KRA01-2
Optical Node: ILA-SD2KRA01-SD2WAR01-2

10.40.0.198t010.... IGP  10.40.0.201to10... IGP 1 Optical Node: LA SD2BRATO1.SD2KRAOL.3
10.40.0.205t010.... IGP  10.40.0.198t010.... IGP 1 Optical Node: ILA-SD2BRATO1-SD2KRAO01-1
Optical Node: ILA-SD2KRAD1-SD2WAR01-0
1040.0.205t010.... IGP  10.40.0.201t010.... IGP 2 Optical Node: SD2VIEOL
Optical Node: SD2KRAO1
10.40.0.205t010.... IGP  1040.0205t010... IGP 8 Optical Node: SD2BRATOL
Optical Node: SD2WARO1L
10.40.141t0104... IGP  10.40.0.205to10... IGP 1 Optical Node: ILA-SD2BRAT01-SD2KRA01-0
Optical Node: ILA-SD2KRAO1-SD2WAR01-1
10.40.130t0104... IGP  10.40.0.205t010... IGP 1
v oMs (3)
10.40.141t0104... IGP  10.40.0.205to10... IGP 1
i i SD2KRA01/OMS-1-0-4 to SD2WAR01/OMS-1-0-8
1040.1.41t010.4... IGP  10.40.141t010.4... IGP 3 SD2BRAT01/OMS-1-0-4 to SD2VIE01/OMS-1-0-5
SD2BRAT01/OMS-1-0-6 to SD2KRAO1/OMS-1-0-6
1040.1.30t0104... IGP  1040.141t0104... IGP 1
10.40.1.46 to 10.4... IGP 10.40.0.205 to 10.... IGP 1
10.40.141t0104... IGP  1040.1.46t010.4... IGP 1
10.40.1.30 to 10.4... IGP 10.40.1.46 t0 10.4... IGP 2
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Export Test Results

The tabular test results can be exported into a CSV file for offline analysis.

A A B C D E F G H I =]
1 Rule Link A Link A Type Link B Link B Type SRLG SRLG Type

2 SD1FRAD1/2-4-100-2 to SD1PRA01/1-5-100-2 Ethernet  SD1FRAQ1/2-1-100-2 to SD1PAR0D1/1-13-100-2 Ethernet  Optical Node: SD1FRAD1 Optical Node

3 SD1FRA01/2-5-100-2 to SD1PRA01/1-6-100-2 Ethernet  SD1FRA01/2-1-100-2 to SD1PAR01/1-13-100-2 Ethernet  Optical Node: SD1FRAOL Optical Node

4 SD1FRA01/2-5-100-2 to SD1PRA01/1-6-100-2 Ethernet  SD1FRAQ1/2-4-100-2 to SD1PRA01/1-5-100-2 Ethernet  Optical Node: ILA-SD1FRA01-SD1PRAO1-0 Optical Node

5

6

To export the test results:
1. Inthe applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.
2. Run the required test.
3. Click 4 . The file is downloaded automatically.

Use Time Machine

The time machine provides a snapshot of the state of the network as it was at a date in the past. In this
mode, all applications reflect data and analysis that apply to this point in time.

You can use the time machine to execute the tests on the model as at a date in the past.

To change the model date:
1. Inthe applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.
2. Click Live, select a date and click Confirm.

< April v 2020

Sun Mon Tue Wed Thu Fri Sat

L
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3. Run the required test.
Share Risk Analysis Policies

You can define one or more policies and use them for testing. A policy includes the shared risk resource
type and the applicable rules.

« Shared Risk Resource Type - The type of resource that according to policy should not be shared
by the links/connections paths. The following resource types can be selected: Device, Shelf, Card,
Port, Link, or SRLG.

« Test type- Either test multiple links or a single protected link.

« Rules - Groups of links or connections by specific type. You can select links/connections to a
group and give each group a name.

Add Policy

You can add a policy, and then add rules to it. You must add at least one rule to save a new policy.

You can add a rule to an existing policy. Alternatively, you can add rules using the Shared Risk APl and
SHQL query (see Add Rules using the Shared Risk API).
To add a policy:
1. In the applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.
2. Select the Policy tab.
Shared Risk Analysis L ou- @

Specific links LDP endpoints Policy

Policies

No configured policies were found

¢ Configure policies
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3. Click & Configure Policies.

Policy Configuration X

+ Add Policy

Cancel Save

4. In the Policy Configuration window, click Add Policy.
Policy Configuration X

Policy-1

+ Add Policy

Cancel Save
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5. Select the policy.
X

Policy Configuration

Policy-1 . .

Shared risk resource types

Link Device Shelf Card Port
Test type
@ Multiple links Single protected link

Rules =+ Add Rule

+ Add Policy

Caneel m

6. (Optional) To change the policy name, select the new policy, click ', modify the policy name and then
click

7. Select the required Shared risk resource types.

8. Select whether you want to test Multiple links or Single protected link.

9. Click Add Rule.

Policy Configuration X

Policy-3 Policy-3 /# O Delete policy

Policy-1 .
oy Shared risk resource types
Policy-2
Link Device Shelf Card Port
Test type
(®) Multiple links Single protected link
Rules + Add Rule
» Rule name* X [m)

+ Add Policy

Cancel Save
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10. Enter a rule Name.

11. Click ~.

12. Click » to expand the rule.

Policy Configuration

Policy-3
Policy-1

Policy-2

+ Add Policy

Policy-3 #

Shared risk resource types

Link

Test type

Device

(®) Multiple links

Rules

¥ Rule3

Shelf Card

Single protected link

X

O Delete policy

Port

+ AddRule

s

5]

Q Add Resource

13. Click Add Resource to add a resource.

Advanced 3D Explorer

Name -

45948 ITEMS

ILA-SD1EVOO01-S...

2141748004

5512734037

2047682057

7321748029

1010617026

2277890071

5765253008

1160392045

1088499031

4627150058

Layer

oTs

FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT
FIBER_SEGMENT

FIBER_SEGMENT

LINKS
Device A Port A ~  DeviceB ~ PortB ~  Operational Status ~
ILASDIEVO01S...  1-1-3-8.5 SDILISOL 12385 up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
N/A N/A N/A N/A up
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REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR

REGULAR

-

Cancel n

Save
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Or select the 3D Explorer tab.

3D Explorer

Slovenif®

O
S¥ Marino

\ROM

\

NAP

P\

Serbia

AR Macedog
RN z
€ 0 f

4 ~ N

Cancel m

PL(

In the Advanced tab, you can select a link and view the link in the popup map.

Name
45948 ITEMS

ILA-SD1EVO01-S...

2141748004

5512734037

2047682057

7321748029

1010617026

2277890071 ¥t (4 ¥ |§

5765253008

1160392045

1088499031

4627150058

3D Explorer
LINKS
Layer v DeviceA v  PortA ~  DeviceB ~ PortB v
0TS ILA-SDIEVO01S...  1-1-3-8.5 SDILISO1 12385
Figf N/A
Fig N/A
Fig N/A
Fig N/A
Fig N/A
N/A
Fig N/A
Fig N/A
Fig N/A
Fig N/A
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Operational Status ~

up

up

up

up

up

up

upP

up

up

up

up

Role - 4

REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR
REGULAR

REGULAR

Cancel

Montenegro §

e

\
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14. Select a link and click OK.

Policy Configuration X
Policy-2 ; .
olicy Policy-bla # T Delete policy
Policy-1 )
o Shared risk resource types
Policy-bla
Link Device Shelf Card Port
Test type
@ Multiple links Single protected link
Rules + Add Rule
v qw s O
Q' Add Resource
1010617026 [x)
+ Add Policy

15. If required, add more links to the rule.
16. Click Save.

Add Rules using the Shared Risk API

You can add a rule to an existing policy using the Policy API. This enables you to add rules using both
GUIDs and/or an SHQL query. For more details, see the Crosswork Hierarchical Controller NBl and SHQL
Guide.

To add a rule using APIs:
1. Get a list of the policies. See Get Policies.

2. Add arule to a policy. See Add a Rule to a Policy.

3. You can view the SHQL query in the rule in the Policy Configuration window. See Edit Policy.
Remove Rules
You can remove a rule from a policy.
To remove a rule from a policy:
1. Inthe applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.
Select the Policy tab.
Click % Configure Policies.

2

3

4. Select the required policy.
5. In the Rules area, click O .
6

Click Save.

Edit Policy
You can edit a policy.
To edit a policy:
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1. Inthe applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.

2. Select the Policy tab.
Click & Configure Policies.

3
4. Select the required policy.
5. Modify the policy.

6

Click Save.

Delete Policy

You can delete a policy.

To delete a policy:

1. Inthe applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.

Select the Policy tab.
Click ¥ Configure Policies.

2
3
4. Select the required policy.
5. Click Delete policy.

6

Click Save.

Run Policy Test

You can run a test on a policy, checking for shared risk resources of type link, device, shelf, card, and port.

Each policy includes one or more rules.

To run a policy test:

1. In the applications bar in Crosswork Hierarchical Controller, select Shared Risk Analysis.

2. Select the Policy tab.
3. Select the required policy.
4. Click Run.

Shared Risk Analysis

SPECIFIC LINKS LDP ENDFOINTS

[
-3

R1
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Link &

SDIFRAQ1/2-4-100-2 to SDIPRADY/1-5-100-2

¥ LinkType ¥

@ * C

LinkB. ¥ LikType ¥ SRIGCount¥ Capacityln ¥

Risk [6Bps]

SDIFRAQ1/2-4-100-2 to SD1PRADL/1-5-100-2 oDy 8 WA
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5. In the test results, you can select a link and view the link in the popup map and select a row (and click »
to expand) in the test results to see more details on the shared resources.

N
Shared Risk Analysis @ %

SPECIFIC LINKS LDP ENDPOINTS Rule T LinkA ¥ LinkType ¥ LinkB ¥ LinkType ¥ SRLGCount ¥ Capacityln ¥
Risk (G8ps]

Ethemet SD1FRA01/2-4-100-2 to SD1PRA01/1-5-100-2 ooy 8 N/A
P1

Austria

Sloveni.

Shared Risk API

Crosswork Hierarchical Controller provides APIs to administer shared risk policies and rules.
You can access the Shared Risk API using Swagger: https://<host>/api/v2/apps/srig-app/rest/doc
The APIs include:

« Get a specific policy

e Get all policies

e Create a policy

e« Delete a policy

« Change the shared risk type of the policy

« Change a policy type

¢ Add a new rule to a policy

¢ Update the rule resources

e Delete a rule from a policy
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Get Policies
Use this API to get the list of all the policies. This returns a list of all the policies and their rules.

Request Method
GET

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy

Request Parameters
None
Response Example

{
"name": "policy-1",
"shared risk types": [
"Link",
"Port",
"Card",
"Shelf",
"Device"
1
"policy type": "MULTIPLE-LINKS",
"rules": [
{
"name": "rule-1",
"resources": [

"LI/eth/000£fc44c94alf2cd/51308d£fd752¢1574/df753d953clelc8f/£8e7b20537¢ce03b7"

"name": "rule99",
"resources": [

"inventory[.name=\"CR1.PAR\"] |port|link[.layer=\"R LOGICAL\"]"

"name": "test",
"shared risk types": [
"Link",
"Device",

"Shelf",
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"Port",
"Card"
1
"policy type": "MULTIPLE-LINKS",
"rules": [
{
"name": "ruleOO1",
"resources": [

"inventory[.name=\"ILA-SD1EVO01-SD1SEV01-
I\"] |port|link[.layer=\"R_LOGICAL\"]"

"name": "policy-3",

"shared risk types": [

"Link"
1
"policy type": "SINGLE-PROTECTED",
"rules": [
{
"name": "rule-99",
"resources": [

"link[.layer=\"R LOGICAL\"]"
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Get a Policy

Use this API to retrieve a policy.

Request Method
GET
Request URL
https:// example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.
Response Example

{
"name": "policy-1",
"shared risk types": [
"Link",
"Port",
"Card",
"Shelf",
"Device"
1y
"policy type": "MULTIPLE-LINKS",
"rules": [
{
"name": "rule-1",
"resources": [

"LI/eth/000£c44c94a1f2cd/51308d£d752¢1574/df753d953clelc8f/£8e7b20537¢ce03b7"

"name": "rule99",
"resources": [

"inventory[.name=\"CR1.PAR\"] |port|link[.layer=\"R_LOGICAL\"]"
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Create a Policy

Use this API to create a policy.

Request Method
POST

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.
Request Body

shared_risk_types string Link, Port, Card, Shelf, Device

policy_type string SINGLE-PROTECTED or MULTIPLE-LINKS.

Request Body Example
{

"shared risk types": [
"Link"
Iy
"policy type": "SINGLE-PROTECTED"

Response Example

201 Successful Operation
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Delete Policy

Use this API to delete a policy.

Request Method
DELETE

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.
Response Example

200 Successful
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Update Policy Shared Risk Types

Use this API to change the policy shared risk types.

Request Method
PUT

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}/shared risk types

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.
Request Body

shared_risk_types string Link, Port, Card, Shelf, Device

Request Body Example

{
"shared risk types": [

"T,ink"

}
Response Example

200 Successful Operation
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Update Policy Type

Use this API to update credentials.

Request Method
PUT

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}/policy-type

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.
Request Body
policy_type string SINGLE-PROTECTED or MULTIPLE-LINKS.
Request Body Example
{
"policy type": "SINGLE-PROTECTED"

}
Response Example

200 Successful Operation
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Add a Rule to a Policy

Use this API to add a rule to a policy. You can use an array of GUIDs and/or an SHQL query to create the
rule.

Request Method
POST

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}/rules{ruleName}

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.

ruleName string The rule name. Use one of the rule names returned by the Get Policies
method.

Request Body

resources array(string) A list of GUID links and/or an SHQL query.

If you use an SQHL query, make sure that the expression is valid and
returns a result. See the SQHL User Guide.

When you pass an SQHL query, ensure that you wrap "...." with a pair
of \s, for example: "link[.layer=\"R_LOGICAL\"]"

Request Body Example
{

"resources": [

"link[.layer=\"R_ LOGICAL\"]"

or
{

"resources": [
"LI/guidl",
"LI/guid2"

]

}
or
{
"resources": [

"inventory[.name=\"CR1.PAR\"] |port|link[.layer=\"R_LOGICAL\"]"
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Response Example

201 Successful Operation
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Update a Rule

Use this API to update the rule's resources. You can use an array of GUIDs and/or an SHQL query to create
the rule.

Request Method
PUT

Request URL
https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}/rules{ruleName}

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.

ruleName string The rule name. Use one of the rule names returned by the Get Policies
method.

Request Body

resources array(string) A list of GUID links and/or an SHQL query.

If you use an SQHL query, make sure that the expression is valid and
returns a result. See the SQHL User Guide.

When you pass an SQHL query, ensure that you wrap "...." with a pair
of \s, for example: "link[.layer=\"R_LOGICAL\"]"

Request Body Example
{

"resources": [

"link[.layer=\"R_ LOGICAL\"]"

or
{

"resources": [
"LI/guidl",
"LI/guid2"

]

}
or
{
"resources": [

"inventory[.name=\"CR1.PAR\"] |port|link[.layer=\"R_LOGICAL\"]"
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Response Example

201 Successful Operation

© 2023 Cisco and/or its affiliates. All rights reserved. Page 31 of 64



Delete a Rule from a Policy
Use this API to delete a rule from a policy.
Request Method
DELETE
Request URL

https://example-host/api/v2/apps/srlg-app/rest/policy/{policyGuid}
/policy/{policyGuid}/rules/{ruleName}

Request Parameters

policyGuid string The policy guid. Use the guid returned by the Get Policies method.
ruleName string The rule name. Use one of the rule names returned by the Get Policies
method.

Response Example

200 Successful
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Failure Impact

The Crosswork Hierarchical Controller Failure Impact application allows simulation of resource failures in a
multidomain network, pointing to the specific domain in which the failure originated and the impact on
services and network resources.

This application simulates the impact of a failure in a selected resource (link, device or site) on one or more
network objects in the network where the application searches for alternative path to links or services
(both, customer-based and resource-based) over the selected resource and provides results to show the
impact on the services. The alternative path can be minimized by latency, number of hops, or admin costs
and it is displayed with a comparison of the current path to the alternative found path.

You can also exclude resources from the calculated alternative path by selecting specific resources
(objects such as devices, ports, and links) or by using tags as reference to group of resources.

This solves the failure impact problem by providing detailed results that can be acted on. For example,
additional links can be added to vulnerable points, and any required changes can be made to the topology.
This results in reduced failure impact and increased network reliability.

Run Failure Impact Test

You can run a failure impact test on one or more devices, links and/or sites. The Failure Impact application
creates a list of affected services/connections and, if an alternative path exists, the application shows the
current and the alternative path for each service/connection.

You can set various options for the test:

o The path optimization criteria (path minimization) can be configured as the number of hops,
latency, or admin cost.

« Whether to assess the failure impact by services path or by connections path.
e Depending on the path type selected:

o Which services to filter by, either E-Line and/or OTN Line or specific services.

o Which connection type, Ethernet, ODU, OC, and/or LSP, or specific connections.
o Whether to exclude resources from the calculated path(s) selected by:

o Specific resources selected by the model selector.

o Use tags.
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To run a failure impact test:

1.

2.

In the applications bar, select Failure Impact.

Failure Impact

1. simulated Failures

@ Select specific resource(s)

Filter by tag(s)

+ Add resource

2. Select path type

Services

3. Filter connections:
@ Filter by type(s)

Select specific resource(s)

Filter by tag(s)

Ethernet
obu

oc

LSP

In the Simulated Failures area, do one of the following:

Run Test

(® Connections

Settings

v

Records fetched at:
18:30:04 11-21-2022

@

o Choose Select specific resource(s) and then click Add resource. In the Advanced tab, select
a resource, or click on the 3D Explorer tab to select a resource. You can add up to 10 items.

ROUTERS / IGP ONES

Name
380 ITEMS

CR1.COR
CR2VIE
CR2.0VE
ZR_CR2.FRA
CR2.MAD
CR1.OVE
ERLTLV
ERLPFU

CR2.FRA

IP LINKS

Advanced

IGP LINKS

Type

ROUTER
IGP
ROUTER
IGP
ROUTER

ROUTER

ALL OPTICAL LINKS

FIBER

Description

3D Explorer

SITES

ONE CARDS

ROUTER CARDS

Site

COR

VIE

OVE

FRA

MAD

OVE

TV

PFU

FRA

DAUGHTER CARDS

-
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Advanced

3D Explorer

BEF
Q search... i ook
7)) — «;/ié:,[“/‘U'
Ireland S selarus &
B'I(IIL Brest
Kyiv
Le HavrelLY Ukré
ZUR vlllkn Vi \ly\\.
“ml A ) Qy
’ g ustria Transn
Frafice @@witzerlpnd = © :
WO [@m ‘i RZAGH T N nariaBRA |
M "0 SIOVenl “ - “ (
BOR: - o :
Y. /1] 08 AR ‘BUE
) [31(0) : > @& OO0 X ; o
. [ 1 arino 2 ) Sy
OVE Bl LW 4 AT e A— :
Cancel m

Note: For more information on 3D Explorer, see the Cisco Crosswork Hierarchical Controller Network

Visualization Guide.

> Choose Filter by tag(s) and then click Add Tags, then select a tag and click OK. Select more

tags if required.

Tags
¥ Links LINKS
R_LOG Purna —
Name ¥ Source ¥  Destination ¥ Ope~
Device Device Stat

252 ITEMS

10.40.2.166 to 10.40.2.165 ER1.BCN CR2.BCN up
10.40.3.41 to 10.40.3.42 ER1.HDA ERLHEB up
10.40.2.14 to0 10.40.2.13 CR2.LYO ERLLYO up
10.40.2.245 to 10.40.2.246 ER1.MAD CR1.MAD up
10.40.0.114 to 10.40.0.113 ZR CR2TLN  ZR CR2.M... VP
10.40.0.41 to 10.40.0.42 ZR_CR2.BCN  ZR_CR2.BIL VP
10.40.1.153 to 10.40.1.154 CR1.MAN CR2.5QY up
10.40.2.242 to 10.40.2.241 ZR_CR2.H...  CR2.ATH up
10.40.0.185 to 10.40.0.186 ZR_CR2.ARN  ZR_CR2.ROT UP
10.40.3.69 to 10.40.3.70 CR1.BIL CR2.BIL up

1A AR N AE e 1A AR A A,

4

rn1 Do

rnA D

UP

Pro~

SIN...
SIN...
SIN...
SIN...
SIN...
SIN...
SIN...
SIN...
SIN...

SIN...

Unc™  Roliv*
Hop

1 REG...

1 REG...

1 REG...

1 REG...

1 REG...

1 REG...

1 REG...

1 REG...

1 REG...

1 REG...

1 RFG... T

4

3. Select the Select path type (either Services or Connections).

4. Select the Filter by type(s):
o For services, E-LINE and/or OTN LINE.

o For connections, Ethernet, ODU, OC, and/or LSP.
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5.

Advanced

Advanced 3D Explorer
E-LINE OTN Line
Narme >  Type *  Customer Name *  Admin Status
1ITEM
AcmeMAD-BCN E_LINE Acme Finance up

(Optional) For services, select the Select specific services and then click Add service. In the Advanced
tab, select a service, or click on the 3D Explorer tab to select a service. You can add up to 10 items.

Description

AcmeMAD-BCN

Cancel m

Q, search...
1] —

Ireland

3D Explorer

Gdansk
POZ

Vi #ensk

Bn
Brest
Kyiv
y Ukré
Nt W
VAL
v (L ’ \ \\\w :
.y Austria Ny Transni
S AC .
Slovenidll \\ ‘
CAR="BUE
A R - = o
0‘01 1 ™~
Cancel m
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6. (Optional) For connections, select the Select specific resource(s) and then click Add resource. In the
Advanced tab, select a resource, or click on the 3D Explorer tab to select a resource. You can add up to

10 items.
Advanced 3D Explorer
ETHERNET obu ocC LSP
Name ~  Layer ~  DeviceA ~  PortA ~  DeviceB ~  PortB ~  Operational ~  Role A=
Status

444 ITEMS

RD_PARO1_AO... FETH RD_PARO1 AO... R-ETH-1-1-21 RD_PRA01 AO... R-ETH-1-1-13 up REGULAR

TenGigEo/0/1/... ETH ER1.0NO TenGigE0/0/1/11  SD1ONQO1L 1-2-4 up CROSS_LINK

ZR_CR2.FRAF... ETH ZR_CR2.FRA FourHundred...  ZR_CR2.MIL FourHundred... ~ YP REGULAR

TenGigeo/0/1/... ETH CR1.MAN TenGigE0/0/1/13  SDIMANO1 1-5-4 up CROSS_LINK

OTN1BORO1/1... FETH OTN1BORO1 1-4-4 OTN1PARO1L 1-5-4 up REGULAR

RD_FRAOI_AO... ETH RD_FRAOI_AO...  R-ETH-1-1-17 RD_BLAO1_AO...  R-ETH-1-1-17 up REGULAR

SD2MMO01/ET... ETH SD2MMO01 ETH-1-1-20 SD2MMO02 ETH-1-1-5 up CROSS_SUBNET_....

SD1BCNO1/3-6... ETH SDIBCNOL 361 SD1CUPO1 1-2-1 up REGULAR

SD2HERKLO1/... ETH SD2HERKLO1 ETH-1-1-39 SD2TLVO1 ETH-1-1-11 up REGULAR <
Cancel “

Advanced 3D Explorer

BE(Y %
uania

Q:S,earch.., o M) ofensk

//J/“’-**w’: %N/UT NS : arus Bry
Ireland i L
B';(IIL Brest

Kyiv

| Le Havrel AR Ukré
ol
R m@lh vitsyfp q\l\m
ooml ALt Wy Go) )
: ustria HUNJE Transni
Frafice @@witzerlpnd » = L\
‘ WO [m i RZAG] M N BRA
i} o Slovenifll L\ ST
| BOR: = -
| ¥ /1] 0 ECARM—BUEC
‘ @0, /S O =X
_ fim-Marino | === ) W,

0wlg BIL; ) 6 A Nia - \ : 1

Cancel m

7. (Optional) In the Exclude resources from calculated path(s) area, and then:

o Choose Select specific resource(s) and then click Add resource. In the Advanced tab, select
a resource, or click on the 3D Explorer tab to select a resource. You can add up to 10 items.

o Choose Filter by tag(s) and then click Add tag, then select a tag, select the required tag value
and click OK. Add more tags if required.
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8. Click Run. The impacted services and connections appear, with the root causes listed in the lower pane.

Impacted services and connections
Failed L1 (OMS) links Failed L3 (logical} links Failed ONEs Failed Routers LSP connections: Total: 1687

0 252 0 0 1574 0 1574

Affected connections  With alt. path(s) No alt. path(s)
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9. Select a widget to see its results.

Impacted services and connections

Failed L1 (OMS) links Failed L3 (logical) links Failed ONEs Failed Routers

0 252 0 0

Name ~  DeviceA ~  DeviceB ~  PortA -

252 ITEMS
10.40.1.113to 1... TenGigE0/0/1/12

10.40.1.62 to 10.... FourHundredGig...

10.40.0.185 to 1... FourHundredGig...
10.40.0.6t0 10.4... FourHundredGig...
10.40.3.105t0 1... TenGigE0/0/1/11
10.40.1.57 to 10.... FourHundredGig...
10.40.1.186to 1... 10ge-0/1/7
10.40.3.150 to 1... HundredGigE0/0...
10.40.3.13 to 10.... TenGigE0/0/3/6
10.40.1.1t0 10.4... FourHundredGig...
10.40.2.133 to 1... GigabitEthernet...
10.40.3.137 to 1... HundredGigg0/0...

10.40.2.57 to 10.... HundredGigg0/0...

LSP connections: Total: 1687

1574 0

Affected connections

PortB v  Tags

TenGigE0/0/1/11 Links R_LOG
FourHundredGig...  Links R_LOG
FourHundredGig...  Links R_LOG
FourHundredGig...  Links R_LOG
TenGigE0/0/1/14 Links R_LOG
FourHundredGig...  Links R_LOG
TenGigeo/0/1/11 Links R_LOG
HundredGigE0/0...  Links R_LOG
TenGigE0/0/1/11 Links R_LOG
FourHundredGig...  Links R_LOG
TenGigE0/0/1/12 Links R_LOG
HundredGigt0/0...  Links R_LOG
HundredGigt0/0...  Links R_LOG

With alt. path(s)

Link

Link

Link

Link

Link

Link

Link

Link

Link

Link

Link

Link

Link

1574

No alt. path(s)

Number Of Upper ~ =
Links

25

10. To filter the table, click =~ and select the required options.

Current Path's Hops -
Count
v SelectAll » Clear All
16
8
[}
2

Hide Column

Restore All Columns

11. To remove a column, click Hide Column.
12. To restore all columns, click Restore All Columns.
13. To sort the table, click on a column heading.

+ Connection =
Type

+ Connection =
Type
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14. Click to select an item in the list. A list of the Original paths and Suggested paths appears. The
simulated failed links show in purple.

LSP CR1.ATH:CR2.BUC:Isp_0 X

Admin Group Affinities:  Exclude Any: Not specified Include Any: Not specified Include All: Not specified

¥ Main Paths
Original paths Suggested paths
Latency (Estimated ms): 6.2 Latency (Estimated ms): 12.2
Admin Cost: 40966 Admin Cost: 81990
Hops: 3 Hops: 2
& CR1.ATH
& CR1.ATH
& CR2.ATH
& CR1.BUD
# CR1.BUC
& CR2.BUC
2 CR2.BUC

15. Click a resource to view the resource in the 3D Explorer map.
Configure the Failure Impact Settings

You can configure various failure impact settings.

When the actual latency of all the links in a path is not known, a fudge factor for optimal paths latency
setting is used to set a best guess distance multiplier for the links with missing latency. This multiplier is
applied to the geographical distance between the endpoints of the link, and the factored distance is used
to estimate the latency of the link.

Note: Setting a high value for the fudge factor means that such a path is only selected if it is significantly
shorter than all other alternatives.

The algorithm for computing approximate latency only uses the fudge factor for the links in the path where
the distance and latency are missing and is applied as follows:

o Let L(X,Y) be the geographical distance between endpoints X and Y divided by speed of light in
fiber.

o Foran OTS link between X and Y, if the latency is missing, use F*L(X,Y)

« If a higher layer link Z between X and Y has a direct latency value - use it as it is the most accurate
value. Otherwise:

o If Z has a full path - use the sum of latencies of the links along the path (some of which may
have been recursively estimated).

o If Z has a gap in its path between site X and Y - compute the latency of the gap the same way:
F*L(X,Y).

o If Z does not have a path - use F*L(X,Y) for the latency.
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To set the failure impact settings:
1. In the applications bar, select Failure Impact.

2. Select the Settings tab.

Failure Impact RunTest  Settings

Path Optimization Criteria
Path optimization criteria
{Numberof Hops -

Administratively down objects

Check failure impact on administratively down connections and services

If the above is selected, the optimizer will include administratively down connections in the list of connections it will try to optimize. A
connection is considered administratively down if at least one of its endpoints is in admin down state.

Include administratively down links in calculation of alternative path

If the above is selected, then when the optimizer evaluates alternative paths for connections, it will include paths that contain links in
administratively down state. A link is considered administratively down if at least one of its endpoints is in admin down state.

Protected Path Diversity Level
Link
Device
Site

Select the levelin which main and protection paths must be diverse.

Protected Path Diversity Policy

3. Select the Path Optimization Criteria:
o Number of Hops: Optimize by the number of hops.
o Latency [milliseconds]: Optimize by the latency.
o Admin Cost: Optimize by the admin cost

4. Select how to handle Administratively down objects:

o Check failure impact on administratively down connections and services: Select this option
to include in recalculation, connections or services that are down (connections and services
that at least one of their end ports is administratively down are considered down).

> Include administratively down links in calculation of alternative path: Select this option to
include links that are down in the calculation of new alternative paths for impacted connections
or services (links with at least one of their end ports administratively down are considered
down.

5. Sets the level in which the main and protection paths must be diverse by selecting the Protected Path
Diversity Level (Link, Device, and/or Site). The diversity level selected implies the diversity in all layers,
down to fiber path. For example, if link is selected, the algorithm checks that no link is shared in all L3 to
L1 layers, down to the physical fiber path (if discovered by Crosswork Hierarchical Controller).

6. Select the Protected Path Diversity Policy:
o Strict: Only find strictly diverse protection paths.

o Best Effort: Find the “best effort” diverse protection paths. This first tries to optimize the
protected path diversity taking devices, sites and links into account. If this fails, it tries to

© 2023 Cisco and/or its affiliates. All rights reserved. Page 41 of 64



optimize the protected path diversity taking devices and links into account. If this fails, it tries to
optimize for links only. If this fails, the protected path diversity does not take devices, sites or
links into account.

7. Set the Unknown Latency Path options:

Fudge factor for the current paths latency: This is the fudge factor for the current paths
latency. Set this fudge factor to high number means that the estimated latency of some links on
the current path will be high, and Crosswork Hierarchical Controller will offer potentially optimal
paths even if they are not highly likely to be more optimal.

Fudge factor for the optimal paths latency: This is the fudge factor for optimal paths latency.
Setting this fudge factor to a high number means that these links will be selected as an
alternative only when there is a high likelihood that such a path is indeed shorter than other
alternatives.

8. Click Save Changes.

Export Test Results

The tabular test results can be exported into a zip file with one or two CSV files for offline analysis. One file
includes the services (if you selected the services path type) and the other includes the connections.

15
16 Service

A A B C D E F G H J K L M N Lo}
1 |Execution F JVaIue

2 Time 15:14:26 07-20-2020 UTC
3 Optimization Goal NUMBER_OF_HOPS

4 Optimize down services and resources TRUE

5 Include down links in calculation of alternati  TRUE

6 Latency fudge factor a 3

7 Latency fudge factor b 2

8 Protection path diversity level site FALSE

9 Protection path diversity level device FALSE

10 Protection path diversity level link FALSE

11 Protection path diversion policy Best Effort

12 Ldp enabled FALSE

13 Affected connections Ethernet

14 Affected Services E-Line

Service Typ Customer Connectior Connectior Original Pa Original Pa Original Pa Original Pa Suggested Suggested Suggested Suggested Hops diff [$ Latency dif Adm

15

17 AcmeMAD-BCN E-Line Acme FinatAcme MAC Ethernet  Main 3 (Main), 9.2 486 Main 3 (Main), 6.1 486 0.0 -33.7 0.0
A A B C D E F G H ] K L M N [o]
1 |Executior| Parameter JValue

2 Time 15:14:26 07-20-2020 UTC

3 Optimization Goal NUMBER_OF_HOPS

4 Optimize down services and resources TRUE

5 Include down links in caleulation of alternative  TRUE

6 Latency fudge factor a 3

7 Latency fudge factor b 2

8 Protection path diversity level site FALSE

9 Protection path diversity level device FALSE

10 Protection path diversity level link FALSE

11 Protection path diversion policy Best Effort

12 Ldp enabled FALSE

13 Affected connections Ethernet

14 Affected Services E-Line

16 Connection Connectior Protected Original Pa Original Pa Original Pa Original Pa Suggested Suggested Suggested Suggs 1 Hops diff [$ Latency dif Admin Cos Comments
17 Acme MAD - BCN Ethernet Yes Main 3 (Main), 9.2 486 Main 3 (Main), 6.1 486 0.0 -33.7 0.0 Protection pa
18 OTNIMADOD1/ to OTN1BCNO1/ opu Yes Main 3 (Main), 9.2 486 Main 3 (Main), 6.1 486 0.0 -33.7 0.0 Protection pa
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To export the test results:
1. In the applications bar, select Failure Impact.
2. Run the required test.

3. Click ¥ The file is downloaded automatically

Network Vulnerability

A key challenge for operators is how to identify network vulnerabilities and the risk of isolation of routers in
case of failures.

This type of problem may arise due to discrepancies between the design and implementation, or simply
from design failures. This may cause a whole network domain to be disconnected due to a single failure.
These gaps are difficult to identify, leaving the network vulnerable, with a major impact on business.

The NetFusion Network Vulnerability application checks for router segmentation in the event of any
combination of L1-3 device/link failures.

The testing can be executed for current conditions, as well as for simulated failures (single and dual), and
identifies very specific failures.

This solves the network vulnerability problem by providing detailed results that can be acted on. For
example, additional links can be added to vulnerable points, and any required changes can be made to the
topology. This results in reduced network vulnerability and increased network reliability.

The Network Vulnerability application discovers routers that are disconnected from the rest of the network,
under current network conditions, or those that would be disconnected under one or more simulated
resource failures. These conditions are called " network segmentation" or “clustering”.

The application finds segmentations that are caused by current network failures. It also uses simulated
resource failures to identify potential segmentations that would be caused by these failures.

The application keeps the historical simulations for further analysis.

Run Vulnerability Test

You can run the Network Vulnerability application in real time and select whether to:
« Identify current segmentations in the entire network.
o Check if a single failure will cause a segmentation in the network.

o Test if a dual failure will cause a segmentation.
Each failure can be a simulation of a failure for resource types or for specific resources. You can choose
whether to test all routers, optical nodes, IP links, and/or optical links, or you can specify a list of up to 20
resources to test by adding their entity names.

The test, based on the selected options, returns a list of scenarios. A scenario is a specific group of one or
more routers that will be disconnected due to one or more failed resources. Each scenario may include a
list of routers that currently are disconnected or would be isolated/disconnected due to simulated failures
(single or dual), given the selected resources types or resources. Scenarios are ordered by the total
number of disconnected routers per scenario and the total bandwidth lost. For a specific scenario, the
causes list the resources that were they to fail, would cause the routers to be disconnected.
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Tests are run on the network as it appears in the network model. Networks that are already segmented and
split into isolated islands with no links between them, are not considered a failure. The largest group of
linked routers is ‘the’ network and any smaller groups that are vulnerable to being parted from the network
are counted as disconnected.

To run the vulnerability test:

1. In the applications bar, select Network Vulnerability.
.

Network Vulnerability RunTest  Saved Tests  Settings ®

Simulation setup wizard

Specify existing failures approach

@ Don'tinclude existing failures in simulation

Include existing failures in simulation

Specify failure simulation type

(®) No simulation
Single resource failure

Single and dual resource failure

Check only these routers for disconnection (Recommended)

(®) Do not limit the scope of check
Limit the scope using tag(s)

2. Inthe Run Test left pane, choose the existing failures approach for simulations:

o Don’t include existing failures in simulations: Select this option to treat all routers or links as
“up” for the purposes of the simulation.

> Include existing failures in simulation: Select this option to check if there are routers that are
currently isolated/disconnected due to any IP or optical link with operational state down and
include them as such in the simulation.

For example, if there is a router with two links, and the status of one of the links is down, if the
Include existing failures in simulation option is selected, the router is isolated. If the Don’t
include existing failures in simulation option is selected, and the Single resource failure or
Single and dual resource failure option is selected, the router is connected.

3. Select the type of test and which resources to run the test on:
o No simulation: Only run current failures.

o Single resource failure: Checks if there is any router or group of routers that will be
disconnected from the network on failure of a single resource of the selected types (routers,
optical nodes, IP links, and/or optical links).

o Single and dual resource failure: Checks if there is any router or group of routers that will be
disconnected from the network on failure of a single resource or dual resources of the selected
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types (routers, optical nodes, IP links, and/or optical links). You can select different types for
the first and second failure.

4. If you selected Single resource failure or Single and dual resource failure select the required inventory
types.

Network Vulnerability RunTest SavedTests  Settings ©)

Simulation setup wizard
Specify failure simulation type

No simulation
Single resource failure

(®) single and dual resource failure

A\ This test may take time based on the network size and
topology scheme

Specify failure simulation type

Select Resources for Failure Select Resources for Failure

Simulation Simulation
(® ByTypels) (® By Type(s)
By a Specific resource By a Specific resource
By Tagl(s) + By Tag(s)
Any Router Any Router
Any Optical Node Any Optical Node
Any IP Link Any IP Link
Any Optical Link Any Optical Link

5. (Optional) Select By a specific resource. You can add up to 20 resources. This checks if there are
routers that will be disconnected from the network on failure of the selected resources.
\

Network Vulnerability RunTest Saved Tests  Settings ®@

Simulation setup wizard

Specify failure simulation type

No simulation
Single resource failure

(®) single and dual resource failure

A This test may take time based on the network size and
topology scheme

Specify failure simulation type

Select Resources for Failure Select Resources for Failure

Simulation Simulation
By Type(s) By Type(s)
@ By a Specific resource + @ By a Specific resource
By Tag(s) By Tag(s)
+ Add resource + Add resource

Check only these routers for disconnection (Recommended)
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6. Click Add resource to select the required resources.

ROUTERS

Name

190 ITEMS

ZR_CR2.FRA
CR1.0VE
ERL.PFU
CR2.FRA
ZR_CR2TOR
ZR_CR2.RGG
ERL.BKL
ZR_CR2.LIE
ZR_ER2.5QY
CR1.DNIP

CR2.COR

7. Select a resource and click OK.

Or

Type

ROUTER
ROUTER
ROUTER
ROUTER
ROUTER
ROUTER
ROUTER
ROUTER
ROUTER
ROUTER

ROUTER

OMS LINKS

Description

Select the 3D Explorer tab and select the required resource and click OK.

Note: You cannot run the test on an LSP link or an L3 Logical link.

Q search...
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8. (Optional) You can add up to 20 items. Click Add resource and repeat the steps above.

9. (Optional) To delete a failed item, click 0.

10. Click Run Test. The test runs and a list of scenarios appears. A scenario is any group of one or more
routers that will be disconnected due to one or more failed resources.

Note: If you close the application or log out while the test is running, the test continues running and is
saved in the test list (with the results) so that you can see it when you log in the next time.

ability RunTest  Historical Runs  Settings

BEL
IoM1United

ailure Type + Disconnected Routers  Capacity Lost . ous U‘LINA":.&-" N
act ireland} . ‘:t&./'
36 16 160
GERfitzerl nd/=" sAustria .
32 7 70 = - " ¢ SlovenhaA
32 7 70
31 8 80
21 R N et

20 . 10 © 190,

DUAL SIMULATED FAILURE

32 T 70

15 3 30

A simulated failure lists the following:
o The failure type - Dual Simulated Failure or Single Simulated Failure or Existing Failure.
o The number of disconnected routers.
o The number of disconnected links.

o The capacity lost (Gbps).
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o The number of distinct simulation scenarios.

11. Click an item to view the details for the required scenario.

rk Vulnerability RunTest Historical Runs  Settings ®

Ireland

. -Austria

ZAG
36 16 160 Sloveni‘
Serbia
3 7 70 Montenegro
32 7 70 o I
31 8 80
21 R N /|| B %

12. The Isolated Routers tab lists the routers, sites and lost capacity. Click on a router to zoom in on the
Explorer map.

Isolated Routers Cause Scenarios
Router =  Site =  Capacity Lost [Gbps) =
32 ITEMS
CR2VIE VIE 0.0
CR1VIE VIE 0.0
CR1.WAR WAR 30.0
CR2.STO STO 0.0
CR1.BUD BUD 0.0
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13. Select the Cause Scenarios tab to view a list of the scenarios with the resource names, resource type,

from site and to site.

14. Click to select a scenario in the list. The isolated routers are shown in yellow and the underlying scenario
that causes the failure is shown in pink.

15.

Historical Runs

Network Vulnerability Run Test
36 16 160
32 - 7 70
32 7 70
31 8 80
1 R N

Settings

BEL
mm United
mv.mdom

NOT
'{v AMS The
|
'BKL _M,gosmds

1/?“‘""

Isolated Routers Cause Scenarios
Resource Name
AITEMS

SD1PRADL
CRLFRA

SDIFRAO1/1
CRLFRA

7-548 to SD1PRAO1/1-2
SD2PRAD1/OMS-1-04 to SDZWARO1/OMS-1-0-4
CRLFRA

SD2PRAOL
CRLFRA

HAM

ech
Re\p iblic

\

Resource Type

Optical Node
Router

oMs
Router
oMs
Router

Optical Node
Router

VeraTIopakia

=BUD

PRA
FRA

FRA
PRA
FRA

PRA
FRA

¥  ToSite

WAR

Ukraine

To filter the table, click

and select the required options.

Resource Type =

v SelectAll

Optical Node Optical Node
OMS Optical Node

Optical Node OMS

OMS OMS

% ClearAll

16. To sort the table, click on a column heading.

17. To return to the test setup, click Back.

Save Vulnerability Test

You can save your test. Enter a unique name for the test. You can then view the test results or use it as a
basis for an automatic periodic test. See Network Vulnerability Settings. You can save up to 20 historical

tests.

To save a test:
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1. In the applications bar, select Network Vulnerability.

2. Run the test. See Run Vulnerability Test.

3. Click Save.
4. Enter a unique test name.

5. Click Save.
View Saved Tests

Up to 20 tests can be saved and displayed. If you apply the time machine in Explorer, the list of the runs
includes tests that were saved before the selected time.

To view historical runs:

1. Click Saved Tests. A list of the tests appears in the left pane.

Network Vulnerability RunTest SavedTests Settings @

Saved Tests

Name ~ + Date ~ Type ~ Cause Scenarios ¥

Disconnected Routers ~

3ITEMS

New Test 5 (Completed) 2022-11-08 19:52
1 Scenarios, 32 Disconnected Routers

Current Failures: Find which routers are currently disconnected, Failures
Simulation: Single

2 2022-11-08 18:16
0 Scenarios, 0 Disconnected Routers

Current Failures: Find which routers are currently disconnected, Failures
Simulation: No simulation

1 2022-11-08 18:16
0 Scenarios, 0 Disconnected Routers

Current Failures: Ignore operational status of links, Failures Simulation:
No simulation

The list details:
o Test name
o Test date and time
o No. of scenarios
o Total no. of disconnected routers (for all scenarios)

o Test type
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2. Select a test to view the test details. The same details appear for the historical runs as for the real time
test. For details on this page, see Run Vulnerability Test.

3. To view the test configuration, click Test configuration.

< Back

Failure Type = + Disconne:

Disconnected Links

Test 'REALTIME' results

Simulation Filters:

Ignore existing failures in simulation

Dual resource failure

Any router

1219 ITEMS

Any optical link

4. To return to the list of tests, click Back.

5. To re-run the test, click Re-run test.

6. To delete the test, click Remove Test.

Export Test Results

Test configuration

The tabular test results can be exported into a zip file with one summary CSV file and one CSV file per

failure.

B summa ry_2020-07-26_18-37-48.csv

B failure_id_78_2020-07-26_18-37-48.csv
B failure_id_77_2020-07-26_18-37-48.csv
<R failure_id_76_2020-07-26_18-37-48.csv
B failure_id_75_2020-07-26_18-37-48.csv
B failure_id_74_2020-07-26_18-37-48.csv
B failure_id_73_2020-07-26_18-37-48.csv
B failure_id_72_2020-07-26_18-37-48.csv
B failure_id_71_2020-07-26_18-37-48.csv
B failure_id_70_2020-07-26_18-37-48.csv
B failure_id_69_2020-07-26_18-37-48.csv
B failure_id_68_2020-07-26_18-37-48.csv
I_:l: failure_id_67_2020-07-26_18-37-48.csv
[xH failure_id_66_2020-07-26_18-37-48.csv
B failure_id_65_2020-07-26_18-37-48.csv
B failure_id_64_2020-07-26_18-37-48.csv
B failure_id_63_2020-07-26_18-37-48.csv
Bi failure_id_62_2020-07-26_18-37-48.csv
B failure_id_61_2020-07-26_18-37-48.csv
B failure_id_60_2020-07-26_18-37-48.csv
B failure_id_59_2020-07-26_18-37-48.csv
B failure_id_58_2020-07-26_18-37-48.csv
<R failure_id_57_2020-07-26_18-37-48.csv

1,958
1,133
1,233
1,584
1,596
1,133
1,137
1,121
1,137
1,225
1,021
1,085
1,125
1,137
1,149
1,139
1,117
1,135
1,125
131
1,285
1,275
1,535

26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...
26/07/2020 18...

Name 7 Size Pac... Type Modified CRC32
B

615 Microsoft Excel C...
541 Microsoft Excel C...
566 Microsoft Excel C...
631 Microsoft Excel C...
620 Microsoft Excel C...
539 Microsoft Excel C...
534 Microsoft Excel C...
528 Microsoft Excel C...
546 Microsoft Excel C...
577 Microsoft Excel C...
491 Microsoft Excel C...
526 Microsoft Excel C...
534 Microsoft Excel C...
545 Microsoft Excel C...
538 Microsoft Excel C...
540 Microsoft Excel C...
528 Microsoft Excel C...
539 Microsoft Excel C...
533 Microsoft Excel C...
588 Microsoft Excel C...
572 Microsoft Excel C...
555 Microsoft Excel C...
630 Microsoft Excel C...

66F3B9D4
5C7DE1F4
55348960
66899CA6
5DC65BC6
3D31681E
18B62AEG
29439AF4
A39BD130
3AEC8222
8B22E1FE
473AA068
SAACT3T75
819F5691
82ACC708
1A4AF376
99BFF760
7B1774BE
32403228
TAB2A217
D42997D0
BODC10FB
89F26EFD

© 2023 Cisco and/or its affiliates. All rights reserved.

Page 51 of 64



A B C
1 Value
2 Test Name REALTIME
3
4 Time 26/07/2020 18:37
5
6 FailureID Disconnected Routers
7 0 15 Existing
8 1 12 Single
9 2 5 Single
10 3 1 Single
11 4 2 Single
12 5 14 Single
13 6 1 Single
14 7 6 Single
15 8 15 Single
16 9 2 Single
17 10 2 Single
18 11 3 Single
19 12 2 Single
20 13 2 Single
21 14 3 Single
22 15 3 Single

summary_2020-07-26_18-37-48

@

R N =l = ol e T il e o T e S S S S S o

30
20
200
10
110
110
100
10
10
10
110
20
110
150

50
10

Test Type Current Failures: Find which routers are currently disconnected, Failures Simulation: Single

Failure Typ Cause Scer Total Capa Disconnected Physical Links

3

= U O N NN R PR R PR NN PR NN
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y A B C D E F G H
1 Value

2 Test Name REALTIME

3 TestType Current Failures: Find which routers are currently disconnected, Failures Simulation: Single
4 Time 26/07/2020 18:37

5 FailureID 78

6 Disconnect 1

7 {

8 Case Case Type Largest Seglsolated Se Caused By Simulated Down Links
9 | 0 Simulated Dual Failure 65 Group #1: Router Phys.

10

1

12

13 |

14

15 |

16

17

18

19

20

21

20|

failure_id_78_2020-07-26_18-37- ©)

To export the test results:
1. In the applications bar, select Network Vulnerability.
2. Run the required test or locate the historical test.
3. Click !. The file is downloaded automatically.

Delete Test

You can save up to 20 historical tests. If you try to save a test once 20 tests are saved, you will be required
to delete a test before you can save another one.

To delete a test:
1. In the applications bar, select Network Vulnerability.
2. Click Historical Runs.
3. Select a test.

4. Click to delete the test.
Network Vulnerability Settings

You can select a historical test and automatically execute it periodically (once a day or once a week). The
test results are automatically saved, overwriting the previous automatic test results. You can view a list of
automatic tests. The list details the test name, execution period and last execution time.
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The test runs at the time of day that it was created, for example, if a test is added at 14:31:07, it will be

executed on a daily base starting at 14:31:07.

To add an automatic test:

1. In the applications bar, select Network Vulnerability.

2. Click Settings.

Network Vulnerability RunTest Saved Tests  Settings

AUTOMATIC RUNS

Test Name ~  Execution Period

NO ITEMS

3. Click Add Test.

Add Test X

Select test from registry of saved tests v

Execution Period
Weekly @ Daily

E=) -
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4. Select the test.
5. Select whether to execute the test Weekly or Daily.

6. Click Save.

To delete an automatic test:
1. In the applications bar, select Network Vulnerability.
2. Click Settings.

3. Click 0.

Path Optimization

The Path Optimization application suggests optimization in the path of L1 to L3 connections and services.
You can select the criteria for optimization and the connection or service targeted for optimization. The
criteria are latency, number of hops, and admin costs.

Connections and service can be:
o All connections (resource-based services) of specific type (Ethernet, ODU. OC or LSP)
o All services (customer-based services) of specific type (E-Line or OTN line)

« Select specific connections or services
You can also exclude resources from the calculated path by selecting specific resources (objects such as
devices, ports, and links) or by using tags as reference to group of resources.

Based on the options selected, the application recalculates the paths for selected services and
connections according to the selected criteria.

The results include the full list of the affected services and connections, the improvement (if any) according
to the selected criteria, for example, the current and suggested path latency, and the percentage
difference in latency (before versus after) as a percentage.

There is also a view per connection and service that shows the original and the optimized path. Per path,
the list shows the latency, admin cost, and no. of hops, with the full path for devices and links.

Run Path Optimization Test

You can run a test on one or more devices, links and/or sites. The Path Optimization application creates a
list of affected services/connections and, if an alternative path exists, the application shows the current and
the alternative path for each service/connection.

You can set various options for the test:
« The path optimization criteria can be configured as the number of hops, latency, or admin cost.
« Whether to assess the path optimization by services path or by connections path.
« Depending on the path type selected:
o Which services to filter by, either E-Line and/or OTN Line or specific services.
o Which connection type, Ethernet, ODU, OC, and/or LSP, or specific connections.

o Whether to exclude resources from the calculated path(s) selected by:
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o Specific resources selected by the model selector.
o Use tags.

To run a path optimization test:

1. In the applications bar, select Path Optimization.

e
Path Optimization RunTest  Settings

() Services Cennections

(®) Filter by typels)
Select specific service|s)
E-LINE
OTH Line

(®) Select specific connection(s)
Filter by tagis)

+ Add resource

2. Select the Path optimization criteria:
> Number of Hops: Optimize by the number of hops.
o Latency [milliseconds]: Optimize by the latency.

o Admin Cost: Optimize by the admin cost.

3. Select the Select path type (either Services or Connections).

4. Select the Filter by type(s):
o For services, E-Line and/or OTN Line.

o For connections, Ethernet, ODU, OC, and/or LSP.
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5.

(Optional) For services, select the Select specific services and then click Add service. In the Advanced
tab, select a service, or click on the 3D Explorer tab to select a service. You can add up to 10 items.

Advanced
E-LINE OTH Line
Name *  Type = Customer Name ~  Admin Status ~  Description -
1ITEM
AcmeMAD-BCH E_LINE Acme Finance ur AcmeMAD-BCH

.

Advanced

3D Explorer

Q Search... vepm Norway

9BUD» QBUD» 9 BUD> 9 BUD » @SD2BUDOL » HODU1-1-0

= SD2BUD01/ODU-1-1-0to S... * ¥

Kristiansand

Used By

Nahoy
Nowgocod
BE
Name: SD2BUD01/0DU-1-1-0to SD2VIE01/ODU-1-1-1 Urspatnited =
Layer: ETH NG AN Ryazan
Mapping Status: Unknown J
Speed BPS: 10.0Gbps M
Role: Regular
Operational Status: Up Voronezh
Protection Status: Unknown
Path Group Type: Single Path ] g by ¥ g Kharkiv
Port A: QDU-1-1-0 e Havee I3 Ukraine
PortB: ODU-1-1-1
how moce Donetsk
Austria Transnistria
Slovenilll
Krasnodar
Constanta
1stanbul Shnamn
Base Ankara

scse o ICIENCE
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6. (Optional) For connections, select the Select specific connections and then click Add resource. In the
Advanced tab, select a resource, or click on the 3D Explorer tab to select a resource. You can add up to

10 items.
Ethernet ooy oc Lse
Mame = Layer ~  Deviced - Porth = DeviceB - PortB = Operational Status ~  Role - =
17SITEMS
SD2TALOL/ODU-1-0-5t0 S02W... ETH SDRTALOL 0DU-1-0-5 SD2WAROL 00U-1-1-5 uP REGULAR
SD1BKLOL/1-6-100-2 to SDILIV... ETH SD1BKLOL 1-6-100-2 SDiLvoL 1-6-100-2 DOWN REGULAR
SD1LIS01/1-3-100-2 to SDIMA... ETH SD1LISO1 1-3-100-2 SDIMADOL 1-11-100-2 up REGULAR
SDIMILO1/1-16-100-2 to SD1R... ETH SDIMILOL 1-16-100-2 SDIROMOL 1-3-100-2 up REGULAR
SD2VIE0L/ODU-1-0-9t0 5D2W... ETH SDaVIED1 0DU-1-0-9 SD2WARDL COU-1-1-7 up REGULAR
SD1DUB01/1-2-100-2 to 50150... ETH SD1DUBOL 1-2-100-2 SD150U0L 1-2-100-2 up REGULAR
SD1BCNOL/2-5-100-2t0 SDIVA... ETH SD1BCHOL 2-5-100-2 SDIVALOL 1-7-100-2 P REGULAR
SD2ATHOL/00U-1-0-9t0 SD2B... ETH SDRATHOL 0DU-1-0-9 SD2BUDOL C0U-1-1-4 up REGULAR
SD1BKL01/1-9-100-2t0 SD15Q... ETH SD1BKLOL 1-59-100-2 SD1SQYo1 1-5-100-2 DOWN REGULAR
SD1BKLOL/1-11-100-2 ko SD1P... ETH SD1BKLOL 1-11-100-2 SD1PARDL 1-9-100-2 up REGULAR
S028UD01/00U-1-1-0 ko S02V1... ETH SD2BUDOL 0DU-1-1-0 SDaViEo1 00U-1-1-1 up REGULAR
SDIFRAD1/2-5-100-2 0 SDIPR... ETH SD1FRADL 25-100-2 SD1PRADL 1-6-100-2 up REGULAR
SD1DUS01/1-6-100-2 to SDIFR... ETH SD1DUSOL 1-6-100-2 SDIFRADL 2:2:100-2 up REGULAR
SD1BKLO2/1-10-200-2 80 SD1D... ETH SD1BKLOL 1-10-100-2 SD1DUS0L 1-4-100-2 DOWN REGULAR
SD1BILOL/1-8-100-2 to SDIMA... ETH SD1BILOL 1-8-100-2 SDIMADOL 1-14-100-2 up REGULAR
SD1BILO1/1-3-100-2 to SDIOVE... ETH SD1BILOL 1-59-100-2 SDIOVEOL 1-8-100-2 up REGULAR
SD1BELO1/1-2-100-2 10 SD1BL... ETH SD1BELOL 1-2-100-2 SD1BLADL 1-2-100-2 up REGULAR
SD1DUB01/1-3-100-2 to 50150... ETH SD1DUBDL 1-3-100-2 5D150U01 1-3-100-2 up REGULAR
SD1BLAD2/1-4-100-2 to SDIMA.., ETH SD1BLACZ 1-4-100-2 SDIMANOL 1-5-100-2 up REGULAR
SDZHELOZ/QDU-1-0-Tto SD2T... ETH SD2ZHELOZ 0DU-1-0-7 SDaTALD2 Q0U-1-0-5 P REGULAR
SD2ATHOL/ODU-1-0-Tto SDZB... ETH SDR2ATHOL 0DU-1-0-7 SD2BUCOL 00U-1-0-7 uP REGULAR
SD2ATHOL/00U-1-1-1to SD2TL... ETH SD2ATHOL 0DU-1-1-1 SD2TIVOL CDU-1-0-6 uP REGULAR
SD2BUCO1/0DU-1-0-9 to 502B... ETH SD2BUCOL 00U-1-0-9 SD2BUDOL 00U-1-1-2 up REGULAR
SD1BCNOL/2-3-100-2 0 S0IML..  ETH SD1BCNOL 2-3-100-2 SDIMILOL 1-15-100-2 up REGULAR

Cancel m

3D Explorer

Olsani segen  NOrway
QEUD» 9BUD > 9BUD » 9 BUD » @ SDZBUDAL » ©0DU-1-1-0 o
= SD2BUD01/ODU-1-1-0to S... #* ¥ s Yarostad
Nizhn
Used By JW."L,
Name: SD2BUD01/0ODU-1-1-0 to SD2VIE01/ODU-1-1-1 A
Layer: ETH yazas
Mapping Status: Unknown Braresk
Speed BPS: 10.0Gbps ok 4
Role: Regular
Operational Status: Up Norooath
Protection Status: Unknown
Path Group Type: Single Path b Kharkiv
PortA: ODU-1:1-0 Ukraine
Port B: QDU-1-1-1
h e Donetsk
Transnistria
Slovenill
Krasnodar
= Constanta
BUR
\\
KIR
A\
Istanbul SRR
Bt Ankara
OO0 Xe

7. (Optional) In the Exclude resources from calculated path(s) area, and then:

> Choose Select specific connection(s) and then click Add resource. In the Advanced tab,
select a resource, or click on the 3D Explorer tab to select a resource. You can add up to 10
items.
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> Choose Filter by tag(s) and then click Add tag, then select a tag, select the required tag value
and click Confirm. Add more tags if required.

4. Exclude resources from calculated path(s)
Select specific connection(s)
(®) Filter by tag(s)
+ Addtag

Tag

]
Monitor - £ X

Cisco

8. Click Find optimal path.

—
Path Optimization RunTest  Settings e ® *
Optimized Paths
Latency [milliseconds] - e - 15 6
ud J 62 6 151 6
5 - i Conmection = ComnectionType = Protecied - Aities = CumentPath = Has = SuggestedPaths = Has = Latenw  Commests -
O]
Services ®) Connections Latency Ueks  Path Latency ks Oif,
[Millseconds] With [Milsconds] wah %
Estims Estis
Filte than Laten Latens
- . n In
(@) Filter by type{s) Curver Sugge
Select specific connection|s) Path
B etherner RYE
B oou SO1BCHOLZ-1-100-2 t0 SDILISOL14-100-2 ooy No No 66 Mo 64 No <30
oc SD10UBOL/1-3-100-2 1 SDISOUOL/1-3-100:2 ooy Ho No 1z es 1 Yes 344
Ls¢ SOIBELOL/1-3-100-2 10 SO1BLADL/1-3-100-2 o0y Ho No 31 es 11 Ves 333
SDIBELOY/1-3-100-2 to SD1BLADL/1-3-100-2 Exhernet ta No a1 es 21 Yos 323
. o o Acene MAD - BCN Exhernet ey No 3.1 (Main), ey 3.1 (Maie], Ves O0L.  Protection path i cotimized. Protectio. .
lect specific connection(s) .6 (Protection) .1 [Protection] 502
Filter by tagls) SDIBELOL/1-2-100-2 10 SO1BLADL/1-2-100-2 oty Ho No R es 21 Ves 323
+ Add resource SDIDUBIL/L-2-100-2 10 SDISOUOL/1-2-100-2 ooy No No 3z Ves 11 Vs 34
SDIBELO/1-2-100-2 to SD1BLADL/1-2-100-2 Exherner ta No a1 es 21 Yes 323
SD10UBAL/1-3-100-2 1 SO1S0UOL/1-3-100-2 hernet Ha No 32 es 11 Ves A
SDI0UBO0L/1-2-100-2 1o SDISOUOL/1:2:100:2 Exhernet to No 1z es 21 Tos 344
SDIBCHEL/2-1-100-2 t0 SDILISOL1-4-100-2 Exhernet Ha No 68 Mo [ No 30
OTHIMADOL to OTHIBCNDL ooy o5 No 3.1 (Main), es 3.1 [Main), Vos 00(..  Protection path is optimized. Frotectio...
7.6 [Prosection) 3.1 [Protestion] 502 e

9. To filter the table, click = and select the required options.

Protected =

Filter

 Select All *® Clear All

No 0
Yes 2

Hide Column

Restore All Columns

© 2023 Cisco and/or its affiliates. All rights reserved. Page 59 of 64



10. To remove a column, click Hide Column.
11. To restore all columns, click Restore All Columns.
12. To sort the table, click on a column heading.

+ Connection = + Connection =

Type Type

13. Click to select an item in the list. A list of the Original paths and Suggested paths appears.

Ethernet Acme MAD - BCN X
¥ Main Paths =
Original paths Suggested paths
Latency (Estimated ms): 3.1 Latency (Estimated ms): 3.1
Admin Cost: 484 Admin Cost: 484
Hops: 3 Hops: 3
& OTN1MADO1 £ OTN1MADO1
@ SDIMADO1 & SD1IMADO1
& SD1BCNO1 & SD1BCNO1
# OTN1BCNO1 & OTN1BCNO1

¥ Protection Paths

Original paths Suggested paths
Latency (Estimated ms): 7.6 Latency (Estimated ms): 3.1
Admin Cost: 1082 Admin Cost: 484
Hops: 9 Hops: 3

@ OTN1IMADO1

8 SD1IMADO1
& SD10VEO1
© OTN1OVEO1 & OTN1MADO1
& SD10OVEO1 € SD1IMADO1
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14. Click a resource to view the resource in the 3D Explorer map.

s
eland
Q Search...

QMAD Y O MAD 9 MAD + @ MAD ¥ oy var Finland

° SD1IMADO1

Name: SDIMADOL

Type: One

Device Family: S0ADM

Has ROADM: True

Reachability Status: REACHABLE
Vendor: Ciena

Site: MAD

® yendor: Clena  ® Monitor: 1

Abkhazia

Georgia

ves o)
S B - CONR Yy <
i . § Wt Tartx -
g 7 o Ankara
/ = i ‘,
Turk
4 q / mmz “nl v w2
STUB | Paer 1 Ron
115500 2 A o
i 1 Alglers . ]
"

Cyprus

Tunisia S
Configure the Path Optimization Settings
You can configure various path optimization settings.

When the actual latency of all the links in a path is not known, a fudge factor for optimal paths latency
setting is used to set a best guess distance multiplier for the links with missing latency. This multiplier is
applied to the geographical distance between the endpoints of the link, and the factored distance is used
to estimate the latency of the link.

Note: Setting a high value for the fudge factor means that such a path is only selected if it is significantly
shorter than all other alternatives.

The algorithm for computing approximate latency only uses the fudge factor for the links in the path where
the distance and latency are missing and is applied as follows:

o Let L(X,Y) be the geographical distance between endpoints X and Y divided by speed of light in
fiber.

o For an OTS link between X and Y, if the latency is missing, use F*L(X,Y)

o If a higher layer link Z between X and Y has a direct latency value - use it as it is the most accurate
value. Otherwise:

o If Z has a full path - use the sum of latencies of the links along the path (some of which may
have been recursively estimated).

o If Z has a gap in its path between site X and Y - compute the latency of the gap the same way:
F*L(X,Y).

o If Z does not have a path - use F*L(X,Y) for the latency.
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To set the path optimization settings:
1. Inthe applications bar, select Path Optimization.
2. Select the Settings tab.

"
Path Optimization RunTest  Settings ®

I+

B Optimize administratively down connections and services

the above is selected, the optimizer will inchude administrathvely dawn connections in the list of connections it will try to optimize. A
cnnnection i considensd adminitratively down If at least one of its endpeints is In adrmin down state,

Include administratively down links in optimized paths

itk abowve b5 salected, thin vhan th optimizer evakustes altemative paths for connactions, it will inclisde paths that contain links in
administrathvaly down state. A link is considered adminissratively down if at least one of its endpoings is in admin down state.

Link
Device
Site

Select the level inwhich main 3nd protection paths must be dhverse

Best Effort -

e fiber paths are not avallable, tency s calcudated n 3 straightlne batween the two geograghical endpaints. Ta account for the fact
that fiber usually takes 3 . you may specify a Fudge Factor, The stralght-line Latency will be multipled by the Fudge Factorto
prewice s more realis o €41 bias Ehe aptimization fore more o less change by balancing the Fudpe Factars applied to pre and
oSt optimIzation Latency estimation,

3

3. Select how to handle Administratively down objects:

o Optimize administratively down connections and services: Select this option to include in
recalculation connections or services that are down (connections and services that at least one
of their end ports is administratively down are considered down).

> Include administratively down links in optimized path: Select this option to consider links that
are down (links with at least one of their end ports administratively down are considered down)
as a valid alternative paths for connections or services.

4. Set the level in which the main and protection paths must be diverse by selecting the Protected Path
Diversity Level (Link, Device, and/or Site). The diversity level selected implies the diversity in all layers,
down to fiber path. For example, if link is selected, the algorithm checks that no link is shared in all L3 to
L1 layers, down to the physical fiber path (if discovered by NetFusion).

5. Select the Protected Path Diversity Policy:
o Strict: Only find strictly diverse protection paths.

o Best Effort: Find the “best effort” diverse protection paths. This first tries to optimize the
protected path diversity taking devices, sites and links into account. If this fails, it tries to
optimize the protected path diversity taking devices and links into account. If this fails, it tries to
optimize for links only. If this fails, the protected path diversity does not take devices, sites or
links into account.
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6. Set the Unknown Latency Path options:

- Fudge factor for the current paths latency: This is the fudge factor for the current paths

latency. Set this fudge factor to high number means that the estimated latency of some links on

the current path will be high, and NetFusion will offer potentially optimal paths even if they are
not highly likely to be more optimal.

o Fudge factor for the optimal paths latency: This is the fudge factor for optimal paths latency.
Setting this fudge factor to a high number means that these links will be selected as an
alternative only when there is a high likelihood that such a path is indeed shorter than other
alternatives.

7. Click Save Changes.
Export Test Results

The tabular test results can be exported into a zip file with one or two CSV files for offline analysis. One file
includes the services (if you selected the services path type) and the other includes the connections.

y A B < D E F G H 1 J K L M N o]
1 [Execution P |value
2 Time 15:14:26 07-20-2020 UTC
3 Optimization Goal NUMBER_OF_HOPS
4 Optimize down services and resources TRUE
5 Include down links in calculation of alternati  TRUE
6 Latency fudge factor a 3
7 Latency fudge factor b 2
8 Protection path diversity level site FALSE
9 Protection path diversity level device FALSE
10 Protection path diversity level link FALSE
11 Protection path diversion policy Best Effort
12 Ldp enabled FALSE
13 Affected connections Ethernet
14 Affected Services E-Line
15
16 Service Service TypCustomer Connectior Connectior Original Pa Original Pa Original Pa Original Pa Suggested Suggested Suggested Suggested Hops diff [$ Latency dif Adm
17 AcmeMAD-BCN E-Line Acme FinarAcme MALEthernet  Main 3 (Main), 9.2 486 Main 3 (Main), 6.1 486 0.0 -33.7 0.0
A A B (= D E F G H | J K L M N (o] P Q R
1 Value
2 Time 20:04:46 07-14-2020 UTC
3 Optimizatis LATENCY
4 Optimized TRUE
5 Include dov  TRUE
6 Latency fuc 3
7 Latency fue 2
& Protection FALSE
9 Protection FALSE

10 Protection FALSE
11 Protection Best Effort
12 Ldpenable FALSE
13 Optimized Ethernet
14 Optimized E-Line

15

16 Cennectior Connectior Protected Original Pa Original Pa Original Pa Original Pa Sugg i Sugg: i Sugg! i Sugg: 1 Hops diff [ Latency dif Admin Cos Comments

17 OTNIMAD ODU Yes Main 3 (Main), 9.2 486 Main 3 (Main), 6.1 486 0.0 -33.7 0.0 Main and Protection path are optimized. Protecti
18 Acme MACEthernet Yes Main 3 (Main), 9.2 486 Main 3 (Main), 6.1 486 0.0 -33.7 0.0 Main and Protection path are optimized. Protecti

To export the test results:
1. In the applications bar, select Path Optimization.
2. Run the required test.

3. Click 4 . The file is downloaded automatically.
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