= CHAPTER

Using the Network Navigator

To manage a network entity—Service Control Engine (SCE) platform, Subscriber Manager (SM), or
Collection Manager (CM)—from the Console, you must first define it as a device in the Network
Navigator.

This chapter describes how to use the Network Navigator tool to create a model of all local and remote
sites and devices that are part of the Cisco Service Control solution, how to manage the devices remotely,
and other functionality that is part of the Network Navigator tool.

The Usage Analysis wizard, which can be used to create a simple model of devices and connect to them,
is also described in this chapter.

The Network Navigator Tool, page 5-1

Managing Sites, page 5-2

Managing Devices, page 5-6

Working with Network Navigator Configuration Files, page 5-29
Network Settings Requirements, page 5-33

The Network Navigator Tool

The Network Navigator tool (Figure 5-1) contains four views:

Network Navigator view—Displays, in the Site Manager tree, all sites and devices that you have
defined as part of your system

Properties view—Displays the editable properties of the node selected in the Site Manager tree in
the Network Navigator view

ProgressView view—When you perform an operation on a site or device in the Site Manager tree,
displays a progress bar

Console view—Displays log messages concerning actions performed in the Network Navigator tool
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Figure 5-1 The Network Navigator Tool
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Managing Sites

You can manage an SCE, SM, or CM from the Console only if the network entity is defined as a device
in the Network Navigator. After a device is added to the Network Navigator, you can perform
management and monitoring operations on the device.

You can also perform operations on a group of devices. For example, you can apply the same service
configuration to a group of SCE platforms. The Network Navigator allows you to group devices by
adding them under the same site. A site is a group of devices that can be managed together. At
installation, the Network Navigator contains a default site with no devices. You can add devices to this
site or add additional sites, as described in the following sections.

Grouping devices in sites can also help to manage the passwords for these devices (see Password
Management, page 5-6).

¢ How to Add a Site to the Site Manager, page 5-2
e How to Add Devices to a Site, page 5-3
e How to Delete Sites, page 5-6

How to Add a Site to the Site Manager

Before adding devices, you must add your sites to the Site Manager.
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Step1  In the Network Navigator view, right-click the Site Manager node.

A popup menu appears.

2 st
Editing 3

274118

Show Properties Wiew

Step 2 From the menu, select New > Site.
A new Site node is added to the Site Manager.
Step 3 In the Properties view, enter a name for the site in the Name cell.

Step 4 (Option) In the Version cell, enter a version number.

How to Add Devices to a Site

You can add SCE, SM, CM, or database devices to a site.
e How to Add SCE Devices to a Site, page 5-3
e How to Add SM Devices to a Site, page 5-4
e How to Add CM Devices to a Site, page 5-4
¢ How to Add Database Devices to a Site, page 5-4
e How to Delete Devices, page 5-5

How to Add SCE Devices to a Site

To use the Network Navigator to configure, monitor, and update the software of an SCE platform, you
must first add the SCE platform to a site.

Step1  In the Site Manager tree, right-click a site.

A popup menu appears.

o9 Apply Service Configuration, .. & Database
@@ Retrieve Service Configuration. .. % SCE
2 5m
& tnstall Prokocol Pack (PO
Configuration Wizards 4
Editing 4

274119

Show Properties \isw

Step 2 From the menu, select New > SCE.
The Create New SCE wizard appears.
Step 3 In the Address field, enter the IP address of the SCE.

Cisco Service Control Application for Broadband User Guide
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Stepd  (Option) In the Name field, enter a meaningful name for the SCE.
Step5  Click Finish.
The Create New SCE wizard closes.

The new device is added to the site.

How to Add SM Devices to a Site

To use the Network Navigator to configure, monitor, and update the software of an SM, you must first
add the SM to a site.

Step 1 In the Site Manager tree, right-click a site.
A popup menu appears.
Step 2 From the menu, select New > SM.
The Create New SM wizard appears.
Step 3 In the Address field, enter the IP address of the SCMS-SM.
Step 4 (Option) In the Name field, enter a meaningful name for the SM.
Step5  Click Finish.
The Create New SM wizard closes.

The new device is added to the site.

How to Add CM Devices to a Site

To use the Network Navigator to monitor a CM, you must first add the CM to a site.

Step 1 In the Site Manager tree, right-click a site.
A popup menu appears.
Step 2 From the menu, select New > CM.
The Create New CM wizard appears.
Step 3 In the Address field, enter the IP address of the CM.
Step4  (Option) In the Name field, enter a meaningful name for the CM.
Step5  Click Finish.
The Create New CM wizard closes.

The new device is added to the site.

How to Add Database Devices to a Site

To use the Reporter tool to produce reports, you must first connect to a database.
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Step1  In the Site Manager tree, right-click a site.
A popup menu appears.
Step 2 From the menu, select New > Database.

The Create New Database wizard appears.

3 Create New Database

Create new Database =
This wizard creates a new Database.

Database Creation

Address | |
Mame | Database device |
Databaze type |5\,rbase ASE w |

[JEnable Advanced Settings

Url

Driver

User

Password

’ Finish _] ’ Cancel ]
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Step 3 In the Address field, enter the IP address of the database.
Stepd  (Option) In the Name field, enter a meaningful name for the database.
Step5 From the Database type drop-down list, select a database type.

Step 6 (Option) Check the Enable Advanced Settings check box and enter new values in the Url, Driver, User,
and Password fields.

Step7  Click Finish.
The Create New Database wizard closes.

The new device is added to the site.

How to Delete Devices

Step 1 In the Site Manager tree, right-click a device.
A popup menu appears.
Step 2 From the menu, select Delete.

The device is deleted and removed from the Site Manager tree.

Cisco Service Control Application for Broadband User Guide
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How to Delete Sites

Step 1

Step 2

In the Site Manager tree, right-click a site in the Site Manager tree.
A popup menu appears.

e Enter your password if prompted.
From the menu, select Delete.

The site and all its devices are deleted and the site is removed from the Site Manager tree.

Managing Devices

~

Note

The Network Navigator allows you to manage SCE, SM, CM, and database devices.

The Usage Analysis wizard allows you to create a simple model of devices and connect to them. (See
How to Use the Usage Analysis Wizard, page 4-25.)

e Password Management, page 5-6

e Managing SCE Devices, page 5-7

e Managing SM Devices, page 5-23

e Managing CM Devices, page 5-26

e Managing Database Devices, page 5-27

Password Management

Normally, before you can access a device (SCE, SM, CM, or database), you must enter its password.
When you try to perform any operation on a site device, the Network Navigator first asks for the device
username and password. (Repeating the same operation on the same device does not always require a
second entry of the password.)

When performing operations on multiple devices, password entry can become tedious. The Site Master
Password can help you remember some or all of your element’s usernames and passwords by storing

them as part of the site’s data, and entering them for you automatically when you connect to an element.

The Site Master Password protects saved usernames and passwords in the password manager. The
Password Management dialog box (Figure 5-2) prompts you for the site’s master password when you
wish to activate the site password manager. If you have multiple sites, each site will require a separate
master password.
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Figure 5-2 The Password Management Dialog Box
3 password Management E]
Password Required for Apply to SCE Operation g
This wizard gets the password for the device SCE 1 [172.2.5.31]. S o
h
Target: SCE 1[172.2.5.31]
Type: SCE
Service: RPC
User: | acmin
Password: [-n
The Site Master Password can help you remember some or all of your
element's passwords by storing them as part of the site's data, and
entering them for you automatically when you connect to an element.
[VIEnable Site Master Password: |
[Change Site Master Password
I Apply l[ Cancel ]
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Managing Devices I

For each site, when the Password Management dialog box appears, check the Enable Site Master

Password check box.

Managing SCE Devices

¢ How to Configure SCE and CM Devices Using a Wizard, page 5-7
e How to Generate Tech Support Info Files for SCE Devices, page 5-15
e How to Retrieve the Online Status of SCE Devices, page 5-16

e How to Install a Protocol Pack, page 5-17

e How to Apply Service Configurations to SCE Devices, page 5-19

¢ How to Retrieve Service Configurations from SCE Devices, page 5-21

e How to Install PQI Files on SCE Devices, page 5-21

e How to Install an SCE OS Software Package on SCE Devices, page 5-22

How to Configure SCE and CM Devices Using a Wizard

~

Note

Step 1

The Network Navigator Device wizard allows you to configure SCA and CM devices and connect to

them.

If they do not already exist, devices defined in the wizard are added to the default site in the Site Manager

tree.

In the Network Navigator view toolbar, click = (Configure SCE and CM devices).
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The Welcome page of the Network Navigator Device wizard appears.

3 Network Navigator Device Wizard

o

am

g

This wizard lets wou quickly add SCE platforms and CM to the Metwark Mavigator device
tree.

Cancel

241845

Step2  Click Next.
The SCE IP Addresses page of the Network Navigator Device wizard opens.
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Step 3

Note

Step 4

Managing Devices

3 Network Navigator Device Wizard

SCE IP Addresses
@ One or more SCE IP addresses must be specified !_E‘

Configuring the SCE platforms requires that they are first added to the Metwork
Mawigatar.,

Tao add SCE platforms to the Mebwork Mavigataor, tvpe their IP addresses in the text
bax below (For exarnple: 10.56.216.37, 10.56,216,38):

244847

In the edit box, enter the IP addresses of the SCE devices that should be added to the model.

If you started from the Network Navigator, the IP addresses of the SCE devices that you selected are
displayed in the edit box. You can add additional addresses.

You can work with up to 20 SCE devices at one time using the wizard.

Click Next.

The SCE Usernames and Passwords page of the Network Navigator Device wizard opens.
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Step 5

Step 6

3 Network Navigator Device Wizard

SCE Usernames and Passwords
@ & password For the SCE 10.56.216.37 is missing 5!‘.

In otdet bo connect to the SCE platforms, & username and a password need to be
specified for each SCE.

Use a common username and a common password for all SCE platforms:
Username: | admin
Password:

() Use separate usernames and passwords for each SCE platform:

SCE IP Address | Username  Password
10.56.216.37 admin

Enter the user names and passwords for the SCE devices.

Do one of the following:

241848

e To use the same user name and password for all the SCE devices that you are adding, enter the user
name in the Username field and the password in the Password field.

e To provide a different user name and password pair for each SCE device, check the Use separate
usernames and passwords for each SCE device radio button, and, for each SCE device, enter the

user name and password in the appropriate cell of the SCE device table.

Click Next.

The Setting CM devices page of the Network Navigator Device wizard opens.

[l Cisco Service Control Application for Broadband User Guide
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Step 7

Step 8

3 Network Navigator Device Wizard

CM Setup
3 AnIP address is missing

Configuring the CM requires that it is First added ko the Nebwork Mavigatar, To add the

M ta the Metwork Mavigator, tvpe its IP address, username and password in the text
boxes below,

The wizard will werify the CMM operational state, and configure the SCE platfroms to

send RDRs ko the M. You may skip this step if the CM is already defined as the RDR
destination of the SCE platforms.

[ skip this step
CM IP address: |

CM username: | scmscm

CM passward: [

244845

Define the SCSM Collection Manager (CM) to use with this configuration.

Do one of the following:

Managing Devices

Enter the IP address, user name, and password of the CM device in the appropriate fields.

If you started from the Network Navigator, this information is retrieved and displayed. You can

modify these parameters.

e Check the Skip this step check box.
Click Next.

The Connectivity Test page of the Network Navigator Device wizard opens.

[ oL-7205-11
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3 Network Navigator Device Wizard

Connectivity Test —_—

Al connectivity tests have passed.

The wizard will now test the connectivity to the devices that wou specified, to werify
that carrect IP addresses, usernames and passwords were used.
Flease wait Ffor the connectivity test bo camplete,

In case of an error, you may use the 'Back! button ko go back to previous steps and
cotrect the IP addresses, usernames of passwords, if necessary. You may alsa choose
to skip or retry the connectivity test using the buttons belaw,

[ Type [P Address Status

SCE  10.5%6.216,37 Connection succeeded
M 10.56,201.81 Connection succeeded

Skip connectivity besk ] [Betry conneckivity best

T W

241860

The wizard tests to see that the connections to the defined devices can be made.

Note If a connection to one or more of the devices cannot be made or if there is some problem with the
connection (such as invalid version of the device) an error is displayed next to the device. You can skip

these tests by clicking Skip Connections. The connections will be validated when you click Finish at
the end of the wizard.

Step9  Click Next.

The Confirmation page of the Network Navigator Device wizard opens.
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3 Network Navigator Device Wizard

The Foilowing actions will be perFormed when wau hit the 'Finish' buttan:

Connect to the following SCE platforms and add them to the Mebwork Mavigator:
10,56.216.37

Conmect ko the CM 10,56,201,81 and add it bo the Mebwork Mavigataor

Configure the SCE platforms ko send category 1 RDRs to the M

[ Einish ” Cancel ]

241851

The actions that the wizard is about to take are listed in the page.
Step10  Click Finish.

The Configuration Output page of the Network Navigator Device wizard opens.

Cisco Service Control Application for Broadband User Guide
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Note

¥

Configuration Output

Ed

Please wait while the swstem is being configured.

+ 11/14/0F7 6:27:12 AWM IZT | INFO | Adding devices to the Network Nawigator

+ 11/14/07 6:27:12 &AM IST | INFO | Connecting to SCE 10.56.216.37

+ 111407 g:27:13 AM IST | INFO | Werifying that the SCE platforms are installed prope
+ 11/14/07 6:27:13 &M IST | INFO | Werifying that the M is installed properly

F— 11/14,/07 6:27:13 AM IST | INFC | Configuration completed successtuly

b %

241882

[ Close H Cancel ]

New devices are added to the default site in the Site Manager tree in the Network Navigator.

hv

(@ Network Mavigatar

= & Sike Manager

=R
SCE device 1 [10.56.216.37]
B CMdevice [10.56.201.81]

The wizard attempts to connect to all devices that you defined. The operation fails if:

24864

e The wizard cannot connect to any of the SCE devices that you listed in Step 3.
¢ You defined a CM in Step 7, but the wizard cannot connect to it.

If you defined a CM in Step 7, the SCE devices are configured so that the only category 1 RDR
destination is the CM.

RDR categories are the mechanism by which different types of RDRs can be sent to different collectors.
For more information about RDR categories, see the “Raw Data Formatting: The RDR Formatter and
NetFlow Exporting” chapter of the Cisco SCES8000 Software Configuration Guide.

A new service configuration is created:

e Report Only mode.

[l Cisco Service Control Application for Broadband User Guide
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The maximum Transaction RDR rate is set as the default value (250) divided by the number of SCE
devices. (To configure the Transaction RDR see How to Manage Transaction RDRs, page 8-4; the
content and structure of the Transaction RDR is listed in "Transaction RDR" in the “Raw Data

Records: Formats and Field Contents” chapter of the Cisco Service Control Application for
Broadband Reference Guide.

Step11  Click Finish.

The Network Navigator Device wizard closes.

How to Generate Tech Support Info Files for SCE Devices

This operation generates the SCE platform’s support file, for the use of Cisco technical support staff.

Step 1 In the Site Manager tree, right-click an SCE device.

A popup menu appears.

@ SCE Software Upgrade YWizard, .,
= Apply Service Configuration. ..

@ Retrieve Service Configuration..,

@) Online Status. ..
fd Generate Tech Support Info File...

ﬁ} Install Protocol Pack (SPOI...

Advanced L
Configuration Wizards 4
Editing 3

274112

Show Properties \isw

Step2  From the menu, select Generate Tech Support Info File.
The Generate Tech Support Info File dialog box appears.

Cisco Service Control Application for Broadband User Guide
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3 Generate Tech Support Info File

Extracts the logs from the device
Extracting the logs from the device

Select file to extract to: . v |

Add GUI Console log files
[]open file after itis fetched

Cancel

158839

Step3  Click Browse.
A Select File dialog box appears.
Step4  Browse to the folder where you want to save the tech support info file.
Step 5 In the File name field, enter a new file name, or select an existing ZIP file.
Step6  Click Open to select the file.
If the file exists, it will be overwritten when you generate the tech support info.
The Select File dialog box closes.

Step7  (Optional) To add log files to the output tech support info file, check the Add GUI Console log files
check box.

Step8  (Optional) Check the Open file after it is fetched check box.
Step9  Click Finish.
The Generate Tech Support Info File dialog box closes.
A Password Management dialog box appears.
Step10  Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Step11  Click Generate.
The Password Management dialog box closes.
A Generate tech support info file progress bar appears.

The file is generated.

How to Retrieve the Online Status of SCE Devices

This operation provides information about the SCE platform’s current software version and operational
status.

Cisco Service Control Application for Broadband User Guide
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Step 1

Step 2

Step 3
Step 4

Managing Devices I

In the Site Manager tree, right-click an SCE device.

A popup menu appears.

From the menu, select Online Status.

A Password Management dialog box appears.

Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Click Extract.

The Password Management dialog box closes.

An Extracting info progress bar appears.

The SCE online status is retrieved.

E I x|
SCE SCE device[10.56.216.40]
Information For SCE SCE device[10.56.216.40]

SCE Platform SCE2000 - 4xGEE

Operational State Ackive

SCE Status Started

05 Yersion ‘ersion 3.1.0 Build 999

MManagement Yersion  SCE Agent 3.1.0 Build 163

application Engage SML Yersion 3.1.0 build 022 Using Lib - PL_3.1.0b20 Using Lib - Classifier _3.1.0b7
Last PQI Installed Operation: Install; ; Package: SCA BE 3.1.0 build 15

Logger counters Fatals: 0; Errors: 0; Warnings: ¢

Lo]4 I Refresh

211295

How to Install a Protocol Pack

Note

Step 1
Step 2

You can install a protocol pack on a single SCE platform, on selected SCE platforms, or on all SCE
platforms at one or more selected sites. For more information about protocol packs, see Working with
Protocol Packs, page 4-17.

It is recommended to use the SCE Software Upgrade Wizard when installing a protocol pack on multiple
SCE platforms

e How to Install a Protocol Pack on a Single SCE Platform, page 5-17
e How to Install a Protocol Pack on Multiple SCE Platforms, page 5-18

How to Install a Protocol Pack on a Single SCE Platform
In the Site Manager tree, right-click the SCE where the protocol pack is to be installed.

From the popup menu that appears, select Update Dynamic Signature Pack.

The Update Dynamic Signature Pack dialog box appears.

[ oL-7205-11
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Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

¥

Update Dynamic Signature Pack
This wizard updates SCE boxes with a Dynmaic Signature Pack.

)

Select the dynamic signature: v | [Browse... ]

Backup the current configuration:
[ Backup the current configuration

Backup file :

Cancel

210041

Click Browse.

A Select file dialog box appears.

From the Files of type drop-down list, select *.spqi or *.dss, according to the file to be installed.
Browse to the file to be installed.

Click Open.

The Select file dialog box closes.

(Recommended) Check the Backup the current configuration check box, click Browse, and select a
backup file.

Click Finish.

A Password Management dialog box appears.

Enter the appropriate password.

For more information, refer to Password Management, page 5-6.
Click Update.

The Password Management dialog box closes.

An Update Dynamic Signature Pack progress bar appears.

The service configuration on the SCE platform is updated.

How to Install a Protocol Pack on Multiple SCE Platforms

You can install a protocol pack on multiple SCE Platforms using the SCE Software Upgrade Wizard. See
How to Upgrade the SCE Using the SCE Software Upgrade Wizard, page 4-7

Cisco Service Control Application for Broadband User Guide
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How to Apply Service Configurations to SCE Devices

You can apply a service configuration to a single SCE platform, to selected SCE platforms, or to all SCE
platforms at one or more selected sites.

Note  The service configuration that you are applying must be open in the Service Configuration Editor.
Caution  If anomaly-based detection of malicious traffic is enabled, any access control list (ACL) that is
configured on the Service Control Engine (SCE) platform but is not applied to anything (for example,
an interface, an access map, or anSNMP community string) might be deleted when a service
configuration is applied to the platform.
Workaround:
Disable anomaly-based detection of malicious traffic.
In the Network Traffic tab, select Service Security.
In the Service Security Dashboard, clear the Enable anomaly detection check box.
e How to Apply a Service Configuration to a Single SCE Platform, page 5-19
e How to Apply a Service Configuration to Multiple SCE Platforms, page 5-20
How to Apply a Service Configuration to a Single SCE Platform
Step 1 In the Site Manager tree, right-click an SCE device.
A popup menu appears.
Step2  From the menu, select Apply Service Configuration.

Note

The Choose Policy dialog box appears, listing all service configurations that are open in the Service
Configuration Editor.

If only one service configuration is open in the Service Configuration Editor, a Password Management
dialog box appears. Continue at Step 5. (If no service configurations are open in the Service
Configuration Editor, an error message is displayed.)

[ oL-7205-11
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Step 3
Step 4

Step 5
Step 6

Step 1

Step 2

Note

Step 3

Step 4

3 Choose Policy |Z”Elg|

disco 1.pgb
dscoZ.pgb

I 0K H Cancel ]

158777

Select a service configuration from the list.

Click OK.

A Password Management dialog box appears.

Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Click Apply.

The Password Management dialog box closes.

An Applying service configuration to SCE progress bar appears.

The service configuration is applied to the selected SCE platform.

How to Apply a Service Configuration to Multiple SCE Platforms

In the Site Manager tree, select sites or SCE devices to which you are applying the service configuration
and right-click one of them.

From the popup menu that appears, select Apply Service Configuration.

The Choose Policy dialog box appears, listing all service configurations that are open in the Service
Configuration Editor.

If only one service configuration is open in the Service Configuration Editor, a Password Management
dialog box appears. Continue at Step 4. (If no service configurations are open in the Service
Configuration Editor, an error message is displayed.)

Select a service configuration from the list and click OK.
A separate Password Management dialog box appears for each SCE device that you have selected.

For each SCE device, enter the password and click Apply.

Cisco Service Control Application for Broadband User Guide
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The service configuration is applied to each selected SCE platform in turn.

How to Retrieve Service Configurations from SCE Devices

Step 1

Step 2

Step 3
Step 4

Step 1

Step 2

Step 3

You can retrieve service configurations from a single SCE platform, from selected SCE platforms, or
from all SCE platforms at one or more selected sites.

e How to Retrieve Service Configurations from a Single SCE Platform, page 5-21

e How to Retrieve Service Configurations from Multiple SCE Platforms, page 5-21

How to Retrieve Service Configurations from a Single SCE Platform

In the Site Manager tree, right-click an SCE device.
A popup menu appears.
e Enter your password if prompted.
From the menu, select Retrieve Service Configuration.
A Password Management dialog box appears.
Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Click Retrieve.
The Password Management dialog box closes.
A Retrieving from SCE progress bar appears.

The service configuration is retrieved from the SCE platform and opened in the Service Configuration
Editor.

How to Retrieve Service Configurations from Multiple SCE Platforms

In the Site Manager tree, select sites or SCE devices whose service configurations you want to retrieve,
and right-click one of them.

From the popup menu that appears, select Retrieve Service Configuration.
A separate Password Management dialog box appears for each SCE device that you have selected.
For each SCE device, enter the password and click Retrieve.

The service configuration is retrieved from each SCE platform in turn, and is opened in the Service
Configuration Editor.

How to Install PQI Files on SCE Devices

This operation installs the Cisco Service Control Application for Broadband (SCA BB) on the SCE
platform.

[ oL-7205-11
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Note It is recommended to use the SCE Software Upgrade Wizard when installing a PQI file on multiple SCE
devices. See How to Upgrade the SCE Using the SCE Software Upgrade Wizard, page 4-7.

Note  Installing a PQI file usually takes a few minutes.

Step 1 In the Site Manager tree, select an SCE device.
Step2  From the Console main menu, choose Network > Install Application Software (PQI).

The Update Software dialog box appears.

3 Update Software

Please choose a file

Select the pai file: | v-i

Cancel

210046

Step3  Click Browse.
A Select file dialog box appears.
Step4  Browse to the PQI file that you are installing.
Step5  Click Open.
The Select file dialog box closes.
Step6  Click Finish.
A Password Management dialog box appears.
Step7  Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Step8  Click Apply.
The Password Management dialog box closes.
An Updating software to SCE progress bar appears.
The PQI file is installed on the selected SCE.

How to Install an SCE 0S Software Package on SCE Devices

This operation installs the SCE OS software package (the operating system software and firmware of the
SCE platform).

Cisco Service Control Application for Broadband User Guide
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Note

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

Managing Devices I

For more information, see “Upgrading SCE Platform Firmware” in the “Operations” chapter of the Cisco
SCES8000 Software Configuration Guide.

It is recommended to use the SCE Software Upgrade Wizard when installing an SCE OS software
package on multiple SCE platforms. See How to Upgrade the SCE Using the SCE Software Upgrade
Wizard, page 4-7.

In the Site Manager tree, select an SCE device.
From the Console main menu, choose Network > Upgrade SCE Platform Firmware (PKG).

The Update OS dialog box appears.

3 Update 05

Please choose a file

Select the pkg file: | | |

Cancel

210042

Click Browse.

A Select file dialog box appears.

Browse to the PKG file containing the OS that you are installing.
Click Open.

The Select file dialog box closes.

Click Finish.

A Password Management dialog box appears.

Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Click Apply.

The Password Management dialog box closes.

An Updating software to SCE progress bar appears.

The PQI file is installed on the selected SCE.

Managing SM Devices

e How to Generate Tech Support Info Files for SM Devices, page 5-24
e How to Retrieve the Online Status of SM Devices, page 5-25

[ oL-7205-11
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e How to Connect to SM Devices, page 5-25

How to Generate Tech Support Info Files for SM Devices

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8
Step 9

Step 10
Step 11

This operation generates the SM’s support file, for the use of Cisco technical support staff.

In the Site Manager tree, right-click an SM device.

A popup menu appears.

&g, Manage Subscribers

(@) Online Status. ..
fal Generate Tech Support Info File, ..

Advanced 4
Configuration Wizards 4
Editing 4 8
Shaow Properties Yiew E

From the menu, select Generate Tech Support Info File.

The Generate Tech Support Info File dialog box appears.

Click Browse.

A Select File dialog box appears.

Browse to the folder where you want to save the tech support info file.

In the File name field, enter a new file name, or select an existing ZIP file.
Click Open to select the file.

If the file exists, it will be overwritten.

The Select File dialog box closes.

(Optional) To add log files to the output tech support info file, check the Add GUI Console log files

check box.

Check the Open file after it is fetched check box.
Click Finish.

The Generate Tech Support Info File dialog box closes.

A Password Management dialog box appears.

Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)

Click Generate.
The Password Management dialog box closes.
A Generate tech support info file progress bar appears.

The file is generated.

[l Cisco Service Control Application for Broadband User Guide
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How to Retrieve the Online Status of SM Devices

Step 1

Step 2

Step 3
Step 4

This operation provides information about the SM’s current software version and operational status.

In the Site Manager tree, right-click an SM device.
A popup menu appears.
From the menu, select Online Status.
A Password Management dialog box appears.
Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Click Extract.
The Password Management dialog box closes.
An Extracting info progress bar appears.
The SCMS-SM online status is retrieved.
3 x|
SM Site SM[10.56.212.71]
Information Far 5M Site SM[10.56.212.71]

Cperational State Active
Database Errors
Critical Errors

Last Installation Cperation: Install; ; Package: SCA BB 3.1.0 build 14
fumber of logins a

Login rake 0.0

Mumber of Logouts i}

Logout rake 0.0

Mumber of pull requests 0

Pull requests rate 0.0

.mm6kmmmmé EE

211299

How to Connect to SM Devices

~

Note

Step 1

Step 2

In order to manage subscribers using the SM GUI tool, you must connect to an SM device.

The SM GUI tool performs authentication on the SCMS-SM by opening a PRPC connection to port
14374 and attempting to log in using the username and password that you entered in the Password
Management dialog box. If a PRPC server with this user is not running on the SCMS-SM, authentication
will fail.

If you have changed the PRPC port on the SCMS-SM, see User Authentication, page 5-34.

In the Site Manager tree, right-click an SM device.
A popup menu appears.
From the menu, select Manage Subscribers.

A Password Management dialog box appears.

[ oL-7205-11
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Step3  Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Step4  Click Connecting.

The Password Management dialog box closes.

A Connecting to progress bar appears.

You connect to the SM, and the Console switches to the SM GUI tool.

For an explanation of how to proceed, see Using the Subscriber Manager GUI Tool, page 11-1.

Managing CM Devices

You can configure CM devices using a wizard. (See How to Configure SCE and CM Devices Using a
Wizard, page 5-7.)

How to Retrieve the Online Status of CM Devices

This operation provides information about the CM’s current software version and operational status.

Step 1 In the Site Manager tree, right-click a CM device.

A popup menu appears.

(@) Online Status. ..
Advanced 4
Configuration ‘Wizards ¥
Editing 4

Show Properties Yiew

274079

Step 2 From the menu, select Online Status.

A Password Management dialog box appears.
Step3  Enter the appropriate password. (For more information, refer to Password Management, page 5-6.)
Stepd  Click Extract.

The Password Management dialog box closes.

An Extracting info progress bar appears.

The SCMS-CM online status is retrieved.

For an example of a retrieved online status window (for an SCE platform), see How to Retrieve the
Online Status of SCE Devices, page 5-16.
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Managing Database Devices

How to Make Databases Accessible to the SCA Reporter

Step 1

Step 2

Step 3

e The Reporter DB Configuration wizard allows you to connect the Reporter to a single database. (See
How to Use the Reporter DB Configuration Wizard, page 4-52.)

e An alternative procedure is described in “Configuring a Database Connection” in the “Using the
Cisco Service Control Application Reporter” chapter of the Cisco Service Control Application
Reporter User Guide.

In the Site Manager tree, right-click a database device.

A popup menu appears.

1 J Add to Reporter
Configuration Wizards #
Editing 4

Shaw Properties Wigw E

From the menu, select Add to Reporter.

The Preferences dialog box appears.

3 Preferences (Filtered)

% | Databases
= Reparter
Charts Colors Add or remove databases to the kable using the ‘add’ and 'Remaove’ buttons,
Configuration When done, select one of the databases in the table, and use the ‘Activake’ button ko make it the current database,
Databases
Templates N
URL User Password Drriver o add...
¥ jdbcioracle:thin:@10,56,203.24:1521:pqube  pab_adminl  pab_adminl  oracle.jdbe. OracleDriver
jdbc:sybase: Tds:10.56.201,81:4100 pab_admin  pgb_admin  com.sybase jdbc3.jdbe. SybDrive
4 4
:
Click Add.

The Add Database wizard appears.
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Database connection definition mode [j

Choose definition moda
(%) 5imple - default values for driver, port, etc:

() Advanced - spedify all values

Step4  Select one of the Choose definition mode radio buttons.

158733

e Simple
e Advanced
Step5  Click Next.
The Define new database connection page of the Add Database wizard opens:

e If you selected Simple in Step 4, the Define new database connection page looks like this:

Define new database connection [j

Database bype and location

Database type: |Sybase ASE
Database IP address: I:I

Activate this database

—
274071

e If you selected Advanced in Step 4, the Define new database connection page looks like this:
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Step 6
Step 7

Step 8
Step 9
Step 10
Step 11

Working with Network Navigator Configuration Files 1l

5 B=1E3
Define new database connection [PJ

Database connection attributes
LRL:

Driver:
User:

Password:

activate this database

Fill in all the fields.
Click Finish.
The Add Database wizard closes.

158734

The definition of the database is added to the list in the Preferences dialog box.
Repeat Steps 3 to 7 for other databases.

If required, delete databases from the list in the Preferences dialog box.

Make sure that the correct database is activated.

Click OK.

The Preferences dialog box closes.

Working with Network Navigator Configuration Files

After you add sites and devices to the Network Navigator, you can export this data to a file to back up
your settings and to share them with other users, who can import your Network Navigator settings into
their Console.

If you use the Site Master Password to store the passwords of the network devices, the passwords are
also exported, in encrypted form. This means that other users who import this data need only provide the
Site Master Password to access the devices.

e How to Export a Network Navigator Configuration, page 5-30

e How to Import a Network Navigator Configuration, page 5-31

[ oL-7205-11
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How to Export a Network Navigator Configuration

Step1  From the Console main menu, choose File > Export.

The Export dialog box appears.

3£ Export |Z|@

Select /—‘
hoose export destination. I E 5 i

Select an export destination:

|type Filker bext |

= Metwork Mavigator
(= Reporter

Service Configuration

Export service configuration parts ko a CSY file

Cancel

Step2  From the export destination list, select Network Navigator Configuration to a file.

Step3  Click Next.

150845

The Export Network Navigator Configuration to a file dialog box appears.
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¥

Import Network Navigator Configuration from file
@ At least one site should be selected for export

|

Available sites:
O e York |
[] |/ washington
|:| &/ Boston

’ Select All ] [ Deselect Al ] [ Invert Selection ]

Select the export destination:

Metwork Navigator configuration file: | W | [Browse. = ]

The Available sites pane lists all of the sites in the configuration.

158817

Step4  Select the sites to export, using the check boxes and the select buttons.
Step 5 In the Select the export destination area, click Browse.
An Open dialog box appears.
Step6  Browse to the folder where you want to save the configuration file.
Step7 In the File name field, enter a new file name, or select an existing site_xml file.

Step8  Click Open to select the file.

Note If the file exists, it will be overwritten.

The Open dialog box closes.
Step9  Click Finish.
The Export Network Navigator Configuration dialog box closes.

The configuration is saved to the file.

How to Import a Network Navigator Configuration

Step1  From the Console main menu, choose File > Import.

Cisco Service Control Application for Broadband User Guide
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The Import dialog box appears.

3£ Import |Z|®

Select

hoose import source, I'E P 5

Select an import source:

|type filker bext |

== Service Configuration
Iport content filkering database settings From an XML File
Import service configuration parks From a 3 file

(= signature Editar

Cancel

274083

Step2  From the import source list, select Network Navigator Configuration from file.
Step3  Click Next.

The Import Network Navigator Configuration from file dialog box appears.
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¥

Import Network Navigator Configuration from file

)

This wizard imports a Network Navigator configuration from a file

Select Metwork Navigator configuration file: [ R

Cancel

158859

Stepd  Click Browse.
An Open dialog box appears.
Step5  Browse to the folder containing the file to import, and select a site_xml file.
Step6  Click Open to select the file.
The Open dialog box closes.
Step7  Click Finish.
The Import Network Navigator Configuration dialog box closes.

The configuration is imported from the file.

Network Settings Requirements

e Firewall/NAT Requirements, page 5-34
e User Authentication, page 5-34
¢ How to Disable PRPC Authentication, page 5-35

Cisco Service Control Application for Broadband User Guide
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Firewall/NAT Requirements

Table 5-1 lists the firewall/NAT open port settings required for the Network Navigator to operate
properly.
The ports listed in the table are the default values. If you change a port in a device, you must modify the

firewall/NAT settings accordingly. (Modifying the Console settings to connect to a different PRPC port
is described in the following section.)

Table 5-1 Required Firewall/NAT Settings
Source Destination Comments
Workstation SCE port 14374/TCP PRPC—Required for all SCE
operations
SCE Workstation port 21/TCP FTP—Required for the
following SCE operations:
e Install OS
¢ Generate Tech Support Info
File
SCE Workstation ports 21000/TCP to |FTP—Alternative to port
21010/TCP 21/TCP, required if port 21/TCP
is already used by another
application on the workstation
Workstation SM port 14374/TCP PRPC—Required for all SM
operations
Workstation CM port 14375/TCP PRPC—Required for the CM
Online Status operation and for
CM authentication

The SCA Reporter may have additional requirements for connecting to the database. For more
information, see the Cisco Service Control Application Reporter User Guide.

User Authentication

Note

User authentication is performed when a PRPC connection is made to an SCE platform, a CM, or an SM.
For authentication to succeed, a PRPC server must be running at the destination, and you must know the
username and password of a user of the server.

If you change a PRPC server port in a device (SM/CM/SCE), you must add a line to the configuration
file engage.ini:

<IP address of device>.rpc.port=<port number>

For example:

10.56.216.37.rpc.port=222

Add one line for each (non-default) port that you use.

The file engage.ini is located in the folder Program files\Cisco SCA\SCA BB Console
3.5.0\plugins\policy.contribution_3.5.0\config\.

Cisco Service Control Application for Broadband User Guide
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You define the username and password using the user/password mechanism in the SCE platform or a
command-line utility in the SM and CM.

For more information about defining users, see the following:

e SCE—“TACACS+ Authentication, Authorization, and Accounting” in the “Configuring the
Management Interface and Security” chapter of the Cisco SCES8000 Software Configuration Guide

e CM—“Managing Users” in the “Managing the Collection Manager” chapter of the Cisco Service
Control Management Suite Collection Manager User Guide

e SM—“p3rpc Utility” in the “Command-Line Utilities” appendix of the Cisco Service Control
Management Suite Subscriber Manager User Guide

Note  PRPC authentication from the SCA BB Console to any CM/SM/SCE IP address other then the device's
real IP address is not supported. This is especially important when the CM/SM/SCE resides on the inside
interface of a NATing router or firewall
Workaround:

Redesign your network so that the SCA BB Console is given the real IP address of the CM/SM/SCE.
Disable PRPC authentication on the SCE/CM/SM/SCE as described in the following sections.

How to Disable PRPC Authentication

e How to Disable PRPC Authentication on an SCE Platform, page 5-35
e How to Disable PRPC Authentication on a CM, page 5-35
e How to Disable PRPC Authentication on an SM, page 5-35

How to Disable PRPC Authentication on an SCE Platform

Step 1 Use the CLI to disable PRPC authentication.
Run the following CLI in config mode:

ip rpc-adapter security-level none

How to Disable PRPC Authentication on a CM

Step1  Edit the CM configuration file.
Edit the cm/um/config/p3cm.cfg configuration file:

[RPC.Server]
security_level=none

Step2  Reload the CM process.

How to Disable PRPC Authentication on an SM

Step1  Edit the SM configuration file.

Cisco Service Control Application for Broadband User Guide
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Edit the ~pcube/sm/server/root/config/p3sm.cfg configuration file:

[RPC. Server]
security_level=none

Step2  Load the configuration.
Run the following CLU:

p3sm --load-config

Cisco Service Control Application for Broadband User Guide
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