= CHAPTER

Using the Service Configuration Editor

To configure a Service Control Engine (SCE) platform to handle traffic, you must define a service
configuration and apply it to the platform. Use the Service Configuration Editor tool to create, define,
and manage service configurations.

This module describes how to use the Service Configuration Editor tool.
e Service Configurations, page 6-1

e Managing Service Configurations, page 6-1

Service Configurations

A service configuration is a data structure that defines how the SCE platform analyses network traffic,
what rules apply to the traffic, and what actions the SCE platform takes to enforce these rules.

A service configuration consists of the following two main elements:
e Services—Define the categories to which transactions are classified
e Packages—Define how the SCE platform acts upon transactions from different services

Service configurations are stored as PQB files.

Managing Service Configurations

This section explains how to:
e Manage service configurations
e Export and import service configuration data

e Apply service configurations to SCE platforms and retrieve them
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Opening the Service Configuration Editor Tool

If no service configurations are open when you open or switch to the Service Configuration Editor tool,
a No Service Configuration Is Open dialog box appears.

# No Service Configuration Is Open

Mo service configuration is currently open,
\_,‘/ Would you like to edit a new service configuration?

158883

e To create a new service configuration (see How to Add New Service Configurations, page 6-2), click
Yes.

¢ To open an existing service configuration (see How to Open Existing Service Configurations,
page 6-4), click No.

The Configuration option is included in the main menu only when at least one service configuration is
open.

You can have many service configurations open at one time; each is displayed in its own view, and you
click a view to make that view’s service configuration active.

When a service configuration has unsaved changes, an asterisk precedes its name on the view.

How to Add New Service Configurations

~

Note

Step 1

You can add a new service configuration whenever necessary.

You cannot add a second new service configuration until you have saved the first one.

When a new service configuration opens, it contains the default service configuration supplied with SCA
BB. This includes a default package, which contains a default service rule.

A
In the Console toolbar, click || (New Service Configuration).

A New Service Configuration Settings dialog box appears.
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Step 2
Step 3

Step 4
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New Service Configuration Settings

System Operational Mode

Select the system's operational mode For handling the network traffic:
() Transparent

(+) Repart Cnly

() Full Functionality

~Routing Classification Mode

Enable Asymmetric Routing Classification Mode in topologies
with high rate of unidirectional Flows, In this mode, the system is
better tuned for classifying traffic according to just one side of the
Flows, but some control capabilities are disabled.

[ Enable the Asymmetric Routing Classification Mode

[ O ][ Cancel ]

210800

Select an operational mode for the service configuration.
Select a routing classification mode for the system.

Selecting asymmetric routing classification mode gives more accurate protocol classification in
topologies with a high rate of unidirectional flows. Several classification, reporting, and control features
are not supported when this mode is enabled (see Asymmetric Routing Classification Mode,

page 10-34).

Click OK.

If you have set a default DSS file (see The Default DSS File, page 7-39), a Default Signature message
appears.

3£ Default Signature

<P Would you like to set the default signature script?

<

I
158793

¢ (Recommended) Click Yes to import the default DSS file.
¢ Click No to continue without importing the default DSS file.

The new service configuration is added to the Console window, open on the Network Traffic tab, and
becomes the active service configuration.

[ oL-7205-10
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3£ Service Configuration Editor - =new service configuration> - SCA BB Console

File Tools Preferences Window Help
e o

Ef |Q Service Configuration Editor |M Metwark Mavigator

Q <new service configuration 2

s 1 Subscriber Policies

= Diefaul: Package
(=] Policies | ) Classification
se 40 3 . Corfiguration ~

¥ Filtered Traffic

‘ﬂ Service Security

% Global Policy

=-/® Subscriber Policies
Default Package

: Urknawn Subscriber Traffic

Default Package @ Default Service

controlled

48 Default Rule

Rule Action

E Consale E_\, Prablems

Consale

Feport Cnly

1523856

How to Open Existing Service Configurations

You can open a saved service configuration for viewing or for editing, or to apply it to an SCE platform.

Service configuration files have the extension PQB.

Step 1 In the Console toolbar, click E‘ (Open A Service Configuration File). (Or, from the Console main

menu, choose File > Open Service Configuration.)
An Open dialog box appears.

Step2  Browse to a service configuration file.

Step3  Click Open.
The Open dialog box closes.

If the default DSS file has not been imported into the service configuration, a Default Signature message

appears.

[l Cisco Service Control Application for Broadband User Guide
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3 Default Signature

<P Would you like to set the default signature script?

158793

If the default DSS file has not been imported into the service configuration, a Default Signature message
appears.

e (Recommended) Click Yes to import the default DSS file.
¢ Click No to continue without importing the default DSS file.
The service configuration is loaded into the Console:
e This service configuration becomes the active service configuration.

e The title of the Console window includes the name of the service configuration.

How to Save the Current Service Configuration

You can save the active service configuration.
e How to Save the Current Service Configuration to a Service Configuration File, page 6-5

e How to Save the Current Service Configuration to the File from Which it Was Loaded, page 6-5
How to Save the Current Service Configuration to a Service Configuration File

Step 1 From the Console main menu, choose File > Save As.
A Save As dialog box appears.
¢ Enter your password if prompted.
Step2  Browse to the folder where you want to save the file containing the service configuration.
Step 3 In the File name field, enter a new file name, or select an existing PQB file.
Step4  Click Save.
The service configuration is saved to the selected file. If the file exists, it is overwritten.

During processing, a Saving Service Configuration File message appears.

How to Save the Current Service Configuration to the File from Which it Was Loaded

Step 1 In the Console toolbar, click |_|:1_| (Save).

If the current service configuration was not loaded from a PQB file (that is, if it is new, or it was retrieved
from an SCE platform), the Save As dialog box opens as in the previous procedure.

Cisco Service Control Application for Broadband User Guide
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How to Close Service Configurations

Step 1 On the service configuration view, click E (Close).
e If there are no unsaved changes, the service configuration view closes.

e If there are unsaved changes a Save Resource message appears.

3£ Save Resource

"<new service configuration>' has been modified. Save changes?

9
)

Mo Cancel

211749

e (lick Yes :

— If this is an existing edited service configuration, the changes are saved and the service
configuration view closes.

— If this is a new service configuration, a Save As dialog box opens.
Enter a name for the service configuration and click Save.

The Save As dialog box closes, the changes are saved, and the service configuration view closes.

How to Export Service Configuration Data

You can export service configuration data from the current service configuration to CSV files. The CSV
file formats are described in the “CSV File Formats” chapter of the Cisco Service Control Application
Suit for Broadband Reference Guide.

Each type of service configuration element is exported to a separate file.

Step 1 From the Console main menu, choose File > Export.

The Export dialog box appears.
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3£ Export |Z|®

Select ;‘
hoose export destination. I E 5 i

Select an export destination:

|type Filker bext |

= Metwark Mavigatar
(= Reporter

onfiguration
Export service configuration parts to a CSY file

Cancel

158845

Step2  From the export destination list, select Export service configuration parts to CSV file.
Step3  Click Next.

The Export Service Configuration Parts dialog box appears.

Cisco Service Control Application for Broadband User Guide
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Step 4

Note

Step 5
Step 6

3 Export Service Configuration Parts

Export Service Configuration Part to File

This wizard exports service configuration parts to a file

Select service configuration element to export:

™ Service Elements
" Protocol Elements
~

" Flavors

SR S VO il SR el R Nl ST s v el

Cancel

Select one of the Select service configuration element to export radio buttons.

The radio buttons are:
¢ Service Elements
¢ Protocol Elements
e Zones

e Flavors

If you select Flavors, the flavors in the flavor area of the dialog box are enabled.

211743

Only those flavors for which a flavor type is defined in this service configuration are enabled.

If you selected Flavors, select one of the flavor type radio buttons.

Click Next.

The second screen of the Export Service Configuration Parts dialog box opens.

[l Cisco Service Control Application for Broadband User Guide
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3 Export Service Configuration Parts

Export Service Configuration Parts to File
At least one element should be selected for export

Available elements:

(] Skype

[] sittorrent

|:| DirectConnect

[] eDonkey

JFre

[] FastTrack KaZaA File Transfer
[] FastTrack KaZaA Metworking
[ ceneric 1P

[] Gnutella File Transfer

[] Gnutella Netwaorking

|:| HTTP Browsing

[] Hotline

T mms

] Manalito

[ Select All ] [ Deselect Al ] [ Invert Selection

Select the export destination:

Service Configuration file: |

v-i [Browse. - ]

Cancel

158519

The Available elements pane lists all elements in the service configuration of the selected type.

Browse to the folder where you want to save the file containing the service configuration elements.

Step7  Select the elements to export, using the check boxes and the select buttons.
Step 8 In the Select the export destination area, click Browse.

An Open dialog box appears.
Step 9
Step10 In the File name field, enter a new file name, or select an existing CSV file.
Step11  Click Open to select the file.

If the file exists, it will be overwritten.

The Open dialog box closes.
Step12 Click Finish.

The selected service configuration elements are exported to the file.

An Export Complete message appears.

[ oL-7205-10
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3 Export Complete

i J Export completed successfully, 3 elements have been exported,

158816

Step13 Click OK.

The Export Service Configuration Parts dialog box closes.

How to Import Service Configuration Data

You can import service configuration data to the current service configuration from CSV files. The CSV
file formats are described in the “CSV File Formats” chapter of the Cisco Service Control Application
Suit for Broadband Reference Guide.

Each type of service configuration element is imported from a separate file.

Step1  From the Console main menu, choose File > Import.

The Import dialog box appears.

3 Im port |ZI®

Select

Choose import source, |' g -

Select an import source:

|type filker bext |

= [ Service Configuration
Import content filkering database settings From an XML file
Import service configuration parts from a CSW File

(== Signature Editar

< Back Mexk = Finish

158854

Step2  From the Select an import source list, select Import service configuration parts from CSV file.

Cisco Service Control Application for Broadband User Guide


http://www.cisco.com/en/US/docs/cable/serv_exch/serv_control/broadband_app/rel317/scabbrg/05_SCA_BB_RG.html
http://www.cisco.com/en/US/docs/cable/serv_exch/serv_control/broadband_app/rel317/scabbrg/scabbrg.html
http://www.cisco.com/en/US/docs/cable/serv_exch/serv_control/broadband_app/rel317/scabbrg/scabbrg.html

| Chapter6 Using the Service Configuration Editor

Managing Service Configurations 1l

Step3  Click Next.

The Import Service Configuration Parts dialog box appears.

3 Import Service Configuration Parts

Import Service Configuration Part from File

This wizard imports service configuration parts from a file

Select service configuration element to import:

" Service Elements
" Protocol Elements
" Zones

" Flavors

THUL S G el e Yl e S e S v e

| t | Cancel

211748

Step4  Select one of the Select service configuration element to import radio buttons.
The radio buttons are:
¢ Service Elements
¢ Protocol Elements
e Zones
¢ Flavors
If you select Flavors, the flavors in the flavor area of the dialog box are enabled.
Step5  If you selected Flavors, select one of the flavor type radio buttons.
Step6  Click Next.

The second screen of the Import Service Configuration Parts dialog box opens.

Cisco Service Control Application for Broadband User Guide
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3 Import Service Configuration Parts

Import Service Configuration Part from File

This wizard imports service configuration parts from a file

Select a C5V file: bt ! [Browse. = ]

Cancel

158861

Step7  Click Browse.
An Open dialog box appears.
Step8  Browse to the folder containing the file to import, and select a CSV file.
Step9  Click Open to select the file.
The Open dialog box closes.
Step10  Click Finish.
The configuration elements are imported from the file.

An Import Complete message appears.

3£ Import Complete

‘i’) Import completed successfully, 2 elements have been imported.

158855

Step11  Click OK.

The Import Service Configuration Parts dialog box closes.
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Applying and Retrieving Service Configurations

For a new or edited service configuration to take effect, you must apply it to the SCE platform. Until you
do, the SCE platform continues to enforce the previous service configuration.

You can use the Service Configuration Editor to apply a service configuration to an SCE platform, but
not to retrieve a service configuration.

You can apply or retrieve a service configuration using:
e The Network Navigator Tool, page 5-1

¢ servconf, the SCA BB Service Configuration Utility (see The SCA BB Service Configuration
Utility, page 13-1)

e How to Validate the Current Service Configuration, page 6-13

e How to Apply a Service Configuration to SCE Platforms, page 6-14

How to Validate the Current Service Configuration

Step 1

Step 2

Use the Validate optionto validate the new or updated service configuration currently displayed. The
validation process checks for overall service configuration coherence, and points out possible pitfalls in
the service configuration.

The Validate process runs automatically when you select Apply Service Configuration to SCE devices.
The Validation Results dialog box appears only if the procedure found errors or issued warnings about
the current service configuration.

From the Console main menu, choose File > Validate.

The Validation Results dialog box appears.

3£ validation Results E|

\i;) Service Configuration is valid.

210987

3£ Validation Results

' Service Configuration has errors,
bt Errors and Warnings are listed in the Problem View,

(]

210986

Any problems with the service configuration are listed in the Problems view.
Click OK.

The Service Configuration Validation dialog box closes.

[ oL-7205-10
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How to Apply a Service Configuration to SCE Platforms

When you click Apply Service Configuration to SCE Devices, the validation process runs
automatically on the current service configuration.

Note  You can use the Validate menu command to manually validate the service configuration.

Caution  If anomaly-based detection of malicious traffic is enabled, any access control list (ACL) that is
configured on the Service Control Engine (SCE) platform but is not applied to anything (for example,
an interface, an access map, or anSNMP community string) might be deleted when a service
configuration is applied to the platform.

Workaround:

Disable anomaly-based detection of malicious traffic.

In the Network Traffic tab, select Service Security.

In the Service Security Dashboard, clear the Enable anomaly detection check box.

Step 1 In the Console toolbar, click %‘ (Apply Service Configuration to SCE Devices).
The Select SCE Devices dialog box appears.

3£ Select SCE Devices

| SCE1[172.2.5.31]
SCE2 [172.2.5.127]
SCE3 [172.2.5.83]

I 0K ][ Cancel ]

158967

All SCE platforms defined in the Network Navigator are listed in the dialog box.
Step2  Select one or more SCE platforms from the list.
Step3  Click OK.
A Password Management dialog box appears for each platform selected.
Step4  Enter the appropriate password.
Step5  Click Apply.

The Password Management dialog box closes.

Cisco Service Control Application for Broadband User Guide
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An Applying service configuration to SCE progress bar appears for each SCE platform selected.
The validation process runs on the service configuration.

e If there is a problem and the validation process ends with a warning or error, the Validation Results
dialog box appears. Click OK, modify the service configuration based on the information provided
in the Problems view, and then repeat this procedure.

e If the validation process runs successfully, the service configuration is applied to the selected SCE
platforms.

Cisco Service Control Application for Broadband User Guide
I oL-7205-10 .m



Chapter 6 Using the Service Configuration Editor |

Bl Managing Service Configurations

Cisco Service Control Application for Broadband User Guide



	Using the Service Configuration Editor
	Service Configurations
	Managing Service Configurations
	Opening the Service Configuration Editor Tool
	How to Add New Service Configurations
	How to Open Existing Service Configurations
	How to Save the Current Service Configuration
	How to Save the Current Service Configuration to a Service Configuration File
	How to Save the Current Service Configuration to the File from Which it Was Loaded

	How to Close Service Configurations
	How to Export Service Configuration Data
	How to Import Service Configuration Data
	Applying and Retrieving Service Configurations
	How to Validate the Current Service Configuration
	How to Apply a Service Configuration to SCE Platforms





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


