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Secure Store Mode Enhancements
Secure store mode uses strong encryption algorithms and key management policies to protect certain 
data on the system, including encryption keys used by applications in the WAAS system, CIFS 
passwords, and user login passwords. WAAS software version 4.0.21 includes the following 
enhancements and changes to secure store mode:

• Console access to the Central Manager when secure store mode is enabled is not required. You may 
access the Central Manager using HTTP.

• When you reboot your WAAS device, you must re-enable secure store mode. Secure store mode will 
not be active until you re-enable it.

• You do not need to enable secure store mode on the Central Manager before you enable it on the 
WAE device. However, the secure store status must be the same for all WAE devices in a device 
group. Either all WAE devices in the group must have secure store enabled, or all must have secure 
store disabled. Before you add a WAE device to a device group, set its secure store status to match 
the others.

• When you enable secure store mode on a WAE device, you can click both the Initialize CMS Secure 
Store box and the Open CMS Secure Store box before you click Submit.

• If you have made any other CLI configuration changes on a WAE within the datafeed poll rate time 
interval (5 minutes by default) before executing the cms secure-store command, those prior 
configuration changes will be lost and you will need to redo them.

• If secure store mode is enabled on a Central Manager or WAE device, and you upgrade that device 
from version 4.0.19 to 4.0.21, do not make any changes until the Central Manager or WAE device 
has finished rebooting and you have re-enabled secure store mode.

Upgrading From WAFS to WAAS
Although WAFS to WAAS migration is supported, a rollback from WAAS to WAFS is not supported. 
For information regarding a WAFS-to-WAAS migration, contact your Cisco Sales Engineer.

If you are upgrading from WAFS 3.0.7 or later to WAAS, you must upgrade to WAAS version 4.0.x only; 
you cannot upgrade to a prerelease version of 4.0.x.

If you are upgrading from the WAFS 3.0.7-special5 build or from a later WAFS release to WAAS, we 
recommend that you upgrade to the most current version of WAAS to ensure that you obtain all of the 
latest fixes and features. (You must upgrade to a minimum of WAAS 4.0.5 or later.)

Note the following points when upgrading from WAFS to WAAS:

• When you upgrade from WAFS to WAAS, you may lose up to half of the WAFS cache space because 
the upgrade process uses the WAFS cache eviction process to reclaim the space needed for the DRE 
cache; the oldest content is removed first.

• The hardware that supports WAFS 3.0 also supports WAAS, with the exception of the NM-CE.

• You need a dedicated WAE to function as the Central Manager in WAAS.

• You must place the WAEs in a separate subnet from the clients, or you must use the GRE return 
feature.
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Upgrading from a Prerelease Version to Version 4.0.21
To upgrade from WAAS prerelease software to version 4.0.21, you must perform the following tasks to 
ensure a successful upgrade:

• Restore the factory default settings by using the restore factory-default command.

• Perform a fresh install from the rescue CD.

Upgrading from Version 4.0.x to 4.0.21
This section contains the following topics:

• Requirements and Guidelines

• Running the WAAS Disk Check Tool

• Ensuring a Successful RAID Pair Rebuild

• Managing Passwords after an Upgrade

Requirements and Guidelines
When you upgrade from version 4.0.x to version 4.0.21, observe the following guidelines and 
requirements:

• To take advantage of bug fixes and new features, we recommend that you upgrade your entire WAAS 
deployment to the latest version.

• Before you upgrade your WAE from version 4.0.3 or earlier, you may need to run a script (the WAAS 
disk check tool) to check the file system for errors that may result from a RAID synchronization 
failure. See the “Running the WAAS Disk Check Tool” section on page 4. This script is not 
necessary when upgrading from WAAS version 4.0.5 or later, unless the system was running version 
4.0.3 or earlier at some time in the past and the script was never run.

• Upgrade the WAE devices first, and then upgrade the WAE Central Manager devices.

• If you operate a network with devices that have different software versions, the WAAS Central 
Manager must be the lowest version.

• WAAS version 4.0.21 supports strong passwords. When you upgrade from an earlier version that 
does not support strong passwords, the previous weaker passwords will be retained. For details, see 
the “Managing Passwords after an Upgrade” section on page 5.

• When you upgrade WAAS devices to version 4.0.21 from version 4.0.17 or earlier, the EPM 
classification feature is disabled and removed from the CLI and Central Manager GUI. If you use a 
WAE running WAAS 4.0.21 with an older Central Manager that supports EPM, the WAE will ignore 
any EPM configuration commands issued by the Central Manager. Also, the show running-config 
command on an upgraded WAE may show the EPM dynamic map, but it has no effect on system 
operation.

• When you upgrade the Central Manager to version 4.0.21, the CIFS-non-wafs classifier is removed 
from edge and core devices automatically. (This classifier was removed in version 4.0.7.)

• When you upgrade edge and core devices to version 4.0.21, the CIFS-non-wafs classifier remains. 
If your Central Manager is operating at a lower version, you must manually delete the 
CIFS-non-wafs classifier and its policy map.
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To delete the CIFS-non-wafs classifier using the Central Manager GUI, follow these steps:

1. Choose Devices > Devices (or Device Groups) > Acceleration > Policy Definitions. 

2. Click the Edit icon next to the CIFS-non-wafs policy.

3. Click Edit Classifier. The Modifying Application Classifier window appears.

4. To delete the classifier and its policy, click the Trash icon.

Running the WAAS Disk Check Tool
Before you upgrade your WAE from version 4.0.3 or earlier, you must run a script (the WAAS disk check 
tool) that checks the file system for errors that may result from a RAID synchronization failure. (For 
more information, see the “Ensuring a Successful RAID Pair Rebuild” section on page 5.) This script is 
not necessary when upgrading from WAAS version 4.0.5 or later, unless the system was running version 
4.0.3 or earlier at some time in the past and the script was never run.

You may obtain the WAAS disk check tool from the following URL:

http://www.cisco.com/cgi-bin/tablebuild.pl/waas40

When you run the WAAS disk check tool, you will be logged out of the device. The device automatically 
reboots after it has completed checking the file system. Because this operation results in a reboot, we 
recommend that you perform this operation after normal business hours.

To run the WAAS disk check tool, follow these steps:

Step 1 Copy the script to your WAE device by using the copy ftp disk command.

WAE# copy ftp disk <ftp-server> <remote_file_dir> disk_check.sh

Step 2 Run the script from the CLI, as shown in the following example:

WAE# script execute disk_check.sh
This script will check if there is any file system issue on the attached disks
Activating the script will result in:
Stopping all services. This will log you out.
Perform file system check for few minutes.
and record the result in the following files:
/local1/disk_status.txt - result summary
/local1/disk_check_log.txt - detailed log
System reboot
If the system doesn't reboot in 10 minutes, please re-login and check the result files.
Continue?[yes/no] yes

Step 3 After the device reboots and you log in, locate and open the following two files to view the file system 
status:

• disk_status.txt— Lists each file system and shows if it is “OK,” or if it contains an error that requires 
attention. 

• disk_check_log.txt—Contains a detailed log for each file system checked.

If no repair is needed, then each file system will be listed as “OK,” as shown in the following example:

WAE# type disk_status.txt
Thu Feb 1 00:40:01 UTC 2007
device /dev/md1 (/swstore) is OK
device /dev/md0 (/sw) is OK
device /dev/md2 (/state) is OK

http://www.cisco.com/cgi-bin/tablebuild.pl/waas40
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device /dev/md6 (/local/local1/spool) is OK
device /dev/md5 (/local/local1) is OK
device /dev/md4 (/disk00-04) is OK

Step 4 If a file system contains errors, follow the instructions in the disk_status.txt file to repair the file system. 

Ensuring a Successful RAID Pair Rebuild
RAID pairs will rebuild on the next reboot after you use the restore factory-default command, replace 
or add a hard disk drive, delete disk partitions, or reinstall WAAS from the booted recovery CD-ROM.

Caution You must ensure that all RAID pairs are done rebuilding before you reboot your WAE device. If you 
reboot while the device is rebuilding, you risk corrupting the file system.

To view the status of the drives and check if the RAID pairs are in “NORMAL OPERATION” or in 
“REBUILDING” status, use the show disk details command in EXEC mode. When you see that RAID 
is rebuilding, you must let it complete that rebuild process. This rebuild process may take several hours.

If you do not wait for the RAID pairs to complete the rebuild process before you reboot the device, you 
may see the following symptoms that could indicate a problem:

• The device is offline in the Central Manager GUI. 

• CMS cannot be loaded.

• Error messages say that the file system is read-only.

• The syslog contains errors such as “Aborting journal on device md2,” “Journal commit I/O error,” 
“Journal has aborted,” or “ext3_readdir: bad entry in directory.”

• Other unusual behaviors occur that are related to disk operations or the inability to perform them.

If you encounter any of these symptoms, run the WAAS disk check tool to locate the problem. (For 
information about obtaining and using this tool, see the “Running the WAAS Disk Check Tool” section 
on page 4.)

Managing Passwords after an Upgrade
WAAS software version 4.0.21 includes a strong password feature for improved security. WAAS 
software version 4.0.19 also supports the strong password capability. WAAS software version 4.0.17 and 
earlier do not have a strong password capability.

Note The following considerations apply to WAAS software version 4.0.21 (and version 4.0.19) with the 
strong password policy enabled. Strong passwords are disabled by default.

When you upgrade from a previous version to version 4.0.21 please note the following password 
considerations:

• Existing passwords from the older version will continue to work in version 4.0.21.

• Existing passwords will expire after 90 days. Subsequent new passwords must conform to strong 
password requirements.
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• Strong passwords must meet the following requirements:

– The password must be at least 11 characters long.

– The password can include both uppercase and lowercase letters (A–Z and a–z), numbers (0–9), 
and special characters including ~`!@#$%^&*()_+-=[]\{};:,</>.

– The password cannot contain all the same characters (for example, 99999).

– The password cannot contain consecutive characters (for example, 12345).

– The password cannot be the same as the username.

Downgrading from Version 4.0.21 to a Previous Version
If you enable disk encryption in version 4.0.21 and then downgrade to a software version that does not 
support this feature (4.0.11 or earlier), you will not be able to use the disk partitions. In such cases, you 
must delete the disk partitions after you downgrade.

If you enable features such as secure storage and strong passwords in version 4.0.21, you must disable 
them before you downgrade WAAS to version 4.0.17 or earlier.

Locked-out user accounts will be reset upon downgrade.

This section contains the following topics:

• Downgrading to Version 4.0.19, 4.0.17, or 4.0.13

• Downgrading to Version 4.0.11 or Earlier

Note When you downgrade from version 4.0.21 to a previous version, any features or configuration settings 
that are not supported by the previous version will be lost.

Downgrading to Version 4.0.19, 4.0.17, or 4.0.13
To downgrade the WAAS Central Manager (not required for WAE devices) to version 4.0.19, 4.0.17, or 
4.0.13, follow these steps:

Step 1 Disable secure storage mode if it is enabled by using the cms secure-store clear global configuration 
command. (This step is not required when downgrading to version 4.0.19.)

Step 2 Disable the management service by using the no cms enable global configuration command.

(config)# no cms enable

Step 3 From the Central Manager CLI, create a database backup by using the cms database backup EXEC 
command. Move the backup file to a separate device.

CentralManager# cms database backup

Step 4 Install the 4.0.x image by using the copy ftp install EXEC command.

Step 5 Reload the device.

The database needs to be downgraded before the Central Manager can use it and the CMS process can 
start. To optionally verify this status, use the show cms info EXEC command. It should respond with a 
message saying that a database downgrade is required.
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Step 6 Downgrade the database by using the cms database downgrade EXEC command.

CentralManager# cms database downgrade

Step 7 Enable the CMS service by using the cms enable global configuration command.

config
(config)# cms enable

Downgrading the database may trigger full updates for registered devices. In the Central Manager GUI, 
ensure that all previously operational devices come online.

Downgrading to Version 4.0.11 or Earlier

Note A pre-4.0.13 CMS database backup is required for this procedure.

To downgrade the WAAS Central Manager (not required for WAE devices) to version 4.0.11 or earlier, 
follow these steps:

Step 1 Disable secure storage mode if it is enabled by using the cms secure-store clear global configuration 
command.

Step 2 Disable the management service by using the no cms enable global configuration command.

(config)# no cms enable

Step 3 From the Central Manager CLI, create a database backup by using the cms database backup EXEC 
command.

CentralManager# cms database backup

Step 4 Install the pre-4.0.13 image by using the copy ftp install EXEC command.

Step 5 Reload the device.

Step 6 After the device reloads, enter the cms database delete EXEC command.

CentralManager# cms database delete

This command deletes and reinitializes the internal database files and restarts the database service.

Step 7 Initialize the CMS database tables by using the cms database create EXEC command.

CentralManager# cms database create

Step 8 On the Central Manager, restore the pre-4.0.13 CMS database backup, if available.

CentralManager# cms database restore <pre-4.0.13-db-backup>

Step 9 Enable the CMS service by using the cms enable global configuration command.

config
(config)# cms enable
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Cisco WAE-674, WAE-7341, and WAE-7371 RAID Controller 
Firmware Upgrade

Under rare circumstances, the RAID controller firmware used in the WAE-674, WAE-7341, and 
WAE-7371 appliances can cause the disk storage subsystem to go offline and the affected devices to stop 
optimizing connections. The symptoms are as follows:

• Syslog output contains several instances of the following message:
“WAAS-SYS-3-900000: sd 0:0:0:0: rejecting I/O to offline device.”

• A sysreport and running-config cannot be generated and copied to /local/local1.

Both of the above symptoms are an indication of the file system becoming read-only during traffic 
flow.

• An increasing number of pending connections appear in the output of the show statistics tfo 
command, indicating that new connections cannot be optimized. You can use this command to 
proactively check the functionality of the system.

The solution is to upgrade to the 5.2-0 (15427) RAID Controller Firmware, which can be found on 
cisco.com at the Wide Area Application Service (WAAS) Firmware download page (registered 
customers only). The firmware binary image is named L4_15427_FIRMWARE.bin.

Instructions on how to apply the firmware update are posted on cisco.com together with the firmware 
and are in the file named L4_15427_FIRMWARE.zip.

Cisco WAE-612 Hard Disk Drive Replacement Notification
This notice applies to the WAE-612 and all WAAS versions previous to 4.0.19 that support the hot-swap 
replacement of drives while the appliance is running.

A problem may occur while replacing the drives while the unit is running. Occasionally after a drive 
hot-swap procedure, the WAE-612 may stop operating and require a reboot.

To avoid this problem, upgrade your WAAS software to version 4.0.19 or later.

This notice does not apply to the WAE-674, WAE-7341, or WAE-7371. .

Operating Considerations
This section includes operating considerations that apply to software versions 4.0.21:

• Using Autoregistration with Port-Channel Interfaces

• WAFS Support of FAT32 File Servers

• Running the File Server Rename Utility

Using Autoregistration with Port-Channel Interfaces
Do not enable the auto-register global configuration command when both interfaces are configured as 
port-channel interfaces.

http://www.cisco.com/cisco/software/release.html?mdfid=280484571&flowid=122&softwareid=282912154&release=1.0.0
http://tools.cisco.com/RPF/register/register.do
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WAFS Support of FAT32 File Servers
The WAFS feature does not support file servers that use the FAT32 file system. You can use the policy 
engine rules to exclude from CIFS optimization any file servers that use the FAT32 file system.

Running the File Server Rename Utility
The File Server Rename tab enables you to change the resource location for all resources of a given file 
server name, on the WAFS Edge device. The files are renamed in the WAFS cache. When you run the 
file server rename utility, be sure you do not rename the file server with the same name as another 
existing file server. Assigning an existing name to a file server will overwrite the file server’s contents.

Software Version 4.0.21 Resolved Caveats
The following caveats were resolved in software version 4.0.21:

• CSCsi66278—When you access a fileshare on the DFS root of a NetApp filer, you see the following 
error message: NT_STATUS_NO_SUCH_FILE.

• CSCsj75713—When you add a new printer to the WAE-7341 or WAE-7371, you receive the 
following error message: server-error-service-unavailable. This message can be ignored. CUPS 
print services are not affected by this error.

• CSCsk36732—The log message “RE Cache error: sub hash table is full” appears in the syslog and 
CPU spikes also occur.

• CSCsl59212—When you run a cache cleanup utility, a null pointer exception may be displayed in 
the utilities.stdout log. The exception is generated at the end of the utility run, so there is no impact 
on system functionality.

• CSCsl64518—When you make configuration changes from the Central Manager, they do not 
propagate to the edge WAEs after a rollback. This situation occurs when a rollback is performed on 
a Central Manager from 4.0.13 or higher to version 4.0.11 or earlier, and the WAEs are running 
version 4.0.13 or higher (a rollback to version 4.0.13 or higher works as expected).

• CSCsl72120—When you attempt to shut off a WAE device using the CLI shutdown EXEC 
command, the WAE device does not power down. This situation occurs when you execute the 
shutdown poweroff command or when you execute the shutdown command and select poweroff 
from the subsequent menu.

• CSCsm81065—A scheduled reload does not occur on a WAE device. This situation occurs when 
the scheduled reload time is set to greater than 56 minutes.

• CSCso03782—When ACLs are applied to the Gigabit Ethernet interface, they are also applied to 
the inline interfaces.

• CSCso35104—When a RAID-5 hard disk fails in an WAE-7341, WAE-7371, or WAE-674, the 
SNMP trap is not generated. A disk failure alarm is generated but the corresponding 
“ciscoContentEngineDiskFailed” trap is not generated by SNMP.

• CSCso43502—Under certain conditions, a large core file may become corrupted while it is being 
compressed.

• CSCso47539—When you enter the show alarms CLI command, WAAS indicates that the node 
health manager was restarted and that the WAE should be restarted. However, there is no indication 
in the syslog that the node health manager was restarted. The following message is displayed:
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NOTE: The Node Health Manager was restarted and Alarm information
may be inconsistent; however all other Device functionality
should be unaffected.
This device should be reloaded at the earliest convenience.

• CSCsq02964—If a WAAS device is downgraded from version 4.0.19 to a previous release, and then 
upgraded back to version 4.0.19, the device mode changes. For example, the device mode may 
change from application accelerator to replication accelerator.

• CSCsq10964—During heavy traffic testing (for example DDOS testing), a dataserver core dump 
file is generated. The dataserver process restarts automatically.

• CSCsq17009—When you configure a custom time zone and summertime (daylight savings time) 
setting, the Edge services on the WAE restart every 5 minutes. As a result, CIFS connections are 
disrupted.

• CSCsq24325—When secure store is enabled on the Central Manager and you press Enter at the 
password prompt, the following error message is displayed: 
“java.lang.ArrayIndexOutOfBoundsException: 1”. This situation occurs when you reboot the 
Central Manager, or when you use the cms secure-store open CLI command.

• CSCsq24705—If you type an incorrect password twice and then type the correct password at the 
third prompt, the Central Manager displays the following message: “Attempt to enter pass-phrase 
failed, continue device boot without opening secure-store?(y/n):” This situation occurs while the 
Central Manager is booting and secure store is enabled.

• CSCsq30172—Under certain conditions, when operating WAAS version 4.0.13 or 4.0.17, the 
tcpproxy process generates a coredump file.

• CSCsq33268—When secure store is already enabled (open) on the standby Central Manager and 
you open it again using the Central Manager GUI, the standby Central Manager prompts you for the 
password instead of reporting that secure store is already open.

• CSCsq34679—Under certain conditions, the WAAS core devices report TFO overload condition. 
This situation occurs when there are a large number of old connections.

• CSCsq35159—When you use DRE aggregation, under certain rare conditions the tcpproxy process 
may unexpectedly restart and generate a core file.

• CSCsq40262—Port 2443 is not included on the pass-through list for the default policy of the 
classifier Cisco-CallManager. Port 2443 used for secure SCCP (skinny).

• CSCsq46326—The mouse movement is slow when a user views directory listings on a 
CIFS-accelerated file server.

• CSCsq50614—When secure store is enabled and you use the Change CMS Secure Store function 
to generate a new encryption key for the WAE devices in a device group, the Force Device Group 
icon is displayed on the Central Manager GUI. 

• CSCsq51204—When your WAE device hard disk is full, WAAS may stop processing CIFS traffic 
and generate a tcpproxy core file.

• CSCsq75724—When you create a local user account using the CLI, and then that user logs into the 
WAAS using the Central Manager GUI, an authentication process core file may be generated.

• CSCsq79764—During normal operation, irrelevant error messages are displayed in the CMS log.

• CSCsq87537—When you manually shut down an inline interface, the “The interface InlinePort 
1/1/wan is in bypass mode” alarm is displayed and cannot be disabled.

• CSCsq96733—When you try to log in to WAAS using authentication and the authentication server 
is unreachable, the authentication failover does not work.
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• CSCsr08099—When you replace and restore a WAE device in a device group, and WAFS Edge is 
configured on that device group, the WAE device does not automatically reload as it should.

• CSCsr14120—When a large number of WAE devices are registered to a router, WAAS may stop 
operating and generate a wccp core dump.

• CSCsr14887—When you have CIFS enabled in WAAS and you try to save a file to an EMC Celera 
server, the file transfer takes much longer than normal.

• CSCsr17218—The Disk Utilization graph for your WAE shows that the disk is full even though the 
disk is not full. The CLI show disk details command displays the accurate disk usage.

• CSCsr17296—All files under a fileshare do not preposition properly.  The preposition task file 
count does not does not match the file count on the fileshare.

• CSCsr21342—In rare circumstances, the WAAS Central Manager or a WAE device displays an 
alarm that a parser_server core file has been generated.

• CSCsr35479—In the TFO transaction log, the display format for External Server connections is 
backwards.

• CSCsr39341—When you execute a CLI restore factory default EXEC command and then attempt 
to restore a saved configuration, WAAS generates core dump file.

• CSCsr42354—When you view the connected peers on a WAAS Central Manager, the TFO peer list 
report shows invalid data.

• CSCsr49196—The user password shown as clear text in the debug output.

• CSCsr58801—Under certain conditions, the TFO process stops operating without generating a core 
file.

• CSCsr76813—When operating in application accelerator mode, in rare circumstances WAAS 
generates a core file for the dispatcher process.

• CSCsr83725—Under certain conditions, the WAAS tcpproxy64 process stops working and 
generates a core dump file.

• CSCsr89299—A routing loop might occur between the WAE device and the router when the egress 
method is set to negotiated return. In this situation TCP RST packets are looped between the WAE 
device and the router.

• CSCsr92074—When you enable TFO transaction logging and then view the logs, some log 
messages may have the same source and destination IP address.

• CSCsr98759—When you use CIFS acceleration on a WAE device, under certain rare circumstances 
the WAE may stop operating and generate a core file.

• CSCsr99970—When the Central Manager reboots, it prompts you for the secure store password 
before completing the reboot.

• CSCsu24476—The WAAS admin user cannot delete active print jobs from the print server 
administration page. WAAS displays a “client error forbidden” error message.

• CSCsu26936—A rare dataserver process error may cause a Java core file.

• CSCsu40632—When you try to distribute print drivers from the Central Manager, the download of 
the print driver files fails.

• CSCsu41498—The show hardware CLI EXEC command does not display the inlinegroup when 
the WAN0 and WAN1 ports are connected to switches on different VLANs.

• CSCsu48281—CIFS performance is slow because the CIFS cache grows beyond its allotted space.
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• CSCsu53046—A WAAS print service printer is stopped/paused, and must be restarted from the 
WAAS Print Services Administration GUI. This situation can occur when one of the following 
happens:

– The WAAS printer is configured using an lpd URI, and the printer is in an error condition for 
more than 5 minutes while a print job is “processing” in the WAAS printer queue.

– The WAAS printer is configured using a socket URI, and communication to the printer is 
disrupted while a job is being spooled from the WAE device to the network attached printer.

• CSCsv01873—The mail client stops operating or reports an error that the remote .pst file has been 
modified by another client. This issue occurs during operations that would increase the size of the 
.pst file (such as archiving, moving mail to the .pst file, and so on). It causes generic slow behavior 
when opening Outlook and accessing remotely stored PST files. 

• CSCsv12539—Your WAE syslog has messages about FTP failure when trying to download a print 
driver. This situation occurs when the print driver was loaded on the WAE manually but it keeps 
trying to download the driver from the Central Manager.

• CSCsv23620—When you are using CIFS acceleration, you experience periods of slow CIFS 
performance. This situation occurs during CIFS cache eviction.

• CSCsv31904—The open file count graph in the Central Manager GUI cannot display a count of 
more than 1000.

• CSCsv32214—Buffer size incorrect in specific Samba versions.

• CSCsv38680—Traffic data relating to ifInOctets and ifOutOctets MIB objects does reset to zero 
when the maximum value is reached.

• CSCsv47462—Under certain rare conditions, the WAAS filtering process may stop operating.

• CSCsv50453—CIFS auto-discovery cannot perform a direct latency check. This situation occurs 
when the WAE device is low on virtual memory.

• CSCsv65971—When you view WAE peers in the Central Manager GUI on the Monitor Topology 
page, WAAS may show peers that are listed as 00:00:00:00:00:00. This situation occurs when there 
are pass-through connections in TFO, because “no-peer” will be listed this way.

• CSCsv90303—The WAE displays old print jobs in the print spool directories. This issue occurs 
when local printing is enabled.

Software Version 4.0.21 Open Caveats
The following open caveats apply to software version 4.0.21:

• CSCsk41815—The /local/local1 (SYSFS) partition runs out of space when TFO transaction logging 
is enabled and a lot of traffic going through the WAE device. TFO transaction logs are normally 
removed after two days, but if a large number of connections occur in one day, they can fill up the 
disk. Workaround: Either disable the TFO transaction logging or remove the log files manually.

• CSCsl56564—The “not in repository” message is shown for the printer drivers after the standby 
Central Manager becomes the primary Central Manager. This error occurs because the printer driver 
files are removed from the repository. Workaround: Copy the tdb files that are stored in the 
/var/lib/samba directory of the primary Central Manager to the standby Central Manager before 
switching it to the primary Central Manager. Use the windows-domain diagnostics tdb-list 
command to list the tdb files and use the windows-domain diagnostics tdb-move to move the tdb 
files.
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• CSCsl61189—The system tries to authenticate a user using a secondary (local) login method when 
the primary authentication server is reachable. This situation occurs when the Failover to next 
available authentication method check box is checked and a tertiary or quaternary login method 
is specified. Workaround: Do not configure tertiary or quaternary login methods when the failover 
to next available authentication method option is enabled.

• CSCso16224—If a WAE is configured for Windows authentication but is not registered to the 
Windows domain, a winbindd core file is generated. Workaround: Register the WAE to the Windows 
domain.

• CSCso37013—When you are using WAFS, CIFS traffic performance may be negatively affected. 
In extreme cases, the Core WAE may reboot. This situation occurs because of slow reverse-DNS 
lookup. Workaround: Correct the reverse DNS problems in your network, or disable reverse DNS 
on the Core WAE using the CLI command show stat wafs expert “-server Tx -mbean 
CIFSServersConfig -attr UseReverseDNS false”.

• CSCsq02282—The connection list in the WAAS CLI does not match the connection list in the 
Central Manager GUI. Workaround: Navigate to Device > Monitoring > Connections Statistics 
and click the Refresh button at the bottom of the table to update the display of the connection 
statistics. Or use the CLI to get the correct list of active connections on the network.

• CSCsq29189—When you downgrade or roll back a WAE device to a previous software version, you 
receive the error message: “Roles changed, reload required.” Workaround: Reload the software 
again to clear the alarm.

• CSCsq43732—The network analysis tool tethereal malfunctions while attempting to capture certain 
packet types from the WAE device. This situation does not affect WAAS system operation. 
Workaround: Restart tethereal and retry the packet capture.

• CSCsq48307—The WAE-512 device hangs during a reboot from a recovery CD if the hard drive 
installed in Disk01 is defective. Workaround: Replace the defective hard drive.

• CSCsq58639—When you upgrade to version 4.0.19 and then enable secure store on the WAE 
device, the TFO policies are listed as being in the override state. Workaround: On the Policy 
Definitions page, click the Force Device Group button to reapply the policy settings.

• CSCsr07423—When you use Windows Explorer to browse a file server optimized by WAAS, the 
Summary tab for file properties may display empty fields. (Right click on any file, select Properties, 
and then select the Summary tab.) Workaround: If the summary information fields are empty, 
run the CLI command show stat wafs expert "-server Rx -mbean RxCIFS -attr 
LocallyDeniedStreamPattern .+:Docf_\092005.+".

• CSCsu75417—A core file is created for a specific Java event. This situation occurs when “killall 
-QUIT java” is called while the CMS process is just starting. Workaround: None.

• CSCsv33344—Clients from unoptimized sites are randomly unable to connect to servers. This 
situation occurs with multiple WCCP routers and WAEs in a farm. The WCCP flow tables are 
mismatched for WCCP service 61 & 62. Workaround: The WCCP farm reconfiguration can 
potentially clear up the incorrect states. Removing and re-adding the concerned WAE from the farm 
using the commands no wccp version 2 and wccp version 2 can rectify the WCCP flow tables.

• CSCsv42901—The primary Central Manager becomes unresponsive and incorrectly indicates that 
WAE devices are inactive. This situation occurs under heavy load while the primary Central 
Manager is beginning to update the standby Central Manager. Workaround: Disable the CMS 
process on the standby Central Manager. Manually make CMS database backups when changes are 
made or WAE devices are added to the CM.

• CSCsv65297—When your Windows98 clients send print traffic to a Windows2003 central print 
server over WAAS, a delay of several minutes may occur when going through WAFS. The delay is 
not seen with Windows XP clients. Workaround: None.
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• CSCsv84280—When you use the CPU statistics graph in the WAAS Central Manager, the custom 
settings for the graph do not work. Workaround: Use standard settings for the CPU statistics graph.

• CSCsw86260—SCSI subsystem alarm gets cleared automatically after 30 minutes when RAID 
alarm is cleared. Workaround: Configure disk error handling reload to threshold 1.

• CSCsw82153—When upgrading a device, CIFS Statistics/Graphs on the CM/Device GUI are seen 
only since boot-up and statistics that occurred before the upgrade are lost. The CPU and disk 
statistics at the device GUI are also lost after the upgrade. Workaround: None.

• CSCsy05336—If a user is performing administrative actions on the WAE printer administration 
console (CUPS) using a web browser, the administrative action fails because there is no 
authentication pop-up. This error happens only if the user is performing the action on a remote WAE 
across the WAN and the HTTP port 631 service is being optimized using TFO. Workaround: From 
the Central Manager, change the predefined policy for the classifier IPP to have the pass-through 
action, and then push this change to all WAEs.

WAAS Documentation Set
In addition to this document, the WAAS documentation set includes the following publications:

• Cisco Wide Area Application Services Quick Configuration Guide

• Cisco Wide Area Application Services Configuration Guide

• Cisco Wide Area Application Services Command Reference 

• Cisco Wide Area Application Engine 511 and 611 Hardware Installation Guide

• Cisco Wide Area Application Engine 512 and 612 Hardware Installation Guide

• Cisco Wide Area Application Engine 7326 Hardware Installation Guide

• Cisco Wide Area Application Engine 7341, 7371, and 674 Hardware Installation Guide

• Cisco Network Modules Hardware Installation Guide

• Configuring Cisco WAAS Network Modules for Cisco Access Routers

• Installing the Cisco WAE Inline Network Adapter

• Regulatory Compliance and Safety Information for the Cisco Content Networking Product Series

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed 
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0. 

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks 
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word 
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
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