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Introduction
This document describes the specific commands required to collect the output from either CallManager servers or Cisco IOS® gateways and phones. Many documents are referenced in the collection of Pulse Code Modulation (PCM) and packet captures from different platforms.
Packet Capture on CallManager, Unity Connection, or CUPS
In order to run the packet capture, complete these steps:
utils network capture size all count 1000000 file ciscotacpub
Note: Press Ctrl-C in order to stop the trace.
For further information about Unified CallManager packet captures, refer to Packet Capture on Unified Communications Manager Appliance Model.
Packet Capture on Phones
CallManager Phone
In order to enable the PC port on the phone at the phone's device level configuration in the Unified CallManager configuration interface, complete these steps:
For more information, reference Collecting a packet capture from a Cisco IP Phone.
CME Phone
This command reference is used to enable a PC Port on a CallManager Express registered IP Phone.
!
telephony-services
service phone pcPort 0
service phone spanToPCPort 0
no create cnf
create cnf
!
ephone xx
reset
!
For further details on the service phone global parameter, refer to these documents:
For further details on compatibility, refer to the Cisco Unified CME and Cisco IOS Software Version Compatibility Matrix to ensure your software is compatible with Cisco IOS.
Packet Capture on Cisco IOS Gateways
Packet Capture with IP Export
!
access-list 100 permit ip any any
access-list 100 permit udp any any
access-list 100 permit tcp any any
!
!
!
ip traffic-export profile TACCAPTURE mode capture
bidirectional
incoming access-list 100
outgoing access-list 100
no length
!
interface GigabitEthernet0/0
ip traffic-export apply TACCAPTURE size 100000000
!
!
enable:
traffic-export interface <type-number> clear
traffic-export interface <type-number> start
traffic-export interface <type-number> stop
traffic-export interface <type-number> copy
!
!
traffic-export interface <type-number> copy ftp://<ftp-ip address>/filename.pcap
!
!
traffic-export interface <type-number> copy flash://filename.pcap
!
For further details on Cisco IOS packet captures, refer to Router IP Traffic Export Packet Capture Enhancements.
Embedded Packet Capture
!
MS-2901#monitor capture buffer capture-buff size 4000 max-size 1500 linear
MS-2901#monitor capture point ip cef capture-pt gigabitEthernet 0/1 both
MS-2901#monitor capture point associate capture-pt capture-buff
MS-2901#monitor capture point start all
MS-2901#monitor capture point stop all
MS-2901#monitor capture buffer capture-buff export tftp://10.137.8.185/capture.pcap
!
For further details on the Embedded IOS packet capture, refer to these documents:
PCM Capture on Cisco IOS Gateway
Earlier than Cisco IOS Release 15.2(2)T1
!
voice hpi capture buffer 50000000
voice hpi capture destination flash:pcm.dat
!
!
test voice port x/x/x pcm-dump caplog 7 duration 255
!
!
Cisco IOS Release 15.2(2)T1 and Later
SIP and H.323 Gateways
MGCP Gateways
!
voice pcm capture buffer 200000
voice pcm capture destination tftp://x.x.x.x/
!
test voice port x/x/x pcm-dump caplog fff duration xxx
!
Triggered PCM Capture on Cisco IOS Gateway
!
voice pcm capture buffer 200000
voice pcm capture destination tftp://x.x.x.x/
voice pcm capture on-demand-trigger
voice pcm capture user-trigger-string *** ### stream 7 duration 0
!
press *** on the IP phone to start the capture
press ### on the IP phone to Stop the capture