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Introduction

This document describes a configuration example for the use of the Lightweight Directory Access
Protocol (LDAP) as an external identity store for administrative access to the Cisco Identity
Services Engine (ISE) management GUI.

Prerequisites

Cisco recommends that you have knowledge of these topics:

- Configuration of Cisco ISE Versions 3.0
- LDAP (Lightweight Directory Access Protocol)

Requirements
The information in this document is based on these software and hardware versions:

. Cisco ISE Version 3.0
- Windows Server 2016

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.



Configurations

Use the below section to configure an LDAP based user to get the administrative / custom based
access to the ISE GUI . The below configuration uses the LDAP protocol queries in order to fetch
the user from Active directory to perform the authentication.

Join ISE to LDAP

1. Navigate to Administration > Identity Management > External Identity Sources > Active
Directory > LDAP.
2. Under the General tab, enter the name of the LDAP and choose the schema Active

Directory.
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Configure Connection type and LDAP configuration

1. Navigate to ISE > Administration > Identity Management > External Identity Sources >
LDAP.

2. Configure the Hostname of the Primary LDAP server along with the port 389(LDAP)/636 (LDAP-
Secure) .

3. Enter the path for the Admin distinguished name (DN) with the admin password for the LDAP
server .

4.Click on Test Bind Server to test the reachability of LDAP server from ISE .
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Configure the Directory organization, Groups, and Attributes

Secondary Server

Enable Secondary Server

1. Choose the correct Organization group of the user based on the hierarchy of users stored in the

LDAP server .

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
1 Certificate Authentication F
Active Directory Genera Directory Organization Groups Attributes Advanced Settings
1 LDAP
1 QDBC * Subject Search Base dc=anshsinh,dc=loca | ‘-'I’ﬂl'l"l Contexts...

RADIUS Token

* Group Search Base dc=anshsinh,dc=loca | Naming Contexts
1 RSA SecurlD
SAML Id Providers
Swarch for MAC Address in Format = 00 =20 = B0 = M =30 W
Soclal Login
D Strip start of subject name up to the last occurrence of the separatar
D Strip and of subject name from the first stcurrence of the soparatar

Enable Administrative Access for LDAP Users

Complete these steps in order to enable password-based authentication.

1. Navigate to ISE > Administration > System > Admin Access > Authentication.
2. Under the Authentication Method tab, select the Password-Based option.

3. Select LDAP from the Identity Source drop-down menu.
4. Click Save Changes.
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Map the Admin Group to LDAP Group

Backup & Restare Admin Access Settings

Configure the Admin Group on the ISE and map it to the AD group. This allows the configured
user to get access based on the authorization policies based on the configured RBAC permissions
for the administrator based on group membership.

= Cisco ISI

reployment

Authentication

Authorization

Administrators
Admin Usors

Admin Groups

Seitings

Administration - System

Admin Group

DAF
External
nal el
~ External Groups
) %
Member Users
D Status & Email Username

Set Permissions for Menu Access

Maintenance Upgrade Health Checks

First Name

Backup & Restore

Admin Access Settings
——

Last Name

1. Navigate to ISE > Administration > System > Authorization > Permissions > Menu access

2. Define the menu access for the admin user to access the ISE GUI. We can configure the sub-
entities to be shown or hidden on the GUI for custom access for a user to perform only a set of
operations if required.



3. Click on the Save.
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Set Permissions for Data Access

1. Navigate to ISE > Administration > System > Authorization > Permissions > Data access

2. Define the Data access for the admin user to have full access or read-only access to the identity

groups on the ISE GUI.

3. Click on Save.
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1. Navigate to ISE > Administration > System > Admin Access > Authorization > Policy.



2. From the Actions drop-down menu on the right, select Insert New Policy Below in order to
add a new policy.

3. Create a new rule called LDAP_RBAC_policy and map it with the Admin Group defined in
the Enable Administrative Access for AD section, and assign it permissions for menu access
and data access.

4. Click Save Changes, and confirmation of the changes saved are displayed in the lower-right
corner of the GUIL.
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Verify

Access ISE with AD Credentials

~ RBAC Policies

Complete these steps in order to access ISE with AD credentials:

1. Open ISE GUI to login with the LDAP user.
2. Select LDAP_Server from the Identity Source drop-down menu.
3. Enter the username and password from the LDAP database, and log in.
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Verify the login for the administrator logins in Audit Reports. Navigate to ISE > Operations >
Reports > Audit > Administrators Logins.
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Change Configuration

In order to confirm that this configuration works properly, verify the authenticated username at the
top-right corner of the ISE GUI. Define a custom based access which has limited access to the
menu as shown here:
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Troubleshoot

General information

In order to troubleshoot RBAC process, these ISE components have to be enabled in debug on
the ISE Admin node

RBAC - This will print the RBAC related message when we try to login ( ise-psc.log )
acccess-filter - This will print resource filter access (ise-psc.log )

runtime-AAA - This will print the logs for login and LDAP interaction messages (prrt-server.log )

Packet Capture Analysis
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Log Analysis

Verify the prrt-server.log

PAPAut hent i cat or, 2020- 10- 10

08: 54: 00, 621, DEBUG, 0x7f 852bee3700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMsessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , val i dat eEvent: Usernane is [adm n2@nshsi nh. | ocal ]

bl sMachine is [0] isUtf8Vvalid is [1], PAPAut henti cator.cpp: 86 |IdentitySequence, 2020-10- 10
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ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSer ver: : onAcqui r eConnecti onResponse: succeeded to
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08: 54: 00, 635, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30:
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSubj ect Sear chAssi stant: : processAttri butes: found
CN=admi n2, CN=User s, DC=anshsi nh, DC=l ocal entry matchi ng adnm n2@nshsi nh. | ocal

subj ect, LdapSubj ect Sear chAssi st ant . cpp: 268 Server, 2020- 10- 10
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AREREIAN, DC=18CA1" | cearchRegh



Server, 2020-10- 10

08: 54: 00, 636, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSer ver: : onAcqui r eConnect i onResponse: succeeded to
acquire connection, LdapServer. cpp: 724 Server, 2020-10- 10

08: 54: 00, 636, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapServer:: aut henticate: user = adm n2@nshsi nh.local, dn
= CN=adm n2, CN=User s, DC=anshsi nh, DC=I ocal , LdapSer ver. cpp: 352 Connecti on, 2020- 10- 10

08: 54: 00, 636, DEBUG, 0x7f 85293b8700, LdapConnect i onCont ext : : sendBi ndRequest (id = 1223): dn =
CN=admi n2, CN=User s, DC=anshsi nh, DC=l ocal , LdapConnecti onCont ext . cpp: 490 Server, 2020-10- 10

08: 54: 00, 640, DEBUG, 0x7f 85293b8700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMSessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LdapSer ver: : handl eAut hent i cat eSuccess: authentication of
adm n2@nshsi nh. | ocal user succeeded, LdapServer. cpp: 474 LDAPI DSt or e, 2020- 10- 10

08: 54: 00, 641, DEBUG, 0x7f 852c6eb700, cnt x=0002480105, sesn=i se30/ 389444264/ 3178, CPMsessi onl D=i se30: u
ser aut h286, user =adm n2@nshsi nh. | ocal , LDAPI DSt or e: : onResponse:

LdapOper ati onSt at us=Aut henti cati onSucceeded -> Aut henti cati onResul t =Passed, LDAPI DSt or e. cpp: 336

Verify the ise-psc.log

From these logs, you can verify the RBAC policy used for the admin2 user when tries to access
Network Device resource -

2020- 10- 10 08:54: 24, 474 DEBUG [ admi n-http-pool 51][] comcisco.cpmrbacfilter. AccessUtil -

:adm n2@nshsi nh. l ocal :::- For adm n2@nshsi nh.local on /NetworkDevi cesLPI nput Action.do --
ACCESS ALLOWED BY MATCHI NG admi ni strati on_networ kresources_devi ces 2020-10-10 08: 54: 24,524 | NFO
[adm n-http-pool 51][] cpm adm n. ac. acti ons. Net wor kDevi cesLPI nput Acti on -

:adm n2@nshsi nh. local :::- I n NetworkDevi cesLPl nput Action contai ner nethod 2020-10- 10
08: 54: 24,524 DEBUG [ admi n- http-pool 51][] cisco.ise.rbac. authorizati on. RBACAut hori zation -
:adm n2@nshsinh.local :::- :::::::::1nside RBACAut hori zation.getDataEntityDecision::::::

user Nane admi n2@nshsi nh. | ocal dataType RBAC NETWORK DEVI CE_GROUP perm ssion ALL 2020-10-10

08: 54: 24,526 DEBUG [ admi n-http-pool 51][] ise.rbac. eval uator.inpl.DataPerm ssionEval uatorlnpl -
radm n2@nshsi nh. l ocal :::- | n Dat aPerm ssi onEval uat or: hasPer m ssi on 2020-10-10 08: 54: 24, 526
DEBUG [ admi n- htt p-pool 51][] ise.rbac. eval uator.inpl. Dat aPer ni ssi onEval uat or |l npl -

:adm n2@nshsi nh. local :::- Data access bei ng eval uat ed: LDAP_Dat a_Access 2020-10-10 08: 54: 24, 528
DEBUG [ admi n- http-pool 51][] ci sco.ise.rbac. authorizati on. RBACAut hori zation -

:adm n2@nshsinh.local :::- :::::::::1nside RBACAut hori zation.getDataEntityDecision::::::
permission retrieved fal se 2020-10-10 08: 54: 24,528 | NFO [ admi n- htt p-pool 51][]

cpm adnmi n. ac. acti ons. Net wor kDevi cesLPI nput Acti on -:adm n2@nshsinh.local:::- Finished with rbac
execution 2020-10-10 08:54: 24,534 | NFO [ adni n-http-pool 51][]

ci sco.cpmadmin. |icense. Trust SecLi censingU Filter -:adm n2@nshsinh.local:::- Should TrustSec be
vi sible :true 2020-10-10 08: 54: 24,593 DEBUG [ adm n-htt p-pool 51][]

ci sco.ise.rbac. aut hori zati on. RBACAut hori zati on -:adm n2@nshsinh.local :::- :::::::::1nside
RBACAuUt hori zation.getPermttedNDG ::::: userNane adm n2@nshsi nh. |l ocal 2020-10-10 08: 54: 24, 595
DEBUG [ admi n- htt p-pool 51][] ise.rbac. eval uator.i npl. Dat aPer ni ssi onEval uat or |l npl -

:adm n2@nshsi nh. local :::- I n DataPerm ssi onEval uat or: get Permi tt edNDGVap 2020- 10- 10 08: 54: 24, 597
DEBUG [ admi n- htt p-pool 51][] ise.rbac. eval uator.i npl. Dat aPer ni ssi onEval uat or |l npl -

:adm n2@nshsi nh. l ocal :::- processing data Access :LDAP_Data_Access 2020-10-10 08:54: 24, 604 | NFO
[adm n- http-pool 51][] cisco.cpmadmn.license. TrustSecLicensingU Filter -

adm n2@nshsi nh. l ocal :::- Should TrustSec be visible :true
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