Exchange Self-Signed Certificatesin a UCCE 12.6
Solution
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| ntr oduction

This document describes how to exchange self-signed certificates in Unified Contact Center Enterprise
(UCCE) solution.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* UCCE Release 12.6(2)
» Customer Voice Portal (CVP) Release 12.6(2)
» Cisco Virtualized Voice Browser (VVB)

Components Used

The information in this document is based on these software versions:

UCCE 12.6(2)

CVP12.6(2)

Cisco VVB 12.6(2)

CVP Operations Console (OAMP)
* CVPNew OAMP (NOAMP)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background Information

In UCCE solution configuration of new features which involves core applications such as Roggers,
Peripheral Gateways (PG), Admin Workstations (AW)/ Administration Data Server (ADS), Finesse, Cisco
Unified Intelligence Center (CUIC) and so on is done through Contact Center Enterprise (CCE) Admin
page. For Interactive Voice Response (IVR) applications like CVP, Cisco VVB, and gateways, NOAMP
controls the configuration of new features. From CCE 12.5(1), due to security-management-compliance
(SRC), al the communication to CCE Admin and NOAMP is strictly done via secure HTTP protocol.

To achieve seamless secure communi cation between these applicationsin a self-signed certificate
environment, exchange of certificates between the serversis amust. Next section explainsin detail the steps
needed to exchange self-signed certificate between:

» CCE AW Serversand CCE Core Application Servers
* CVP OAMP Server and CVP Components Servers

Note: This document appliesto CCE version 12.6 ONLY . Seerelated information section for linksto
other versions.

Procedure

CCE AW Serversand CCE Core Application Servers

These are the components from which self-signed certificates are exported, and components into which self-
signed certificates need to be imported.

CCE AW servers: This server requires certificate from:

» Windows platform: Router and L ogger(Rogger){ A/B}, Peripheral Gateway (PG){ A/B}, and all
AW/ADS.

Note: 11S and Diagnostic Framework Portico (DFP) are needed.

* VOS Platform: Finesse, CUIC, Live Data (LD), Identity Server (IDS) , Cloud Connect, and other
applicable servers which are part of inventory database. Same applies for other AW serversin the
solution.

Router \ Logger Server: This server requires certificate from:
* Windows platform: All AW servers IS certificate.
The steps needed to effectively exchange the self-signed certificates for CCE are divided into these sections.

Section 1: Certificate Exchange Between Router\L ogger, PG and AW Server
Section 2: Certificate Exchange Between VOS Platform Application and AW Server

Section 1: Certificate Exchange Between Router\L ogger, PG and AW Server

The steps needed to compl ete this exchange successfully are:

Step 1. Export I1S certificates from Router\Logger, PG, and all AW servers.



Step 2. Export DFP certificates from Router\Logger, PG, and all AW servers.
Step 3. Import 11S and DFP certificates from Router\Logger, PG, and AW to AW servers.

Step 4 . Import 11S certificate to Router\L ogger and PG from AW servers.

Caution: Before you begin, you must backup the keystore and open a command prompt as
Administrator.

(i) Know the java home path to ensure where the java keytool is hosted. There are couple of ways you can
find the java home path.

Option 1: CLI command: echo % CCE_JAVA_HOME%

Option 2: Manually via Advanced system setting, as shown in the image
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(i) Backup the cacerts file from the folder <ICM install directory>ssl\ . Y ou can copy it to another location.
Step 1. Export 11S certificates from Router\Logger, PG and all AW Servers.

(i) On AW server from a browser, navigate to the servers (Roggers, PG, other AW servers) url:
https://{ servername} .

&« C | A Notsecure | hitps://ucce-aw.ccwebex.com
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(ii) Save the certificate to atemporary folder. For example c:\temp\certs and name the cert as
ICM{svr}[ab].cer.

Note: Select the option Base-64 encoded X.509 (.CER).

Step 2. Export DFP certificates from Router\Logger, PG, and all AW servers.

(i) On AW server, open a browser, and navigate to the servers (Router, Logger or Roggers, PGs) DFP url :
https://{ servername} : 7890/icm-dp/rest/Diagnosti cPortal/GetProductV ersion.
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(ii) Save the certificate to folder example c:\temp\certs and name the cert as dfp{ svr}[ab].cer

Note: Select the option Base-64 encoded X.509 (.CER).

Step 3. Import 11S and DFP certificates from Router\Logger, PG, and AW to AW servers.

Command to import the 1S self-signed certificates into AW server. The path to run the Key tool:
%CCE_JAVA_HOME%\bin:

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\IIS{svr}[ab].cer -alias {fqdn_of_server}_II:
Example:%CCE_JAVA_HOME%\bin\keytool.exe -import -file c:\temp\certs\IISAWA.cer -alias AWA_IIS -keystore

Note: Import al the server certificates exported into all AW servers.

Command to import the DFP self-signed certificates into AW servers:

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\dfp{svr}[ab].cer -alias {fqdn_of_server}_DFI
Example: %CCE_JAVA_HOME%\bin\keytool.exe -import -file c:\temp\certs\dfpAWA.cer -alias AWA_DFP -keystore

Note: Import al the server certificates exported into all AW servers.

Restart the Apache Tomcat service on the AW servers.
Step 4. Import 1S certificate to Router\Logger and PG from AW servers.

Command to import the AW 11S self-signed certificates into Router\L ogger and PG servers:

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\IIS{svr}[ab].cer -alias {fqdn_of_server}_II:
Example: %CCE_JAVA_HOME%\bin\keytool.exe -import -file c:\temp\certs\IISAWA.cer -alias AWA_IIS -keystore



Note: Import al the AW 1S server certificates exported into Rogger and PG servers on A and B sides.

Restart the Apache Tomcat service on the Router\L ogger and PG Servers.
Section 2: Certificate Exchange Between VOS Platform Applicationsand AW Server

The steps needed to compl ete this exchange successfully are:

Step 1. Export VOS Platform Application Server Certificates.
Step 2. Import VOS Platform Application Certificatesto AW Server.

This processis applicable for VOS applications such as.
* Finesse
« CUIC\LD\IDS
* Cloud Connect

Step 1. Export VOS Platform Application Server Certificates.

(i) Navigate to Cisco Unified Communications Operating System Administration page:
https.//FQDN:8443/cmplatform.

(if) Navigate to Security > Certificate Management and find the application primary server certificatesin
tomcat-trust folder.

2d.. Cinco Wadied Oparatisg Sysbem Admésistration PO o= el 71 bbbt ¥ | 0
L T o [ —— T

B v foiogn v iy e s v farney m mwy w

T . z Sy ——
L, e bttty et | il

el

e i B =

(iii) Select the certificate and click download .PEM file to saveit in atemporary folder on the AW server.

rCertilicate Settings

File Mame ccp. bora. com.pem
Certficate Purpase pomcab-trust
Certficate Type Erust-cans
Cartdhcate Srdup product-cps

Desoripbon(Ffriendly name) Trust Certificate

rCertificate File Data

Version: V3

Seral Mumber; SCIFBIAG9AS0747 19BB45B6A92CFTI0D

Signaturealgonthm: SHAZS&withRSA (1.2.840.113545.1.1.11)

Issuer Name: LeBXB, STwmb, CNedzp. bors.com, OUeBXBE TAC, OwTAC, Cals

Validity From: Mon Dec 16 10:55:22 E5T 2019

To: Sat Dec 14 10:55:21 BST 2024
Subject Name! LeBNE, STema, CNectp. boes, com, OU=BXB TAC, O=TAC, CaUS
Eey: RSA (1.2.840.113549.1.1.1)
By valae:

308201000282000100:1420ced 762 3b3dG000 1 efb331 967 0c56 2463 9baaf 31343042 ca 87654 1599
EafsB0al 24881 4beBac BE 028401 23R 0105800052 08903 8200001 IL I EAfbEddaJe FLEZPROO4502
G8e0eBl Ge64add2c30R0 3 6200 debe0 ISP 1P60eiISedaTE6 Jet e 1630 2073235 20enbabafbT 22 |
fl40215a%e5acalfTATb 141 287b0a1 162 1802240002 35 8ba8 5258 2bbSch 41 72 3c44Taceb2as S 1 baf
520da3CeIteld6d2 13632546 Jedae 504 100 d56M60096ddcfd 2916688 2eed60dT 2ba0c Icela54441Ty ¢

Delete Beowniload JPEM File Download .DER File

Note: Perform the same steps for the subscriber.


https://FQDN:8443/cmplatform

Step 2. Import VOS Platform Application to AW Server.

Path to run the Key tool: %CCE_JAVA_ HOME%\bin

Command to import the self-signed certificates:

%CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\vosapplicationX.pem -alias {fqdn_of_VOS} -ke
Example: %CCE_JAVA_HOME%\bin\keytool.exe -import -file C:\Temp\certs\CUICPub.pem -alias CUICPub -keysto:

Restart the Apache Tomcat service on the AW servers.

Note: Perform the same task on other AW servers.

CVP OAMP Server and CVP Component Servers

These are the the components from which self-signed certificates are exported and components into which
self-signed certificates need to be imported.

(i) CVP OAMP server: This server requires certificate from

» Windows platform: Web Services Manager (WSM) certificate from CVP server and Reporting
servers.
» VOS Platform: Cisco VVB and Cloud Connect server.

(ii) CVP Servers: This server requires certificate from

* Windows platform: WSM certificate from OAMP server.
* VOS Platform: Cloud Connect server, and Cisco VVB server.

(ii1) CVP Reporting servers. This server requires certificate from
» Windows platform: WSM certificate from OAMP server
(iv) Cisco VVB servers: This server requires certificate from

» Windows platform: VXML certificate form CVP server and Callserver certificate from CVP server
» VOS Platform: Cloud Connect server

The steps needed to effectively exchange the self-signed certificates in the CV P environment are explained
through these three sections.

Section 1: Certificate Exchange Between CVP OAMP Server and CVP Server and Reporting Servers
Section 2: Certificate Exchange Between CVP OAMP Server and VOS Platform Applications
Section 3: Certificate Exchange Between CVP Server and VOS Platform Applications

Section 1. Certificate Exchange Between CVP OAMP Server and CVP Server and Reporting Servers

The steps needed to compl ete this exchange successfully are:

Step 1. Export the WSM certificate from CVP Server, Reporting and OAMP server.



Step 2. Import the WSM certificates from CVP Server and Reporting server into OAMP server.
Step 3. Import the CVP OAMP server WSM certificate into CV P Servers and Reporting servers.

Caution: Before you begin, you must do this:

1. Open a command window as administrator.

2. For 12.6.2, to identify the keystore password, go to the %CVP_HOME%\bin folder and run the
DecryptKeystoreUtil.bat file.

3. For 12.6.1, to identify the keystore password, run the command, more

% CVP_HOME% \conf\security.properties.

4. Y ou need this password when running the keytool commands.

5. From the %CVP_HOM E%\conf\security\ directory, run the command, copy .keystore
backup.keystore.

Step 1. Export the WSM certificate from CVP Server, Reporting and OAMP Server.

(i) Export WSM certificate from each CVP Server to atemporary location, and rename the certificate with a
desired name. Y ou can rename it as wsmX.crt. Replace X with the hostname of the server. For example,
wsmcsa.crt, wsmcsb.crt, wsmrepa.crt, wsmrepb.crt, wsmoamp.crt.

Command to export the self-signed certificates:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -export -a:

(i) Copy the certificate from the path %CVP_HOM E%\conf\security\wsm.crt from each server and rename
it aswsmX.crt based on the server type.

Step 2. Import WSM certificates from CVP Server and Reporting Server into OAMP Server.

(i) Copy each CVP Server and Reporting server WSM certificate (wsmX.crt) to the
%CVP_HOME%\conf\security directory on the OAMP server.

(i) Import these certificates with the command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a:

(iii) Reboot the server.
Step 3. Import the CVP OAMP Server WSM certificate into CVP Servers and Reporting servers.

(i) Copy OAMP server WSM certificate (wsmoampX.crt) to the %CVP_HOME%\conf\security directory on
al the CVP Servers and Reporting servers.

(i) Import the certificates with the command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a:



(iii) Reboot the servers.
Section 2: Certificate Exchange Between CVP OAMP Server and VOS Platform Applications

The steps needed to compl ete this exchange successfully are:

Step 1. Export the application certificate from the VOS platform.
Step 2. Import the VOS application certificate into the OAMP server.
This processis applicable for VOS applications such as:

« CUCM
« VVB
* Cloud Connect

Step 1. Export the application certificate from the VOS platform.

(i) Navigate to Cisco Unified Communications Operating System Administration page:
https://[FQDN:8443/cmplatform.

(if) Navigate to Security > Certificate Management and find the application primary server certificatesin
the tomcat-trust folder.
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(iii) Select the certificate and click download .PEM file to save it in atemporary folder on the OAMP
server.

rS5tatus

@ Status: Ready

~Certificate Settings

Fig Name wvlkl25.bora, com, pem
Certrheate Purpose tefrhEat=-Erust
Certifucate Type Erust-certs

Certificate Sroup prodwct-opi

Descriptson(friendly namie) Trust Certificate

= Certificate File Data

Wersson: VA

Serial Number: 6GFESSFSEFE631 10844D5350525084D3

Signaturedlgorithm: SHAIS&withRSA (1.2.840.113%49.1.1.11)

Issuer Name: L=mp, STens, CNewwb125 bocn, oom, OU=lah, O=bars, C=US

validity From: Thu Dec 05 06:51:10 PST 2015

To: Tue Dec 03 06:51:09 PST 2024
Subject Name: L=rtp, $T=ng, CN=wwb125.bora.com, O=lab, O=bora, C=U5
Key: RSA (1.2.840,113549.1.1.1)
Kty value:

3082010a0282010100f16dd488dbefb 1 687 ccS 1 FROGCIAFT 73 064db 719 5dbeed2 205 1be Abc TS FABD
Sled2T726c8260361 1320741874001 TH0d0dTE1BIS4E62cTIT TIa9 7T 7eB 70040807 T0S56/Mc2c00065
To9&e81d65bdod Ocadbebdd 1df1 d5ad097Sa3290ce SdeScc 2deBSFc1Bcded 50013 201 dd60 593473
a1 1557 dbele a2 Thod 14761 bS5 2Tdb2an TAI0b2dbTI8d 1 4402520007551 M 1004 134535642 5009
7 7deldad0e1 5F1c0aed 0bo03dd 81 SceabSfedba00daccd81 01 Ibd693614684027005de 2004553004 ¢

Crelete Download PEM File Download .DER File

Step 2. Import the VOS application certificate into the OAMP Server.
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(i) Copy the VOS certificate to the %CVP_HOM E%\conf\security directory on the OAMP server.

(i) Import the certificates with the command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a:

(ii) Reboot the server.
Section 3: Certificate Exchange Between CVP Server and VOS Platform Applications
Thisisan optional step to secure the SIP communication between CVP and other Contact Center

components. For more information refer to the CVP Configuration Guide: CVP Configuration Guide -
Security.

CVP CallStudio Web Service Integration

For detailed information about how to establish a secure communication for Web Services Element and
Rest_Client element

refer to User Guide for Cisco Unified CVP VXML Server and Cisco Unified Call Studio Release 12.6(2) -
Web Service Integration [Cisco Unified Customer Voice Portal] - Cisco

Related | nfor mation

CVP Configuration Guide - Security

UCCE Security Guide

PCCE Admin Guide

Exchange PCCE Self-Signed Certificates - PCCE 12.5
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Exchange PCCE Self-Signed Certificates - PCCE 12.6
Implement CA-Signed Certificates- CCE 12.6

Exchange Certificates with Contact Center Uploader T ool
Technical Support & Documentation - Cisco Systems
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
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