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Abstract

This design guide aligns with the Cisco® Secure Cloud Architecture guide. The Secure Cloud Architecture guide

explains the secure architecture for cloud applications, critical business flows; attack surfaces and

corresponding security controls required for the cloud environment. This guide proposes a Cisco Validated
Design (CVD) for security in a tiered application architecture. The solution proposed in this guide leverages
Cisco security controls along with Cloud-Native security controls to achieve the desired security posture for
applications in GCP.

Scope

This document illustrates the design and security aspects of an application hosted in GCP. Along with the
design and security specifications, this document also delves into the details of implementation and validation
steps for the proposed architecture.

In Scope

This guide covers the following security controls:

Cisco Secure Workload (formerly Tetration)

Cisco Secure Endpoint (formerly AMP for Endpoint)

Cisco Secure Cloud Analytics (formerly Stealthwatch Cloud)
Cisco Duo

Cisco SecureX

Cisco Umbrella

Out of Scope

This design guide does not cover the following components or topics:

For setting up the web application, we used the following GCP cloud components and services.

Cisco Firepower Next-Generation Firewalls Virtual (NGFWv)

Cisco Adaptive Virtual Security Appliance (ASAv)

Cisco Defense Orchestrator (CDO)

Radware Cloud Web Application Firewall (WAF) and DDOS prevention

e Cloud Storage

e Compute Engine

o VM Instances

o Instance Templates
o Disks

o Images

° Instance Groups

o Health Checks

Network Services
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https://www.cisco.com/c/dam/en/us/solutions/collateral/design-zone/cisco-validated-profiles/safe-secure-cloud-architecture-guide.pdf
https://cloud.google.com/storage
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https://cloud.google.com/compute/docs/images
https://cloud.google.com/compute/docs/instance-groups
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/network-tiers

> Load Balancing
> Cloud NAT

e Cloud SQL

e VPC Network
o Firewall

o Routes

Solution Overview

Cisco’s security approach for the modern cloud applications allows companies to achieve:
e Improved resiliency to enable cloud availability and secure services
e Operational efficiency from automated provisioning and flexible, integrated security

e Advanced threat protection from Cisco TALOS - industry-leading threat intelligence to stay up to date,
informed, and secure
What is our security approach?

Specific capabilities are necessary to protect the public cloud and build the appropriate layers of defense.
These capabilities work together to create several layers of defense protecting the cloud applications. The top
priorities or the three pillars that we keep in mind while designing the secure public cloud solutions are:

e Visibility - Complete visibility of users, devices, networks, applications, workloads, and processes

e Segmentation - Reduce the attack surface by preventing attackers from moving laterally, with
consistent security policy enforcement, application access control and micro-segmentation

e Threat Protection - Stop the breach by deploying multi-layered threat sensors strategically in the public
cloud to quickly detect, block, and dynamically respond to threats

Visibility Segmentation Threat protection
“See Everything” “Reduce the attack surface” “Stop the breach”
Complete visibility of users, Prevent attackers from Quickly detect, block and
devices, networks, laterally (east-west) with respond to attacks before
applications, workloads & application access control & hackers can steal data or
processes micro-segmentation disrupt operations
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Introduction to SAFE

As your data flows from an increasing number of devices to your data center or private/public cloud, you must
understand your data flow, to be able to protect it. Cisco SAFE is an architectural approach that helps you
visualize this transit of the data in terms of business flows, understand the attack surface associated with these
flows and hence, devise appropriate capabilities to secure them. This framework provides complete guidance
from the initial identification of business flows in a given architecture to securing it and then deploying and
validating the solution.

These validated designs provide guidance that is complete with configuration steps that ensure secure
deployments for your organization. Cisco Validated Designs (CVDs) for various SAFE PINs can be found at SAFE
home page.

Cisco SAFE simplifies network security by providing solution guidance using the concept of ‘Places in the
Network’ (PINs). This design guide is a recommended threat defense architecture for the Cloud PIN (see figure
1). Within the Cloud PIN, this design guide specifically covers the GCP cloud.

Domains

Compliance @

Threat Defense

Secure Services @

YOU ARE

HERE

Segmentation @

Visibility @

Management @
Cloud

Places in the Network (PINs)

Figure 1.
Key to SAFE framework
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Figure 2.
SAFE Guidance Hierarchy

For more information on SAFE framework and architecture/design guides, check out the SAFE documentation
(select architecture/design tab).

Public Cloud Business Flows

SAFE uses the concept of business flows to simplify the identification of threats. This enables the selection of
very specific capabilities necessary to secure them.

This solution addresses the following business flows for a typical tiered web application hosted in GCP.
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invoking backend APIs Application engine

@ 0@

Application Engine

Zone

DevOps remotely accessing Management Zone
cloud workloads

Figure 3.
Public Cloud business flows

e Customer browsing an e-commerce web application. The customer, sitting somewhere out on the
Internet, browses the e-commerce web application hosted in the GCP cloud

e Application workloads downloading updates/patches from update servers outside the cloud (Internet).
Application workloads sitting in the cloud need to reach out to various update servers to fetch the
updates and patches at regular intervals

e Systems communicating east/west within the GCP cloud. For example- the frontend web servers will
make HTTP requests to a backend application, or the application workloads will make API calls among
themselves

e Application workloads transacting data with the database server within the cloud

e DevOps remotely accessing the management zone for workload management/update/patching purposes
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Public Cloud Attack Surface

The secure cloud design protects systems by applying security controls to the attack surface found in the public
cloud. The attack surface in public cloud spans the business flows used by humans, devices, and the network.

Threats include rogue identity, DDoS, web vulnerabilities, infections, and advanced persistent threats allowing
hackers the ability to take control of your devices and networks.

Considering the business flows elaborated in the last section (Figure 3), a deep dive into the attack surface for
each of those business flows is shown below.

O

E-Commerce Web
Application

Customer
browsing prices

Untrusted user DDoS attacks Web Network breach Advanced threats Malware Infection
Vulnerabilities

I
Application workloads Update Servers

downloading
updates/patches

fecti Ad d th Network breach  Advanced threats Malware Infection

@

Frontend Web Server Backend E-Commerce
invoking backend APIs Application engine

Infection Network breach  Advanced threats Malware Infection

Application Engine Database

Network breach  Advanced threats

Infection Malware Infection
=
o L] B
—
DevOps remotely accessing Management Zone

cloud workloads

Untrusted user Infection DDoS attacks Web Network breach Malware Infection
Vulnerabilities

Figure 4.
Public Cloud attack surface
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e An untrusted/compromised user, out on the Internet, may try to exploit the cloud application or flood it
with fake traffic to render it incapable of serving the genuine users

e The workloads need to communicate with update servers out on the untrusted public network. An
attacker might compromise workloads to download malware to the application environment or upload
crucial data to malicious servers

e Systems communicating east/west within the GCP cloud may spread the infection from one workload to
another within the cloud, eventually compromising the whole application

e An attacker may compromise the application workloads to steal or corrupt data stored on the database
servers

e A malicious user may try to gain the same privileged access as DevOps to compromise the complete
application environment in GCP

Threats
The table below is a sample of the threats that exist for the Public Cloud business flows.

Threat Icon Threat Name Threat Description

Attackers can easily steal or compromise passwords via phishing
emails sent to users. With stolen credentials, they can log in to
work applications or systems undetected and access data.
Rogue Actor Brute-force attacks involve programmatically trying different
a credential pairs until they work, another attack that can be
launched remotely. Once inside, attackers can move laterally to
get access to more sensitive applications and data.

Devices running older versions of software - such as operating
systems, browsers, plugins, etc. - can be susceptible to

Malicious Device vulnerabilities not patched by software vendors. Without those
security patches, devices that access work applications and data
can introduce risks by increasing the overall attack surface.

Often, devices that are not owned or managed by your IT team
can have out-of-date software and lax security.

Devices that do not have certain security features enabled - such
as encryption, firewalls, passwords, etc. - are considered riskier
or potentially out of compliance with data regulation standards
that require encryption, like healthcare industry compliance
standards.

Insecure unmanaged device (BYOD)

For example, a malicious actor, on the public network, exploits a
PHP Code Injection vulnerability on the web application and
gains access to the details of the underlying operating system
and installed packages.

The attacker then exploits a known vulnerability in the underlying
operating system or the installed package to perform privilege

Advanced Threats escalation and then goes on to establish a command-and-
control channel to a malicious server running on attacker’s
network by remotely executing a piece of code.

The attacker then starts profiling the application environment and

Eﬁ- exfiltrates sensitive data out through the established command-
and-control channel over an outbound UDP 53 port (DNS
protocol).

© 2022 Cisco and/or its affiliates. All rights reserved. Page 10 of 88



Threat icon Threat Name Threat Description

Malware

Malicious Insider

Data Exfiltration

Exploitation

Zero-day malware attacks, poorly developed applications or
unpatched applications are all attack vectors that can be
exploited by threat actors. If not protected, the attacker can push
malicious code in the source repository resulting in infected
software and potential propagation.

Without appropriate network visibility and segmentation policies,
unknown users / applications may exist in the network or known
applications may deviate from characteristic behavior. Malicious
actors can take advantage of a flat network with little to no
visibility and infiltrate the network without triggering suspicion.

Suspect data loss occurs when an abnormal amount of data has
been transferred out of the network. Suspect data hoarding
occurs when an inside host is found downloading an abnormal
amount of data from other inside hosts.

Hosts attempting to compromise each other, such as through
worm propagation and brute force password cracking.

Public Cloud Business Flows with Capabilities

Developing a defense-in-depth architecture requires identifying existing threats and applying appropriate
security capabilities to thwart them. Business flows and the corresponding attack surface and threat patterns
that we defined earlier (Figures 3 and 4) are mapped to their corresponding security controls as below.

© 2022 Cisco and/or its affiliates. All rights reserved.
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Figure 5.
Public Cloud Business Flows with Capabilities

Capabilities

The following table represents the security capabilities that are recommended for securing the public cloud
business flows in GCP.

Capability Icon [Capability Name Security Solution

Cisco Secure Cloud Analytics
Anomaly Detection
Cisco Secure Access by Duo

Anti-Virus Cisco Secure Endpoint

Cisco Secure Endpoint
Anti-Malware
Cisco Secure Malware Analytics

Application Dependency Mapping Cisco Secure Workload
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Capability Icon [Capability Name Security Solution

Application Visibility & Control

Continuous Vulnerability Scanning

Endpoint Security

Data Loss Prevention

Device Health Connector

Device Posture Assessment

DNS Security

DNS Security Connector

Firewall

Flow Analytics

© 2022 Cisco and/or its affiliates. All rights reserved.

Cisco Umbrella

Cisco Secure Workload

Cisco Secure Workload

Cisco Secure Endpoint

Cisco Secure Access by Duo Device Health Application

Cisco Umbrella

Cisco Duo Device Health

Cisco Secure Access by Duo

Cisco Umbrella

Cisco Umbrella Virtual Appliance

GCP VPC Firewall Rules

Cisco Secure Cloud Analytics

Cisco Secure Workload
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Capability Icon [Capability Name Security Solution

Identity Authorization

Malware Sandbox

Micro-Segmentation

Multi-Factor Authentication

Policy Generation, Audit and Change
Management

Process Anomaly Detection &
Forensics

Remote Browser Isolation

Security Orchestration Automation
and Response (SOAR)

Tagging

.
Security Assertion Markup Language
(SAML) & Single Sign on (SSO)

]2 Threat Intelligence

© 2022 Cisco and/or its affiliates. All rights reserved.

Cisco Secure Access by Duo

Cisco Secure Malware Analytics

Cisco Secure Workload

Cisco Secure Access by Duo

Cisco Secure Workload

Cisco Secure Workload

Cisco Umbrella

Cisco Secure Access by Duo

Cisco SecureX

Cisco Secure Workload

Cisco Talos
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Capability Icon [Capability Name Security Solution

TLS/SSL Decryption Cisco Umbrella
Web Reputation Filtering Cisco Umbrella
Web Security Cisco Umbrella
Web Security Connector Cisco Secure Client (AnyConnect)

Cisco Secure Cloud Reference Design in GCP

The tiered application architecture has been a popular underlying principle for web application deployment for
over a decade now and it remains equally relevant to date.

The multi-tier architecture provides a general framework to ensure decoupled and independently scalable
application components. Each tier is separately developed, scaled, maintained and secured.

In the simplest tiered architecture form, the web applications would have the following layers:
Web tier: The end-user directly interacts with this layer. This tier has all the static web content.

Application tier: This tier is responsible for translating the user actions to application functionality. This tier
carries the core application code components. For example, application code performing the read/write
database operations.

Database tier: Storage tier or the database tier holds the data relevant to the application.

In this design, we are securing a tiered web application in the GCP cloud. We add various security capabilities
and controls, that we established in the previous sections, to a tiered web application model to make it much
more robust, secure and transparent in its security posture.
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Cisco Secure Cloud Reference Design in GCP

At this point, we have established the attack surface and, the capabilities and security solutions that we needed
to secure the business flows mentioned previously.

e Customer browsing an e-commerce web application

o

o

Access to the web application is secured using Duo - Multi-Factor Authentication (MFA)

Micro-segmentation of workloads is done using the Tetration policy enforcement agents. This would
prevent any malware or malicious movement within the pool of workloads in a specific tier

Secure Cloud Analytics provides enhanced threat visibility into workload activity and the GCP cloud. It
looks for any anomalous activity within the application environment. It also facilitates the flow analytics

Secure Workload agents allow us to gain a deep visibility into vulnerable packages and processes on
the workloads that an attacker may leverage. It also provides a very robust network flow analytics for
workload communications

Secure Endpoint detects and quarantines any malware that may infect the workloads

e Workloads downloading updates/patches from update servers

o

o

Workloads are segmented into App and Web tier using Secure Workload Enforcement agents. No
direct inbound public access is allowed to the App and Web servers, management access is allowed
only from the management tier (also controlled via Secure Workload)

DNS layer security is achieved using Cisco Umbrella. This prevents any accidental or deliberate
exposure to a malicious domain
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o Secure Cloud Analytics and Secure Workload provide enhanced threat visibility and flow analytics

o Secure Endpoint detects and quarantines any malware that may get downloaded to application
workloads

e Systems communicating east/west within the GCP cloud

o Workloads are micro-segmented using Secure Workload Enforcement agents. Web, App, Database
and Inside tier has no direct inbound public access/addresses. Only Management and the Outside tier
is allowed Public IP addressing, hence exposing them to untrusted public network/internet

o Micro-segmentation within Web and App tier is done using the Secure Workload enforcement agents.
This restricts any internal movement among the workloads

> DNS layer security using Umbrella provides visibility into workload activity

o Secure Cloud Analytics and Secure Workload provide enhanced threat visibility and flow analytics for
this flow. They also look for any anomalous movement within the application environment or among
the workloads within a tier. Secure Workload agents provide deep visibility into the workloads

o Secure Endpoint protects against malware spread
e Application engine transacting data with database server within the cloud

o GCP VPC Firewall rules restrict access to the database. Only App tier is allowed to communicate with
database tier

o DNS layer security using Umbrella

o Secure Cloud Analytics and Secure Workload provide enhanced threat visibility and flow analytics.
They also look for any anomalous movement within the application environment or among the
workloads within a tier. Tetration agents provide deep visibility into the workloads

o Secure Endpoint protects the application workloads against any malware infection
e DevOps remotely accessing the management zone for workload management/update/patching purposes

o Management zone is segmented using Secure Workload enforcement agents. This provides the
control knob for restricting access to workloads or the various other tiers

o Secure Cloud Analytics and Secure Workload provide enhanced threat visibility and flow analytics.
They also look for any anomalous movement or activity within the application environment or from the
management tier. Secure Workload agents provide deep visibility into the workloads

o Secure Endpoint protects the jump servers and workloads against any malware infection

Security Integrations

Let’s look at each of the security integrations in this secure design in more depth, we will start from the security
controls on the workload itself and go all the way to the edge of our public cloud web application.

. Secure Cloud Secure Access by
Secure Workload Secure Endpoint Analytics Umbrella Duo SecureX
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We start by looking at workload security using Secure Workload and Secure Endpoint, followed by an agentless
deployment of Secure Cloud Analytics for greater visibility into the GCP environment and workload activity.
Then, we will investigate Umbrella DNS layer security at the GCP VPC level.

Lastly, we will secure the access to our cloud application using Duo Multi-Factor Authentication.

To connect all these security controls to a single pane of glass, we will look at Cisco SecureX integrations.
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Cisco Secure Workload

Secure Workload has a SaaS offering that provides the capability to do micro-segmentation in a highly flexible
manner along with an in-depth visibility into the workloads.

Secure Workload offers visibility and enforcement agents that are installed on the workloads. The enforcement
agents provide an additional capability to enforce policies.

Secure Workload can dynamically learn various ongoing changes in the cloud workload environment and
enforce an adaptive micro-segmentation. The Secure Workload dashboard allows us to create workspaces and
graphical views for applications and enforce security from the web application point of view unlike the
traditional network perspective.

The Secure Workload platform supports multi-cloud and hybrid environments and hence, make the whole
process of security operations seamless across the board.

e
-

Secure Workload

0 Project

useast]

Zanel
e WebSubnet - 10.0.1.0/24 e AppSubnet - 10.0.2.0/2 e DbSubnet -10.0.3.0/24
sqQL

Web Servers App Servers Databases

Secure
Workload on
compute
engine

S @ 0

Weh Load App Load
A Balancing Zone-2 Balancing
[ 1] —
Secure Workload Cloud SQL
on compute engine Secure Workload on
compute engine
Figure 7.

Cisco Secure Workload

In this specific architecture, Web and Application tier has workloads in Instance Groups. To enable the auto-
provisioning of Secure Workload agents, we used the startup-script option provided for the Instances. When
the Instance Group deploys a new workload, the shell script will install the Secure Workload agent on it as part
of the initialization process. Refer to the implementation section of this guide for more details.

Once the Secure Workload agent is installed, the new workload is registered with the Secure Workload cloud
(SaaS), it starts exporting the network flow and process information to the Secure Workload cloud engine for
analysis. Secure Workload ensures Cisco's Zero Trust model by offering key features like:

e Policy enforcement (Micro-segmentation)

e Visibility into workload process activity
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e Network flow visibility

e Software vulnerability reports
e Forensic analysis

e Behavior deviations

Based on all these features and more, the Secure Workload dashboard provides us with a very convenient and
flexible scoring mechanism to monitor the security compliance of cloud applications. Secure Workload
considers six parameters to calculate this score (Figure 8), and these parameters can be adjusted based on
one’s preference or requirements.

= Adjust Module Weights

Vulnerability Process Hash

5 8 Attack Surface Forensics
-

Network Anomaly Segmentation Compliance
o

Weighted Score

Restore Defaults Cancel

Figure 8.
Secure Workload Dashboard - Weighted Score
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Figure 9.

Secure Workload Dashboard - Compliance Score Board

Refer to the Cisco Secure Workload documentation for more detailed information on cloud workload protection.
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Cisco Secure Endpoint

The Secure Endpoint agents installed on the cloud workloads provide us protection against zero-day attacks.
Powered by Cisco TALQOS, Secure Endpoint not only relies on antivirus, but also uses machine learning and file
reputation to block both file-based and file-less attacks. It also enables you to isolate the infected host before
the malware is spread onto the others in the network. Secure Endpoint also supports taking forensic snapshots
that help immensely with the security investigations.
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Figure 10.
Cisco Secure Endpoint

In this specific architecture, just like the Secure Workload agent, the web and application workloads that are in
Instance Groups are auto-provisioned with Secure Endpoint agents using the startup-script option available
under the Instance Group configuration. When the Instance Group deploys a new workload, a shell script will
install the Secure Endpoint agent on the workload as part of the initialization process.

As soon as the Secure Endpoint agent on the new workload registers with the Secure Endpoint cloud, the
workload is continuously monitored and reported for any malicious activity. Secure Endpoint’s host isolation
feature comes in handy to contain any spread of malware in the cloud workloads.
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Secure Endpoint Dashboard - Events

Cisco Secure Cloud Analytics

Secure Cloud Analytics helps overcome the visibility challenge, especially in public cloud environments. It
provides an agentless deployment in the GCP cloud.

Secure Cloud Analytics pulls the VPC flow logs from the GCP Logging service. It learns the GCP environment
and baselines the resources. VPC flow logs have the flow information associated with various GCP resources,
even for those that are not strictly tied to a static IP address. SCA can correlate the IPs and then tying them
back to their origin GCP service. In other words, SCA performs dynamic entity modeling and organizes all the
GCP resources based on the functions that they’re performing. For example, the entity could be categorized as
a firewall, an application server or a load balancer and so on. This type of resource profiling and modeling is
extremely important to look for any suspicious activity within the cloud application environments.

In addition to VPC flow logs, Secure Cloud Analytics also consumes other telemetry sources for additional
context and alerting.
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Figure 12.
Cisco Secure Cloud Analytics

Once Secure Cloud Analytics finishes identifying the entities, it baselines their behavior over a fixed period of
time. As soon as the baselining is completed, any unexpected behavioral change of the entities and the way
different cloud services communicate with each other is alerted on. This helps to maintain deep visibility into the
cloud environment and hence, track and prevent any unauthorized transfer of data or resource access.

Some of the common Secure Cloud Analytics alerts related to the GCP services include:

e GCP Pub/Sub - Subscriptions to events in the GCP account
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Figure 13.
Secure Cloud Analytics - Alerts

Cisco Umbrella

Cisco Umbrella offers flexible cloud-delivered security. It combines multiple security functions into one solution.
Cisco Umbrella solutions provide DNS-layer security, secure web gateway, cloud-delivered firewall, cloud

access security broker (CASB), and interactive threat intel. This document covers Umbrella DNS-layer

protection for the workloads in the GCP Virtual Private Cloud (VPC).

The Umbrella DNS policies allow you to dictate block policy for a variety of pre-defined web categories. More
details on web categories can be found in Umbrella documentation. It also gives you the flexibility to apply the
policies to specific identities. For example, you could have one set of rules for your GCP cloud application and

another set for a different site.
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Figure 14.
Cisco Umbrella - DNS layer Security
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We deploy Umbrella Virtual Appliances (VA) in the Management tier of the GCP VPC. These VAs act as DNS
forwarders to Umbrella. The VPC offers the option to configure custom DNS using a DNS Policy; allowing us to
point the cloud resources in each VPC to Umbrella VAs instead of the local DNS. Every resource, that is
launched into the VPC, will use these Umbrella DNS forwarders, to provide a control knob for the DNS layer
security.
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Figure 15.
Umbrella - DNS Traffic Monitoring

Cisco Duo

Cisco Duo provides secure access to applications and data, no matter where the users are, on any device, and
from anywhere. Cisco Duo’s secure access solution creates trust in users, devices, and the applications they
access. Cisco Duo provides the following functions:

e Multi-Factor Authentication: Verify the identity of all users with Duo's strong multi-factor authentication
e Single Sign-on: Seamless, single dashboard access to all applications

e Remote Access: Secure access to cloud and on-premises applications and servers, with or without VPN
e Device Trust: Check that user devices meet security standards before granting them access

e Adaptive Access Policies: Set policies to allow or block access attempts by a user or a device, based on
contextual factors
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In this design, we used Duo’s Multi-Factor Authentication (MFA) for our GCP cloud application. Multi-factor

authentication from Duo protects the cloud applications by using a second source of validation, like a phone or
token, to verify user identity before granting access. MFA allows you to build a zero-trust framework but is also
essential for compliance purposes. Duo provides native integration for any application. Refer to the

implementation section of this guide for more details.

Admins have several options when it comes to enrolling new users in Duo, such as self-enroliment, Active
Directory sync, and OpenLDAP sync. Duo admin portal allows a highly convenient way to track any user activity.
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27 Authentications

Shown at every day.

22 29 1 22 29 1
Apr May

@
w

Showing 1-25 of 27 items Showing rows

Timestamp (UTC) Result User Application Access Device Second Factor
10:00 PM + Granted amansin3 WordPress-mvva > Mac OS X 10.14.6 > Duo Push
MAY 11, 2020 User approved Atlanta, GA
9:16 PM + Granted amansin3 WordPress-Avwa > Mac OS X 10.14.6 > Duo Push
APR 29, 2020 User approved Cary, NC
12:34 AM + Granted amansin3 Web SDK > Mac OS X 10.14.6 > Duo Push
APR 23, 2020 User approved Cary, NC
11:34 PM v Granted amansin3 Web SDK > Mac OS X 10.14.6 > Duo Push
APR 22, 2020 User approved Cary, NC
Figure 17.

Duo - User Activity

Cisco SecureX

Cisco SecureX leverages the integrated security architecture to accelerate investigations by automating and
aggregating threat intelligence and data across your security infrastructure in one unified view. Some of the key
features are:

Aggregated threat intelligence: Integrates threat intelligence from Cisco TALOS and third-party sources
to automatically research indicators of compromise (I0OCs) and confirms threats quickly

Automated enrichment: Automatically adds context from integrated Cisco Security products, so that you
instantly know which of your systems was targeted and how

Incident tracking: Provides the capability you need to collect and store key investigation information, and
to manage and document your progress and findings

Interactive visualizations - Shows your results on intuitive, configurable graphs for better situational
awareness and quick conclusions

Seamless drill down - Makes deeper investigations easy using integrated Cisco Security products. A
single click takes you inside Cisco Secure Endpoint

Direct remediation - Lets you take corrective action directly from its interface. Block suspicious files,
domains, and more without having to log in to another product
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In this architecture, we are receiving information from Secure Cloud Analytics, Umbrella, Secure Endpoint and
Secure Workload to provide threat intelligence, contextual approach, and threat hunting capabilities. Refer to
the Cisco SecureX documentation for more details on available Cisco and third-party integrations.
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Cisco SecureX threat response - Threat Hunting

Design Implementation

Now that we have established the design specifics of our tiered application in GCP, we will begin implementing
and setting up the secure application.

We will start by setting up the VPC (Virtual Private Cloud) as per the tiered architecture specifications. We will
then integrate Secure Cloud Analytics. After that, we will set up the Umbrella VAs in the management tier and
update the DNS policy settings for the VPC.

Once the VPC and related integrations are finished, we will configure a SQL database instance and bring up the
Instance Groups for the Application and Web workloads (with Tetration, AMP4E agents and Duo MFA plugin).
We will then set up the Load Balancers for Web and Application Instance Groups. At this point we will have a
fully functional application running in GCP.

We will conclude our set up with Cisco SecureX integration.
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Note: Secure Workload, Secure Endpoint, Cisco SecureX, Secure Cloud Analytics, Umbrella, and Secure
Access by Duo offer EU based locations for customers having to follow EU rules.

. Secure Cloud Secure Access by
Secure Workload Secure Endpoint Analytics Umbrella Duo SecureX

Deployment Overview:
e Set up the GCP components
> VPC
o Subnets
o NAT gateway
o Cloud router
o SQL instance
e Integrate Secure Cloud Analytics for VPC monitoring
e Set up Umbrella DNS Security

e Set up the Auto Scaled Application and Web Workloads (Tetration, AMP4E agent and Duo MFA plugin
installation) with App and Web NLBs

e Set up Cisco SecureX

Note: Before you begin, make sure you have the appropriate privileges to create all the VPC components.
Follow the GCP Documentation for more information on 1AM service.

Set up GCP infrastructure components

This section of the guide will focus on setting up the components that can be created without any additional
setup or external files. Anything component that has not been setup in this section will be done when they are
ready to be setup.

Implementation procedure:
e Create the VPC and subnets
e Create NAT gateway
e Create SQL Instance
e Create Bastion Host

e Create Firewall Rules
Create the VPC

The VPC is where all the GPC products and components come together so that can make this solution possible.
It is the most important component of the whole guide to setup.

Step 1. Log on to the GCP console and select VPC networks in the VPC network product
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Google Cloud Platform

# Home >

== View all products

PINNED

{£}  Compute Engine >
n VPC network >
iﬁ Network services >
9 Network Security >
= Cloud Storage >
£ sa.

@  BigQuery >

MORE PRODUCTS A

VPC networks
External IP addresses
Bring your own P
Firewall

Routes

VPC network peering
Shared VPC

Serverless VPC access

Packet mirroring

Step 2. Select CREATE VPC NETWORK

VPC networks

VPG natwork

VPC networks

There are o local VPG networks In the current project

CREATE VPC NETWORK

Step 3. The CREATE VPC NETWORK page looks like so:
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& Create a VPC network

[ Name * B (7] ]

Lowercase letters, numbers, hyphens allowed

Description ’

VPC network ULA internal IPv6 range @
Enabling this feature will assign a /48 from Google defined ULA prefix fd20::/20.
O Enabled

(@ Disabled

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets. Learn more

Subnet creation mode @
@® custom
O Automatic

New subnet A

C= 3

Lowercase letters, numbers, hyphens allowed

Description

{ Region * v @ J

IP stack type
@® IPv4 (single-stack)
O IPv4 and IPv6 (dual-stack) @

IPv4 range * (2]

CREATE SECONDARY IPV4 RANGE

Private Google Access [~]
O on
® off

Flow logs

Turning on VPC flow logs doesn't affect performance, but some systems generate a large
number of logs, which can increase costs in Cloud Logging. Learn more

O on
® off

CANCEL DONE

ADD SUBNET

Step 4. Give the new VPC a meaningful name. This guide will use gcp-iaas

© 2022 Cisco and/or its affiliates. All rights reserved.
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Name *
[gcp—iaas (7] ]

Lowercase letters, numbers, hyphens allowed

Description

Step 5. Create a subnet for the web application tier.
e Give it a meaningful name. This guide will name the subnet web-net
e Select the region that is best for this setup. The region for this guide will be us-east1
e Set the internal subnet that will be used. This guide will use the 10.0.1.0/24 subnet range
e Set Flow logs to On

e Leave everything else as their default and click on Done
Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets. Learn more

Subnet creation mode

(® Ccustom
() Automatic
Edit subnet ~
Name * .
| web-net (7] ‘

Lowercase letters, numbers, hyphens allowed

Description

- Region* N
asia-east2 - @ ‘

-~ IP add range *

| 10.1.1.0/24 ) ‘

CREATE SECONDARY IP RANGE

Private Google Access @
O on
@® off

Flow logs

Turning on VPC flow logs doesn't affect performance, but some systems generate a large
number of logs, which can increase costs in Cloud Logging. Learn more

@® on
O off

v CONFIGURE LOGS

DONE
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Step 6. There should now be the web-net and an ADD SUBNET option. Add two more subnets, one for
the application tier and management network. Each will use the following the name, region, and subnet
in this guide.

e e

web-net us-east1 10.0.1.0/24
app-net us-east1 10.0.2.0/24
mgmt-net us-east1 10.0.10.0/24

web-net v

app-net v

mgmt-net v

ADD SUBNET

Step 7. After there are four subnets like in the above figure, leave the rest of the fields as their defaults
and click on CREATE at the bottom of the page

CREATE CANCEL

Step 8. Validate the VPC has been created with the four subnets

VPC networks [ CREATE VPC NETWORK C' REFRESH

Name 4 Region Subnets MTU @ Mode IP address ranges Gateways
w gcp-iaas 3 1460 Custom
us-east1 app-net 10.0.2.0/24 10.0.2.1
us-eastl mgmt-net 10.0.10.0/24 10.0.10.1

us-east1 web-net 10.0.1.0/24 10011

Step 9. Select the new VPC by clicking on its name

Step 10. Select the app-net subnet by clicking on its name
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gcp-iaas

Subnet creation mode

Custom subnets

Dynamic routing mode
Regional

DNS server policy
None

Maximum transmission unit
1460

SUBNETS STATIC INTERNAL IP ADDRESSES FIREWALL POLICIES FIREWALL RULES ROUTES
ADD SUBNET FLOWLOGS ~

Private Google Access is in effect (even though it has not been enabled manually) when Cloud NAT is enabled for the prin|

o

Learn more

= Filter Enter property name or value

O Name 4 Region 1P address ranges Gateway Private Google Access Flow logs
O  appnet us-east] 10.0.2.0/24 10021 on off
O mgmtnet  us-east] 10.0.10.0/24 10.0.10.1 off off
O  webnet us-eastl 10.0.1.0/24 10011 off off

Step 11. Click on EDIT for this subnet

< Subnet details /' EDIT @ DELETE

app-net

VPC Network

gcp-iaas

Step 12. Change the Private Google Access to On and SAVE

Private Google Access
® on
O off

o Private Google Access is in effect (even though it has not been enabled
manually) for packets sent from this subnet's primary and secondary IP
ranges because Cloud NAT is configured for those ranges.

Learn more

Create a NAT Gateway

The NAT gateway is used so that the internal compute instances may access the internet for updates and

downloading initial configs without being directly exposed to the internet.

Step 1. Go to Network services and then select Cloud NAT
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# Home >

e View all products

PINNED
{2}  Compute Engine >
u VPC network >
ita  Network services >
Load balancing
@ Network Security > Cloud DNS
= Cloud CDN
=s Cloud Storage >
Cloud NAT
<
¥ sa Traffic Director
@ BigQuery > Service Directory

Cloud Domains

MORE PRODUCTS A R X
Private Service Connect

Step 2. Click on GET STARTED

Network services

Cloud NAT

Cloud NAT lets your Compute Engine instances and Kubernetes Engine container
pods communicate with the internet using a shared, public IP address. Cloud NAT
uses a NAT gateway to connect your subnets to a Cloud Router, a virtual router that
connects to the internet.

Click "Get started" to configure a NAT gateway. Learn more

GET STARTED

Step 3. Give the NAT gateway a meaningful name and select the Network and Region that is being used
for this guide. This guide will name the NAT gateway gcp-iaas-nat
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& Create a NAT gateway

Cloud NAT lets your VM instances and container pods communicate with the internet
using a shared, public IP address.

Cloud NAT uses NAT gateway to manage those connections. A NAT gateway is region
and VPC network specific. If you have VM instances in multiple regions, you'll need to
create a NAT gateway for each region. Learn more

- G y name *

gcp-iaas-nat 9

Lowercase letters, numbers, hyphens allowed

Select Cloud Router @

- Network *
gcp-iaas -
Region *

[ us-east1 (South Carolina) >~ @
4 subnets.
Cloud Router * ~ @

Step 4. In the Cloud Router dropdown, select Create new router

[Clnud Router *

o]
= Filter Type to filter

N Create new router

S i n

Step 5. Give the new router a meaningful name and click on Create. This guide will name it gcp-iaas-
router

Create a router

Google Cloud Router dynamically exchanges routes between your Virtual Private
Cloud (VPC) and on-premises networks by using Border Gateway Protocol (BGP)

Name *
[gcp-iaas-router (2] }

Lowercase letters, numbers, hyphens allowed

Description
Y
Network *
gcp-iaas (7]
Region *
us-east1 (South Carolina) - @
{ BGP peer keepalive interval seconds @

CREATE CANCEL

Step 6. After the router has been created, leave the rest as their defaults and click on Create

Step 7. Validate the new NAT gateway has been made
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Cloud NAT CREATE NAT GATEWAY W DELETE C REFRESH

= Filter Enter property name or value

|:| Gateway name Region Cloud router Status

|:| gcp-iaas-nat us-east1 gcp-iaas-router @ Running

Create SQL Instance

The SQL instance needs to be created for the web application to be able to store data. This can be setup any
time before the web application is installed. But this is a good point to do it since it can take a while for it to
come up.

Step 1. Go to the SQL product in GCP

@ Home >

am View all products

PINNED

{=} Compute Engine >
::: VPC network >
ies  Network services >
@ Network Security >
& Cloud Storage >
€ sa X

Step 2. Click on CREATE INSTANCE
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Cloud SQL Instances
Cloud SQL instances are fully managed, relational MySQL, PostgreSQL, and SQL
Server databases. Google handles replication, patch 1t, and datab
management to ensure availability and performance. Learn more

To get started with Cloud SQL, you can create a new instance or use Database
Migration Service to migrate your SQL database to Google Cloud.

CREATE INSTANCE = MIGRATE DATA

Step 3. Select Choose MySQL out of the three options available

g s € cemeanmmane

Choose your database engine

8 MysaL @ PostgraSoL 8 SO Server

e 88,5756 Ve 14,1292, 1,

s e—r

Chocas MySaL Couees PosgsoL Chusen S0 e

Wt e <onten o Gl S0 daishess ssgres? Lo e

Step 4. Give the MySQL instance a meaningful name and password that conforms with company
requirements. This guide will use the name gcp-iaas-mysql

< Create a MySQL instance

Instance info

- Instance ID *
| gcp-iaas-mysql D |

Use lowercase letters, numbers, and hyphens. Start with a letter.

- Password * \
|........ B & GENERATE |

Set a password for the root user. Learn more

Step 5. Leave the Database version as the default (5.7)

Database version *
I MySQL 5.7 - ]

Step 6. Change the region to the region of the VPC and leave the availability to the default of Multiple
zones. This guide is using the us-east1 region
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Choose region and zonal availability
For better performance, keep your data close to the services that need it. Region is

permanent, while zone can be changed any time.

Region

us-east1 (South Carolina) v

Zonal availability
O single zone
In case of outage, no failover. Not recommended for production.
® Multiple zones (Highly available)
Automatic failover to another zone within your selected region. Recommended for

production instances. Increases cost.

Vv SPECIFY ZONES

Step 7. Select the dropdown SHOW CONFIGURATION OPTIONS under Customize your instance

Customize your instance

You can also customize instance configurations later

v SHOW CONFIGURATION OPTIONS

Step 8. In the Instance IP assignment section, change the type from Public IP to Private IP and select
the created VPC in the Network dropdown

Instance IP assignment

Private IP
Assigns an internal, Google-hosted VPC |P address. Requires additional APls and
permissions. Can't be disabled once enabled. Learn more

Associated networking
Select a network to create a private connection

k *

gcp-iaas hd

A Private services access connection required

Your network “gcp-iaas” requires a private services access connection. This
connection enables your services to communicate exclusively by using internal
IP addresses. Learn more

SET UP CONNECTION

v SHOW ALLOCATED IP RANGE OPTION

Step 9. A Private services box should appear. Click on SET UP CONNECTION

A Private services access connection required

Your network "gcp-iaas” requires a private services access connection. This
connection enables your services to communicate exclusively by using internal
IP addresses. Learn more

SET UP CONNECTION

Step 10. Select the radio button to create a new IP range and give it a meaningful name. This guide will
use db-net. Then allocate a new IP range to it. This guide is using 10.0.3.0/24
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@& Enable Service Networking API
\
©® Allocate an IP range

Google will use this allocated IP range to create subnets.

@ Select one or more existing IP ranges or create a new one

() Use an automatically allocated IP range

"gcp-iaas-ip-range”

CONTINUE

| Select or create an IP range v |
~ Name* ————— _ Allocated IP address range *
| db-net 10.0.3.0/24 | ]

Google will automatically allocate an IP range of prefix-length /20 and use the name

Step 11. Click on Continue and then Create Connection

Step 12. Everything else will left as their default, click on CREATE INSTANCE

CREATE INSTANCE CANCEL

Step 13. Validate the Instance has been created

Overview /" EDIT & IMPORT & EXPORT

Allinstances » gcp-iass-mysql
@ gcp-iass-mysq|

MySQL 5.7

Step 14. Save the Private IP Address for later use

Step 15. Go to Users and click on ADD USER ACCOUNT

<
= sSqQL Users

PRIMARY INSTANCE 3
Allinstances » gep-iass-mysql
B Overview @ gep-iass-mysq|
MySQL 57
=+ Connections

Users

E  Databases ADD USER ACCOUNT
& Backups ® Username 4 Hostname Authentication
£ Replicas a raot % (any host) Built-in

Operations

User accounts enable users and applications to connect to your instance. Leam more

Step 16. Create a new user called wpuser and give it a meaningful password
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Choose how to authenticate
‘You can manage access to this instance using Cloud IAM or MySQL built-in
authentication. Learn more

(®) Built-in authentication
Creates a new username and password specific to this instance. User account will have
root access, but you can customize that later as needed. Learn more

User name *

[ wpuser

|

P N

Hostname @

(®) Allow any host (%)

() Restrict host by IP address or address range

Users created with built-in authentication have the same privileges as the root user. Learn

more

() Cloud 1AM
Associates an existing LAM principal with this user account. Must have a role providing
instance-evel access assigned to connect.

oo IR

Step 17. Click on ADD and save this username and password for later

Create a Bastion host

Creating a bastion host is important for keeping our devices secure and not allowing them to be visible out on
the internet. This host will allow us to connect to internal instances without needing to have them publicly

exposed.

Step 1. Go to Compute Engine -> VM Instances

ﬁ Home >

as View all products

PINNED

{=F  compute Engine

VIRTUAL MACHINES

::: VPC network > VM instances

Step 2. Click on CREATE INSTANCE at the top of this page

INSTANCES INSTANCE SCHEDULE

infrastructure. Learn more

VM instances El CREATE INSTANCE & IMPGJ

WM instances are highly configurable virtual machines for running w

Step 3. Give this host a meaningful name. This guide will call is bastion-host
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Step 4. Change the region to be the same region as where the VPC was created and the zone to be the

same zone as well.

Step 5. Make the Machine type an e2-micro. The instance should look like so after these steps:

~ Name *

Machine configuration
Machine family
GENERAL-PURPOSE COMPUTE-OPTIMIZED MEMORY-OPTIMIZED

ine types for kloads, optimized for cost and flexibility

~ Series

GPU

bastion-hast [7]
Labels @
+ ADD LABELS
~ Region * . Zone * .
us-east] (South Carolina) * @ | [ us-east1-b * @
Region is permanent Zone is permanent

E2

M |

CPU platform selection based on availability

Machine type

e2-micro (2 vCPU, 1 GB memory)

M |

@ VCPU Memory
W 1 shared core 168

Step 6. Go down to NETWORKING, DISKS, SECURITY, MANAGEMENT, SOLE-TENANCY and expand the

dropdown

Step 7. In the Networking section, give the instance a tag of iap
Step 8. Change the network interface to be in the mgmt-net
Step 9. Change the External IP to None and click on Done

Step 10. The network should be configured like the image below:
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Networking A
Hostname and network interfaces

Network tags
[(wo | o |
| Hostname ﬂ |

Set a custom hostname for this instance or leave it default. Choice is permanent

IP forwarding @

[] Enable

Network performance configuration

Network interface card -

Network bandwidth

[T] Increase total egress bandwidth
Maximum cutbound network bandwidth: 1Gbps

Network interfaces @

MNetwork interface is permanent

Edit network interface ~
~ Network * .
| gcp-iaas * @ |
- b rk* "
| mgmt-net (10.0.10.0/24) - @ |

~ Primary internal IP .
| Ephemeral (Automatic) * 9 |

Alias IP ranges

=+ ADD IP RANGE

~ E I IP )
Mone * 9

DONE

Step 11. Go to the Management section and then find Metadata

Step 12. Click on ADD ITEM

Step 13. Make the key be enable-oslogin and the value to TRUE

Metadata

‘You can set custom metadata for an instance or project outside of the server-defined metadata.
This is useful for passing in arbitrary values to your project or instance that can be queried by
your code on the instance. Learn more

Key 1* . Value 1
[ enable-oslogin | { TRUE
J P

+ ADD ITEM

Step 14. The instance has been setup, click on CREATE

Setup Firewall Rules
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These firewall rules will allow the bastion host to connect to umbrella hosts later in this guide and allow ssh

access from the GCP IAP tunnel. First will be the tunnel rule, then the host-to-host rule
IAP Rule

Step 1. Go to VPC network -> Firewall

Step 2. Click on CREATE A FIREWALL RULE

Step 3. Give this rule a meaningful name. This guide will use iap-allow-ingress-bastion
Step 4. In the Targets section, add a tag of iap

Step 5. In the Source filter section, add this IP range 35.235.240.0/20

Step 6. In Protocols and ports, check TCP and add port 22 to it

Step 7. Click on CREATE

Step 8. The rule should look like this:
]

iap-allow-ingress-bastion

Description

Logs

Turning on firewall logs can generate a large number of logs which can increase costs in Cloud
Logging. Learn more

() on

O off

Network

gep-iaas

Priority *
1000 CHECK PRIORITY OF OTHER FIREWALL RULES @

Priority can be 0 - 65535

Direction
Ingress

Action on match
Allow

Specified target tags - |

i © |

IPvd4 ranges * @ |

Source IPv4 ranges *
35.235.240.0/20 € for example, 0.0.0.0/0, 192.168.2.0/24 7] |

Second source filter

[
[
e
[
[

Protocols and ports @
() Allow all

(®) Specified protocols and ports

tep: 22

D udp: all

[C] Other protocols

protocols, comma separated, e.g. ah, sctp

Host to Host Rule
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Step 1. Create a new rule and give it a meaningful name, this guide will use bastion-to-umbrella-va
Step 2. Add the tag dns to the Target tags

Step 3. Change Source filter to Source tags

Step 4. Add iap to the Source tags

Step 5. Check the TCP box and add port 22 to it

Step 6. It should look similar to what is below:

bastion-to-umbrella-va

Description

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in Cloud
Logging. Learn more

() on
) off

Network
gcp-iaas

Priority * .
[ 1000 CHECK PRIORITY OF OTHER FIREWALL RULES @

Priority can be 0 - 65535

Direction
Ingress

Action on match
Allow

Specified target tags A |

Target tags .
dns |

Source tags *

iap © (7] |

Second source filter

[
[
P
[
[

Protocols and ports @
() Allow all
(®) Specified protocols and ports

tep 22

D udp : all

[C] Other protocols

protocols, comma separated, e.g. ah, sctp

Setup IAP and connect to host

IAP needs to be enabled and configured to access the bastion host without giving it an external IP address.
The simplest way to do this is to use the troubleshoot ssh command. To do this, do as follows:
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Step 1. Select the dropdown next to the SSH button and select View gcloud command

Connect
S8H ~ :
S Open in browser window
SSH . .
Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Use another SSH client

Step 2. In the window that popped up, click on RUN IN CLOUD SHELL

RUM IN CLOUD SHELL

Step 3. It will then put the command into the cloud shell, add this flag to the command before continuing:
--troubleshoot. After this flag has been added, the command should look like so:

gcloud compute ssh --zone "us-eastl-b" "bastion-host" --tunnel-through-iap --project
"your-project-here" -troubleshoot

Step 4. Press enter and accept all the prompts in the troubleshooting process. This will give the proper
IAP and network permissions to the user that is logged in

Step 5. The console should now connect to the bastion host
Integrate Secure Cloud Analytics

Step 1. Follow the steps illustrated in the Secure Cloud Analytics Dashboard in Settings -> Integrations -
> GCP -> About to get Secure Cloud Analytics integrated into GCP

Step 2. After the integration is done, click on the cloud icon on the top right-hand side of the portal and
you should see a GCP sensor with a green check mark against it, indicating a successful integration.

d._") Secure Cloud Analytics Q | A9 a @, L. | ‘tse SECURE

Monitor ~~ Investigate Report ~~ Seftings v

Settings
° & Sensors
NSOrs

Alerts/Watchlists
Integrations

Entity Groups

GCP Sensors @

Account Management

Subnets ‘ & GCP: gcp-gcpsafecloud-nprd-40978

Webhooks/Services

Sensors
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Set up Umbrella Virtual Appliances
Set up the Virtual Appliance (VA) image

Step 1. Follow the Umbrella guide on creating Umbrella VA images

Create the Umbrella VA Instance Templates

Step 1. Follow the Umbrella guide on creating the templates except for the networks section

Step 2. In the Networking section of the template, add a dns tag

Step 3. In the Network interfaces section, change it to the VPC and make the subnetwork mgmt-net
Step 4. Change the External IP to None. Click on Done

Step 5. The network section should look as follows:

Networking

Hostname and network interfaces

-

N rk tags .
[ dns @ (7] |

Hostname (2] |

Set a custom hostname for this instance or leave it default. Choice is permanent
IP forwarding @
[ Enable

Network performance configuration

Network interface card -

Network bandwidth

[] Increase total egress bandwidth
Maximum outbound network bandwidth: 2Gbps

Network interfaces @

Network interface is permanent

Edit network interface ~

*

|gcp—iaas * @ |

rk *

| mgmt-net (us-east1) 10.0.10.0/24 > @ |

Alias IP ranges

=+ ADD IP RANGE

~ External IP .
None * @

DONE

Create the Instance
Step 1. Follow the Umbrella guide on creating the instance until the Network section
Step 2. Once in the Networking section, edit the network interface

Step 3. Change the Primary internal IP to Ephemeral (Custom)
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Step 4. Give it an IP of 10.0.10.253

Edit network interface ~
-~ Network * .
‘ gcp-iaas - @ ‘
~ Sub rk* )
‘ mgmt-net (10.0.10.0/24) -~ @ ‘

~ Primary internal IP .
‘ Ephemeral (Custom) ~ @ ‘

Custom ephemeral IP address *
[ 10.0.10.253 ]

Step 5. Continue with the guides steps after this
Step 6. Repeat these steps for the second instance but use an IP of 10.0.10.252

Validate that both VAs are running in GCP and that the Umbrella portal shows two appliances with the green
status under Deployments > Configuration > Sites and Active Directory.

Cisco Umbrella

e il Deploymerts f Gonfiguration I/{El-\\ ‘/6\‘ ‘/;\I
asco - Sjtes and Active Directory e B

Sites and Active Directory provides you with the means to integrate and deploy virtual appliances and Active Directory (AD). Active Directory (AD) integration supplements Umbrella

Core Idantit virtual appliances (VAs) and roaming clients by providing AD user, group, or computer name Information for each applicable DNS request
ore ldentites

Networks

Network Devices = FILTERS Q_ Search Sites and Active Directory

Roaming Gomputers

Configuration

Name ¥ Intemal IP site Type Status Version
Mobile Devices
‘Chromebook Users va-1 10.0.10.253 gepiaas.net Virtual Appliance @ Imported: 19 hours ago (A 300
Network Tunnels ——
va-2 10.0.10.252 gcplaas.net Virtual Appliance @ Imported: 19 hours ago (@ 313)
Users and Groups
Page:‘ 1 v ‘ Results Per Fags:‘ 10 v | 1-20f2 4 >

Domain Management

Sites and Active Directory

Configure the Umbrella VA instances

Optionally, you can create and assign a site name for your GCP VAs. This site name can be used as an identity
to configure specific policies for GCP. Click on Settings on the same page to add site name and then update
the VA entries above.
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Cisco Umbrella

e lvaly,  Deployments f Configuration (1 ° oy
cisco - — g
Sites and Active Directory e s Aisoe s
Want to set up Active Directory integration or deploy Virtual Appliances? Click Download above to get started.
s and Groups.
TR ¢ BACK TO SITES AND ACTIVE DIRECTORY
Sites Auto-Updates
Name ¥ @ Add New Site
ault S
Site Name
CANCEL m Page} 1 ~,  Results PerPage] 10 ~, 1-30f3

Step 1. Configure the local DNS on Umbrella Virtual Appliances - Follow the Umbrella documentation to
configure local DNS on each VA. The local dns will be c.project-name.internal. Set this IP as local
DNS on both Umbrella VAs.

Step 2. Set up policies to exempt internal domains - Log on to the Umbrella portal, go to Deployments >
Configuration > Domain Management and add the internal domains that should be routed to the local
GCP resolver. Based on your set up, the list of internal domains will vary.

Cisco Umbrella

sty +D8ployments/ Gonfguranon
© Uit Domain Management e

Networks

Want to route certain domains to your local resolver? You've come to the right place. Click " Add" above to get started.
Roaming Computers

Mobile Devices

Internal Domains (10) Exter Domains & IPs ((

Chromebook Users

Domain Name A Description

Network Tunnels

Web Users and Groups RFC-1918 oublicly routable address spaces used only for reverse DNS on intern

Configuration

Domain Management

amazonaws.com AWS Internal All Sites, All Devices
Sites and Active Directory

azure.com Azure internal All Sites, All Devices
Internal Networks

compute.internal AWS Internal All Sites, All Devices
Root Certificate

ec2.internal AWS Internal Al Sites, All Devices

SAML Configuration

Step 3. Update the DNS server policy - Go to VPC network -> VPC Networks and edit the VPC for this
setup.

Step 4. Under the DNS server policy click on Create a new server policy.
Step 5. Give this policy a meaningful name. This guide will use gcp-iass-dns

Step 6. Add the two Umbrella VA IP addresses to the Alternate DNS Servers
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~ Name * .
gep-iaas-dns (7] |

Lowercase, no spaces.

Description

Logs
Turmning on private DNS logs can generate a large number of logs which can increase costs in
Cloud Logging

() on
@ off

Inbound query forwarding @

®) on
O off

Alternate DNS servers (Optional) @

All queries will be forwarded to these nameservers. This will override any private zone
configurations or default nameservers on a netwerk. Learn more

- IP Address 1* .
| 10.0.10.253 | [] Private forwarding 1
1P Address 2* i
| 10.0.10.252 | [] private forwarding 2
+ ADDITEM
| gep-iaas - @

Step 7. Click on SAVE AND CONTINUE
Step 8. Click on SAVE

This VPC should now have a new DNS server policy in use

DNS server policy

gcp-iaas-dns

Create Instance Templates, Instance Groups, and Load Balancers

An instance template needs to be created before the instance groups or load balancer can be configured. This
process will go from the app tier to the web tier. Doing the app template, instance group, firewall rule, and load
balancer. Then the web template, group, and load balancer. Before this process can start, we must get the
Secure Endpoint and Secure Workload files needed for the installation process.

Get Secure Endpoint URL
Step 1. Login into the Secure Endpoint portal and go to Management -> Groups

Step 2. Create a new group with a meaningful name and leave it all as the default for now. This guide will
use GCP-IAAS as the group name

Step 3. Go to Management -> Download connector and show the URL for the Linux connector. Save
this for later
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Secure Endpoint & A m e L

Brermer il SECURE

Dashboard Analysis ~ Control~ Management ~

Download Gonnector

Group

== Windows

No computers require updates 4 L

v Connector Version: 1.16.2.853
Connector Version: 7.1.5.11523 © Package Format: DMG

A Linux & Android
v

Distribution | Amazon Linux 2 ~ Connector Version: 2.3.0.10

Connector Version: 1.17.1.805

Host Secure Workload installer

Step 1. Login into the Secure Workload portal and go to Manage -> Agents -> Installer

Step 2. Select Auto-Install Agent using an installer. Then Next

Step 3. Select Linux for the platform and No for the HTTP Proxy

Step 4. Click on Download Installer and Next

Step 5. Create a Cloud Storage Bucket in GCP and upload the Secure Workload installer to it

App Instance Template

Now that the Secure Endpoint and Secure Workload files have been prepped. The app instance template can
be created.

Step 1. Go to Compute Engine -> Instance Templates -> CREATE INSTANCE TEMPLATE
Step 2. Give the template a meaningful name. This guide will use app-template

Step 3. Change the Boot disk from Debian to CentOS

Step 4. In the Networking section, add a network tag of app

Step 5. Under Network interfaces, change subnetwork to app-net

Step 6. Remove the external IP

Step 7. Go to the Management section and in the Automation field, add the script that is below to it.
Please modify the #{} fields to be the SQL database username, password, ip, and database.

Note: It would go from ${example} to example.com

#Pre-requisite packages
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sudo yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-
7 .noarch.rpm

sudo yum -y install https://rpms.remirepo.net/enterprise/remi-release-7.rpm
sudo yum -y update

sudo yum install -y wget unzip lsof ipset httpd rsync yum-utils awk grep unzip sed
dmidecode openssl curl libcurl rpm flock ipset iptables ip6tables

sudo yum-config-manager --enable remi-php74

sudo yum -y install php php-cli php-fpm php-mysqlnd php-zip php-devel php-gd php-mcrypt
php-mbstring php-curl php-xml php-pear php-bcmath php-json

sudo systemctl start httpd

sudo systemctl enable httpd

sudo setsebool -P httpd can_ network_connect 1

#Wordpress install

sudo wget https://wordpress.org/latest.tar.gz

tar -xzf latest.tar.gz

cd wordpress

sudo cp wp-config-sample.php wp-config.php

#ireplace ${} with the info from the SQL instance

sudo sed -i -E 's/username_here/${user}/g' ./wp-config.php
sudo sed -i -E 's/password _here/${password}/g' ./wp-config.php
sudo sed -i -E 's/database name_ here/${database}/g' ./wp-config.php
sudo sed -i -E 's/localhost/${host ip}/g' ./wp-config.php

sudo rsync -avP * /var/www/html/

sudo chown -R apache:apache /var/www/html/*

sudo systemctl restart httpd

#commands to install Secure Endpoint

sudo gsutil cp
gs://${bucket name here}/tetration_installer intgssopov_enforcer linux tuvok.sh

sudo chmod u+x tetration_installer_ intgssopov_enforcer linux_tuvok.sh
./tetration_installer_intgssopov_enforcer linux tuvok.sh

#commands to get secure endpoint and install it

wget -O ampConnector.rpm ${secure_endpoint_url}

sudo yum localinstall ampConnector.rpm -y
Step 8. This template can now be created. Click on CREATE

Step 9. There should now be an app-template in the instance templates

nstance templates CREATE INSTANCE TEMPLATE REFRESH 4 CREATE INSTANCE GROUP 0O copY W DELETE
Inst. templat ® ISTANCI & S| i C [ ]

Instance templates are saved VM configurations used to create identical VMs, either
individually or as part of managed instance groups. Learn more
= Filter Filter instance templates 7] m

O Name 1 Machine type Image Disk type Placement policy @ In use by Creation time Actions

I:‘ app-template e2-medium centos-7- Balanced persistent Mo policy Feb 15, 2022, 11:25:54 AM E
V20220126 disk UTC-05:00

App Instance Group
Step 1. Go to Instance Groups
Step 2. Click on CREATE INSTANCE GROUP
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Step 3. Give it a meaningful name. This guide. Will app-group
Step 4. Change the Instance template to app-template

Name *
[ app-group JEI ] |

Name s permanent

Description

Instance template *
[app'lemplale - @ ]

Step 5. Change the Location from Single zone to Multiple zones

Step 6. Change the Region to us-east1 if that is where the VPC is located

Location

For higher availability, select multiple zones in a region instead of a single zone. Leam more
() Single zone

(® Multiple zones

Region * - Zones.
[us-easn (South Carolina) - @ | ‘ us-east]-b, us-eastl-c, and us-east1-d * @ |

Target

[ Even - |

Step 7. Go to Autohealing, click on the drop down and select CREATE A HEALTH CHECK

Autohealing

Autohealing recreates VM instances If your application cannot be reached by the health check. Leam more

[-Haalm check

= Filter Typeto fiter ']
No matehes for ™

F  CREATE A HEALTH CHECK

Tor rougr e o

Step 8. Give this health check a meaningful name. This guide will use app-health-check
Step 9. Change the Protocol to TCP and Port 80

Step 10. SAVE

Step 11. Click on CREATE

Step 12. There should now be a new instance group

Instance groups ¥4 CREATE INSTANCE GROUP ' REFRESH W DELETE

Instance groups are collections of VM instances that use load balancing and automated
services, like al ling and healing. Learn more

= Filter Enter property name or value

[ status Name Instances Template Group type Creation time Zone

I:‘ (V) app-group 1 app-template Managed Feb 15, 2022, 4:14:25 PM UTC-05:00 On: Target CPU utilization 80% us-east1 (3/3)

Health Check Firewall Rule

A firewall rule needs to be created so that the health checks can reach the instances. The rule needs to allow
the two IP ranges from Google that are set aside for health checks. They are 130.211.0.0/22 and
35.191.0.0/16.

Step 1. Go to VPC network -> Firewall
Step 2. Click on CREATE FIREWALL RULE

Step 3. Give the rule a meaningful name. This guide will use healthcheck-rule
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Step 4. Change the Network to gcp-iaas

Step 5. Add web and app tags to the Target tags box

Step 6. In the Source IPv4 ranges box, add these two ip ranges
o 130.211.0.0/22
o 35.191.0.0/16

Step 7. Check the tcp port box and add ports 80,443

Step 8. The targets, addresses, and ports should like what is below

Targets

[Speciﬂedtargenags r @ ]
Target tags *

EXET ]
Source filter

[IF'vManges > @ ]

Source IPv4 ranges *
[ 130211.00/22 ©  35191.0.0/16 €@ for example, 0.0.0.0/0,192.1682. @ ]

Second source filter

[Ncne > @ ]

Protocols and ports @
() Allow all
(®) Specified protocols and ports

tep: 80,443

[ udp: all

[] other protocols

protocols, comma separated, e.g. ah, sctp

Step 9. Click CREATE
App Load Balancer

Step 1. Go to Network services -> Load balancing

PINNED
{£}  compute Engine >
::: VPC network >

gia  Network services
Load balancing

4@ | YT S L O HY LN Y1 NV VT.Y
Step 2. Click on CREATE LOAD BALANCER
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Network Services

Load balancing

Load balancers distribute incoming network traffic across multiple VM instances to
help your application scale. Learn more

CREATE LOAD BALANCER

Step 3. Go to the TCP Load Balancing option and cli

ck on START CONFIGURATION

TCP Load Balancing

Layer 4 load balancing or proxy for applications that rely on TCP/SSL protocol Learn
more (2
Configure

TCP LB

SSL Proxy
TCP Proxy
Options

Internet-facing or internal
Single or multi-region

START CONFIGURATION

Step 4. For the Internet facing or internal only, select Only between my VMs

Step 5. For the Multiple regions or single region, it should have defaulted to Single region only. If it did

not, please change it to Single region only

Step 6. Verify the settings should look like below:

Internet facing or internal only

Do you want to load balance traffic from the Internet to your VMs or only between VMs
in your network?

(O From Internet to my VMs

(® Only between my VMs

Multiple regions or single region

Do you want to place the backends for your load balancer in a single region or across
multiple regions?

(O Multiple regions (or not sure yet)

(® single region only

CONTINUE

Step 7. Click on CONTINUE

Step 8. Give the load balancer a meaningful name, this guide will use app-Ib

Step 9. Change the Region to the region where the VMs are deployed, this guide is using us-east1

Step 10. Change the Network to the one created in this guide; this guide is using gcp-iaas.

Step 11. The configuration should look like the below photo:

© 2022 Cisco and/or its affiliates. All rights reserved.

Page 57 of 88



Name *
( app-lb (7] ‘

Lowercase, no spaces.
Name is permanent

Region *

( us-east1 (South Carolina) - @ ‘
Network *

( gcp-iaas - @ ‘

Step 12. In the Backends section, change the New Backend to the app instance group
Step 13. Change the Health check to the app-health-check that was created earlier in this guide

Step 14. The configuration should look like what is below:

Backends
New backend ~
group *

app-group -

El Use this instance group as a failover group for backup @

CANCEL DONE

ADD BACKEND

~ Health check *

global, port: 80, timeout: 10s, check interval: 10s, unhealthy threshold: 8 attempts

The health check probes to your load balancer backends come from
health check probe IP address ranges. Ensure you have configured ingress
firewall rules that permit traffic from these ranges. Learn more

app-health-check >~ @

Step 15. Go the Frontend configuration
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) Make sure all fields are correct to continue

{ Name *

app-lb = @ ]

Lowercase, no spaces.
Name is permanent

Region *

[ us-east1 (South Carolina) v+ @ ]
Network *

{ gcp-iaas v @ ]

& Backend configuration

®  Frontend configuration |

£ Devdou: and finalima famtinaal)

Step 16. Give it a meaningful name, this guide will use app-frontend
Step 17. Change the Subnetwork to the app-net

Step 18. Leave the Internal IP as its defaults (Non-shared, Ephemeral)
Step 19. Change the Ports section to Multiple

Step 20. Add ports 80,443 to the Port numbers box

Step 21. Add a meaningful Service label, this guide is using app-Ib
Step 22. The configuration should like the below figure:
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Frontend configuration

Frontend IP and port A

Name

app-frontend

Description

Protocol
TCP

Subnetwork
app-net

Internal IP
IP address
10.0.2.49

Ports
80,443

Global access @
@ Disable
(O Enable

Service label

app-b
v ADVANCED CONFIGURATIONS

DONE

Step 23. Click on Done

Step 24. Click on CREATE

Step 25. Save the Internal IP for the Web instances.

Web Instance Template

Now that the App tier is finished, the web instance template can be created.

Upload Nginx configuration file

Step 1. Download the Nginx configuration file from the Validated Design GitHub.

Step 2. Change the proxy_pass IP to the IP address of the internal load balancer and Save it
Step 3. Upload the file to the bucket that is hosting the Umbrella and Tetration files
Create the Web Instance Template

Step 1. Go to Compute Engine -> Instance Templates -> CREATE INSTANCE TEMPLATE
Step 2. Give the template a meaningful name. This guide will use web-template

Step 3. Change the Boot disk from Debian to CentOS

Step 4. In the Networking section, add a network tag of web

Step 5. Under Network interfaces, change subnetwork to web-net

Step 6. Remove the external IP
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Step 7. Go to the Management section and in the Automation field, add the script that is below to it.
Please modify the #{} field to the bucket name hosting the nginx file.

Note: It would go from ${bucket_name_here} to gcp_bucket

#Pre-requisite packages

sudo yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-
7.noarch.rpm

sudo yum -y install https://rpms.remirepo.net/enterprise/remi-release-7.rpm
sudo yum -y update
sudo yum install -y epel-release nginx wget unzip lsof ipset rsync yum-util

sudo yum install -y ipset httpd yum-utils awk grep unzip sed dmidecode openssl curl
libcurl rpm flock iptables ip6tables

#Nginx config

cd /etc/nginx

sudo mv nginx.conf nginx.conf.backup

sudo gsutil cp gs://${bucket name here}/nginx.conf
#Service Start

sudo systemctl restart nginx

sudo systemctl enable nginx

#commands to install tetration

sudo gsutil cp
gs://${bucket_pame_here}/tetration_installer_intgssopov_enforcer_linux_tuvok.sh .

chmod u+x tetration_installer intgssopov_enforcer linux tuvok.sh
./tetration_installer_ intgssopov_enforcer linux tuvok.sh
#icommands to get secure endpoint and install it

wget -O ampConnector.rpm ${secure_endpoint_url}

sudo yum localinstall ampConnector.rpm -y

Step 8. This template can now be created. Click on CREATE

Step 9. There should now be a web-template in the instance templates

|:| web-template eZ-medium centos-7- Balanced persistent No policy Mar 17, 2022, 9:39:15 PM UTC- E
V20220303 disk 04:00

Web Instance Group

Step 1. Go to Instance Groups

Step 2. Click on CREATE INSTANCE GROUP

Step 3. Give it a meaningful name. This guide will web-group

Step 4. Change the Instance template to web-template

Step 5. Change the Location from Single zone to Multiple zones

Step 6. Change the Region to us-east1 if that is where the VPC is located

Step 7. Go to Autohealing, click on the drop down and select CREATE A HEALTH CHECK
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Autohealing

Autchealing recreates VM instances if your application cannot be reached by the health check. Leam more

Health check

[ = Filtar Type to filter J

No matches for ™

F CREATE A HEALTH CHECK

T serna wa

Step 8. Give this health check a meaningful name. This guide will use web-health-check
Step 9. Change the Protocol to HTTP

Step 10. SAVE

Step 11. Click on CREATE

Step 12. There should now be a new instance group

I:‘ (W] web-group 1 web-template Managed Mar 17, 2022, 9:55:47 PM UTC-04:00 On: Target CPU utilization 60% us-east1 (3/3)

Web Load Balancer

Step 1. Go to Network services -> Load balancing

Step 2. Click on CREATE LOAD BALANCER

Step 3. Go to the HTTP(S) Load Balancing option and click on START CONFIGURATION

Step 4. For the Internet facing or internal only, select From Internet to my VMs or serverless services

Step 5. For the Advanced traffic management, select Classic HTTP(S) Load Balancer

Step 6. Click on CONTINUE
Step 7. Give the load balancer a meaningful name, this guide will use web-Ib

Step 8. In the Backend configuration section, click on the dropdown and select CREATE A BACKEND
SERVICE

Step 9. Give this new backend a meaningful name, this guide will use web-backend
Step 10. In the Backends section, change the instance group to the web-group

Step 11. Add ports 80 and 443 to the Port numbers box

Step 12. Click on Done for this section

Step 13. Change the Health check to the web-health-check that was created earlier in this guide
Step 14. Click on CREATE

Step 15. Go the Frontend configuration

Step 16. Give it a meaningful name, this guide will use web-frontend

Step 17. Click on DONE

Step 18. Click on CREATE

Step 19. There should now be a new HTTP(S) (Classic) load balancer

D web-lb HTTPR(S) (Classic) HTTP & 1 backend service (1 instance group, 0 network endpoint groups) :
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Integration with Cisco SecureX

In this last deployment step, we will enable the Umbrella, Secure Cloud Analytics and Secure Workload and
Secure Endpoint modules in the SecureX portal to get a unified view into the GCP environment. We create API
keys in the product portals and then configure those keys in the threat response dashboard.

Implementation procedure:
e Add Integration modules

e Save the module

Step 1. Add Integration modules - Log on to the SecureX dashboard and go to Integration modules
tab, click + Add to add the required modules from the Available Integration Modules .

‘lclllslé'c;. SecureX Dashboard Integration Modules ~ Orchestration  Insights  Administration B @ Ryan Maclennan v

WalLE SECGURE >

s to integra h othe

= —_—l .

Available Integration Modules My Integration Modules Q ’ X | | Filter by Capability

Select an integration module you would like to add, or click here to learn more about modules configuration.
Integrations

@% Cisco Defense Orchestrator ﬁ. Cisco Threat Intelligence API ~4 Cloud Mailbox
X 7

Cisco Defense Orchestrator is a cloud-based muiti- The Cisco Threat Intelligence API (CTIA) is a REST API Cisco Secure Email Cloud Mailbox is an integrated
device manager you can use to manage security designed to facilitate the rapid storage and retrieval of cloud-native security solution for Microsoft 365 that
policy changes across various security products. cyber threat intelligence data structed in the Cisco. focuses on simple deployment, easy attack...

-+ Add ear + Add - Enable

Step 2. Verify that the modules is now in the in the My Integration Modules
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T Aar i ray
"cll 's'cllc;' SEeCUreA Dashboard Integration Modules Orchestration Insights Administration B @ Ryan Maclennan

Available Integration Modules My Integration Modules

o integrate with other Cisco security products and third-party solutions.

Integrations

. .
Firepower : ) Stealthwatch Cloud

Firepower Secure Cloud Analytics

plete and unified
, application control,
intrusion prevention, URL filtering, and adv and hybrid environments

Edit LearnMore @ ed Edit Leam More @ Integrated

AMP for Endpoints . Secure Endpoint P> Secure Endpoint - shg-sol...

Secure Endpoint Secure Endpoint Secure Endpoint

1t (formerly AMP for End| Secure Endpoint (formerly AMP for Endpoints)
t the poin ntry, by i q prevents thre: the point of entry, by identifying
and halting a ced threats before they reach you.. and halting advanced threats before they reach you.

Learn More @ Int ed Learn More Leam More @ Integr

Validation Testing

Secure Workload

Validation procedure overview:
e Test Case 1 - Creating the workspace for GCP cloud application
e Test Case 2 - Using ADM to discover the policies for GCP workloads and setting up an app view
e Test Case 3 - Enforcing the policies on workloads

e Test Case 4 - Discovering the vulnerable packages on the GCP workloads
Test Case 1: Creating an application workspace for GCP cloud application

This test case involves defining annotations for the GCP environment. These annotated attributes are used later
to segregate the tiers and segments within the GCP VPC and hence define a workspace for our tiered cloud
application.

Validation procedure:
e Build an inventory
e Define scopes

e Create a workspace
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Build an inventory

Define the attributes that would help you segregate your tiered application workloads in the cloud and
hence construct policies for them. We will use a combination of two different methods to add user
annotations - 1) Upload a CSV file 2) Auto generate annotations using external GCP orchestration.

Step 1. Based on the architecture of our tiered application (elaborated in the previous sections of this
document), the following annotations were used (Table: GCP Cloud Inventory). Save this in a CSV file
format.

Table 1.  GCP Cloud Inventory

10.0.1.0/24 Safe3tierApp us-east-1 WebServers GCP-Cloud
10.0.2.0/24 Safe3tierApp us-east-1 AppServers GCP-Cloud
10.0.3.0/24 Safe3tierApp us-east-1 Database GCP-Cloud
10.0.4.0/24 Safe3tierApp us-east-1 Management GCP-Cloud

Step 2. Now, log into the Tetration cloud portal and go to Organize -> User Uploaded Labels

% Organize

Managing inventory labels on the @ INTGSSOPOV  scope.

Scopes and Inventory
¢ Tetration will generate alerts on any inventory matching a label prefixed with 'lookout_".

User Uploaded Labels
Upload

Inventory Filters Select File ¥ | Download Labels ¥

Select a CSV file to add or delete labels.
Lookout

Show more @

Defend

Assign

Assign Labels

Manage > Manually assign labels to an IP or subnet.

Search

Search by IP or Subnet

Danger Zone

Clear All Labels

Step 3. Click on Select File

Step 4. Choose the CSV file created in the previous steps
Step 5. Leave the Operation as Add

Step 6. Click on Upload
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Upload X

Operation

Add ~

Step 7. Go to ‘Visibility > External Orchestrator’. Click on ‘Create New Configuration’ and fill in the
required details as shown below.

Step 8. After a few minutes, you can go to Manage > Agents > Agent List and select one of the GCP
VMs.

Overview
Software Agents
Organize Installer Upgrade Convert to Enforcement Agent Configure Monitor Distribution Agent List
e ——
Defend
@ Enter attributes... X
Investigate
Displaying (1 to 20) of 47 matching results (0 selected) @
Manage
Y ) Hostname Agent Type IP Addresses SW Version Platform

Agents

10.0.2.47

fe80-:1d14:1fab:324d:7098 3.6.1.21-enforcer Cent0S-7.9

app-group-I171 Enforcement

Alert Configs 10.0.1.18

o - 13 F%3 fDaps s na £ Ac 2n

Step 9. After selecting one of the GCP VMs, there should labels assigned to the VM from the file that was
imported before

Labels and Scopes

web-group-nlis Agent Health Enforcement Health

¥, Enforcement [x] Agent Inactive O Enforcer Inactive

ContOS 7.9 © Fiow Export Stopped @ Enforcer Registration Success
@ Upgrade Success Enforcement Disabled
@ cpu Usage Normal @ Ppolicy In Sync

0 Mem Usage Normal
[ <] Agent Version Not Current

LABELS AND SCOPES ﬁem \

AGENT HEALTH Labels Key and Value for each Workioad interface and the label source. See User Guide for more details.
LONG LIVED PROCESSES Synced [EJ | Addition Pending 0 | Deletion Pending 0 Q_ Search Label Keys or Value
PROCESS SNAPSHOTS
Y Label Key 1 Label Value 1 10.0.1.18 11

INTERFACES

s Tier ‘WebServers © cmdb
PACKAGES

s Application Safe3tierApp © cmdb
VULNERABILITIES # Region US-East-1 © cmdb
CONFIG # Type GCP-Cloud cmdb

STATS \ # Location © cmdb /

Define scopes

We will define a scope to group together all the workloads in our tiered application in the GCP cloud. We will
make use of the annotations/labels that we constructed in Step 1. We will create the scope GCP, which
includes all the workloads from our tiered app in the us-east-1 region.
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Step 1. Click on Organize > Scopes and Inventory. Then click on the Add button on the right side of the

screen

Step 2. Fill in the information like the below image. This will create a new scope with a name of GCP and

filtering for the GCP VMs using the labels created previously

Create Scope x

© oefine 2 Summary

Inventory e
Parent T SAFE_CLOUD v Doop wisibdity agents: 0
Enforcement agents: 0.of 15 enabled

Name
GCP

Type
No selection ~

Policy Priority @
Natural “

Create a query based on Inventory Attributes:

Inventary within the parent scope is matched dynamically based on the
query. The labels can include Hostname, Address/Subnet, OS, and more.
The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
#Type contains gep-cloud s Region contains us-east-1 x

G )

Step 3. Click Next
Step 4. This page should confirm that it detected workloads in the Google Cloud

Parent
@ INTGSSOPOQV : SAFE_CLOUD

Name
GCP

Query
*k Type contains gcp-cloud and 3 Region contains us-east-1

Services @ Pods @ Workloads @B IP Addresses @ @
Showing 5 of 15 inventory | Load All

Y Hostname 1 Address Tl osTl
web-group-dv12 10.0.1.17 CentOS
web-group-nbfr 10.0.1.31 CentOS
web-group-nw5p 10.0.1.6 CentOS
web-group-sn15 10.0.1.11 CentOS
web-group-xjlr 10.0.1.33 CentOS
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Step 5. Click Create
Create a workspace

Application workspaces are the containers for defining, analyzing and enforcing policies for a particular
application. We will create a workspace for our tiered GCP cloud application in this step.

Step 1. Go to Defend > Segmentation and then click on Create New Workspace. Give the workspace a
meaningful name and select the Scope that was created previously. This guide will use Safe3tierApp

Create a New Application Workspace X
Name

Safe3tierApp
Description

Enter a description (optional)

Va

Scope

® GCP ~

At this point, we have successfully built the inventory, created a scope and defined a workspace for our tiered
cloud application.

Test Case 2: Using ADM to discover the policies for GCP workloads and setting up an app view

This test case validates the use of ADM to automatically discover the policies based on flow and other data
received from workloads. We will refine the discovered workload clusters and update the inventory filters to
eventually come up with a set of policies that can be enforced on our cloud workloads.

Validation procedure:
e Discover policies using ADM
e Refine inventory filters, clusters and policies

e Discover policies using ADM

Before running the ADM, ensure that all types of traffic flows are generated in the application environment. This
would provide ADM the required data to generate an accurate policy set and hence ensure that we don’t miss
any critical but less common traffic flows.

Step 1. Go to the newly created workspace and click on Start ADM Run on the top right corner, select a
suitable time range to ensure that you cover all the traffic flows.
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@ Cisco Secure Workload Q. 4. | U secur

Safe3tierApp 7 I 1 Switch Appiicati
® INTGS: OV : SAFE_CLOUD : GCP 5-East Versoe vi Last Run: Ape 13, 10:29 AN Waiting for status...
Activity Log Matching Inventories @) Conversations (EED Fiters @ Policies @ Provided Services Enforcement Status - Policy Analysis 2, Enforcement Q
ADM Run Configuration @
ADM discovers security groups and policies for the members of this application using the observations in the selected time range
Select time range ... 824,708 total observations
Apr 20 S00pm - Apr 25 2:00pm » 37 e s e @ = o an w an wrs wr am an o ans Showing Fiow Cbzenvations
Scope: @ INTGSSOPOV : SAFE_CLOUD : GCP : US-East Time Range: Apr 20 9:00pm - Apr 25 2:00pm
Member Workioads: 20 Sow

> External Dependencies

> Advanced Configurations

Step 2. After the ADM run has completed, policies and clusters would be generated.However, these
should be defined by the inventory filters that were previously created

Step 3. Go to the Filters tab, click on Inventory Filters, and select one of the filters. The panel on the
right-hand side will show the cluster details like name, description, query, and workloads

@ Cisco Secure Workload Q. L. | i sEcure

Safe3tierApp ~ A 1 Switch Application
® INTGSSOPOV : SAFE_CLOUD: GCP: US-East  Veomvz  LastRun: 8:2 PM B Start ADM Run
Activity Log Matching Inventories (E) Conversations §E3 Filters € Policies @ Provided Services Enforcement Status “ Policy Analysis ¥, Enforcement
© Enter attributes... X Q @ X

Glusters @ Inventry Filters @ @)

Filter gcp-app
Only Inventory Filters restricted to this workspace's scope are shown below. See All Inventory Filters, Create Inventory Filter
Filter Actions Vs
Y Name? Matching Inventory T} Restricted? [ Provided Service 11
Query Hostname contains app-group
gep-app 2 ~
Scope INTGSSOPOV:SAFE_CLOUD:GCP:US-East
gcp-web 186 v
Restricted Yes
Provides Service No

View Filter Details

> Services 0

> Pods 0

> Workioads 2

> IP Addresses 0

Step 4. Click on Policies tab, review the policies keeping the workload flows in mind. We considered the
following flows for policies:

e User requests incoming to Web Servers via the Load Balancer

e Traffic between the workloads
o Web Servers to Network Load Balancer

o Network Load Balancer to App Servers
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o App Servers to RDS Database instance
e Management tier to all the workloads

e QOutbound internet access from all the workloads for updates/patches, DNS, DHCP, NTP

@ Cisco Secure Workload Q. &. | W secure

Safe3tierApp # 1 Switch Application
® INTGSSOPOV : SAFE_CLOUD : GCP : US-East Version: v§ Last Run: 10:19 AM P Start ADM Run
Activity Log Matching Inventories ) Conversations (3 Filters ) Palicies D Provided Services Enforcement Status 4 Policy Analysis ¥, Enforcement Q
—

e =% & E Quick Analysis | @ Filter Policies ... X
Absolute policies ) | Default policies ([} | Catch All [ @ DENY + Add Default Policy

Y Priority 1] Action T| Consumer 1} Provider ™ Protocol 1) PortT| Confidence 7] Actions
100 [ ALLow | ® INTGSSOPOV ® INTGSSOPOV TCP 22 (SSH) Very High ¥
100 o ALOW | ® INTGSSOPOV ® INTGSSOPOV TCP 80 (HTTP) Very High 5
100 ® ALLOW ® INTGSSOPOV ® INTGSSOPOV TCP 443 (HTTPS) Very High 5]
100 & ALLOW ] ® INTGSSOPOV : SAFE_CLOUD : GCP : US-East ® INTGSSOPOV TCP 80 (HTTP) Very High w
100 (@ aLow | ® INTGSSOPOV : SAFE_CLOUD : GCP : US-East ® INTGSSOPOV TCP 443 (HTTPS) Very High ¥
100 ® ALLOW ® INTGSSOPOV ® INTGSSOPOV : SAFE_CLOUD : GCP : US-East TCP 22 (SSH) Very High ¥
100 @ ALLOW ® INTGSSOPOV @® INTGSSOPOV : SAFE_CLOUD : GCP : US-East TCP B0 (HTTP) Very High w
100 (e Aow | ® INTGSSOPOV ® INTGSSOPOV : SAFE_CLOUD : GCP : US-East TCcP 3306 (MySQL) Very High ¥
100 ® ALLOW ® gcp-web ® INTGSSOPOV : SAFE_CLOUD : GCP : US-East TCP 8O (HTTP) Very High w
100 ® ALLOW ® gcp-app ® INTGSSOPOV : SAFE_CLOUD : GCP : US-East TCP 3306 (MySQL) Very High v

Test Case 3: Enforcing the policies on workloads.

This test case focuses on enforcing the policy set that we formulated in Test Case 2. We will publish the
policies and verify if those are enforced as expected.

Validation procedure:
e Publish the policies

e Verify policy enforcement on workloads

Step 1. Publish the policies - Select the Enforcement tab on the Tetration portal within the application
workspace and click on Enforce Policies

© 2022 Cisco and/or its affiliates. All rights reserved. Page 70 of 88



N A
(Q Cisco Secure Workload

Safe3tierApp #

Y Timestamp | Policy Categories | Outbound Policy Rank T| Inbound Policy Rank ||

Apr 24 12:00:00am PERMITTED Unknown Unknown
Apr 24 12:00:00am PERMITTED Unknown Unknown
Apr 24 12:00:00am PERMITTED Unknawn Unknown

o POV: SAFE_CLOUD : GCP:US-East  veemve  LastRun AM
Activity Log ~ Matching Inventories @) Conversations @3  Fiters @  Policies ) Provided Services Enforcement Status *- Policy Analysis
Enforced Policy Version: [p1] A Manage Alerts
Select time range ! |
Apr 24 12:00am - Apr 26 11:14am ~ an n an an o 1 2n 1" 2n an an
@ Enter attributes. x
ow Observations = Permitted | Rejected
Filtered ® F rvatior Permitted ct Top -
.Permn“ed .Remc!ed .Excﬁlied
o Consumer Names
i P
A app-group-II71 I
web-group-69dc ‘
app-group-12wy ‘
* web-group-dv12
web-group-Ibdv
—n
T T T T T T T Y
s sam 12PM aPM azs cam 12P1 aPM 26 o
Found 234,444 Flow Observations how 20

Provider Name Tl Consumer Address Tl Provider Address |

Unknowr 0.2 2 0.0

Stop Pl Enforcement

~ | contributing to the selected Flow Observations.

B Start ADM Run

@ Enforcement Q

938,974 total observati

Shawing Flow O

Provider Names

Unknown

web-group-69dc

app-group-Ii71

app-group-12wy

web-group-Ibdv

'l

Consumer Port | Provider Port

32774 80
38718 80
41916 80

Step 2.

Verify policy enforcement on workloads - Since we had CentOS based workloads, we

monitored the ‘/usr/local/tet/log/tet-enforcer.log’ to see if policies are successfully enforced. A
simple ping or telnet test can also be used to verify the lockdown of ports and protocols.

Use the CLI command ‘ipset list’ to view the ipset firewall settings enforced by Tetration agent on the CentOS
workloads.

© 2022 Cisco and/or its affiliates. All rights reserved.

Page 71 of 88



[rymaclen@web-group-69dc ~]1$ sudo ipset list
Name: ta 6lce598c76a8d629£3a8288b4eld

Type: hash:net

Revision: 6

Header: family inet hashsize 1024 maxelem 65536
Size in memory: 440

References: 2

Number of entries: 1

Members:

129.146.91.62

Name: ta bl1a75d589e301459a6fb909ff60

Type: hash:net

Revision: 6

Header: family inet hashsize 1024 maxelem 65536
Size in memory: 1400

References: 2

Number of entries: 16

Members:
129.146.155.98
129.146.89.182
129.146.144.212
129.146.154.177
129.146.153.189
129.146.95.162
129.146.10.167
129.146.152.171
129.146.19.58
129.146.150.150
129.146.152.73
129.146.155.97
129.146.19.59
129.146.88.9
129.146.88.8
129.146.152.70

Name: ta f£5a83dd0cb816615ab0dd908ed3e
Type: hash:net

Test Case 4: Discovering the vulnerable packages on the GCP workloads.

This test case looks for vulnerable packages/software installed on various workloads in the GCP. We identify a
vulnerable package/software on our workloads, patch those and then rerun the report.

Validation procedure:
e Check the vulnerability report

e Fix a vulnerability and rerun the report

Step 1. Check the vulnerability report - Go to Investigate > Vulnerabilities and change the Scope to
the GCP scope

Step 2. Click on Packages tab to see all the vulnerable packages installed on various workloads in our
three-tier application. For the sake of this test, let’s consider mokutil--15-8.el7 as shown
below.

Package Details - mokutil--15-8.el7

Package: mokutil--15-8.el7

CVEs: CVE-2020-15707 (v2: 4.4, v3: 5.7), CVE-2020-15705 (v2: 4.4, v3: 6.4), CVE-2020-15706 (v2: 4.4, v3: 6.4)

Affected workloads: app-group-12wv, web-group-69dc, web-group-lbdv

We see that the workloads app & web are affected by this CVE. Logon to this workload and verify the mokutil
package.
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[rymaclen@web-group-69dc ~]$ sudo yum list installed | grep mokutil

.x86 64 15-8.el17 @anaconda
[rymaclen@web-group-69dc ~]1$ |

Step 3. Fix the vulnerability and rerun the report - We remove the mokutil packge since there is no
updated version

Package

Removing:

mokutil
Removing for dependencies:
shim-x64

Installed size: 7.7 M

Is this ok [y/N]: y

Downloading packages:

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction
Erasing : shim-x64-15-8.el7.x86 64
Erasing : mokutil-15-8.el7.x86 64
Verifying : shim-x64-15-8.el7.x86 64
Verifying : mokutil-15-8.el17.x86 64

Removed:
mokutil.x86_64 0:15-8.el7

Dependency Removed:
shim-x64.x86 64 0:15-8.el7

Complete!
[rymaclen@web-group-69dc ~]$ sudo yum list installed | grep mokutil
[rymaclen@web-group-69dc ~]$

Wait for a few minutes after the uninstall, go back to Tetration portal and check the vulnerability report again.
We can see that none of the CVEs related to mokutil show up anymore.
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Workload Vulnerability Details - web-group-69dc

3 vulnerable packages (3 CVEs) on web-group-69dc

Package CVSSv2 Distribution Package CVSSv3 Distribution

2-

2 -

1-

i00m —
4 5 6

N/A 1 2 3 7 8 9 10
Package 1! Version T Worst Score (V2) ¢ Worst Score (V3) Tl CVEs Tl
kernel 3.10.0-1160.59.1.el7 6.9 7.4 CVE-2021-4028,CVE-2021-408
libxml2 2.9.1-6.e17_9.6 4.3 4.3 CVE-2018-14567
libxml2-python 2.9.1-6.e17_9.6 4.3 4.3 CVE-2018-14567

¥ Download table data as JSON

L —————————— |
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Secure Endpoint

Test Case: Quarantine a suspicious file

This test case involves the detection of using AMP for endpoint ‘simple custom detections’ to quarantine a

suspicious PDF file.

Validation procedure:

Step 1. Setting up Secure Endpoint policy to quarantine a suspicious file
Step 2. Verifying the deletion of a suspicious file
Step 3. Setting up AMP4E policy to quarantine a suspicious file - For the validation purpose, we

consider a 1 MB PDF file that we will block list using AMP ‘Simple Custom Detections’. We will
then try to download the same PDF file on a cloud workload and assert that our policy works as

expected.

As per our initial Secure Endpoint setup, we had configured the group ‘Secure Cloud’ (Management > Groups)

for our workloads in the GCP cloud.

Secure Endpoint

Premier
Dashboard Analysis~ Outbreak Control~ Management v
< Edit Group: Secure Cloud
Name [Secure Cloud
Description | Cloud workloads
Parent Group [ v]
Windows Policy I Default Policy (Protect Policy) VI
Android Policy [ Default FireAMP Android VI
Mac Policy [ Protect Policy for FireAMP Mac V]
Linux Policy [ CloudApp-LinuxPolicy V]
Network Policy [ Default Policy (Default Network) V]
iOS Policy [ Protect V]

Child Groups

SORT

[ setect Al [ Deselect All ]

Accounts

o P u o a-

Search

Computers

asco SECURE

Q

26 direct members

A web-group-0wjg
A web-group-1bnz
A web-group-1crd
A web-group-2dgc
A web-group-2tnk
A web-group-5x4l

A web-group-5zhr
A web-group-7bg5
2 web-group-bh2r
A web-group-c3t3

View all...

Add Child Groups

Assign computers to groups on the Computers page

SORT [A { v ] | Search 1

[ select Al [ Deselect Al

Audit

Breach Defense

DMZ Shared Services
Domain Controller
GCP-IAAS

Industrial Workstations
Lab161

Orbital Group

Protect
remoteWorkers

Remove Selected » I

[ <{ Add Selected
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Note: During our implementation phase we had used the Secure Endpoint agent tied to this specific
group Secure Cloud, which we had created as part of the initial Secure Endpoint set up (not elaborated in
this guide, follow Secure Endpoint documentation for detailed steps on setting up Secure Endpoint
policies). All the workloads in GCP VPC register with AMP Cloud under this specific group.

It can be seen in the snapshot above that we tied the specific group to Linux policy CloudApp-LinuxPolicy. Go
to ‘Management > Policies and select the specific Linux policy.

v (i\ CloudApp-LinuxPolicy Policy for linux workloads in Cloud a1 48
Modes and Engines Exclusions Proxy Groups
Files Quarantine ~ Not Configured Not Configured Secure Cloud =8
Network Audit
ClamAV On
Outbreak Control
Custom Detections - Simple Custom Detections - Advanced Application Control Network
CloudApp-CSD Not Configured Not Configured Not Configured
(® View Changes Modified 2020-05-27 17:12:00 UTC Serial Number 237 ¥ Download XML l [ €21 Duplicate H / Edit ]

Note: We had preconfigured the Linux policy associated with Secure Endpoint group ‘Secure Cloud’. We
also tied a new Simple Custom Detection CloudApp-CSD to the Linux policy. If there was no initial config
on Secure Endpoint Dashboard, then you would see default policies here.

As we see in the snapshot, the Linux policy above is tied to Simple Custom Detections CloudApp-CSD
(Outbreak Control > Simple).

Go to Outbreak Control > Simple Custom Detections and click on edit CloudApp-CSD to upload the PDF file
that we want to block in the GCP cloud environment (this guide will use the Cisco Edge White Paper). Uploading
the PDF file will add the SHA value to the SCD policy and quarantines the file associated with it from all the
cloud workloads registered under the specific group.
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https://www.cisco.com/c/dam/global/en_au/solutions/enterprise-networks/dna/cisco_edge_whitepaper.pdf

5 Secure Endpoint o P p @ 4. |

Premier clsco

Dashboard Analysis~ OQutbreak Control~  Management~  Accounts v

File successfully uploaded.

Custom Detections - Simple ® View All Changes
CloudApp-CSD Update Name
Breach Defense Add SHA-256 Upload File Upload Set of SHA-256s
0 files C ted by drew N [ 2021-04-28 2: 4.6 T« ——

Not associated with any policy or group

© View Changes # Edit | | W Delete...
File cisco_edge_whitepaper.p | Browse
loT Demo

2 files { y
Used in policies: 8@ Industrial Workstation Policy

Used in groups: Industrial Workstations X Upload

(@ View Changes

Note

Files included
CloudApp-CSD

9 files Created by Amandeep Singh - 20: 1-1¢ 9:46 UTC B 22b3b68d..42626bf6
Used in policies: 2@ SecureRemoteWorker-Windows
Used in groups: SecureRemoteWorker Created by uploading cisco_edge_whitepaper.pdf via Web from

(@© View Changes

]

Added by Ryan Maclennan - 2022-04-25 20:04:55 UTC

Quick SCD

0 files Created by Bart McGlothin - 20 -27 03 IT¢
Used in policies: 28 Audit Policy, & Audit Policy for FireAMP Linux, @ Audit Policy for FireAMP

Mac, &8 Domain Controller Policy, 88 Orbital Policy, & Protect Policy, & Protect Policy for I 90fb3386..b4868558

Lira AMID | inisy gt D Dalicy far Ciea ARAD KA K~ Dalicy,; o8 Teinag Dalicy ot Teins

Step 4. Verify the deletion of the suspicious program - Log on to a cloud workload, we picked one of
the web servers in Web Instance Group. We downloaded the PDF file that we block listed
above. We can see that the file is immediately quarantined by the Secure Endpoint agent on the
workload.

itepaper.pdf
£

Length: 111
Saving to:

e qe_whitepaper.pdf’ saved [1113183/1113183]

.bashre .bash_h

We also confirm the quarantine event from the event logs on the Secure Endpoint Dashboard. Log on to the
Secure Endpoint Dashboard and go to Analysis > Event, we see a Quarantine successful event post our steps
above.
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Filters  Add filters by clicking on the T icon in the event details

d cisco_edge_y df as Simple_Custom_Detection Medi

¥ web-group-69dc d

File Detection Detection

Connector Details Fingerprint (SHA-256)

Y Simple_Custom_Detection

Ta2b3b68d...42626bf6

Comments File Name Tcisco_edge_whitepaper.pdf
File Path /home/rymaclen/cisco_edge_whitepaper.pdf
File Size 1.06 MB
Parent Filename Twget

[ Analyze || & Restore File | & All Computers

¥ web-group-69dc detected cisco_edge_whitepaper.pdf as Simple_Custom_Detection

Connector Details

T Simple_Custom_Detection

TA0042: Resource Development

Tactics
MITRE | ATT&CK'

Comments T1204.003: User Execution: Malicious Image

Fingerprint (SHA-256) Ta2b3b68d...42626b16

File Name Ycisco_edge_whitepaper.pdf
File Path fhome/rymaclen/cisco_edge_whitepaper.pdf
File Size 1.06 MB

Parent Fingerprint (SHA-2586) Y 782bed6a...5f896bd2

Twget

Parent Filename

o)

33 total events

Dashboard Analysis~ Outbreak Control~ Management~ Accounts v Search Q
Dashboard
Dashboard Inbox Overview Events i0S Clarity
—
¥ Filter: (New) Select a Filter v
Event Type | All Event Types + Group | All Groups +

]

Tactics Medium ,'r Threat Detected

® Not Subscribed v Save Filter As...

(B Querantine: Successful

2022-04-26 00:12:07 UTC

& View Upload Status | @ Add to Allowed Applications | |* File Trajectory

2022-04-26 00:12:07 UTC

Export to CSV

Secure Cloud Analytics

Test Case: Monitor suspicious activity

This test case involves using Secure Cloud Analytics to monitor the activity within the GCP cloud environment.

Validation procedure:

Step 1.

Monitor suspicious activity in Secure Cloud Analytics - Login to the Stealthwatch cloud

portal. Go to ‘alerts’, we see the alert ‘Excessive Access Attempts’ as shown below. This alert
indicated that there were numerous attempts to get SSH access from an unexpected geo

location, which is a suspicious behavior.
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cisco

Stealthwatch Cloud

Dashboard w Alerts € Observations Maodels v

Alerts
Search... Q

@ 9 open alerts sorted by newest

Status ~

Tags ~

Qa e o = &

B
Sort ~

Assignee +

Page 10of 1

@ Excessive Access Attempts (External) i-032dc6ic1e859be077 2 hours ago
~ 4299 oa4
O Excessive Access Attempts (External) i-031bb97fcBaa5adb1 2 hours ago
| H298 O48
0 Excessive Access Attempts (E l) vers i i 6 hours ago
| H364 O34
@ Excessive Access Attempts (External) i-09e0d2badc2cf3alc 11 hours ago
#496 (=513

© Inbound Port Scanner Network

1 day, 2 hours ago

#331 o2
O Excessive Access Attempts (External) i-0b07 1afe7{7007 134 2 days, 5 hours ago
T H397 ©20
@ Permissive AWS Security Group Created (Amazon Web Services) 904585389016\answami 1 week ago

#727 02
0O Geographically Unusual Remote Access Sc i-0fa8 dib, iI-01b 479 1 week, 4 days ago

#6395

O Geographically Unusual Remote Access i-031bb97fcBaaSadbl
T #530

First

2 weeks, 4 days ago

Pravious - Next  Last

Status
D

Description

O Excessive Access Attempts (External) ~

Open

364

o ScaleWebServers ~

Device has many failed access attempts from an external device. For example, a remote device trying repeatedly to access an internal server using SSH or Telnet would
trigger this alert. The alert uses the Multiple Access Failures observation and may indicate the device is compromised.

Updated May 27, 2020 12:00:00 PM
Created Apr 29, 2020 8:00:00 AM
IPs at the time of alert: 10.0.3.18, 10.0.2.34, 18.234.175.79
Hostname at the time of alert: i-0fa81682fd2ca2dfb, i-01b15f0e2c9d254f9
Assignee & Nobody ~
Tags ~

O After reviewing an alert, closing it will let the rest of your team know it's been resolved. In addition, closing alerts sends important feedback.

« Close Alert

Supporting Observations
Multiple Access Failures Observation ©
Device had multiple failed application (e.g., FTP, SSH, RDP) access attempts.

20 records per page search Q
Time « Device Port 3 Profile = Connected Device & Failed Attempts

5/27/20 12:00 PM @ ScaleWebServers « 22 (ssh) SSHServer i 218.59.234.3 ~ 93 x
5/26/20 10:00 PM @ ScaleWebServers « 22 (ssh) SSHServer = 37.49.226.64 ~ 73 x
5/26/20 3:00 PM © ScaleWebServers 22 (ssh) SSHServer = 37.49.226.157 ~ 64 x
5/26/20 12:00 AM @ ScaleWebServers ~ 22 (ssh) SSHServer [051.159.0.77 ~ 105 x
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Cisco Umbrella
Test Case: DNS security

This test case involves adding DNS layer security to the GCP workloads. We created a DNS policy for our tiered
application workloads to block malicious domains. To verify the blocks, we accessed a test domain
‘examplemalwaredomain.com’ and then confirmed the same from Umbrella reporting.

Validation procedure:

e Set up DNS policy for GCP workloads

e Confirm if malware domain is blocked

Step 1. Set up DNS policy for GCP workloads - Go to ‘Policies > Management > DNS Policies’, add a
new policy and make sure ‘Malware’ is set to block under security settings. Save the change.

o Umbrella Poiicies | Managernent @ @
@) &

© il DNS Policies ®

Policies dictate the security protection, category settings, and individual destination Iists you can apply to some or all of your identities. Policies also control log levels and how block pages are displayed.
Policies are enforced In a descending order, so your top policy will be applied before the second If they share the same Identity. To change the priority of your policies, simply drag and drop the policy in the
e order you'd like. Mare palicy info can be found In this article.

Management

Polic POLICY TESTER

Sorted by Order of Enforcement

Applied To Contains

AWS_WorkloadsPolicy ONS Policy 1 1dentity 2 Policy Settings ~ Jan 13, 2020

Policy Name
AWS. WorkloadsPolicy

U 1 dentity Affected U 2Destination Lists Enforced

Edit Identity
Edit

U Security Setting Applied: TestCategory
File Analysis Not Enabled

Edit
Edit  Disable

U Umbrella Default Block Page Applied
U Content Setting Applied: High Edit  Preview Block Page
Edit  Disable

No Application Settings Applied

» Advanced Settings

DELETE POLICY aance. [N
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Cisco Umbrella

Applied To

rotection ontains a fied
AWS_WorkloadsPolicy DNS Policy 1 Identity 2 Policy Settings ~ Jan 13, 2020

Security Settings

Policies Ensure identities using this policy are protected by selecting or creating a security setting. Click Edit Setting to make changes o any existing
settings, or select Add New Setting from the dropdown menu

Management
DNS Policies Select Setting
Firewall Pollcy N
Web Policies Gategories To Block

Policy Components Malware

Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more

Destination Lists
([ Newy Seen Domains
Domains that have become active very recently. These are often used in new attacks.
Gontent Categories
Command and Control Callbacks

Application Settings
S & Prevent devices from g with attackers'

Security Settings
Phishing Attacks

Fraudulent websites that aim to trick users into handing over personal of financial information
Block Page Appearance

[ Dynamic DNS

Integrations
< Block sites that are hosting dynamic DNS content.

Selective Decryption Lists
Potentially Harmful Domains

Domains that exhibit suspicious behavior and may be part of an attack

ing
DNS Tunneling VPN

VPN services that allow users to disguise their traffic by tunneling it through the DNS protocol. These can be used to bypass corporate policies
regarding access and data transfer,

Cryptomining
@ Amandeep Singh B g allows to control crypt access to mining paols and web miners,

(e | I

Step 2. Confirm if malware domain is blocked - Run ‘nslookup’ on a test malware domain as shown in
snapshot below. Utility returns Umbrella block page IP address as below.

[centos@ip-10-0-2-117 ~]$

[centos@ip-10-0-2-117 ~]$ nslookup examplemalwaredomain.com
Server: 10.9.0.100

Address: 10.0.0.100#53

Non-authoritative answer

Name:  examplemalwaredomain.com
Address: 146.112.61.107

Name : examplemalwaredomain.com
Address: ::ffff:146.112.61.107

[centos@ip-10-0-2-117

To further confirm the block action, select ‘Reporting > Activity Search’ and filter the accessed malware
domain. Events show the action as ‘Blocked’.

Cisco Umbrella

Reporting / Core Reports

© Ui& Activity Search

£ JAN 12 - JAN 13 ~

Download ~ Schedule

Deployments.

Policies
o Q Search request activity Advanced > |  CLEAR B8 Columns Domain Requests (DNS) ~
Reporting
[1ociom o R
Core Reports
Activity Search FILTER BY: Q  Viewing activity from Jan 12, 2020 at 2:04 PM to Jan 13, 2020 at 2:04 PM Page: 1 ~ Resultsperpage: 50 ~ 1-180f 18
Admin
i Response Select Al Identity Used by Policy
O © Allowed Identity Destination ° Internal IP External IP Action Categories Application Date & Time
O © Blocked
@ ~mandeep Singh O & Proxied Q Default Site examplemalwaredomain.com Q Default Site 1002117 31362350 © Blocked  Malware Jan 13, 2020 at 2:03 PM
Q Default Site examplemalwaredomain.com Q Default Site 10.0.2.117 3.136.23.50 © Blocked Malware Jan 13, 2020 at 1:48 PM
Event Type Select All
Q Default Site examplemalwaredomain.com Q Default Site 1002117  3.136.2350 @ Blocked Malware Jan 13, 2020 at 1:29 PM
O = Application
O] @ Content Category Q Default Site eexamplemalwaredomain.com Q Default Site 10.0.2.117 3.136.23.50 © Blocked Malware Jan 13, 2020 at 1:29 PM
0) iE Destination List
Q Default Site examplemalwaredomain.com Q Default Site 1002117 31362350 © Blocked ~ Malware Jan 13, 2020 at 1:29 PM
O <> Integration
©) I Security Category Q Default Site examplemalwaredomain.com Q Default Site 1002117 31362350 © Blocked ~ Malware Jan 13, 2020 at 1:29 PM
Q Default Site examplemalwaredomain.com Q Default Site 1002117 3136.2350 © Allowed  Malware Jan 13, 2020 at 1:27 PM
Identity Type SelectAl c 5 b
Q Default Site examplemalwaredomain.com Q Default Site 1002117 31362350 © Allowed  Malware Jan 13, 2020 at 1:27 PM

Duo Beyond

Validation procedure overview:
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e Test Case 1 - Set up the cloud application for Two-Factor Authentication (2FA)

e Test Case 2 - Monitor 2FA activity from Duo admin portal
Test Case 1: Set up the cloud application for Two-Factor Authentication (2FA)

This test case involves logging into the application for the first time and activating the duo plugin. Previously,
during the implementation phase, we had already downloaded the plugin to application workloads using GCP
User Data option. Follow the Duo documentation (skip step 2 under ‘Install and Configure the Plugin’) to activate
WordPress Duo plugin. After activating the plugin, log out and log in again. This time Duo will prompt the user

to enroll their phone for 2FA. After successful enroliment, user gets the ability to approve subsequent login
attempts.

Validation procedure:
e Set up Duo 2FA for a new user
e Log onto the cloud application

Step 1. Set up Duo 2FA for a new user - After the initial plugin activation, the Duo MFA kicks in and
since this is the first authentication attempt, the user is prompted to enroll for MFA.

Protect Your Cisco Systems Account What type of device are you adding?
Two-factor authentication enhances the security of your account by using a @® Moblle phone O
secondary device 10 verity your identity. This prevents anyone but you from Tablet gPad, News 7, ot5)
accessing you . even f they know your password. Ky
nim? 2

This process will help you set Up your Bccount with this added layer of What is this? £ Security Key (YubiKey. Feftian, etc.)
security. Need hein?

Touch 1D

Powersd by Duo Securty
Start setup

W W)

Enter your phone number My Settings & Devices
United Statos : | © anaros e
++ I ~

oo o [
Example: (201) 234-5678 What is this? ©f
vou enterec [ 's this the comect number? Need heip? When tiog in: | Automatically send this device a Duo Push
Powered by Dua Security
= [“aeve J| contrue o Loon

Step 2. Log onto the cloud application - After the enroliment, we continue to log onto the application,
this time the user is presented with Duo authentication methods instead of ‘setup’. Once the
user approves the authentication request, they are allowed to login.

W

Choose an authentication method

Duo PUSh RECOMMENDED

@ call Me

What is this? ¢
Need nelp? (5 Passcode

Powered by Duo Security

Pushed a login request to you . ‘ Cancel |
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https://duo.com/docs/wordpress

Test Case 2: Monitor 2FA activity from Duo admin portal
This test case involves monitoring the 2FA enrollment and login activity in the Duo admin portal.
Validation procedure:

e Verify the 2FA enrolled devices

e Track the user logins in authentication logs

Step 1. Verify the 2FA enrolled devices - Logon to the Duo admin portal and select ‘2FA Devices’, the
portal shows the list of enrolled devices along with other details like platform, hardware model
and usernames.

=.I= @ Search for users, groups, applications, or devices B8 ciscoSystems | [ ] _

Dashboard
Dashboard > Phones

Device Insight
Palicies

Android
Applications Version Export v Q

8.0
Users
Device A~ Platform Model Duo Mobile Security Warnings Users
Tampered

Groups

Not tampered

Unknown

2FA Devices
Screen Lock Show | 25 & phones 1-1 of 1 total 1

Phones

Locked
Hardware Tokens Unlocked
WebAuthn & U2F Unknown
Administrators Disk Encryption
o Encrypted

Unencrypted
Settings Unknown
Billing Biometrics

Step 2. Track the user logins in authentication logs - Go to 'Dashboard > Authentication log’, to track
user 2FA login activity as shown in the snapshot below.

| E= @ Search for users, groups, applications, or devices .
-.I' group P! P8 ciscosystems | ]

Dashboard .
Dashboard > Authentication Log Export v
Device Insight

Authentication Log

> Last24 hours Y No filters applied

Policies
Applications

Users

Groups 6 Authentications

Shown at every 15 minutes.
Endpoints

2FA Devices 2

Administrators

8PM 11PM 2AM S5AM BAM 11AM 2PM 5PM

Reports Thu. Jan 16 Thu. Jan 16
Authentication Log
Telephony Log
Administrator Actions

Showing 1-6 of 6 items Showing | 25 % |rows
Authentication Summary
Denied Authentications

Timestamp (UTC) v Result User Application Access Device Second Facter
Deployment Progress
Policy impaot 4:12 PM Granted admin WordPress > Mac OS X 10.14.6 > Duo Push

JAN 16, 2020 User approved
Settings
Billing 4:11 PM Granted admin WordPress > Mac OS X 10.14.6 > Duo Push

JAN 16, 2020 User approved

© 2022 Cisco and/or its affiliates. All rights reserved. Page 83 of 88




Cisco SecureX Threat Response

Test Case: Track Malicious Activity on threat response

In this test case, we track the life cycle of the malicious PDF that we quarantined using AMPA4E in previous

steps. We will use the same SHA value and see what threat response offers in terms of visibility in our
environment.

Implementation procedure:

e Investigate a malicious SHA value
e Track the file trajectory

Step 1. Investigate a malicious SHA value - Log on to the threat response portal and select
Investigate. Add the SHA value in provided space and click on Investigate. Threat response
pulls all the information about the associated file and what workloads the specific file had
interacted with. Under the Investigated section, we can see that Secure Endpoint detected this

SHA value as malicious based on our custom AMP policy, threat response displays the specific
AMPAE policy name as well.

"c',';("c" SecureX|ThreatRespnnse Investigate  Snapshots Incidents  Intelligence = ? | Ryan MacLennan ~

Add to Investigation . il | snapshots.. v | 1of 1 enrichments complete Automatic 3 Panel Layout
@ 1 Target v O\ 1 Investigated w @ 0 Omitted E‘k 4 Related v ’@ 3 Indicators v f.b_ 4 Modules v
Sightings

P
& e

My Environment (9) Global (9)

2022-04-26T00:12:07.0002 - 2022-04-26T00:12:07.0002
= Malicious  m Suspicious = Common  m Unknown m Glean  m Targets

2022-04-26T00:12:07.0002

Graph  Filters: Show Al Expanded ¥  Showing & nodes & Results &
Details  Threat Context
¥ 1 TARGET
e M - -
Ihomefrymacln g I\Iurl'b ‘group 69...
Q + 1 INVESTIGATED
— B

Fie Name a aZb3b68d8f0b.

SHazsg v
cisco_adgo_wh.. /m:aa\ Sightings in My Environmant

» 0 OMITTED Please select an Observable/Target
Target Encucin. v Cighn SHA-256
e aroup 83 /emus

File Name ~
waet

» 4 RELATED

Step 2. Track the file trajectory - Click on the ‘SHA-256 Hash’ shown in the Graph box. Expand the
drop-down menu and click on ‘File trajectory’.
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rs: Show v owing 6 node: e & 7 e
Graph  Fiters: Show All, Expanded a2b3b68d8BI0bIB4ACT 2106a0191b353... W By Results % v
B SHA-256 Details Threat Context
Investigate in Threat Response v 1 TARGET -
. e et ) ., Ba20b3068d8f0b984c1a1c6a0f91b3535...
i web-group-6 .
F " AMP for Endpoints g Endp SHA-256 Hash
[’ File trajectory Judgements (3)  Sightings (9)  Indicators (3)
¥ 1 INVESTIGATED e
[ Search for this SHA256 Judgements associate a disposition with an observable. Learn More [
B T B N a2b3b68d8f0...
& i tecti .. 5 .
© custom derections Brea QS:_“;?-’E‘ H“:”E ) Search data Sort by Filter by
® Add SHAZ256 to custom detections loT ... ightings In My Enviren... " oid L « [ Start Time Newest  ~ || Current (3) v
® Add SHA256 to custom detections Quic... » 0 OMITTED =
ici JSON
® Remove SHA256 from custom detectio. » 4 RELATED Malicious J
a - Module: AMP for Endpoints Confidence: High
Target Endpoint % P [T olilELE Source: AMP Simple Custom Detections [§ Severity: High
web-group-69de [’ File trajectory Start Time: 2022-04-26T19:23:11.658Z Priority: 90
L4 Search for this SHA256 o End Time: 2525-01-01T00:00:00.000Z TLP: Amber
® Add SHA256 to custom detections Brea.. + Added to the simple custom detections list CloudApp-CSD
File Name v ici JSON
s Malicious |
Module: Secure Endpoint - sba-solutions-architecture Confidence: Hiah

Clicking on File trajectory should redirect you to the Secure Endpoint portal page which displays the trajectory
of the malicious file on the specific workload. Clicking on a particular timestamp displays the related events.
The event history shows all the events associated with the specific file.
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Secure Endpoint & A° B @ A | iy SECURE

Premier
Dashboard Analysis v Outbreak Control~  Management~  Accounts v Search Q
File Trajectory
SHA: a2b3b68d...42626bf6
Search | gnter a SHA-256 file hash -}
Visibility Entry Point
Earliest observation in past 30 days 2022-04-26 00:12:07 UTC  Earliest seen on from past 30 days Secure Cloud / web-group-69dc
Last Seen 2022-04-26 00:12:07 UTC
Observations 1
Created by
SHA-256 Filename Product Prevalence
782bed6a...5f896bd2 wget 1

V¥ File Details

Known As Attributes

SHA-256 a2b3b68d...42626bf6  Size 1.06 MB / 1,113,183 bytes
Detected As Type PDF
Current Disposition Blacklisted Known names

Simple_Custom_Detection cisco_edge_whitepaper.pdf

» Network Profile

Trajectory

Apr, 26
0:12

Secure Cloud web-group-69... @
Created by wget[common filename]

782bed6a...5{896bd2.
Detected as Simple_Custom_Detection.
Path: /home/rymaclen/cisco_edge_whitepaper.pdf

At 2022-04-26 00:12:07 UTC

Appendix
Appendix A- Acronyms

CVD Cisco Validated Design
laaS Infrastructure as a Service
MFA Multi-Factor Authentication
PIN Places in Network

PaaS Platform as a Service
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SaaS Software as a Service

sqL Structured Query Language
SSO Single Sign On

VA Virtual Applicance

VPC Virtual Private Cloud

2FA Two Factor Authentication

Appendix B- GCP Terraform Template

The GCP Terraform template used for the validation testing is located on the Cisco Security Validated Design
GitHub. This template can be used to automate the deployment of the networking components, database,
application, and web servers. For more information on the full deployment using Terraform, the readme in the
GitHub repository goes over all the steps and how it works.

Appendix C- Software Versions

Secure Workload Software agent 3.3.2.35-enforcer
Secure Endpoint Software agent 1.11.1.663
Secure Cloud Analytics Cloud Offering SaaS

Umbrella VAs Appliance (Compute Engine) 2.6.2

Duo WordPress Plugin Software Plugin Version 2.5.5
SecureX Cloud Offering SaaS

Workloads Linux CentOS 7.7

SQL Database MySQL database mysql-5-7

Appendix D- References

This section lists all the references.
e Cisco SAFE
e Cisco Secure Workload
e Cisco Secure Endpoint
e Cisco Secure Cloud Analytics

e Cisco Duo
e Cisco Umbrella

e WordPress
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https://github.com/cisco-security/Cisco-Validated-Designs/tree/master/safe-cloud-iaas-gcp
https://github.com/cisco-security/Cisco-Validated-Designs/tree/master/safe-cloud-iaas-gcp
https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_safe.html
https://www.cisco.com/c/en/us/products/security/tetration/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
https://www.cisco.com/c/en/us/products/security/stealthwatch-cloud/index.html
https://duo.com/docs/wordpress
https://docs.umbrella.com/deployment-umbrella/docs/deploy-vas-in-google-cloud-platform
https://wordpress.org/download

e NGINX
e GCPVPC
e GCP DNS Policy

e GCP Firewall
e GCP Cloud SQL

e GCP Instance Groups
e GCP VM Instances

e GCP Load Balancer

e GCP Cloud Storage Buckets
e GCP Compute Engine

Appendix E - Feedback
If you have feedback on this design guide or any of the Cisco Security design guides, please send an email to

ask-security-cvd@cisco.com.
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