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Overview

In Cisco SAFE, the Management domain includes the management of devices and systems using centralized
services for consistent policy deployment, workflow change management and the ability to keep systems
patched. The Management coordinates policies, objects, and alerting.

Compliance @ ® Segmentation

Security Intelligence @ Threat Defense

@ Secure Services

Management

YOU ARE

HERE

Internet

Places in the Network (PINs) Domains

Figure 1.
SAFE provides the Key to simplify cybersecurity into Secure Places in the Network (PINs) for infrastructure and Secure
Domains for operational guidance.

SAFE simplifies security by starting with business flows, then addressing their respective threats with
corresponding security capabilities, architectures, and designs. SAFE provides guidance that is holistic and
understandable.
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Figure 2. SAFE Guidance Hierarchy

This operations design guide contains instructions for certificate management required by the Zero Trust:
Network and Cloud Security design guide.

This guide is focused on Active Directory (AD) as an external certificate authority (CA). The guidance is
provided for configuring certificates on security components that integrate with the Platform Exchange Grid
(pxGrid) provided by Identity Services Engine (ISE). Guidance is also provided on how to setup Administrator
certificates.

Certificate Management

Create Externally Signed ISE Certificates for pxGrid and Admin Services

Integrating Secure Firewall with pxGrid requires that the Firewall Management Center (FMC) trust the root CA
used to sign the ISE MNT server Admin certificate and the ISE pxGrid certificate.

This section will cover
» how to use ISE to generate Certificate Signing Requests (CSRs) for the pxGrid and Admin certificates
o the process of creating a template for the CSRs in AD

« the process for generating certificates from the CSRs in AD
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o the process for adding the CA root certificate as a trusted CA in ISE.
Active Directory Certificate Authority: Export a Root Certificate

The external CA root certificate should be trusted in ISE before importing any certificates signed by the external
CA.

Step 1.  To export a root certificate from an Active Directory CA, Access the CA server by appending
/certsrv/ to the AD server hostname, e.g.

« adserver.example.com

« adserver.example.com/certsrv/

Microsoft Active Directory Certificate Services — lab1six1-GL-AD1-CA-2

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you ¢
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending_certificate request
Download a CA certificate,_certificate chain,_or CRL

Step 2. Click the Download a CA certificate, certificate chain, or CRL option.

Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you ¢
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
Select a task:

Request a certificate

View the status of a pending_certificate request

|D0wn|oad a CA certificate_certificate chain. or CRL|

Step 3. Set the encoding method if desired, then click Download CA certificate.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 5 of 47



Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab1six1-GL-AD1-CA-2] -

Encoding method:

CDER

® Base 64
Install CA certificate
|Download CA certificate |
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

ISE: Add an External Certificate to the Trusted Certificate Store
Step 1. Within ISE, click the Menu icon (=) and navigate to Administration = System = Certificates.
Step 2. Click on Trusted Certificates, then click Import.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

SRS Mestevme Tr U Ste d C e rt | fl C a t e S A, For disaster recovery it is recommended to export

System Certificates

Trusted Certificates t

OCSP Client Profile

3] Friendly Name ; Trusted For Serial
Certificate Signing Requests

Step 3. Select Choose File and upload the root certificate collected previously. Enter a Friendly Name,
Description, and set the Trusted For fields for the certificate (this example uses the default setting for
authentication within ISE, but more options can be checked). Click Submit.
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= Cisco ISE Administration - System (1]
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
. Import a new Certificate into the Certificate Store
Certificate Management v
System Certificates « Cortificate File rootcer
Trusted Certificates
®

Friendly Name  Jab1six1 Root CA

OCSP Client Profile
Certificate Signing Requests Trusted For: O
Certificate Periodic Check Se... B
B Trust for authentication within ISE
[ Trust for client authentication and Syslog
[ Trust for certificate based admin authentication

Certificate Authority >

[J Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description  Root certificate for the lab1six1.com domain

Step 4. Use the filter option to search for the friendly name and verify that the certificate has been
imported.

= Cisco ISE Administration - System 1))

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Certificate Management v £
Trusted Certificates A\ For disaster recovery it is recommended to export and backup all your trusted certficates.
System Certificates
Trusted Certificates -+ Import Quick Filter
OCSP Client Profile
D Friendly Name ~  Trusted For Serial Number  Issued To Issued By Valid From Expiration Date Stat
Certificate Signing Requests
Certificate Periodic Check Se... I b X I

O |Iab15ix1 Root CA Infrastructure | 70 35DC AE ... lab1six1-GL-AD1... lab1six1-GL-AD1... Fri, 4 Mar 2022 Tue, 4 Mar20.. B E

Certificate Authority >

Additionally, the View and Export options can be used to check hash and certificate details for any uploaded

certificate.
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= Cisco ISE Administration - S

Deployment Licensing Certificates Logging Maintenance Upgrade Health

Fortionts Mansgement N TFUStEd Ce rtIfICateS Ay For disaster recovery it is recommend

System Certificates
Trusted Certificates /7 Edit - Import il Delete

OCSP Client Profile

] Friendly Name ~  Trusted For
Certificate Signing Requests
Certificate Periodic Check Se... lab x

a lab1six1 Root CA Infrastructure

Certificate Authority >

Active Directory: Create a Client and Server Authentication Template

The default ISE certificates for pxGrid and Admin are configured for both Client Authentication and Server
Authentication. However, Active Directory does not have a default template to create certs with both Client and
Server Authentication. This section covers how to create a CA template that will produce certificates with the

Client Auth and Server Auth fields.
Step 1.  Access Active Directory, open Server Manager, then select Tools - Certificate Authority.

-E;; Server Manager

I" Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Server Manager * Dashboard

= WELCOME TO SERVER MANAGER

132 Dashboard

i Active Directory Sites and Services

B Local Server
Active Directory Users and Computers

i' All Servers : .
:; b s 0 Configure this local server ADS! Edit
il ADDs QUICK START | Certiication hutfiory

Step 2. Expand the CA server dropdown on the left menu, select Certificate Templates, right-click the
empty space in the right side of the window, then select Manage.
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@ certsrv - [Certification Authority (Local)\lab1six1-GL-AD1-CA-2\Certificate Templates] - O X

File Action View Help

I ]

i) Certification Authority (Local)
v é lab1six1-GL-AD1-CA-2
| Revoked Certificates
71 Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

Name Intended Purpose

& Directory Email Replication Directory Service Email Replication

E Domain Controller Authentication Client Authentication, Server Authentic...
& Kerberos Authentication Client Authentication, Server Authentic...
HErs Recovery Agent File Recovery

& Basic EFS Encrypting File System

@ Domain Controller Client Authentication, Server Authentic...
] Web Server Server Authentication

& Computer Client Authentication, Server Authentic...
& User Encrypting File System, Secure Email, Cl...
& Subordinate Certification Authority <All>

& Administrator Microsoft Trust List Signing, Encrypting ...

New >

Refresh

Step 3. Select the Web Server template, right-click it, then click Duplicate Template.
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F Certificate Templates Console
File Action View Help

rrYGIEEN TG

3 Certificate Templates (GL-AD1.le Template Display Namz Schema Version Vers A
& cep Encryption 1 41
1# Code Signing 1 3.1
b Computer 1 5.1
1] Cross Certification Authority 2 105
13 Directory Email Replication 2 115
+#] Domain Controller 1 41
1] Domain Controller Authentication 2 110
& EFS Recovery Agent 1 6.1
i Enrollment Agent 1 4.1
:E-] Enrollment Agent (Computer) 1 5.1
P Exchange Enrollment Agent (Offline requ... 1 4.1
& Exchange Signature Only 1 6.1
& Exchange User 1 71
&l 1PSec 1 8.1
13 IPSec (Offline request) 1 71
13 Kerberos Authentication 2 110
& Key Recovery Agent 2 105
& ocsp Response Signing 3 101
{3 RAS and IAS Server 2 101
i Root Certification Authority 1 5.1
@ Router (Offline request) 1 41
3] Smartcard Logon 1 6.1
3] Smartcard User 1 11
{3 Subordinate Certification Authority 1 5.1
{3 Trust List Signing 1 3.1
33 User 1 3.1
i3] User Signature Only 1 41
3] Workstation Authenticatic e 101

All Tasks > v
< > < >
T Properties

Step 4. Certification Authority and Certificate Recipient can be changed if desired or left at the default
of 2003 for greatest compatibility. Click Apply if changes were made.
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Properties of New Template *
Subject Name Server lzsuance Requirements
Superseded Templates Extensions Securty

Compatibiity General Reguest Handing Cryptography = Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

[+] Show resulting changes

These settings may not prevent earlier operating systems from using this
template.

[ ok | cancel Apply Help

Step 5. Click on the Extensions tab, leave Application Policies selected, then click the Edit button.
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Properties of New Template

Subject Name Server lzsuance Requirements
Compatibility General Request Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Exdensions included in this template:

Application Policies
|- | Basic Constraints
|| Certificate Template Information
[~ lssuance Policies

Key Usage

Description of Application Policies:
Server Authentication

OK | [ Cancel | ey

Step 6. Click the Add button.

Note: Server Authentication is added by default.

© 2023 Cisco and/or its affiliates. All rights reserved.
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Edit Application Policies Extension

An application policy defines how a certificate can be
used.

Application polides:

Server Authentication

=

[ ]Make this extension critical

oK

Cancel

Step 7. Select Client Authentication and click OK.
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Add Application Policy x

An application policy (called enhanced key usage in Windows 2000)
defines how a cedificate can be used. Select the application policy required
for valid signatures of cedificates issued by this template.

Cerificate Request Age
Client Authentication

Document i
Domain Mame System (DNS) Server Trust
I:_hﬂa'mc CodeGenemtor W

[ ok || cancel |

Step 8. Confirm that both Client Authentication and Server Authentication are now listed. Click OK.
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Edit Application Policies Extension X

&n application policy defines how a certificate can be
used,

[ ]Make this extension critical

[

Step 9.  Optional: while still on the Extensions tab, select Key Usage and click Edit.
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Properties of New Ternplate X
Subject Name Server lssuance Requirements
Compatibility General Reguest Handling Cryptography = Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:
[ Appiication Policies

[~ | Basic Constraints

[ |Certificate Template Information

Description of Key Usage:

Signature requirements: "
Digital signature

Allow key exchange only with key encryption
Critical extension.

OK | [ _Cancel | Aoy || Heb

Step 10.

© 2023 Cisco and/or its affiliates. All rights reserved.
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Properties of Mew Template X

Subject Name Server lssuance Reguirements

e e Evtensinns e el

Edit Key Usage Extension X

Specify the required signature and security options for a key usage
extension.
Signature
£ Digital signature
|4 Signature is proof of origin (ronrepudiation) |
Certificate signing

CRL signing

Encryption
() Mlow key exchange without key encryption (key agreement)
Allow key exchange only with key encryption (key enciphement)

Iﬁﬂcwﬁmﬁmn‘umdda I

[] Make this extension critical

[ ok | | concl

OK | Cancel || Apply || Hebp

Step 11. Click Apply.
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Properties of New Template

Subject Name Server lssuance Requirements
Compatibility General Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Estensions included in this template:

[-] Application Policies

[ -] Basic Constraints

[~ Certificate Template Information
[ lssuance Policies

[ Key Usage

Description of Key Usage:

Signature requirements:
Diigital signature
Signature is proof of origin (nonrepudiation)

Allow key exchange only with key encryption
Allow encryption of user data

T eim =l et i

o o ]

Step 12.
select it. Click OK.
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Properties of New Template X

Superseded Templates Extensions Security
Compatibility General Request Handling Cryptography Key Attestation
Subject Name Server Issuance Requirements

(@) Supply in the request
n se subject information from existing cerificates for autoenmollment
renewal requests

() Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format;
None w

Include e-mail name in subject name

Include this information in atemate subject name:
E-mail name
DMNS name
User principal name {LIPM)

Service principal name (SPM)

OK Cancel Apply Help

Step 13. Right click on the newly created copy and select Change Names.
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3 Certificate Templates Console
File Action View Help

s | FHIXEE B

) Certificate Templates (GL-AD1.J¢|| Template Display Name Schema Version Ver: A
13 Code Signing 1 3.1
& Computer 1 5.1
{3 Cross Certification Authority 2 105
i) Directory Email Replication 2 115
12] Domain Controller 1 41
1% Domain Controller Authentication 2 110
& EFS Recovery Agent 1 6.1
3 Enrollment Agent 1 4.1
:3 Enrollment Agent (Computer) 1 5.1
& Exchange Enrollment Agent (Offline requ... 1 41
& Exchange Signature Only 1 6.1
& Exchange User 1 7.1
3 IPSec 1 8.1
i IPSec (Offline request) 1 71
1 Kerberos Authentication 2 110
)| Key Recovery Agent 2 105
& ocsp Response Signing 3 101
i3] RAS and IAS Server 2 101
13 Root Certification Authority 1 5.1
3 Router (Offline request) 1 41
] Smartcard Logon 1 6.1
13 Smartcard User 1 1.1
3 Subordinate Certification Authority 1 5.1
+3 Trust List Signing 1 31
& User 1 3.1
i3 User Signature Only 1 41
& Web Server 1 41
13 Workstation Authentication 2
.m

Duplicate Template
< >|| < Reenroll All Certlﬁcate Holders >

Change the template display name or the template name of this
Step 14. Set a name, then click OK.

Change Template names *

Mote: Ensure that the template name is also updated on each issuing
CA and in superseding templates. For more information, see

Fename a Certificate Template)

Template Mame: | dient_and_server_auth |

Template display Mame: | dient_and_server_auth |

ok | [ cancel |
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Step 15.

& Certificate Templates Console

File Action View Help

Close the Certificate Templates Console.

c

s | [ XE = HE

5l Certificate Templates (GL-AD1.Iz | Template Display Name

Step 16.

select New - Certificate Template to Issue.

Schema Version

\."en"“-ldinl'li

ﬁl certsrv - [Certification Authority (Local)\lab1six1-GL-AD1-CA-2\Certificate Templates] - O

File Action View Help

YN

ﬁl Certification Authority (Local)
v é lab1six1-GL-AD1-CA-2
] Revoked Certificates
] Issued Certificates

Name

& Directory Email Replication

5 Domain Controller Authentication
] Kerberos Authentication

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

Back on the Certificate Templates page, right-click the empty space in the right window and

| Pending Requests

7 Failed Requests &l ers Recovery Agent File Recovery

| Certificate Templates (3 Basic EFS Encrypting File System
5l Domain Controller Client Authentication, Server Authentic...
2 Web Server Server Authentication
)| Computer Client Authentication, Server Authentic...
& User Encrypting File System, Secure Email, Cl...
4] Subordinate Certification Authori <All>

rity

& Administrator Microsoft Trust List Signing, Encrypting ...

Manage

Step 17. Select the template created previously and click OK.

# ' Enable Certificate Templates X

Select one Certificate Template to enable on this Cerification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name Intended Purpose A
) Authenticated Session Client Authentication

& CA Exchange Private Key Archival

] CEP Encryption Certficate Request Agent

@ client_and_server_auth Client Authentication, Server Authentication

5] Code Signing Code Signing

] Cross Certification Authority <All>

3 Enroliment Agent Certficate Request Agent

5 Enroliment Agent (Computer) Certfficate Request Agent

) Exchange Enroliment Agent (Offine request) Certficate Request Agent

@ Exchange Signature Only Secure Email <

[ ok ]| Cancel |

Step 18. Verify the new template now appears in the list of Certificate Templates.
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ﬁ certsrv - [Certification Authority (Local)\lab1six1-GL-AD1-CA-2\Certificate Templates] - O X
File Action View Help

e 2 XEEIH

f‘;] Certification Authority (Local) Name Intended Purpose
va !?,b1;u1-f|;201;A-2 5] client_and_server_auth Client Authentication, Server Authentic...
:‘] | " deC n:;,t |:ates & Directory Email Replication Directory Service Email Replication
_J ssue. S @ Domain Controller Authentication Client Authentication, Server Authentic...
__| Pending Requests TN i R i
u o - \H] Kerberos Authentication Client Authentication, Server Authentic...
__| Failed Requests %
| Certificate Templates (& EFS Recovery Agent File Recovery
3 Basic EFS Encrypting File System
# Domain Controller Client Authentication, Server Authentic...
&l Web Server Server Authentication
& Computer Client Authentication, Server Authentic...
& User Encrypting File System, Secure Email, Cl...
{3 Subordinate Certification Authority <All>
] Administrator Microsoft Trust List Signing, Encrypting ...

ISE: Generate Certificate Signing Request for the pxGrid Role

Step 1. In the Cisco ISE Graphical User Interface (GUI), click the Menu icon (=) and choose
Administration = System - Certificates.

Step 2. Click on Certificate Signing Requests in the left menu.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Certifi M 1F1
e R anageeant 7 Sy Ste m C e rt |fl C a te S [\, For disaster recovery it is recommended to export certificate and private key pairs of

System Certificates
Trusted Certificates -+ Generate Self Signed Certificate -+ Import

OCSP Client Profile

ICertiiicate Signing Requests I

Friendly Name Used By Portal group tag Issued To

Step 2. Click the Generate Certificate Signing Requests button.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Certificate Management v Certificate Signing Requests

System Certificates

Undat i Generate Certificate Signing Requests (CSR)

Step 3. Set the Certificate Usage to pxGrid, fill in Subject information, set SAN fields, and review Key
Type, Length, and Digest. Click Generate when finished.

Note: ISE does not allow multiple certificates with the same Subject fields. In the example below, pxGrid
is set as the OU to create a unique Subject combination.
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System Certificates Usage
Trusted Certificates Certificate(s) will be used for pxGrid %
OCSP Client Profile Allow Wildcard Certificates [_] ()
Certificate Signing Requests Node(s)
Certificate Periodic Check Settin... Generate CSR's for these Nodes:
Overview Node CSR Friendly Name
Issued Certificates

B gl-isel gl-ise 1#pxGrid
Certificate Authority Certificates
Internal CA Settings Subject
— - : Common Name (CN)

ertificate Templates
SFQDNS O]

Organizational Unit (OU)
pxGrid O]

Organization (O)
Cisco O]

City (L)
San Jose

State (ST)
CA

Country (C)
us

Subject Altermnative Name (SAN)

i1 DNS Name ~  gl-isel.lablsix1.com =

i IP Address v 10.0.4.17 . O]

* Key ype

RSA v O

* Key Length

4096 v ©

* Digest 1o Sign With

SHA-512 v

Certificate Policies

Generate

Step 4. Export the CSR file.
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Successfully generated CSR(s)

Certificate Signing request(s) generated:
gl-ise1#pxGrid

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

-

ISE: Generate Certificate Signing Request for the Admin Role

Step 1. Continuing from the prior section (Administration = System > Certificates = Certificate
Signing Requests) click the Generate Certificate Signing Requests button.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Certificate Management v Certificate Signing Requests

System Certificates

Untzele (B Generate Certificate Signing Requests (CSR)

Step 2. Set the Certificate Usage to pxGrid, fill in Subject information, set SAN fields, and review Key
Type, Length, and Digest. Click Generate when finished.

Note: ISE does not allow multiple certificates with the same Subject fields. In the example below, Admin
is set as the OU to create a unique Subject combination.
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Usage
System Certificates

Trusted Certificates Certificate(s) will be used for Admin v

Allow Wildcard Certificates ] ()

Node(s)

OCSP Client Profile

Certificate Signing Requests

Certificate Periodic Check Settin... Generate CSR's for these Nodes:

Overview Node CSR Friendly Name

Issued Certificates . gl-ise1 gl-ise 1#Admin

Certificate Authority Certificates
Subject
Common Name (CN)
Certificate Templates SFQDNS 0]

Internal CA Settings

Organizational Unit (OU)
Admin ©

Organization (Q)
Cisco o

City (L)
San Jose

State (ST)
CA

Country (C)
us

Internal CA Settings

Certificate Templates Subject Alternative Name (SAN)

it DNS Name ~ gl-isel.lablsix1.com -

e
=T

i IP Address v 10.0.4.17 = = ®

* Key type

RSA v O

* Key Length

4096 O]

* Digest 1o Sign With

SHA-512 hd

Certificate Policies

Generate

Step 3. Export the file.
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Successfully generated CSR(s)

Certificate Signing request(s) generated:

gl-ise 1HAdmin

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

Active Directory: Create Certificates from Certificate Signing Requests

Before starting this section, generate CSRs using the steps in the prior section (or other methods such as
OpenSSL, if preferred).

Step 1.  Access the CA server by appending /certsrv/ to the AD server hostname, e.g.
« adserver.example.com

« adserver.example.com/certsrv/

Step 2. From the CA server, click the Request a certificate link.

Microsoft Active Directory Cerificate Services — lab1six1-GL-AD1-CA-2

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you «
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
View the status of a pending_certificate request
Download a CA certificate,_certificate chain,_or CRL

Step 3. Select the advanced certificate request option.

Microsoft Active Directory Cerificate Services — lab1six1-GL-AD1-CA-2

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjadvanced certificate request.

The advanced certificate request page prompts for entry of a CSR in text format.
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Microsoft Active Directory Certificate Services — lab1six1-GL-AD1-CA-2

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

Certificate Template:
| User v |

Additional Attributes:

Attributes:
4

Step 4. Locate the CSR file to upload and open with a text editor (right-click the CSR file and select
‘Open with...” if the CSR is not associated with a text editor by default).

This PC * Documents » CA Example

s

Mame Date modified Type Size

» El gliselAdmin.pem 7/15/2022 11:55 AM  PEM File 2 KB
E glise1pxGrid nem 7/15/2092 11:52 AM  PEM File 2KB

o Open

- Edit

* 7-Zip >

+ | Share

+ Open with...

Step 5. Copy the entire block of text starting with the BEGIN line and ending with the END line.
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:]] glise1pxGrid.pem - Notepad
File Edit Format View Help

MITFNzCCAX8CAQAWDTEdMBSGATUEAXMUZ 2wtaXNIMSS5sYWIxc214MS5jb20xDzAN
BgNVBAsTBnB4R3JpZDEOMAWGATUEChMFQ21zY28XxETAPBgNVBACTCFNhbiBKb3N1
MQswCQYDVQQIEwIDQTELMAKGATUEBhMCVVMwgg I iMABGCSqGSIb3DQEBAQUAALIC
DwAwgg IKAoICAQDMOBDVDETU7s1sD1+j8FwhiW9aPB+uOmhh9XQ+UodAhwcDwq8bk
eiiKsp2yACTnx11qr0J/aRmxXJISNU4xv]jcaQoyxIBGxIb1GHXdKHjhehQMIDRmV
nFU+I+g/30Q51nUkgGBcEeTYcITcg9QVemvrtBkiwszwiHzQz0uSufg8nn/ugHA1T
k1lwB4LqOrVIZhLHtKvjoucP7ytwo23rpxQbljf8a3JoILYt+kj84Cs/Td2rB4a0sS
Cv]sc2jRS2KnW6BvxLLMiXx6al /hdCWK@3 jM9aSeCrj5tXwBmpqTBTZ8hmYq0g21
PN6FpjZVIlgiwN]¥849/0BX1108yBFit1baOHPyatu03Tq8jZ2MaR+G73W/sVpam
7S5qw/EIMZuDG/hdavnyg2fi3lvzqb/MkhsffXQusED2Lr124W1s8el1+k0OXGDgxcB
KZhb9ASwGhgYXJeoXxd6K2tw5g2RE15sTsVNrj+yQmulfL7amNLayH+XNFKmaKQm
nQDY7ZviWVyXaefphqfOOvAMmaAvKE6WROmMO0S /kaZ /IRISZu2Qa5Hpnbgz801 /x91g
ZG2dkS /WCSNAL1AMVFh1KFfv3tRUJIScB5IGLXxZc4COStX6JoEITowo8Ec8IQcUSoK
ToUS8906thjGYOdyhDpls7hbuSEbtCQvbnUpYkQD4ePzNeqbx2p3swuZ7wIDAQAB
oIGEMIGBBgkgqhkiGOw@BCQ4xdDByMCUGAIUdEQQeMByCFGds LW1zZTEubGFiMXNp
eDEuY29thwQKAAQRMASGA1UdDWQEAWIFADAdBgNVHQAEFgQU2 jmj715rSwlyVb /v
1WAYkK /YBwkwHQYDVR@1BBYwFAYIKwYBBQUHAWEGCC sGAQUFBWMCMABGCSqGSIb3
DQEBDQUAA4ICAQCoC2ZUuvHN8vWsdmbpjEiQ/jp8iJe8VbzQ4ro6gv8RZWAAUZNK
88Yk4L5uLVS /Ku50Ph/Cql/SHjboNpLNik6fx60NL7QtIJwawAXhjNImPWPENSHFx
9h1/IRAUbLFVPU46p81x6EYM7HNXOZTTWnWrupxCqU10+1Q66HPpBMuIfpAk/8/2
9TaPPQalqRscadNIFyPmsyI0gUZgUSvzI8EV+iabl 1wl /zXPblGUxoC1BuUthlMl
Klep@JXalbZ+5z1lunvPpeyudmD669XFVSBZXq4Q1YxF4g3mpD1lvFI7x5/7Y4ax9p
s3ZBiyuK3XFjEP8M3awp8gnP5rBl/0Y4uPh+4tYn6MwkigFQXXBjXInpnIvQ97ZSd
6ZHUj99Zws3+ZZfd4keh/sbyTnaVgFn+huus5spqjNI70MIxEQDIDighWoOLGRpZ8
TwD2xPw7SR1uXD3sXMNukRIsCaR2tYzKjkolLNNtbT3eHzmCorK6 LUOUML8wn /1r
43xhmRuogbz1julDsWSDhk11pvUvGnCURgIBbSU7tVt8esra8Rk7BILzXSX/CFp+
8GerJA2HYUK /4u7exSCC/OuQE3dguPy9wfqlnviavWE2S5QDRrITTITYTfoHkflYy
Xn9VRUDQntezwhYyf+eNoUZn354Y119fnMdx8sQxXQfvVyIlZn2wtRcqvNQ==

Step 6. Return to the CA server and paste the copied text into the Request field. Set the Certificate

Template to the one configured in the prior Create a Client and Server Authentication Template
section. Click Submit.
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Microsoft Active Directory Certificate Services — lab1six1-GL-AD1-CA-2

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or

Saved Request:

F xF Lt - J
6ZHUj99Zws3+ZZf4keh/sbyTnaVgFn+huus5spgjt =
Base-64-encoded | TwD2xPw7SR1uXD3sXMNukRIsCaR2tYzK jkolLNNtL
certificate request |43xhmRuogqbz1juLDsKSDhk11pvUvGnCURgZIBbSUTA

(CMC or 8GerJA2HYUK/4u7exsCC/0uQE3dguPyawfqlnvia

PKCS#10 or XnSVRUDQntezwhYy f+eNoUZn354Y119f nMdx8sQx}

PKCS#7):  |----- END CERTIFICATE REQUEST----- w2
1 » y

Certificate Template:
|client and server auth v|

Additional Attributes:

Attributes:
y

Step 7. Select Base 64 encoded and click either the Download certificate or Download certificate
chain option. It is recommended to rename the file to denote the certificate type (in this case, the
Admin certificate). This example uses the ‘Download certificate’ option for simplicity, as AD generates
the certificate in .cer format, which can be imported directly into ISE. The chain option generates the
certificate in .p7b format, which requires conversion to an ISE compatible format via OpenSSL.

Microsoft Active Directory Certificate Services — lab1six1-GL-AD1-CA-2

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or @ Base 64 encoded
o [Download certificate]
==z4 Download certificate chain

Step 8. Repeat the above steps to generate the pxGrid certificate, which also uses the
client_and_server_auth template.

Windows: Verify Certificate Details

Step 1. Double click the newly created certificate to open it.

Note: Only the .cer format will open using this method; the .p7b format created from the chain option will
not.
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Home Share View

v 4 » This PC » Documents > CA Example

Mame
ick access
admin.cer
esktop g — . :
}] glisel Admin.pem
ownloads -

j] gliselpxGrid.pem
ocuments - o) prgrid.cer

Step 2. If a Security Warning prompt appears, click Open.

Open File - Security Warning X
Do you want to open this file?

= MName: Ch\Users\akilgore\DocumentshCA Exampleladmin.cer
La Publisher: Unknown Publisher

Type: Security Certificate

From: Ci\Users\akilgore\Documents\CA Example\admin.cer

|| Open |I Cancel

[] Always ask before opening this file

- While files from the Internet can be useful, this file type can potentially
@ harm your computer. If you do not trust the source, do not open this
software. What's the risk?

Step 3. Click the Details tab and select Enhanced Key Usage. Verify that both Client Authentication
and Server Authentication are available. Click OK to close.
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s Certificate x

General Certification Path
Shaw: .{AI} W
Field Value "
(=] valid from Monday, July 25, 2022 7:53:0...
=] valid to Wednesday, July 24, 2024 7:...
=] subject glise 1.lab1six 1.com, Admin, C...
=] Public key RSA (4096 Bits)
.Ptbic key parameters 05 00
daj%alesSetb4b0d3255bfefa. .
Client Authentication (1.3.6. L....
NG Name =nlics i lahicvl o

Edit Properties... Copy to File...

oK

ISE: Bind Certificates to CSR Requests and Assign Certs to Roles

Before starting, note that changing the Admin certificate will cause the application server to restart.
Step 1. Click the Menu icon (=) and navigate to Administration - System - Certificates.
Step 2.  Click on Certificate Signing Requests.
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Certifi M ifi
el Rl e it 7 Sy Ste m C e rt lfl C a te S A\, For disaster recovery it is recommended to export certificate and private key pairs of

System Certificates

Trusted Certificates -+ Generate Self Signed Certificate -+ Import

OCSP Client Profile

ICertificate Signing Requests I
Step 3. Locate the CSRs created in the Generate Certificate Signing Requests step. Check the box

next to the Admin entry, then click Bind Certificate (the bind action will bind the generated certificate
to the private key ISE created when the CSR was made).

Friendly Name Used By Portal group tag Issued To

System Certificates

Certificate Signing Requests

Trusted Certificates

OCSP Client Profile

Certificate Signing Requests Generate Certificate Signing Requests (CSR)

Certificate Periodic Check Settin... A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or
“bind” to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this Ii

Overview

Issued Certificates CL View T; Export fl Delete Bind Certificate

Certificate Authority Certificates

(@) Friendly Name Certificate Subject Key Length
Internal CA Settings
Certificate Templates 2 gl-ise THAdmIn CN=gl-isel.lablsix1.co... 4096

O gl-ise1#pxGrid CN=gl-isel.lablsix1.co... 4096

Step 4. Click the Choose File button and upload the Admin Certificate created in the Create
Certificates from CSRs step. Enter a Friendly Name for the certificate and check the Validate
Certificate Extensions box. Click Submit.

= Cisco ISE Work Centers - PassivelD [ 1]

Overview Providers Subscribers Certificates Troubleshoot Reports
A L Bind CA Signed Certificate
Trusted Certificates

* Certificate File admin_cer
OCSP Client Profile
. T Friendly Name

Certificate Signing Requests Admin CA Signed O

Certificate Periodic Check Settin..
Validate Certificate Extensions [l (O

Overview
Issued Certificates Usage
Centificate Authority Certificates B Admin: Use certificate to authenticate the ISE Admin Portal

Internal CA Settings

Certificate Templates

Step 5. An alert will appear stating that changing the Admin certificate will restart the application
server. If a service outage is currently acceptable for the node, select Yes. If not, click No and
reschedule for a change window.
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Warning

Step 6. To verify when the Application Server is up, access the ISE node Command Line Interface
(CLI) and run the command ‘show application status ise’. The screenshot below shows output for the
Application Server in an Initializing state.

Once the Application Server has fully restarted, the State will change to running.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 33 of 47



Step 7. Repeat the steps above to import the pxGrid certificate, which does not require a restart of the
Application Server.

Step 8.  Verify the uploaded certificates by clicking on the System Certificates link and confirming the
Friendly Name and certificate details of the uploaded certificates.

System Certificates

Trusted Certificates SyStem C e rtlfl C ate S For disaster recovery it is recommended to export certificate and private key pairs of all system certificates

OCSP Client Profile

Certificate Sig

g Requ

Certificate Periodic C Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date Status
Overview
gl-ise1
Issued Certificates
(] Admin CA Signed Admir gl-isel.lablsixl.com lab1six1-GL-AD1-CA-2 Mon, 25 Jul 2022 Wed, 24 Jul 2024 BActive

Certificate Authority Certificates

G gl-ise1.lablsix1.com Certificate Services End Wed, 13 Apr 2022 BActive
) point Sub CA - gl-ise1
Certificate Templates Y
gl-ise 1400001
| ':‘ pxGrid CA Signed pxGrid gl-isel.lablsix1.com lab1six1-GL-AD1-CA-2 Mon, 25 Jul 2022 Wed, 24 Jul 2024 @AC' ve

ISE: Export an ISE Root Certificate

While using an external CA is recommended, ISE does have CA capability that can be used in the absence of an
outside CA. This section details how to locate and export the ISE root certificate.

Step 1. Click the Menu icon (=) and navigate to Administration - System = Certificates.
Step 2. Expand Certificate Authority, then select Certificate Authority Certificates on the left menu.

= Cisco ISE Administration » System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Certificate Mana » > » - -
eriificate Management SySte I'Tl c e rt |f | Ca te S For disaster recovery it is recommended to export certificate and private key pairs of a

System Certificates

Trusted Certificates IENEre J J
OCSP Client Profile .
Friendly Name Used By Portal group tag Issued To
Certificate Signing Requests
Certificate Periodic Check Se fse
Admin CA Signed Admin jl-isel lablsix1.com
Certificate Authority D CN=gl-ise1 SE Messaging gl-ise1.lablsix1.com
[ Vi€ ervice
Overview !
- #00001
Issued Certificates
[ Certificate Authority Certificat ] | pxGrid CA Signed oxGrid gl-ise1.lab1six1.com
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Step 3.

Certificate Management v
System Certificates
Trusted Certificates
OCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se.

Certificate Authority v
Overview
Issued Certificates
Certificate Authority Certifi...
Internal CA Settings

Certificate Templates

Active Directory:

CA Certificates

/ Edit -+ Import @) Delete
Friendly Name Status
gl-isel
O Certificate Services Endpoint Enabled
- Sub CA - gl-ise1#00003
Certificate Services OCSP B Enabled

Ll
Responder - gl-ise 1400004

Certificate Services Root CA - Enabled
gl-ise 1800001

Certificate Services Node CA [@ Enabled
- gl-ise 1400002

() View £’ Refresh

Trusted For

Infrastructure Endpoints

Infrastructure,Endpoints

Infrastructure,Endpoints

Infrastructure Endpoints

Serial Number

3902 08 56 66 4B 4B 40 8C
1B 3E CD CE 6E E2 97

42 E121E7 86 DB 4C DS 9F
3F CC 65 4E 0B 01 FF

39 AB 00 55 5D 23 47 E7 B?
C1221049C28F 71

4F 9D 17 7E 18 A1 41 FS 8E
BE F6 1D 61 32 B1 A9

Issued To

Certificate Services Endpoint
Sub CA - gl-isel

Certificate Services OCSP
Responder - gl-isel

Certificate Services Root CA -

gl-isel

Certificate Services Node CA
- gl-isel

Distribute Machine Certificates via Group Policy Object

Check the box next to the Certificate Services Root CA, click Export, and download the file.

Issued By

Certificate Services Node CA
- gl-isel

Certificate Services Node CA
gl-ise1

Certificate Services Root CA -
gl-isel

Certificate Services Root CA -
gl-isel

The certificates created and distributed in this step can be used for a machine authorization check in ISE. The
AD Certificate Authority has a preconfigured certificate template labelled ‘Computer’ that creates certificates
with client and server authentication. However, since we will only be using these certificates for client

authentication, we will first create a new template that only has client auth set.

Step 1. Configure

Step 2.

E Cmrer Manager

Diashb

Local Server

All Servers

ADCS

AD D5

DNS

B File and Storage Services b

o s

Step 3.

Group Policy

Click on Tools = Group Policy Management.

Manage

QUICK START

WHATS NEW

LEARN MORE
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o Configure this local server

Add roles and features

Add other servers to manage

Create a server group

Connect this server to cloud services

View Help

Actrve Directory Administra
BActive Directory Domains at
Betive Directory Module for
Active Dircctory Sites and 5
Active Directory Users and ¢
ADSI Edit

Certification Authority
Component Services
Camputer Management
Defragment and Optimize [
Disk Cleanup

DNS

Event Viewer

Group Policy Management

Right click on the target domain and click ‘Create a GPO in this domain’.
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& Group Policy Management
J& File Action View Window Help

o | mm 0 XE Q| Hm

\g@ Group Policy Management | |Workplace
v 44 Forest '“?15'“1":':"” Linked Group Folicy Objects  Geoup Policy Inherita
w &5 Domains -
v 3 lablsixl.com Lirk Ordler GFO
st Default Demain .

% 2| Domain Contro

3
s |z Group Pol
Step 4. Enter a name and click OK.
Mew GPO >
Mame:
Hrrhm Ervolment]
Source Starder GPO:;
inone) v|
. Cancel |
Step 5.

Right click on the newly created GPO and click edit.

2 Group Policy Management:

Igk File Action View \Window Help

o | nmm & HE
&, Group Policy Management Workplace
v b Forest lablsicl.com .
' Lnked Group Policy Obiects  Geoup Palicy nheitance  Delagation
w 2 Domains _
~ F3 lablsixl.com Lirk Circler GPO Enforced Lk Enabled
] Defaitoomain | - I 4 T ———
Step 6.

Expand the tree to Computer Configuration - Policies - Windows Settings = Security
Settings then click Public Key Policies. Double click on Certificate Services Client - Auto-Enroliment.
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15/ Group Policy Management Editor
File Action View Help
e« nMmES HE

L& ZT Auto Encoliment [GL-ADL.LABISIX1.C A || Object Type
v @& Computer Configuration

o __IEncrypting File System
vda %""“ i | Data Protection
> R Sofw 9 | BitLocker Drive Encryption

v ] Windows Settings
> 1 Name Resolution Policy
(=l Seripts (Startup/Shutdowr
v [ Secunty Settings

“| BitLocker Drive Encryption Network Unlock Centificate
| Automatic Certificate Request Settings
| Trusted Root Certification Authorities

» 28 Account Policies _—:j Enterprice Trust

> i Local Poficies _1 Intermediate Certification Authorities

> 4 Eventlog 1 Trusted Publishers

» 4 Restricted Groups | Untrusted Certificates

> | & System Services " Trusted People

> @ Registry |75 Certificate Services Client - Certificate Enrollment Palicy
» L@ File System 75! Certificate Path Validation Settings

> i.g' Wired Network (IEEE & #% Certificate Services Client - Auto-Enroliment

1 Windows Defender Fin
1 Network List Manager

Lt Wireless Network (IEEE
Step 7. Set Configuration Model to Enabled and check the boxes to renew and update certificates.
Click Apply, then click OK.

v

Certilicate Semvices Client - Auta-Enrollment Properties I 4

Enrolimant Policy Configuration

Enroll user and computer cerbificates sutomatcally

S —

Lizg expiry events and show expiry notifications when the percentage of
remaning cerbificate Ifetme s

|1uﬂ:=.~a

Additional stores, Usa *," to separate multiphe stores, For example:
“Gtorel, Stored, Stored”

5 o | ]
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Step 8. Right click on Automatic Certificate Request Settings, select New, then select Automatic
Certificate Request.

15 Group Pelicy Management Editar - m]
File  Actign View Help
s 2 ce| HE

|2 ZT Auto Enroliment [GL-AD1.LAB1SIX1.COM)] Policy a || Awtomatic Certficste Request -
w @& Computer Configuration
w | Palicies There are no tems to show in this view.

» 7 Software Settings
w 7] Windows Settings
s ] Mame Resolution Palicy
|2l Seripts (Startups/Shutdown)
v G Securty Settings
5 58 Account Policies
» i Local Policies
» 1 Ewventlog
[g Restricted Groups
& Systern Services
[ Registry
4 File System
i:g* Wired Mebwork (IEEE 802.3) Palicies
| Windows Defender Firewall with Advanced Se
] Metwork List Manager Policies
s fif Wireless Nebwork (IEEE 802.11) Policies
w | Public Key Policies
] Emcrypting File Systern
7] Data Pratection
7] BitLocker Drive Encryption
] BitLocker Dvive Encryption Metwork Unloc
| Automatic Certificate Request Settings

| Trusted Root Certification Authorities __

Step 9. Click Next.

M R R R R R
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Automatic Certificate Request Setup Wizard X

Welcome to the Automatic
Certificate Request Setup
Wizard

This wizard helps you set up automatic cerdificate requests
for computers.

Using automatic certficate requests. an admnstrator can
specly which ypes of cadificate can be adlomaticaly
requested by a compurer.

To continue, cick Nexd

ok [ Net> | | Cocd |

Step 10. Select the Computer template, then click Next.

Automatic Certificate Reguest Setup Wizard b4

Centiicate Template [
The next time & computer loge on, a centficate based on the tamplats you select iz @‘*
prowided,

A cadtificabe tamplate iz 3 et of predefined properties for cetficates issued to
computern. Sehect 2 template from the: followeng lst.

Intended Fuposes

Client Authentication, Senver Authenticalior
Certficate Request Agenl

|F gecunty IKE imemediate

cBack || Met> | Concel

Step 11.  Click Finish.
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Automatic Certificate Request Setup Wizard

Completing the Automatic
Certificate Request Setup
Wizard

‘/:) You have successiully completed the Automatic Cerdrficate
E— Request Setup wizard
The catificate template you selected i listad below!

Name Cormputer

coms ==

Step 12.

Close the Group Policy windows. From the AD CS, launch a command line and run gpupdate
/force.

BX Administrator Command Prompt

Step 13.

administrator, entering the same gpupdate /force command as above.

Access the Windows workstation that is to receive the certificate and run command line as
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Best match

Command Prompt [

App

Settings

Command Prompt

E Replace Command Prompt with
Windows PowerShell in the Win

Search the web
Open

£ emd- web results
Run as administrator
Open file location

Pin to Start

Pin to taskbar
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Verify Certificate Install

Step 1. From the Windows host, type ‘cert’ into the search bar and select ‘Manage computer
certificates’.

All Apps Documents

Best match

Manage computer certificates

Control panel

Settings

Manage computer certificates
£, Manage user certificates Control panel

i, Manage file encryption

certificates

Search the web

__,D cert - See web results
certify login
certificate
certify
certainteed
certified mail
certemy login
certainteed shingles

certemy

cert]

Step 2. Expand the dropdown on the Personal folder and click on Certificates. Identify the machine
certificate in the right pane and double click on it.
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ﬁ certlm - [Certificates - Local Computer\Personal\Certificates] - O X
File Action View Help

e | a@ 0= Hm

[af Certificates - Local Computer A || |ssued To Issued By

vie pm:""’.'r 21127.0.0.1 127.00.1
. Lcates = i [—';DES"‘~T’-3P-?i:‘DDUJH‘Ia‘r’.snT.x:r_:m lablsix1-GL-AD1-CA-2
> | Trusted Root Certification

Step 3. The certificate should have a name that corresponds to the device name and a local private
key.
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s Certificate X

General Details Certification Path

L“, Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Ensures the identity of a remote computer

Issued to: |DESKTOP-JOPDU4H.lab 1six1.com

Issued by: lab1six1-GL-AD1-CA-2

valid from 11/28/2022 to 11/28/2023

? You have a private key that corresponds to this certificate.

Step 4. Click on the Details tab and scroll down to Enhanced Key Usage. Verify that the certificate has
Client Authentication.
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a Certificate X

General |Details | Certification Path

Show: T<AI> v

Field value ~
—|Valid from Monday, November 28, 2022...
—1|valid to Tuesday, November 28, 2023 ...
_|Subject DESKTOP-JOPDU4H.lab 1six 1.com
-~ |Public key RSA (2048 Bits)
- |Public key parameters 0500
i) | Certificate Template Name Machine

Enhanced Key Usage Client Authentication (1.3.6. 1....
il hiart Kov Tdentifiar 20Q57f5h40Rh4-F202 1 7R 5 8

Step 5.  Click on the Certification Path tab and verify the certificate chain. The root certificate and any
intermediate certificates need to be trusted in ISE. Click OK.
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n Certificate X

General Details Certification Path

Certification path
[&] ab 1six 1-GL-AD1-CA-2]
il DESKTOP-JOPDU4H.lab 1six1.com

View Certificate

Certificate status:
is certificate is OK,

]
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Appendix
Appendix A - Acronyms Defined

CA Certificate Authority

CSR Certificate Service Request
GPO Group Policy Object

GUI Graphical User Interface

ISE Identity Services Engine
pxGrid Cisco Platform Exchange Grid

Appendix B - References
o Cisco Zero Trust Architecture Guide
o Zero Trust Frameworks Guide
o Cisco Zero Trust: User and Device Security Design Guide
o Cisco SAFE

o Cisco pxGrid

Appendix C - Feedback

If you have feedback on this design guide or any of the Cisco Security design guides, please send an email to

ask-security-cvd@cisco.com.
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