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Introduction

The cost of security breaches continues to rise. The 18th annual Cost of a Data Breach report estimates
the average cost of each breach at $4.45 million dollars for 2023, a new all-time high. However, there are
some silver linings. Companies that detect a breach themselves (rather than being informed by an attacker
or a ransomware popup) have associated costs around $1 million dollars less than the average. Companies
that invest in Al (Artificial Intelligence) and security automation see even greater benefits. While preventing
a breach remains the primary goal of a security deployment, an all or nothing mentality is antiquated. The
rising costs of security breaches and the increasing complexity of attacker techniques requires a strong
foundation of security best practices alongside evolving detection and response capabilities.

Cisco Security Cloud

The Cisco Security Cloud is a cloud-based platform designed to close the security gaps by integrating
solutions to achieve a pervasive defense across your entire ecosystem - across the data center, cloud, and
edge. Cisco Security Cloud helps unify platforms and solutions that customers rely on to run their business,
reducing costs and complexity, and improving efficacy.

Cisco Security Suites
The Cisco Security Suites are delivered by the Cisco Security Cloud and include:

« Cisco Breach Protection Suite

o Secure your business by investigating, prioritizing, and resolving incidents through unified defense
and contextual insights from data-backed, Al-powered security

« Cisco Cloud Protection Suite

o Secure your apps and data with a powerful, flexible framework for a hybrid and multicloud world

o Cisco User Protection Suite

o Get secure access to any application, on any device, from anywhere. Defend against threats targeting
users and deliver seamless access for hybrid work

This design guide covers the Breach Protection Suite. The Cisco Breach Protection Suite is a set of
products designed to provide strong detection, prevention, and response capabilities, while also facilitating
better automation and aggregated threat intelligence. Email Threat Defense and Secure Endpoint provide
an extensive set of capabilities for protecting end users from a wide range of threats; Secure Network
Analytics (SNA) provides heuristic anomaly detection for network traffic; and Cisco XDR aggregates data
across Cisco and 3rd party security tools to facilitate and automate complex investigations and associated
responses.

The sections of this guide are intended to provide resources for users of all experience levels. The
Ransomware, MITRE ATT&CK, Breach Protection, and Solution Architecture sections offer contextual
security information on how the tools in the Breach Protection Suite can be applied and used. The Cisco
Breach Protection Suite Deployment section contains step by step guides for integrating different products
in the Breach Protection Suite with Cisco XDR, creating dashboards, and deploying a Secure Client from
Cisco XDR. A guide to deploying Email Threat Defense is also provided. The last section of the
guide—Breach Protection Validation Tests—offers a series of simulated attacks that can be used to test the
capabilities of the different products in the Breach Protection Suite and become familiar with monitoring
procedures using Cisco XDR and the individual security tool GUIs (Graphical User Interfaces).
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This guide will explore the topic of breach protection by using ransomware as a primary example.
Configurations, integrations, tests, and analysis that support stronger detection, prevention, and response
capabilities against ransomware will be given throughout the guide. Attack tests and their associated
investigations will be grounded in the MITRE ATT&CK framework. The Tactics and Techniques of the MITRE
ATT&CK framework feature heavily in Cisco XDR investigations, as will be shown in the Breach Protection
Suite Validation Tests section of this guide.

alrar]n
CIsCo
Validated
Design
Scope
In Scope
The Cisco Breach Protection Suite design guide covers the following components:
o Secure Endpoint integration with Cisco XDR
« Email Threat Defense setup and integration with Cisco XDR
o Secure Client configuration and deployment via Cisco XDR
o Secure Network Analytics integration with Cisco XDR
« Umbrella integration with Cisco XDR

o Validation tests for XDR, Secure Endpoint, Secure Network Analytics, Email Threat Defense, and
Umbrella

« Investigation workflows for Cisco XDR and integrated Breach Protection Suite products

Out of Scope

The Cisco Breach Protection design guide does not cover the following topics:

« The design guide is written to be agnostic to the origination of traffic and therefore network design
or best practices have been omitted

« Configuration for the in scope products has been limited to the configuration necessary for Cisco
XDR integration and validation testing

e Cisco XDR has many Cisco and 3 party integrations. This guide covers one additional
integration—Cisco Umbrella—and more may be added at a later date

« XDR and NVM integration with Secure Cloud Analytics are not covered in this guide
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Cisco SAFE

This guide addresses the topic of breach protection under the SAFE Threat Defense domain. The SAFE
Model organizes the network into logical areas called places in the network (PINs), simplifying complexity
across the enterprise by implementing a model that focuses on the areas that a company must secure. This
model treats each area holistically, focusing on today’s threats and the capabilities needed to secure each
area against those threats. Cisco has deployed, tested, and validated these critical business challenges.
These solutions provide guidance, complete with configuration steps that ensure effective, secure
deployments for our customers.

Compliance ® @ Segmentation

Security Intelligence Threat Defense

Management Secure Services

Figure 1.
Cisco SAFE Threat Defense

This guide includes a recommended ransomware defense architecture across all SAFE PINs. Ranging from
business flows and their respective threats to the corresponding security capabilities, architectures and
designs, SAFE provides guidance that is holistic and understandable.

More information about how Cisco SAFE Simplifies Security can be found here: Cisco.com/go/safe.
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Ransomware
History of Ransomware

Ransomware is the most profitable type of malware in history. In the past, malware typically did not deny
access to systems or destroy data. Attackers primarily tried to steal information and maintain long term
access to the systems and resources of their victims. Ransomware has changed the game from stealthy
undetected access to extortion.

The Colonial Pipeline is the largest pipeline system in the United States, carrying over 3 million barrels of
refined oil products per day between Texas and New York. In May 2021, The Cybersecurity and
Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation (FBI) confirmed that
DarkSide, a Russian cybercriminal hacking group that targets victims using ransomware and extortion, was
behind an attack on Colonial Pipeline. After paying $4.4 million ransom and spending a long week restoring
backups, Colonial was able to resume operations. However, this did lead to fuel shortages across several
airports, which caused flight delays and a rise in average fuel prices to their highest level since 2014.
Localized gasoline shortages along the pipeline route were also seen, exacerbated by reduced number of
truck drivers due to high employment rates and panicked consumers.

More recently, 2023 has already seen a spike in ransomware, reversing what looked like a downward trend
in ransomware payments in 2022. Estimates place ransomware payouts at over $400 million so far in 2023,
a pace that could rival 2021 for the largest total of payouts ever. The use of zero-day vulnerabilities by the
CLOP ransomware group also raises the stakes even for organizations with strong patch and vulnerability
management.

Every single business or person who pays to recover their files makes their payment directly to the
attackers. The relatively new emergence of anonymous currencies such as Bitcoin and Ethereum gives
attackers an easy way to profit with relatively low risk, making ransomware highly lucrative and funding the
development of the next generation of ransomware. As a result, ransomware is evolving at an alarming
rate. Recent ransomware attacks propagate like worms, spreading throughout an organization in a
coordinated manner. Attackers aggregate the ransom demand or aim to cause business disruption and
destruction regardless of the ransom payout.
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Figure 2.
The Evolution of Ransomware Groups & Variants

Ransomware must be prevented when possible, detected when it attempts to breach a network, and
contained to limit potential damage when it infects systems and endpoints. Ransomware defense calls for a
new best-of-breed architectural approach that spans the organization from the network edge of the
domain name system (DNS) layer, all the way to the data center and across endpoint devices, no matter
where they’re being used.

Overview of Ransomware

Ransomware is malicious software (malware) used in a cyberattack to encrypt the victim’s data with an
encryption key that is known only to the attacker, thereby rendering the data unusable until a ransom
payment (usually cryptocurrency, such as Bitcoin) is made by the victim. Ransomware uses traditional
malware attack vectors such as phishing emails, known vulnerabilities, and exploit kits to deliver the
ransomware to a machine. Once established, it takes over systems and stored data, encrypting their
contents, denying access, and holding them hostage until a ransom is paid. During this time, ransomware
also spreads throughout the network, causing significant business disruption.

The denial of access to these critical resources can be catastrophic to businesses:

« Hospitals can lose the ability to give patients real-time care (admittance, surgeries, medications,
etc.)

« Manufacturers can have product downtime and miss shipping/delivery schedules

First responders can be prevented from responding to 911 or emergency calls

Financial banking systems can be offline for trading or banking activities

» Retail outlets cannot process payments and customers cannot make purchases

© 2023 Cisco and/or its affiliates. All rights reserved.
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Understanding How Ransomware Operates

Ransomware is commonly delivered through exploit kits, waterhole attacks (in which one or more websites
that an organization frequently visits is infected with malware), malvertizing (malicious advertising), or email
phishing campaigns.

Phishing scams are the most common type of social engineering attack. They typically take the form of an
email that looks as if it is from a legitimate source. Sometimes attackers will attempt to coerce the victim
into giving away credit card information or other personal data. At other times, phishing emails are sent to
obtain employee login information or other details for use in an advanced attack against their company.

& i 0 ] —
< m —_— 010110

Email DNS 110010
: : : _ 001011
A well-tailored Which goes to Which leads to a That process will
and personalized a guestionable strange process connect to another
email causes a web site... being created machine or directly
user to click... locally on the to their data

user's device...

Process Injection

Spear Phishing Drive-by Compromise Exploitation of Remote Services

Figure 3.
Common Ransomware Infection Steps

Once delivered, ransomware typically identifies user files and data to be encrypted through some sort of
embedded file extension list. It is also programmed to avoid interacting with certain system directories
(such as the WINDOWS system directory, or certain program files directories) to ensure system stability for
delivery of the ransom after the payload finishes running. Files in specific locations that match one of the
listed file extensions are then encrypted. Otherwise, the file(s) are left alone. After the files have been
encrypted, the ransomware may leave a notification for the user, with instructions on how to pay the
ransom.
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MITRE ATT&CK Framework

Companies of all sizes use MITRE ATT&CK to understand precisely how threat actors operate. MITRE
Corporation says that ATT&CK is “a globally accessible knowledge base of adversary tactics and
techniques based on real-world observations.” They trademarked ATT&CK to abbreviate Adversarial
Tactics, Techniques, and Common Knowledge. The ATT&CK tactics are, in order:

¢ TAO0043: Reconnaissance: gather information to plan future operations. Such information may include
details of the victim organization, infrastructure, or staff/personnel

« TA0042: Resource Development: establish resources to support operations. Create, purchase, or
stealing resources that can be used to support targeting

o TAOO0O1: Initial Access: an adversary is trying to get into your network. Techniques used to gain a
foothold include targeted spearphishing and exploiting weaknesses on public-facing web servers

e TAO0002: Execution: adversary is trying to run malicious code. Execution consists of techniques that result
in adversary-controlled code running on a local or remote system

« TAO0003: Persistence: adversary is trying to maintain their foothold. Persistence consists of techniques
that adversaries use to keep access to systems across restarts, changed credentials, and other
interruptions that should cut off access

« TAO0004: Privilege Escalation: adversary is trying to gain higher-level permissions. Adversaries can often
enter and explore a network with unprivileged access but require elevated permissions to follow through
on their objectives

« TAO0O005: Defense Evasion: adversary is trying to avoid being detected. Techniques used for defense
evasion include uninstalling/disabling security software or obfuscating/encrypting data and scripts.
Adversaries also leverage and abuse trusted processes to hide their malware

« TAO0006: Credential Access: an adversary is trying to steal account names and passwords. Credential
access consists of techniques for stealing account names and passwords. Using legitimate credentials
can give adversaries access to systems for further exploitation

« TAO0O0O07: Discovery: an adversary is trying to figure out your environment. These techniques help
adversaries observe the environment and orient themselves before deciding how to act

o TAOO008: Lateral Movement: an adversary is trying to move through your environment. Reaching their
objective often involves pivoting through multiple systems and accounts to gain

e TAOO009: Collection: adversary is trying to gather data of interest to their goal. Frequently, the next goal
after collecting data is to steal (exfiltrate) the data

e« TA0011l: Command and Control (C2): an adversary is trying to communicate with compromised systems
to control them. C2 consists of techniques that adversaries may use to communicate with systems under
their control within a victim network

« TAO0010: Exfiltration: an adversary is trying to steal data. Techniques for getting data out of a target
network typically include transferring it over their C2 channel

o TAO0040: Impact: an adversary is trying to manipulate, interrupt, or destroy your systems and data. Impact
consists of techniques that adversaries use to disrupt availability or compromise integrity by manipulating
business and operational process

© 2023 Cisco and/or its affiliates. All rights reserved. Page 11 of 157



Each of these tactics are the adversary’s objective for performing an action. Each tactic consists of several
techniques, which represent how an adversary achieves a tactical objective or represent what an adversary
gains by performing an action. For example, adversaries may use a phishing technique (the act of sending
victims emails containing malicious attachment or links) to gain initial access (the third tactic of MITRE) to
the network. While some of the relationships between tactics and techniques will be shown in this
document, a complete list can be found at the MITRE website.

Cisco Breach Protection Suite

The Cisco Breach Protection Suite creates a defense in depth architecture with Cisco Security best
practices, products, and services to prevent, detect, and respond to ransomware attacks. Cisco’s Breach
Protection Suite is not a silver bullet or a guarantee, but it does help to:

« Prevent ransomware from getting into the network wherever possible

« Stop ransomware at the system level before it gains command and control

« Detect when ransomware is present and spreading in the network

o Work to contain ransomware from expanding to additional systems and network areas

« Perform incident response to fix the vulnerabilities and areas that were attacked
This solution helps to keep operations running, reducing the fear of being taken hostage and losing control
of critical systems. Current offerings for Breach Protection Suite products and tiers can be found at

cisco.com/go/breach-protection.

The Breach Protection Suite is a set of products offered by Cisco with complementary security functions
and tightly integrated capabilities. This guide specifically covers the following Cisco Breach Protection
Suite products: Cisco XDR, Cisco Secure Endpoint, Email Threat Defense, Secure Network Analytics, and
Secure Malware Analytics. Together, these products offer critical detection, investigation, and containment
capabilities for both common and complex threats.

Faster detections

Detect threats sooner with
advanced analytics and a
unique attack chaining
capability that provides end-to-
end attack correlation with
automated incident
prioritization based on risk and
threat risk.

Figure 4.
Breach Protection Mitigations

© 2023 Cisco and/or its affiliates. All rights reserved.

Simplified investigation

Simplified investigation using
automated incident enrichment
and event correlation.
Empowering the SOC to quickly
identify the source of a threat,
its impact, and relevant
resources like assets across
integrated products.

Rapid containment

Contain threats with robust,
automated response actions
while keeping track of who did
what right within the incident.
Various places to initiate a
response from an investigation,
incident, or the Ribbon.
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The Breach Protection Suite Product Capabilities section covers the capabilities provided by this suite of
products, how they complement one another, and how they fit into an overall security design. Cisco XDR
also offers flexibility for users to integrate additional security products to supplement the extensive
capabilities of the Breach Protection Suite. Integration and testing instructions for one product outside the
Suite that is used by many Cisco Security customers, Umbrella, is also included in this guide.

SAFE Security Capabilities

To defend against the tactics and techniques covered in the MITRE ATT&CK framework, specific
capabilities are necessary to build the appropriate layers of defense. The table below identifies the SAFE
methodology capabilities (Blue Circles) best suited for this defense.

Icon

Anomaly Detection Establish baselines of expected flow behavior and alert on deviations from baseline

63'

3
<

Anti-Malware Inspect files for ransomware and viruses, and then quarantine and remove

Collect and correlate data across email, endpoints, servers, cloud workloads, and

Automated Response networks, enabling visibility and response capabilities for advanced threats

P0DOO

DNS Security Block known malicious domains and break the C2 callback
Email Security Block ransomware attachments and links
Endpoint Security Detect suspicious system processes and quarantine malicious software
Flow Analytics Monitor infrastructure communications using flow-based analytics
Threat Intelligence Er?c?vvx\/lllgggg i(r)]fneé(\isttiﬁrge;?gsomware and communication vectors and learned
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Each of these capabilities is then deployed to combat and defend against the tactics and techniques
covered in the MITRE ATT&CK framework. ATT&CK helps you understand attackers’ behavior from high-
level Tactics to specific Techniques (and Sub-Techniques) all the way down to highly detailed Procedures.

“It is unrealistic for any single defensive product or service to cover all of ATT&CK” MITRE writes, and
Cisco agrees. Cisco does not cover 100%, and you should be suspicious of anyone who claims complete
coverage. Throughout this guide, a subset of the ATT&CK Tactics and Techniques will be used for context
when building the SAFE business flows for Breach Protection.

Best Practices

It is not enough to have a world-class defense in depth architecture. You need to know what the critical
priorities are in running your business, and whether they can be impacted if your systems are locked down.

Before an Attack

The following best practices should be followed to improve security posture and provide recovery
mechanisms if a breach occurs:

« The most important action is to ensure that you have good backups and that you regularly test the
backup system for effectiveness. If backup restoration and recovery procedures go untested, they
may fail in a critical moment. Frequency of backups is also important. Every system should be
backed up at a frequency that can meet recovery objectives for all stakeholders.

e Security awareness training should be conducted regularly for your end users. This training should
be engaging and contain the latest information on security threats and tactics

« Know to whom to make the ‘first call’. When an employee is hit with ransomware, who are they
going to call first? Many times, it is the IT dept, but not always. Ensure the ‘first responder’ knows
what actions they should take and can respond quickly

« Develop a good disaster recovery plan and ensure that it is regularly tested and updated as the
business grows and changes. Identify all of the people, processes, and tools necessary to handle a
critical disruption or event. Perform drills to test these plans on a regular basis

« Develop a comprehensive baseline of the applications, system images, information, and your normal
running network performance. These give you visibility into changes on your network, enabling
detection of the unusual

« Standardized images of operating systems and desktops allow for easy re-imaging to recover
infected infrastructure

« Perform ongoing risk assessments to identify any security weaknesses and vulnerabilities in your
organization and address any threat exposures to reduce risk

During an Attack

If your organization is under attack, fast and effective incident response is required to limit any potential
damage. The specific action steps and remediation efforts to be undertaken will be different for each
unique situation. However, the time to learn the breadth and extent of your organization’s incident response
capabilities is not during an attack! Your incident response efforts should be well understood and
coordinated — which is accomplished before an attack — and well documented and repeatable, so that you
can reconstruct an incident after an attack and identify lessons learned and potential areas for
improvement.
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After an Attack

Backup recovery is your last line of defense and avoids having to pay out a ransom to the attackers. Your
ability to recover from an attack with minimal data loss and/or service interruption amounts to whether or
not the system backups and/or disaster recovery sites were compromised as a part of the attacker
methodology. Whether or not your backups were compromised depends on how well your backup systems
and/or network and/or recovery sites were sufficiently segmented from your main network. Even in the
event your organization does not use on-site backups at all, instead opting for cloud backup solutions
(e.g., Amazon Glacier), if those cloud backup credentials are left in easily accessible locations, or if
passwords are reused, the attacker could easily delete all backup instances, resulting in 100% data loss if
there is no other backup solution in place. A secure, off-site, enterprise backup solution could easily be
defeated through password reuse and/or poor password management.

Cisco Security Cloud Control

Customers who have newly purchased the Breach Protection Suite products for the first time should use
Cisco Security Cloud Control to claim their subscription and provision product instances. Steps to claim a
subscription and provision a product instance are available in this guide. Additional documentation on the
Cisco Security Cloud is available in this document repository. Customers with existing product licensing will
not need to register for Cisco Security Cloud Control at the time of this document writing. Consult your
sales team for guidance as needed.

Solution Architecture

The first step in developing a defense in depth architecture is to take all of the previously defined
capabilities and match them up with the real-world business functions/flows as identified in the SAFE
model. Specific to ransomware, these are web browsing and email usage, as these are the highest risk
methods of infection. Also included are employees attempting to access private and public applications.
Each of these business flows are shown in Figure 4, with selected capabilities from the Breach Protection
Suite and Umbrella DNS security integration. The flexibility of the Breach Protection Suite allows for
consistent monitoring of employee devices across different workflows, whether the employee is onsite or
working remotely.

Remote or On-prem Employee with Trusted Device: Accessing Private Application (DC/laaS)
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A—060——0—0—=C
Y, \C2
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Figure 5.
Cisco SAFE flows for Breach Protection
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Breach Protection Suite Product Capabilities
Extended Detection and Response (XDR)

The risks posed by attackers, ransomware groups, and Advanced Persistent Threats (APTs) are constantly
evolving. The topology of businesses is growing more complex as well, with more remote and roaming
users and increasing cloud footprints. Defending against ever changing threats and securing broader and
more complex organizational topologies necessitates a wide array of security products, and these security
products in turn generate a large and distributed volume of events. To complicate the situation further,
detection of attacks from advanced threats and actors can require correlating events from multiple security
products. Efficient and centralized event visibility, automation, and response capabilities are critical.

Cisco XDR meets these challenges by collecting event data from an extensive range of Cisco and 3rd party
integrations and utilizing powerful event correlation capabilities to produce detailed incidents that pull data
from multiple security products. Cisco XDR also streamlines Security Operation Centers (SOCs) by auto-
populating investigation descriptions and automating workflows and tasks, and by providing a centralized
location for manual and automated response capabilities. Among other native capabilities, Cisco XDR
works directly with the Network Visibility Module (NVM) to collect detailed endpoint telemetry that can tie
endpoint traffic directly to system processes, offering unparalleled visibility into endpoint behavior on or off
network.

Extended Detection Response
e
cisco ™ Cloud i i
Raw Telemetry Behavioral Analytics Guided Playbooks
\GROWDSTRIKE O User Triggered
I%g'. MNetwork ;
. Anomaly Detection
2] viRusToTAL — Events Automated Workflows
il sentinel e ; - i i
@ Email Attack Chaining Incident Triggered
E Amaen o Threat Intelligence Pivot Menu Actions
Identity i i
@ExtraHop @ Incident Creation Scheduled
Enrichment : .
erosott Detender ’ Solution Agnostic
@ nozere Eﬁﬁ Firewall Incident Prioritization _ ¢
ot HlLé e Automation Rules . .
Endpoint Device Context ‘ ) Rapid Containment
exabeam =og Automatic Enrichment
Multi-vector telemetry ingest network, Cross domain alert detections and attack Automated or user triggered
cloud, endpoint, email, and more from chaining with automated incident responses to block observables using
Cisco and 3rd party prioritization and enrichment any integrated technology
Figure 6.

Cisco XDR Capability Overview
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Cisco XDR serves as the focal point for a SOC by bringing together a high-level view of events from the
other products in the Breach Protection Suite, additional Cisco security products, and 3rd party integrations.
As Cisco XDR creates incidents from multiple event sources, it will aggregate relevant observables, host
interactions, and other data to automate a significant portion of the investigation process. In addition, Cisco
XDR will automatically map observables to Tactics, Techniques, and Procedures (TTPs) in the MITRE
ATT&CK Framework. When necessary, SOC analysts can use Cisco XDR to drill down on additional event
data by launching the GUIs of integrated products directly from Cisco XDR. And when an investigation is
complete and a remediation action is required, the quarantine mechanisms of integrated products can be
activated directly from Cisco XDR, either manually or via automation. Examples of incident correlation and
response mechanisms are provided in the validation test sections of this document.

/ \
/ \ (a@\ Secure Network

Email Threat Defense | d ! 3O | Analytics
R N

Cisco XDR

-

Defense
Process Lateral
Injection Movement

( Organizations are struggling to detect and respond to sophisticated threats with multiple TTPs )

Figure 7.
Cisco XDR facilitates the detection and investigation of complex attacks that utilize multiple TTPs
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Endpoint Security

Although anti-malware exists in many network appliances, host-based anti-malware is the last line of
defense, and often the only defense for communications encrypted end-to-end (password protected
archives, https/sftp, chat file transfers, etc.). Anti-Malware detection on an endpoint analyzes all files that
reach the user's system. If the file is known to be malicious, it is quarantined immediately.

ATT&CK recognizes anti-malware as a mitigation (M1049) that spans multiple adversary tactics and
techniques. These mitigations include detecting kernel modules and extensions (T1547.006) that
automatically execute programs on system boot, or protecting against commands and scripts (T1059) that
have been embedded in Initial Access (TA0001) payloads.

Talos threat
research

Cisco XDR )
[I Secure Client
I;\ O | (L) EPP/EDR )
(-
— |- | ( Posture }
( Secure Endpoint (EDR) } Zero Trust )
E l:: Orbital }
—_— {(Network visibility module’)
( Umbrella )] S SE )
E Duo :L

The Cisco secured endpoint is an integral component of the modern security stack

Figure 8.
Cisco Secure Client with Secure Endpoint

Cisco Secure Endpoint analyzes all files that reach the user’s system. If the file is known to be malicious, it
is quarantined immediately. If the file is of low prevalence (files never seen before, and have no history), it
is uploaded automatically to Cisco Secure Malware Analytics, a file sandbox service, for analysis which
provides retrospective security to detect malware that evaded initial inspection.

Using a combination of file signatures, file reputation, behavioral indicators, and sandboxing, anti-malware
detection can stop the initial exploit kit from executing on a user's system and can also stop the execution
of the dropped ransomware file and remove it.

Additionally, Cisco Secure Endpoint continuously analyzes and records all file activity on a system,
regardless of a file’s disposition. If at a later date a file behaves suspiciously, Cisco Secure Endpoint
retrospectively detects it and sends an alert. It records a detailed history of malware’s behavior over time,
including where and how it entered the network, where else it traveled, and what it did. Based on a set
policy, the threat can then automatically or manually be contained and remediated.

Email Security

Cisco Secure Email Threat Defense (ETD) blocks a significant amount of ransomware attacks by pre-
filtering all messages coming into an organization before the emails ever reach a real person that may open
or click on them. Both the message body and any attachments can be scanned for threats, with options to
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quarantine the email or automatically send it to the junk folder depending on the threat severity (e.g.
malware vs. spam). ETD can also submit unknown files for sandbox analysis, providing an extra layer of

security.

Sender_ O URL reputation @\ Conte_n t
reputation [ Q| scanning

File activity
. Spam
analysis and % % @ protection
reputation
Email Threat Defense

£ R =)

Malware Phishing / BEC Internal Threats Account Takeover

Figure 9.
Email Threat Defense Capabilities

Some security mitigations don’t involve products at all. One of the mitigations for social engineering attacks
that ATT&CK recommends is User Training (M1017). This involves training users to be aware of these
manipulation attempts by an adversary to reduce the risk of techniques such as phishing (T1566).
However, people make mistakes, so restricting web-based content (M1201) through vectors like email
helps to block certain websites and suspicious payloads. Email Threat Defense evaluates URLs to
determine whether a message contains spam, phishing, or other malicious links, and takes an appropriate
action based on the URL’s reputation.
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Malware Sandbox & Analysis

As new malware variants persistently emerge and zero days become more prevalent, relying fully on hash
based malware detection becomes more and more of an unacceptable risk. Using a sandbox to detonate
unknown files and perform advanced behavioral analysis provides a vital capability to detect previously
unknown malware based on behavior. The effectiveness of malware as an attack vector has quickly
elevated malware sandboxing from an advanced feature to a core component of a strong security
deployment.

Cisco Secure Malware Analytics integrates heavily with the other products in the Breach Protection Suite.
Cisco Secure Endpoint and Cisco Secure Email will both send unknown files to Secure Malware Analytics
for sandbox analysis; Secure Malware Analytics then detonates the file, performs analysis, and returns the
disposition data to the sender and provides findings to Cisco XDR. As new malware is discovered through
sandbox analysis, Talos threat research, or another security device observation, the malware designation is
shared across the Cisco Threat Intelligence Cloud to facilitate blocking and remediation for all Cisco
customers.

Talos threat ?
000
research ‘alh!
Cisco XDR

Cisco Secure ¢ N % — @ S~ P

Malware Analytics Custom
Detections

Cisco Secure - _J

Network
Analytics
GUID
| | | | | | SHA265
e ® B ¥ D
Cisco Secure Cisco Secure Cisco ISR / Cisco Secure Cisco Secure Cisco Secure
Firewall Endpoint Meraki MX Web Appliance Email Access

Figure 10.
Cisco Secure Malware Analytics Intelligence & Sandbox Integrations
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Network Detection and Response (NDR)

Network traffic analysis aids in cybersecurity by exposing devices on the network, tracking all network
connections, and identifying network anomalies. This is especially true as organizations seek to expand
visibility beyond north/south traffic to monitor east/west connections within internal networks and extend
visibility to public cloud infrastructure.

Network detection and response tools provide visibility into a multitude of different ATT&CK tactics and
techniques. Some capabilities do overlap with other solutions, such as the ability to detect C2 callbacks.
However, these mitigations are best performed at the DNS layer so that appropriate action can occur. An
area where NDR really thrives, is through the detection of Exfiltration (TA0010) and Lateral Movement
(TAO008). NotPetya, for example, can use two exploits in SMBv1, EternalBlue and EternalRomance, to
spread itself to other remote systems on the network. NDR provides detection and containment capabilities
for worm activity and similar threats.

Network Analytics with Machine Learning
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Figure 11.
Secure Network Analytics with Cisco XDR and Endpoint Telemetry
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Cisco Secure Network Analytics provides visibility and security intelligence across an entire network
before, during, and after an attack. It continuously monitors the network and provides real-time threat
detection and incident response forensics if a ransomware outbreak occurs.

Secure Network Analytics turns the network into a sensor, ingesting and analyzing flow data from across
the network and supplementing it with firewall log data, creating a baseline of the normal communication of
an organization and its users. From this baseline, it is then much easier to identify when sophisticated
attackers infiltrate the network and perform attacks such as deploying ransomware. It can identify malware,
distributed denial-of-service (DD0S) attacks, advanced persistent threats, and insider threats. It monitors
both north-south and east-west (lateral) movements to detect the widest range of attacks.

Although the product is out of scope for this document, Secure Network Analytics also works in tandem
with the Cisco Identity Services Engine (ISE) and Cisco TrustSec technologies. Through these integrations
you can identify users and systems and appropriately segment critical network assets based on system
behavior, and initiate a manual quarantine when warranted.

Endpoint Flow Telemetry

While NDR provides vital context and monitoring capabilities for network traffic, it does have key
limitations. Many organizations have hybrid work environments and deploy VPN-less technology, resulting
in work forces that spend some or all of their time off network. While NDR can resume monitoring when an
endpoint returns to the network, organizations still face significant risks to cloud environments, company
data, and other resources if an off-network endpoint is compromised. In addition, advancements in traffic
encryption in protocols such as DNS over HTTPS make inspection of traffic increasingly difficult. By offering
persistent endpoint telemetry below the IP stack, the Network Visibility Module delivers powerful solutions
to both challenges while seamlessly integrating with XDR.

The NVM has been outfitted with a persistent encrypted communication tunnel back to XDR, which delivers
uninterrupted telemetry data from the endpoint from any location, on or off network. In addition, because
the NVM sits directly on the endpoint, it can collect significantly more telemetry data than is possible via
traditional NDR. These additional points of data provide powerful context for XDR’s event correlation
capabilities.
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Figure 12.
NVM Endpoint Visibility
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Review the list of datapoints in Figure 12 and consider how much information is available—a log from one
connection can show not only what IP was accessed over what port, but also the process and parent
process that launched it, and the associated user and device. We can go from ‘source IP x.X.Xx.x connected
to destination port y.y.y.y over port 22’ to ‘endpoint x with logged in user y initiated an outbound
connection over port 22 from process powershell.exe with parent process questionableprogram.exe’. This
is an invaluable set of context to have when investigating suspicious endpoint activity. The NVM’s ability to
tie endpoint traffic telemetry to user, device, and process information furnishes XDR with a rich dataset
from which to correlate events—a dataset that grows stronger and stronger as additional datapoints from
Secure Endpoint and other platforms are added. The unique ID created for NVM telemetry is linked to
unique IDs associated with logs from other products, enhancing XDRs capability to track activity across
multiple event sources and associate them back to a specific endpoint. All told, the integrations between
NVM and XDR represent an evolution in visibility for the endpoint and a powerful new tool for incident
correlation.

Threat Intelligence

Ransomware and other cybersecurity threats are evolving rapidly. Zero-day attacks represent the greatest
threat to most organizations. Cloud-based, real-time threat intelligence enables IT teams to deploy the
most up-to-date countermeasures as quickly as possible when new threats emerge, and leverage security
expertise that extends well beyond their organization.

Threat intelligence maps directly to ATT&CK mitigation M1909 which protects against techniques such as
exploitation for credential access (11212), exploitation for defense evasion (T1211), exploitation for
privilege escalation (T1068) and exploitation of remote services (11210).

The Cisco Talos Group (Cisco Threat Intelligence Group) analyzes millions of malware samples and
terabytes of data per day, and pushes that intelligence to Cisco products, providing 24/7 protection. Also,
advanced sandboxing capabilities perform automated static and dynamic analysis of the unknown files
against 500+ behavioral indicators to uncover stealthy threats.
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Figure 13.
Global Threat Intelligence for Breach Protection Suite Products
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Through the combination of both Talos and Cisco Secure Malware Analytics threat analysis engines,
suspicious email attachments and files can be sandboxed, analyzed, and categorized as malware or
ransomware in as quickly as 20-30 minutes. However, low prevalence files may take a slightly longer time
to analyze and identify, to minimize the chance of false positives on the analysis.

Incident Investigation

Incident Investigation can be broken up into two main pillars:

« Incident response - address and manage the aftermath of an attack in your environment by aggregating
multiple security technologies for a holistic investigation and remediation

o Threat hunting - Proactively search for active threats in your environment with a holistic, integrated
approach by aggregating visibility and insight from multiple security technologies

Investigate with intelligence, context and response

Cloud security Block destinations

af o Endpoint security %&v@ Endpoint security
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Figure 14.
Cisco XDR Threat Response

Cisco XDR provides both investigation and incident response capabilities. It simplifies threat hunting and
incident response by accelerating detection, investigation, and remediation of threats. Cisco XDR provides
your security investigations with context and enrichment by connecting all of the Cisco security solutions
that have been described in this document (along with other Cisco Security solutions that are out of scope)
and integrating with third-party tools, all in a single console.
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Cisco Breach Protection Suite Deployment

Version Information

-

Cisco Secure Client Cloud Management 1.0.1.400
Cisco Network Visibility Module 5.1.0.136
Cisco Secure Client 5.1.0.136
Cisco Secure Email Threat Defense N/A

Cisco Secure Endpoint Module 8.1.7.21585
Cisco Secure Network Analytics 7.4.2

Cisco Umbrella Module 5.0.4027.0
Cisco XDR 2.0

Cisco XDR Breach Protection Suite Integrations

Integrate Secure Endpoint with Cisco XDR

Step 1. In Cisco XDR, navigate to Administration > Integrations.

= ‘dic’ XDR

Integrations

Step 2. Find Secure Endpoint from the available Cisco Integrations, then click Enable.
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Secure Endpoint

d h

ach your endpoints.

Step 3. Login to your Secure Endpoint Cisco Security account to allow Secure Endpoint to integrate with
Cisco XDR.

Step 4. You can confirm that Secure Endpoint has been added by returning to the Administration >
Integrations page, expanding My Integrations, and confirming that Secure Endpoint is listed and
Connected.

My Integrations v

Secure Endpoint @ connected

Integrate Secure Malware Analytics with Cisco XDR

Step 1. In the Secure Malware Analytics GUI, click the dropdown next to your user name in the top right
and then click on My Malware Analytics Account.

© A adminw M cECURE

4 My Malware Analytics Account ey 3 Feedback

Step 2. Locate the API section and click on the copy icon to copy the API Key.

Apl F\E‘y‘ e e el o e e e e e e el ke e e e i ki e e e o FE

Step 3. In Cisco XDR, navigate to Administration > Integrations.
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Automate
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Client Management

Administration

My Account

Integrations

Step 4. Find Secure Malware Analytics from the available Cisco Integrations, then click Get Started.

Secure Malware Analytics

Free Trial Get Started

~ |
Step 5. Scroll down to the Add Integration section. Enter a name for the integration, click the URL

dropdown arrow to select a region, and paste the API Key collected in step 2 into the API Key field.
The Create Dashboard option can be checked or unchecked, dashboard creation steps are given in

the next section. Click Add.
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ADD INTEGRATION

Integration Module Name

Malware Analytics Breach Protection

threatgrid.com/api/securex/{v1

API Key

zate Dashboard

Create a dashboard of the tiles associated with this integration, which can be shared by all members of your organization.

Step 6. You can confirm that Secure Malware Analytics has been added by returning to the
Administration > Integrations page, expanding My Integrations, and confirming that Malware
Analytics is listed and Connected.

My Integrations v

Secure Malware Analytics o Connected

Integrate Email Threat Defense with Cisco XDR

Step 1. From Cisco XDR, navigate to Administration > Integrations.

= ‘dic’ XDR

Integrations
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Step 2. From Integrations, either search for Email Threat Defense or scroll down to locate it. Click
Enable.

Integrations

Q, email threat defense

My Integrations

Cisco Integrations

‘:._‘ Secure Email Threat Defense

Step 3. Login to your Email Threat Defense account to allow ETD to integrate with Cisco XDR.

Step 4. You can confirm that Email Threat Defense has been added by returning to the Administration >
Integrations page, expanding My Integrations, and confirming that Email Threat Defense is listed
and Connected.

My Integrations v

Secure Email Threat Defense Breach Protection Secure Email Threat Defense o Connected

Integrate Secure Network Analytics with Cisco XDR

The integration between SNA and Cisco XDR is a multi-phase process that requires an API client and
registration to Cisco Secure Services Exchange. The following steps will walk you through the entire
process.

Register the Secure Network Analytics Manager with Cisco Secure Services Exchange

Step 1. Before integrating Secure Network Analytics with Cisco XDR, the Secure Network Analytics
Manager must first be registered with Cisco Security Services Exchange. Use the following link to
register or confirm registration:

https://admin.sse.itd.cisco.com/login

Step 2. If the Secure Network Analytics Manager is not already in the Devices list, click the + icon to add
it.
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'c‘:lllslrllcli‘ Security Services Exchange Devices  Cloud Services  Events

Devices for Breach Protection

Y |O\ ‘ Need Help Activating Secure Firewall?

0 Rows Selected

Audit Log

o = 4

Step 3. Set the number of devices equal to the number of Secure Network Analytics Managers to add

and click Continue.

Add Devices and Generate Tokens @ X

Number of devices
e
Jp to 100

Token expiration time

‘ 1 hour ~

Cancel Continue

Step 4. Copy the token.

Add Devices and Generate Tokens @

The following tokens have been generated and will be valid for 1 hour(s):

Tokens

Close Copy to Clipboard Save To File

Step 5. Log in to the Secure Network Analytics Manager GUI and click on Configure > Integrations >
SecureX (Note: XDR is designed to work with the legacy SecureX integration in SNA; this area of
config will be updated in a future release of SNA).
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Step 6. In the Device Registration section click on New Device Registration.

SecureX Configuration

SecureX Configuration @

No SecureX information available. Click Add New Configuration to begin.

Device Registration @ New Device Registration |

No Device Registration information available. Click New Device Registration to begin.

Step 7. Confirm the Cloud Region, enter the token that you copied earlier into the Device Token field,
then click Save.
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SecureX Configuration

Device Registration @

Cloud Region @
North America (US) -

Register Automatically

O Register Using Device Token

Device Token

\ Cancel

Enter Device Token

No Token? Get it from: https://admin.sse.itd.cisco.com

Step 8. The Device Registration section will show an Enrolled status if the registration is successful.

Device Registration @

Security Services Exchange Cloud Region

https://admin.sse.itd.cisco.com North America (US)

Status

@ Enrolled

Actions

Step 9. If desired, return to Security Services Exchange and verify that the Secure Network Analytics

Manager now appears in the device list.

Devices for Breach Protection
e »
0 Rows Selected

|:| 4 # Name .~ Type Version Status

O > 1 firepower Cisco ISA-300...  6.6.0 ) Registered
|:I > 2 frc.cisco-x.com Cisco Firepow... 7.0.0.1 Q Registered
] > 3 ftd-camp-1.cisco-x.com Cisco Firepow... 6.6.0.1 € Registered
Il > 4 ftd-camp-2.cisco-x.com Cisco Firepow... 6.6.0.1 ) Registered
] > 5 FTD1010-TIC-Branch Cisco Firepow... 6.6.0 € Registered
O > 6 FTDv Cisco Firepow...  6.6.0 ) Registered
J > 7 FTDv Cisco Firepow...  6.6.0 ¢ Registered
O > 8 FW-DC-1 Cisco Firepow... 6.6.0.1 ) Registered
] > 9 FW-DMZ-1 Cisco Firepow... 6.6.0.1 € Registered
Il > 10 GL-FMCv1 Cisco Firepow...  7.1.0 &) Registered
O > 1 | gl-smc1 SWE 7.4.2 © Registered |
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Create an API Client for Secure Network Analytics

Step 1. We’ll now configure an API client within Cisco XDR for SNA. Please review the following from the
XDR documentation:

The API Client is tied to your user identity. If your user identity loses privileges, then your API Client will also lose those privileges. All actions taken by the API Client will be done in your name,
and recorded as your actions. If your access to the application is revoked, then your API Client will no longer be valid.

Step 2. Within the Cisco XDR GUI, navigate to Administration > API Clients.

Step 3. Click on Generate API Client.

API Clients

API Clients allow you to integrate and automate Cisco XDR.

Generate API Client How do API Clients work?

Step 4. Give the client a name and select the following under Scopes.

« Admin * Casebook * Enrich:read

« Feedback * Global Intel:read * Inspect:read

« Integration « Notification « Qauth

« Orbital « Private Intel « Profile

+ Registry « Response * Telemetry:write
« Users « Webhook

Note: The required list of permissions above can be found on pages 17 and 18 of the SNA 7.4.2
SecureX_Integration_Guide.

Step 5. Click on Add New Client when finished.
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Add New Client with 17 scopes

Client Name

SMA Breach Protection

Client Preset

API Cli OAuth Code Clients

Scopes

B Admin Provide admin privileges

cute Automation workflows and

Access and modify your casebo

gured modules for threat

Add New Client

Step 6. A new popup will open. Copy the Client Id and Client Password. It’'s recommended to leave the
page open until integration is complete.

Add New Client with 17 scopes

Client Id -

Client Password -

Step 7. Log in to the SNA Manager GUI and navigate to Configure > Integrations > SecureX.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 34 of 157



<¢/ Network AnalytiCS Breac.. patastore -
Monitar » Investigate v Report » Configure »
e
. . DETECTION GLOBAL
Security Insight Dashboard | Inside Hc
Host Group Management Central Management
) Alarm Severity User Management
Alarming Hosts @
Policy Management Manager
Concern Index Target Index Recon
Response Management Packet Analyzer
0) '
) Network Scanners UDP Director
Analytics External Lookup
Alerts
Top Alarming Hosts SYSTEM INTEGRATIONS
) Services Cisco® ISE
No data to display
Applications Active Directory
Domain Properties Secure Cloud Analytics

Step 8. Click on Add New Configuration in the SecureX section.

=# Network Analytics Breac.. paastore - Q @ A& U sEcURre

Meonitor » Investigate » Report » Configure ~

SecureX Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin.

Device Registration @

Security Services Exchange Cloud Region Device Status Actions

hitps://admin.sse.itd.cisco.com North America (US) gl-smc1 @ Enrolled

Step 9. Paste the Client ID and Client Password into their respective fields. Confirm Domain and Cloud
Region are correct. The SecureX Security Ribbon and Pivot Menu can also be disabled. Click Save.
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SecureX Configuration

SecureX Configuration Cancel E

y To send Alarms as Incidents to Cisco Threat Response, use the Threat Response Incident action in
Response Management

Domain

Breach Protection v
SecureX Connection Details

Cloud Region
North America (US) v

IAPI Client ID
Enter API Client ID

|API Client Password
Enter AP Client Password

No API Credentials? Get it from: https://securex.us.security.cisco.com

SecureX Integration Options

DEnabIe SecureX Security Ribbon and Pivot Menu
Enable SecureX Dashboard Tiles Service requests

Enable SecureX Threat Response enrichment requests

Number of TOP Security Events
10 =

Period of time (days)
15 s

-

Step 10. The API integration should now show as Connected.

SecureX Configuration

SecureX Configuration

Cisco SecureX Portal Cloud Region API Status

https://securex.us.security.cisco.com North America (US) @ Connected

Finish Integration of Secure Network Analytics with Cisco XDR

Step 1. Return to the Cisco XDR GUI and navigate to Administration > Integrations.
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‘s’ XDR

Control Center

Incidents

Investigate

Intelligence

Automate

Assets

Client Management

Administration

My Account

Integrations

Step 2. From Integrations, either search for Secure Network Analytics or scroll down to locate it. Click
Get Started.

‘.@. Secure Network Analytics

Free Trial Get Started

Step 3. Scroll down to the Add Integration section. Enter the Integration Module Name. Under
Registered Devices, select the Secure Network Analytics Manager that was registered to Security
Services Exchange in the prior section. Check the box for Create Dashboard if desired, then click

Add.
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ADD INTEGRATION

Integration Module Name

SNA Breach Pr

Registered Device

gl-smel

Name Version Status Description IP Address

gl-smcl 7.4.2 () Registered Manager 10.0.4.23

5 | perpage 1-1of 1

ated with this integration, which can be shared by all members of your organization.

Step 4. You can confirm that Secure Network Analytics has been added by returning to the

Administration > Integrations page, expanding My Integrations, and confirming that Secure
Network Analytics is listed and Connected.

My Integrations v

Secure Network Analytics ° Connected

Additional Cisco XDR Integrations

Cisco XDR integrates with many additional 3rd party and Cisco security products beyond the products in
the Breach Protection Suite. This guide covers one popular additional integration, Umbrella, which adds
DNS security capabilities and supplements the Secure Client. Cisco XDR offers flexibility for end users to
seamlessly integrate additional products with the extensive core capabilities of the Breach Protection Suite.

Integrate Umbrella with Cisco XDR

Step 1. After logging in to the Umbrella Dashboard, copy the Organization ID within the URL. This is the
value from the Umbrella browser URL between /o/ and /#/. This will be used for the Umbrella
Organization ID in Cisco XDR.

O EJ http5:,f,l'dashboard.umbrella.comiojoverview
Step 2. In the Umbrella Dashboard, navigate to Investigate > API Keys.
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o Umbrella

Smart Search

Pattern Search

API| Keys

Step 3. Click Create New Token.

Investigate

]
© i’ APIKeys o

Apl /—\CC@SS TO keng © CREATE NEW TOKEN

Step 4. Provide an appropriate name for the API Key then click Create.

.................................................................................................................................................................................

To create a new APl access token enter a title

Title | Breach Protection

CREATE CANCEL

Step 5. Copy and save the Access Token value for later. This will be used for the Umbrella Investigate
API Token in Cisco XDR.

Breach Protection

07/20/2023 08:29 PM

akilgore@cisco.com

Step 6. In the Umbrella Dashboard, navigate to Policies > Policy Components > Integration Settings.
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Cisco Umbrella

Deployments

Pali

Management

DNS Policles

Firewall Policy

Web Policy

Data Loss Prevention Policy

Policy Components

IPS Signature Lists

Destination Lists

Content Categories

Application Settings

Tenant Controls

Schedule Settings

Security Settings

Block Page Appearance

Integrations Settings

Step 7. Click Add.

Policies / Policy Components

e alua|n . :
cisco Integrations Settings e

Step 8. Provide an appropriate name then click Create.

Add Custom Integration

Use the custom integration URL generated here to integrate Umbrella into other elements of your security infrastructure and send domain security threat
information to Umbrella through the Umbrella Enforcement API. Results are listed in the Domains section of this custom integration. Learn More | Instructions

Integration Name

XDR Breach Protection

CANCEL ‘ CREATE ‘

Step 9. Click the newly created integration.

0 |XDR Breach Protection Inactive b

Step 10. Click the slider to set Integration Enabled, copy and save the URL, then click Save. The URL
will be used for the Umbrella Enforcement Custom Umbrella Integration URL in Cisco XDR.
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U XDR Breach Protection Inactive ~

Use the custom integration URL generated here to integrate Umbrella into other elements of your security infrastructure and send domain security
threat information to Umbrella through the Umbrella Enforcement API. Results are listed in the Domains section of this custom integration.

Integration Name

‘ XDR Breach Protection

Enable this integration to begin generating results and so that it is available for selection as a Security Setting.

| @)/ Integration Enabled

Integration URL
Copy this URL and use it to create a custom threat intelligence feed to Umbrella using the Umbrella Enforcement API. For more information, see
Umbrella's Help

https://s-platform.api.opendns.com/1.0/events?customerkey=

» Domains

DELETE CANCEL SAVE I

Step 11. The integration should change to Active.

U XDR Breach Protection @ Active ~

Step 12. In the Umbrella Dashboard, navigate to Admin > API Keys.
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Admin

Accounts

User Roles

Log Management

Authentication

Bypass Users

Bypass Codes

API Keys

Step 13. Click Legacy Keys.

© !5 APIKeys o @)

API Keys Static Keys Legacy Keys

0 3 4

Step 14. Click Umbrella Reporting, then click Generate Token.

Keys Created:
Umbrella Reporting eys Create .

Enables API access 1o query for Security Events and traffic to specific Destinations

@ Generate Token

Step 15. Copy and save the Key and Secret values. These will be used for the Umbrella Reporting API
Key and API Secret in Cisco XDR.
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. Keys
Umbrella Reporting ~
For security reasons, your secret will only be displayed once. For future reference, copy this secret and keep it in a safe place.
The APl key and secret here are used to perform APl requests against your Umbrella organization.
Check out the documentation for step by step instructions.
2] ] July 21,2023 DELETE
Step 16. Click Umbrella Management, then click Generate Token.
Keys Created:
Umbrella Management ey Lreate s
Manage organizations, networks, roaming clients and more using the Umbrella Management APl
® Generate Token
Step 17. Copy and save the Key and Secret values. These will be used for the Umbrella Management
API Key and API Secret in Cisco XDR.
Keys N

Umbrella Management

For security reasons, your secret will only be displayed once. For future reference, copy this secret and keep it in a safe place.

The API Key and secret pair enable you to manage the deployment for your different organizations. This includes the management of networks, roaming
clients and other core-identity types.

Check out the documentation for step by step instructions.

&) 3l July 21, 2023 DELETE

Step 18. Click Umbrella Network Devices, then click Generate Token.
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Keys Created:
Umbrella Network Devices eys Lreate N

Integrate Umbrella-enabled hardware with your organization's networks. This also enables you to create, update, list, and delete
identities in Umbrella.

@ Generate Token

Step 19. Copy and save the Key and Secret values. These will be used for the Umbrella Network
Devices & Policies APl Key and API Secret in Cisco XDR.

) Keys
Umbrella Network Devices 5

For security reasons, your secret will only be displayed once. For future reference, copy this secret and keep it in a safe place.

The API key and secret here are used to perform APl requests against your Umbrella organization, such as identity management, reporting and more. If you
are using an Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Check out the documentation for step by step instructions.

] £7 July 21, 2023 DELETE

Step 20. In the Cisco XDR Dashboard, navigate to Administration > Integrations.
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‘s’ XDR

Control Center

Incidents

Investigate

Intelligence

Automate

Assets

Client Management

Administration

My Account

Integrations

Step 21. Find Umbrella from the available Cisco Integrations then click Get Started.

Umbrella

Umbrella is Ci
securit

Free Trial Get Started

Step 22. Enter an Integration Module Name.
Step 23. In the Organization ID field, paste the number copied from the browser URL bar in step 1.
Step 24. In the Investigate APl Token field, paste the Access Token obtained in step 5.

Step 25. In the Enforcement Custom Umbrella Integration URL field, paste the integration URL obtained
in step 10.

Step 26. In the Reporting APl Key and API Secret fields, paste the Key and Secret values obtained in
step 15, respectively.

Step 27. In the Management APl Key and API Secret fields, paste the Key and Secret values obtained
in step 17, respectively.

Step 28. In the Network Devices & Policies APl Key and API Secret fields, paste the Key and Secret
values obtained in step 19, respectively.
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|
Step 29. The option to Create Dashboard can be checked or unchecked. The next section will cover
manual dashboard creation.
Step 30. Click Add.

Step 31. You can confirm that Umbrella has been added by returning to the Administration >
Integrations page, expanding My Integrations, and confirming that Umbrella is listed and

Connected.
My Integrations v

Create Cisco XDR Dashboards
Step 1. From the Control Center, click on Edit Dashboards.

= dis XDR

BT Control Center

Control Center

Overview ¢ Edit Dashboards

Step 2. Click on Create new dashboard.

My Dashboards

¥ Overview

e new dashboard

Step 3. Name the dashboard and click on Add All across from any of the integrations you created in the
prior section. Alternatively, you can click the dropdown arrow and select specific tiles. Click Save.
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Dashboard Name

Secure Endpoint Breach Protect

CDO - safe-architecture O 0 selected Add All

Duo ' © 0selected Add All

Firepower O 0 selected Add All

Private Intelligence = O 0 selected Add All

Secure Client  © 0 selected Add All

Secure Endpoint Breach Protection o 0 selected Add All

Secure Malware Analytics (Shannon) = © 0 selected Add All
SecureX Global Threat Intelligence © o selected Add All
SecureX Orchestrator © 0 selected Add All

ThousandEyes = © 0 selected Add All

snva

Step 4. The new dashboard will now be accessible from the Control Center.

= s’ XDR

BT Control Center

Control Center

Overview Secure Endpoint Breach Protect Umbrella Breach Protection ETD Breach Protection

Step 5. Repeat the dashboard creation process for any other integrations.
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Deploy Secure Client with Cloud Management from Cisco XDR

This section provides example configuration for the following:
o Secure Endpoint base configuration
e Secure Endpoint Group configuration, which is automatically imported into Cisco XDR
e Network Visibility Module configuration
o Combining all of the above into a Cloud Managed Secure Endpoint deployment in Cisco XDR

» Deploying the configuration on an endpoint

The configurations in this section are provided as general guidelines that can be used to complete the
validation testing sections later in this guide. Organizations should perform a full review of the capabilities
for Secure Endpoint and tailor the configuration to their security needs and objectives. Some additional
resources for configuration are provided below:

The Secure Endpoint Deployment Strategy guide is a comprehensive starting document that contains links
to additional resources.

The Zero Trust: User and Device Security Design Guide covers a broad range of design and configuration
topics, including the following:

e Many organizations will want to automate provisioning of Cisco Secure Client. The Provisioning
section contains steps for using Meraki MDM (Mobile Device Management) as a solution. Deploying

Duo Device Health is also covered in the same section.

e Configuration of additional modules including AnyConnect VPN, Network Access Manager (NAM),
and Identity Services Engine (ISE) Posture are included in the CSC Preliminary Setup section.

Lastly, users who have both the Breach Protection Suite and Umbrella may wish to deploy Umbrella with
Secure Client. For alternative Secure Client configuration steps that include Umbrella, please proceed to
Appendix B - Deploy Umbrella with Secure Client after completing the Secure Endpoint Configuration

section below.

Secure Endpoint Configuration

Cisco Secure Endpoint (Formally AMP for Endpoints) is a cloud-managed endpoint security solution that
prevents cyber-attacks and rapidly detects, contains, and remediates malicious files on endpoints. Cisco
Secure Endpoint contains a comprehensive database of every file that it has seen and maintains a
corresponding good or bad disposition. As a result, known malware is quickly and easily quarantined at the
point of entry without any processor-intensive scanning.

This section covers a basic setup for a Windows Secure Endpoint agent. For more comprehensive
documentation that includes other endpoints, please see the Secure Endpoint Deployment Strategy guide.
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Creating Policies

Policies determine how Secure Endpoint behaves on the device. For example, how Secure Endpoint
responds to suspicious files, specific exclusions, or how often it checks for updates.

Step 1. In the Secure Endpoint console, navigate to Management > Policies.

Secure Endpoint
Premier
Dashboard Analysis ~ Outbreak Control~ Management~ Accounts -
Quick Start
Dashboard
Computers
Dashboard Inbox Overview Events Groups
—
| Refresh All | O Auto-Refresh | ~ _
Exclusions

Step 2. Click New Policy.

Policies (© View All Changes | + New Palicy ~

Step 3. Select Windows from the dropdown.

+ New Policy

% Mac

B Linux
i Android
[] i0S

& Network

Step 4. Add a Name and select Conviction Modes for the policy. You can also use Cisco recommended
settings on the right by clicking Apply Workstation Settings or Apply Server Settings.
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< New Policy

Files

Remove and report malicious files.

Outbreak Control Network
Device Control m Audit ‘ Disabled ]
Block and report malicious network connections.
Product Updates
Malicious Activity Protection
Advanced Settings

Quarantine Block ‘ Audit ‘ Disabled ]

System Process Protection
Protect Audit ‘ Disabled ]

Block possible malicious tampering of critical operating system processes
and report the activity.

Script Protection

Quarantine Audit ‘ Disabled ]

Stop, remove, and report malicious scripts when they execute.

Exploit Prevention

Audit ‘ Disabled ]

Detect binary code injection attacks against some processes, end the
process, and report Iit.

Exploit Prevention - Script Control

Audit Disabled

Report when an application loads certain DLLs, but take no other action.

Behavioral Protection

Protect Audit ‘ Disabled ]

Detect malicious activity, take remedial actions as needed, and report It.
[ Enable Event Tracing for Windows

Detection Engines
ad TETRA

28 Windows
Mame | Breach Protection |
Description
Y
Modes and Engines
Conviction Modes
These settings control how Secure Endpoint responds to suspicious -
Exclusions fles and network acthvty. Recommended Settings
1 exclusion set
Workstation

End ransomware-like processes, remove thelr executable, and report them.

«» Files: Quarantine

» Network: Block

» Malicious Activity Protection: Quarantine
+ System Process Protection: Protect

» Script Protection: Quarantine

» Exploit Prevention: Block

» Exploit Prevention - Script Control: Audit
» Behavioral Protection: Protect

[ Apply Workstation Settings

Server

» Files: Quarantine

+ Network: Disabled

» Malicious Activity Protection: Disabled

+ System Process Protection: Disabled

» Script Protection; Quarantine

» Exploit Prevention: Audit

« Exploit Prevention - Script Control: Audit
» Behavioral Protection: Protect

Apply Server Settings

Cani

Step 5. Orbital is enabled by default; however, you can verify it will be installed by going to Advanced

Settings > Orbital and ensuring Enable Orbital option is checked.
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Modes and Engines )
Orbital

g Enable Orbital
Exclusions
1 exclusion set Update Schedule EGILEIT-E With Connector
Proxy Orbital will update automatically when a new version is available.
Outbreak Control
Product Updates

Advanced Settings
Administrative Features
Client User Interface
File and Process Scan

Cache

Endpaint Isolation

Orbital

Step 6. Click Save.

Step 7. Confirm the audit setting for Exploit Prevention - Script Control, or return and set it to Block if
preferred. Click Continue.

Confirm Action

The following engines are set to audit mode:

« Exploit Prevention - Script Control

Audit mode reports on malicious activity but does not take any other actions to protect the
endpoint.

[[] Don't warn me again Cancel ‘

Creating Groups

Once a policy is created, it must be applied to a Group before it can be assigned to a computer.

Step 1. In the Secure Endpoint console, navigate to Management > Groups.

Secure Endpoint
Premier

Dashboard Analysis ~  QOutbreak Control~ Management~  Accounts
Quick Start
Dashboard
Computers
Dashboard Inkbox Overview Events
Policies

Refresh All H O Auto-Refresh | v | )
Exclusions

Step 2. Click Create Group.
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Secure Endpoint o | et
» Premier © P d’ @ 1 ciscoe SECURE

Dashboard Analysis ~ Outbreak Control~ Management~  Accounts ~ Search

Groups (©) View All Changes

Search Q | Create Group

Step 3. Give the group a relevant name and select the policy that will be used for each operating system.
In this design guide, the Breach Protection policy created in the prior section will be used for the
Windows Policy.

New Group
Name | Breach Protection Group
Description
Parent Group | w
Windows Policy | Breach Protection w |

Android Policy | Default Policy (Default FireAMP Android) ~ |

Mac Policy | Default Policy (Audit Policy for FireAMP M |

Linux Pelicy | Default Policy (Audit Policy for FireAMP Lil v |

Network Policy | Default Policy (Default Network) w |

i0S Policy |Defau|t Policy (Audit) v |

= - |

Step 4. Click Save.

Secure Client with Cloud Management Configuration

Step 1. Within Cisco XDR, navigate to Client Management > Deployments.
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‘teeh’ XDR

Control Center

Deployments

Step 2. Click the Create New button.

Create New
Deployments

Step 3. The New Deployment page has multiple areas of config, which we’ll cover one at a time from
the top. The first area of config is Cloud Management. Set the preferred version and specify a Cloud
Management Profile. This guide will use the Default Profile, which sets logging to Error level and
allows updates at any time of day.

Cloud Management

Version control

Latest (1.0

Cloud Management Profile Cloud Management Default Profile

Note: If you would like to create a new Cloud Management Profile or review available settings, this can be
done via Client Management > Deployments > Create New.

Step 4. Under Secure Endpoint, select the desired version under Version control. Click the drop-down
arrow for Choose an Instance and select your Secure Endpoint Cisco XDR integration.
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Secure Endpoint

Version control

an Instance

Secure Endpoint Breach Prot

Step 5. With the Instance set, click on Choose a Group and select the Secure Endpoint group configured
previously. The final configuration will look like the screenshot below.

Secure Endpoint

Version control

Step 6. Under Secure Client, set the desired version. We’'ll also enable the Network Visibility Module
and set the profile as the NVM Cloud Default Profile. The NVM Cloud Default Profile will automatically
send logs to Cisco XDR via an encrypted HTTPS connection.

Note: if you would like to send NVM data to a different collector, you can configure a custom profile via
Client Management > Profiles > Create New.
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Secure Client

Version control

5.1 6

C’ Umbrella

(@ JI

loud Default Profile

X NVM Cloud Default Profile

Step 7. Scroll back to the top of the page and give the Deployment a meaningful name. Click the Save
button.

= b xR

« Deployments

Breach Protection Deployment s ggit name

Secure Client Installation

Most organizations will have an existing method of endpoint management that can be used to provision
Secure Client. This section will cover a manual installation procedure that can be used for testing, or for
small organizations.

Step 1. From Cisco XDR, navigate to Client Management > Deployments.
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‘teeh’ XDR

| Control Center

Deployments

Step 2. Click the ellipses for the deployment configuration created in the prior section and select Full
Installer.

Protection Deployment

b, Network Installer
re Connect Deployment

b, Full Installer

Step 3. After the Full Installer downloads, transfer it to the endpoint(s), and run the file to install.

Mame Date modified Type
- Today (1)
€& csc-deploy-full-Breach Protection Deployment 11/13/2023 1:34 PM Application

Step 4. Click Continue to proceed with the installation.
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f@ Cisco Secure Client Deployment Tool - O *

The following Secure Client modules are ready to be installed, press Continue to proceed or Close to exit.

Module Version Status

AnyConnect VPN 5.1.0.136 Install Pending
Metwork Visibility Module 5.1.0.136 Install Pending
Secure Endpoint B8.1.7.21585 Install Pending
Cloud Management 1.0.1.400 Install Pending

Continue Close

Step 5. Click Close when the installation is complete.

@

Secure Client installation is complete.

Module Version Status

AnyConnect VPN 5.1.0.136 Install Complete.
Metwork Visibility Module 5.1.0,136 Install Complete.
Secure Endpoint 8.1.7.21585 Install Complete.
Cloud Management 1.0.1,400 Install Complete.

Installation success.

Close

Note: it may take a few minutes for Secure Endpoint to fully connect.
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Deploy Email Threat Defense

This section focuses on deploying Email Threat Defense with Office 365. For steps to configure Email
Threat Defense with Secure Email Gateway (SEG) and for other general instructions, please see the Cisco
Secure Email Threat Defense User Guide. Note: The pre-requisites of this guide are a Microsoft 365
account with Global Admin rights and an email address capable of receiving undeliverable journal reports.
The email address used will not be journaled; do not use an address you want Cloud Mailbox to analyze.

Step 1. Select whether or not your deployment has a Secure Email Gateway configured. If no Secure
Email Gateway is set, Office365 is assumed as the message source. Click Next.

Secure Email Gateway

Do you have a Secure Email Gateway (SEG)?

Yes, Secure Email Gateway is present. (®) No, Secure Email Gateway is not present.

Step 2. Select the permissions for Email Threat Defense. Note that Read/Write is needed for remediation
functionality. Click Next.
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© © o

Secure Email Gateway Message Source Visibility & Remediation

Select Microsoft 365 permission mode to remediate messages.

® Read/Write (Recommended) Read
Visibility Visibility
On-demand remediation No remediation
Automated remediation (optional) EML Download
EML Download

‘ Back ‘ Next

Step 3. Email Threat Defense will prompt you to log into the associated Office 365 account. Note that the
user who signs into Office 365 should have admin privileges. After you authenticate, Office 365 will

generate a prompt asking you to confirm granting Office 365 permissions to Email Threat Defense.
Click Accept to proceed.
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B® Microsoft
onmicrosoft.com

Permissions requested

Review for your organization

Cisco Secure Email Threat Defense (North
<4 America)
cmd.cisco.com

This application is not published by Microsoft
or your organization.

This app would like to:
~ Read and write mail in all mailboxes
~ Read organization information

~ Signin and read user profile

If you accept, this app will get access to the specified
resources for all users in your organization. Mo one else will
be prompted to review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. The publisher has not provided links to
their terms for you to review. You can change these
permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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Step 4. Email Threat Defense will display a confirmation page after the permissions have been granted.
Copy the Journal Address that is shown on this page.
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Welcome to Cisco Secure Email Threat Defense

© ©) ©——O0

Secure Email Gateway Message Source Visibility & Remediation Message Intake

Send message copies to Secure Email Threat Defense.

« Configure Microsoft 365 to send journals to Secure Email Threat Defense. For details, see the Cisco Secure Email Threat
Defense User Guide.

(Note: If you have already set up journaling you can skip this step.)

. |lourna| Address: cmd.cisco.com B

Review Policy

Step 5. Go to your Microsoft Purview compliance portal: https://compliance.microsoft.com/homepage.

Step 6. Navigate to Solutions > Data lifecycle management > Exchange (legacy).
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Microsoft Purview

it Home

©  Compliance Manager

<3 Data classification w
E—? Data connectors

A Alerts

= Policies

@, Roles & scopes e
iy

Trials

Solutions
B?. Catalog
54 Audit
Content search

L0} Communication compliance

[_'ﬂ Data loss prevention e
@i eDiscovery e
= Data lifecycle management ~

Microsoft 365

[ Exchange (legacy)

Step 7. Unless it is already configured, we should add an email address to accept undeliverable journal
reports. Click on Settings.

Exchange (legacy)

MRM Retention policies =~ MRM Retention tags  Journal rules

Step 8. Enter the email address that will receive the undeliverable journal reports. Click Save.
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Exchange (legacy) Settings

Settings

Undeliverable reports ~
Undeliverable reports

Specify an email address to receive journal reports when they are not deliverable to the address specified in the journal
rule. This email address can't correspond with an Exchange Online mailbox. Learn more about undeliverable reports

Send undeliverable journal reports to: *

Enter an email address

Step 9. Return to the Exchange (legacy) page and click on the Journal rules tab. Click on New rule.

Exchange (legacy)

MRM Retention policies ~ MRM Retention tags  Journal rules

@ As part of our commitment to customers, Microsoft continues to make improvemer
familiarize yourself with its limitations and considerations. Microsoft Purview soluti
and organizational compliance requirements. Microsoft Purview manages email dat]
inability to deliver to a journaling destination.

Use journal rules to record all communications in support of your organizatio

MNew rule O Refresh

Step 10. In the Send journal reports to field, paste in the journal address copied from Email Threat
Defense in step 4. Enter Cisco Secure Email Threat Defense as the Journal rule name, and select

Everyone and All messages for the two radio buttons. Review the settings carefully before clicking
Next.
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Define journal rule settings

Messages matching the rule's conditions will be delivered to the journaling address
journaling in Exchange Online

Send journal reports to *

Specify an email address for an on{premises archiving system or third-party archiving service

Journal rule name *

Cisco Secure Email Threat Defense

Journal messages sent or received from *

@ Everyone

O A specific user or group

Type of message to journal *

@ All messages

O Internal messages only

O External messages only

Step 11. Microsoft Purview will display a summary of the settings. Review them and click Submit at the
bottom of the page.

Note: Purview left the Journal messages sent or received from field blank on the review page during
testing, rather than displaying the expected value of Everyone.

Review journal rule and finish

Send journal reports to

cmd.cisco.com
Edit
Name

Cisco Secure Email Threat Defense

Edit

Journal messages sent or received from

Edit

Type of message to journal
All messages

Edit

Step 12. Microsoft Purview will display a confirmation page when the journal rule is complete.
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@ Your journal rule is created

The journaling mailbox will now receive journal reports.

Step 13. Return to Email Threat Defense, and log back in if the session timed out. Click on the Review
Policy button.

© ©) ©——O0

Secure Email Gateway Message Source Visibility & Remediation Message Intake

Send message copies to Secure Email Threat Defense.

« Configure Microsoft 365 to send journals to Secure Email Threat Defense. For details, see the Cisco Secure Email Threat
Defense User Guide.

. |lcumal Address: cmd.cisco.com B

Review Policy

Step 14. With Office 365 now integrated, we can review and finalize Email Threat Defense settings. Click
on the gear icon and select Policy.

Messages Insights ~

Step 15. Review the Message Analysis settings. Note that some directional attachment settings and
spam/graymail are disabled by default but can be changed if desired. For this example, we will
enable Spam and Graymail analysis and inspect attachments for both incoming and internal emails.
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However, note that while inspecting attachments for internal emails can prevent malicious files from
being spread internally, it can also come with high overhead for larger organizations.

Message Source

Microsoft 365 Journal Address Secure Email Gateway (SEG)

Incoming
MNo SEG is present

@ Internal
Outgoing
nal A
66109d45-e6ed-46 1038-9749235e0e

Incoming .
dé@beta.cmd.cisco.com

Messages Analysis
Direction of M =13 Incoming

Select direction(s) of messages to be dynamically analyzed. Analyzing an Qutgoing
internal message will also include any external recipients that are included. Internal
Direction of Attachments Incoming

Select direction(s) of attachments to be dynamically analyzed. Outgoing
Attachments will be sent to Cisco Secure Malware Analytics for analysis. Internal

Spam and Graymail 0
' On
Analyze or remediate Spam and Graymail.

Step 16. Scroll down to configure Visibility & Remediation. On the left, confirm that Office 365 has the
Read/Write capability configured earlier. Under Imported Domains, confirm that the domains
associated with the Office 365 account have been imported. If they have not, click on the Update List
button to initiate a pull request. Once the domains have been imported, the Automated Remediation
Policy can be configured.
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Visibility &
] Imported Domains (0 auto-remediated, 2 total) Update List Automated Remediation Policy
Remediation @ of
Microsoft 365 Authentication

Threat _—
Read/Write Apply Auto-Remediation to all Q i Deseription Action
= Visibility domains

* On-demand remediation

B safe-architecture.com LSS
* Automated remediation
(optional)
« EML Download I - icrosoft.com
Scam, Malicious, or
Phishing
o) Read
* Visibility
Spam Iincludes
No remediation messages with
unwanted content
including
undesirable URLs.

* EML Download

Graymail Graymail is mail that
has been
determined to be
marketing, social,
or junk

Step 17. Check the box next to any imported domains that should have Auto-Remediation. For this
example, we will enable the safe-architecture.com domain for Auto-Remediation. Under Automated
Remediation Policy, toggle the switch to On. By default, Threats will be moved to quarantine. Spam
and Graymail have default settings that are grayed out, but these can be modified if the Analyze or
remediate Spam and Graymail toggle switch covered in step 15 is enabled.

Imported Domains (1 auto-remediated, 2 total) Update List Automated Remediation Policy @ on

Threat

- _ 2 Description Action
Apply Auto-Remediation to all domains Searck Category

# | safe-architecture.com WS Meove to Quarantine

I - microsoft.com

Move to Junk

Graymail No Action

Do not remediate Microsoft Safe Sender messages with Spam or Graymail ...
Apply auto-remediation to domains not in the domain list above.

Step 18. When satisfied with the settings, click on Save and Apply in the top right.

A ¥ @ O Email Threat Defense il o URE

Cancel Save and Apply
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Breach Protection Suite Validation Tests

Cisco XDR

The test cases given in this Cisco XDR section use lab generated data to provide an in-depth
demonstration of the Incident and Remediation workflows in Cisco XDR. The validation test sections later in
this guide for Secure Endpoint, Email Threat Defense, and Secure Network Analytics include steps for
generating events in your own network for testing purposes.

If you would like to access the demo lab data for the test cases in this Cisco XDR section, please perform
the following steps:

o Go to: http://cs.co/xdr-demo

o (an incognito or private browser with no pop-up blockers is recommended)
e Log into dCloud:

o User: [your Cisco username]

o Password: [your Cisco password]
 Click on the View button and wait for the demo to load.

° If you see a Single Sign On (SSO) tab open, ignore it. You want the script to run for the demo account

« Once the scripts run, if you don’t land on the Control Center, click Control Center on the left menu

Test Case #1 - Incident Manager Workflow

Step 1. In the Cisco XDR GUI, go to the Incidents page.

‘s’ XDR

Incidents

Step 2. The Incidents page shows a prioritized list of incidents from multiple sources. For this example,
we’ll select the Suspected Malicious URL on ip-192-168-249-115 incident to open its summary.
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http://cs.co/xdr-demo

Incidents

77 Incidents 25 New Incidents 22 Open Incide

Last 30 days Filters 25 matching results Reset all

Date: Last 30 Days x

Priority Mame Source

Protocol Violation (G raphic) on ldndemo-xtcla isco XDR Anal...

Protocol Violation (Geographic) on ldndemo-xtcla isco XDR Anal...

iolation on 10.201.0.15 DR Anal...

Protocol Violation (Geegraphic) on Idndemo g DR Anal...

raphic) on |z i isco XDR Anal...

XDR Anal...

XDR Anal...

tional Domain Controller on ip-10-201-0-15. isco XDR Anal...

al Domain Controller on ip-10-201-0-16. DR Anal...

Malicious URL on ip-192 g 5 DR Anal...

Step 3. The summary is an example of progressive disclosure—the delicate balance of providing the right
amount of relevant information at the right time so an analyst can decide when to further the
investigation and when to respond.

This incident suggests that one of our devices connected to a malicious URL, so we should use the
summary data to look into it more extensively.
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Priarity @ Status Incident Report...
Incidents .

Suspected Malicious URL on

ip-192-168-249-115

77 incidents 25 New Incidents 22 open Incidents

Last 30 days 25 matching results MITRE (

Date: Last 30 Days x L.
g Priority score breakdown

Detection  Asset
Risk Value at Risk

Priority Name Source Created 7 8 0 | 78 10
Protocol Violation (Geographic) on ldndemo is (| 4 Months

Protocol Violation (Geographic) on Idndemo- is (| 4 Months Short description

L o
y firewalls via the Cisco Security Analytics
ing (SAL) integration or Enhanced Netflow.

Long description

Assets

ptional Domain Controller on ip-10 8 (| 1 Day slate ( )

‘ﬂ Endpoint

onal Domain Centroller on ip-10 3 isco XDR Anal... 1 Day 192.168.249166 | )

3 Months .

granite (-

‘?‘ Endpoin
ac7cbadbe5074ec8a025436afb24d6... (-
New Remote Acce

‘?‘ Endpoint Wor

New Remote Ac 1z is { 980c95e2153d4b608cffe3b05a44... | )

New Remote Ac y
b3cfd54a421449abalc0395239df7... |

View Incident Detail

Step 4. The Incident Summary contains a wealth of additional information that can be accessed as
needed during an investigation. Note that the MITRE ATT&CK data is summarized in a simple dotted
line with the 3 dot highlighted. An experienced analyst may be able to identify the associated tactics
on sight, while a less experienced analyst could expand the MITRE graphic to show the tactics by
name, and even View Details to see a written description. When finished with the Summary review,
click View Incident Detail.
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MITRE | ATT&CK' View Details

TA0043: Reconnaissance
TA0042: Resource Development
TAOQO0O1: Initial Access
TADO0D2: Execution

TA0003: Persistence

TADO0O4: Privilege Escalation
TA0005: Defense Evasion
TAD0O06: Credential Access
TA00O7: Discovery

TAQQ08: Lateral Movement
TA0009: Collection

TA0011: Command and Control
TADO010: Exfiltration

TA0040: Impact

MITRE | ATT&CK'

Tactics
~ TAOO0O1: Initial Access

The adversary is trying to get into your
network. Initial Access consists of
techniques that use various entry vectors to
gain their initial foothold within a network.
Techniques used to gain a foothold include
targeted spearphishing and exploiting
weaknesses on public-facing web servers.
Footholds gained through initial access may
allow for continued access, like valid
accounts and use of external remote
services, or may be limited-use due to
changing passwords.

Techniques

Prio _'__«@ Status Incident Report...

Suspected Malicious URL on
ip-192-168-249-115

ted by Cis DR Anal

ar

MITRE (_

Priority score breakdown

78 10
780 | Detection Asset

Risk Value at Risk

Short description

Long description

Assets

slate ()

|?| Endpoint

192.168.249.166 ()

granite ()

| < | Endpaoint Warkstation

ac7cbadbe5074ec8a925436afb24d6... (-

| < | Endpaoint Warkstation

980c95e2153d4b608cffe3b05ad4...

| < | Endpaoint Warkstation

b3cfd54a421449abalc0395239df7... (-

cloud-

1 event

Step 5. The incident overview shows all the assets included in the incident and their relationships. The
attack graph compresses the associated detections and provides a graphical view of the relations
between the observables. This graph can be zoomed into, panned around, and the observables can
be dragged and dropped. Objects are consolidated by type and can be expanded by double clicking

on them.

« Assets are the endpoints, networks, hosts, users, and email addresses involved in the incident.

© 2023 Cisco and/or its affiliates. All rights reserved.

Page 71 of 157



« Observables are the raw elements used as indicators in the reporting products, such as IP
addresses, hostnames, file hashes, URLs, emails, file names, and so on.

« Indicators are the actual detections fired from the various security products.

< Incidents

€@  ncidentreported v Suspected Malicious URL on ip-192-168-249-115 (-

o XDR Analytics (cisco-dcloud-rtp) on :55.0007 - 6 Linked Incide

Mai

iew Detection Response Worklog

«" Expand

5

Endpoint Workstation

441840514

Endpoints

16 Assets ew 3 51 observables v 4 Indicators View all

TOP ACTIVE TOP ACTIVE TOP ACTIVE

. - ) 4-256 e Network Anal
slate () 0 : 0d5a1c01c2706¢8b66bag53dbe0Tf... () 4 Data_Exfiltration
Ab URLH [BETE]

l:] Endpoint Unknown IP Address -
Abuse.ch URLhaus DB Feed 1 event

192168.249.166 () 4 events 108.62.141.250 ()

- ! Fle Name Suspected Malicious URL
ranite () midyearbonus.com ()
° ) NG

[Z] endpoint tation d 3 Security Intelligence event - URL_SI_Categor...

ac7cbadbe5074ec8a925436afb24d6ee | ) 1 event L) dcloud-SI-URL

[=] Endpoint lon

980c95e2153d4b608cffe3b05a449a... (- Chld T LT ()

Step 6. In the Observables section, click on View all.
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< Incidents

@D ( ncidentreported v Suspected Malicious URL on ip-192-168-249-115

cloud-rtp) ¢ =05 :55.000Z - 6 Lir 1 Incid

URL

Response Worklog

" Expand

ok

Endpoint Workstation

441840514

Endpoints

16 Assets iew a 51 observables View : 4 Indicators

TOP ACTIVE TOP ACTIVE TOP ACTIVE

U & sC re Metwork Analytics
10 events 0d5a1c01c2706c8b66ba953dbe0Tf.. (~) 40« DatlExilation

Abu h URLhaus Datab

[=] Endpoint Unki n IP Addr
Abuse.ch URLhaus DB Feed

192.168.249.166 | ) 4 eve 108.62.141.250
C cure Cloud Analy
@ o-i v 1 Fle Hamﬁ_ Suspected Malicious URL
midyearbonus.com ()

ranite ()
g - N ent

[?] Endpoint ation = Security Intelligence event - URL_SI_Categor...

ac7cbadbe5074ec8a925436afb24d6ee ( ) even = e - dcloud-SI-URL

[Z] Endpoint Workstation

980c0562153d4b608CHfe3b05a44%a... (7) drinkfoodapp.com ()

Step 7. The Observables panel will show data entries such as URLs, IPs, and file hashes that are
associated with potentially malicious events. For this example, we will focus on the drinkfoodapp
URL, which XDR has identified as a malicious domain.
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51 Observables

Unknown SH

0d5a1c01c2706c8b66bad53dbe0... | | 40 events

niP
108.62.141.250 ()

Unknown File Name
midyearbonus.com ()

‘O™ Suspicious URL

http:f/drinkfoodapp.com/AdminDF/... | .
Malicious Domain

drinkfoodapp.com | ]

+1 cle:
.

b99d61d874728edc0918calebl0ea... | )

Step 8. We’ll now use the attack graph to better understand the objects involved in the incident and their
relationships. Click the Expand button (top left) on the graph to get a better look at the whole picture.

Overview Detection Response Worklog

Emaiks

SHA-256 Hashes

441840514

Endpoints

Step 9. If we expand a couple of the collapsed objects (by double clicking on them) and then hover over
the malicious drinkfoodapp domain we saw before, we can see some relationships. We see that one
of our endpoints (192.168.249.115) connected to this domain and that there’s a related IP address
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(108.62.141.250). This information helps identify who may have connected to the malicious domain
and the IP address of the bad actor.

: : internetbadguys.com :
1 198.185.110 108.62.141.250 ; H
IP Address

IP Ay

E ip-192- 49-11... ip-172-16-133~
Endpaoint

“"Endpoints

Step 10. Let’s move on to the Detection tab. This is where we can dig into the details of the events that
are part of the incident. Click Collapse and then click on Detection.
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&« Incidents

€D  ircidentreported ~ © Suspected Malicious URL on ip-192-168-249-115 (- )

Reported by o XDR Analy (cisco-dcloud-rtp) on 20 5 .000Z - 6 Linked In:

The device un { S alicious URL. Thi

Overview io Response Worklog

Type W Source i , C’ Important only
ype Source y

First Seen Source Indicators Observables

-06-02T22:12:1¢ J Strike Falcon De... o7 http://drinkfoo
-02T21:17:16. Cro e Falcon De... o7 http://drinkfoo
-02T21:15:0 CrowdStrike Falcon De... o http://drinkfooda
-02T21:14:4 Cro rike Falcon De... <o http://drinkfoodap

Strike Falcon De... o] http://drinkfoo
e Falcon De... o7 http://drinkf
e Falcon De... o7 http://drinkfoo
rike Falcon De... o http://drinkf
rike Falcon De... <] http://drinkfoo
rike Falcon D o] http://drinkfoodapp.c

10 | per page |1-10 of 82

Step 11. This incident has 82 detections that came from various products integrated into Cisco XDR. To
filter out some of the noise, let’s click the Important only toggle switch. This causes the detections
list to be filtered to only show events that are of a higher severity or that have MITRE ATT&CK data.
Toggling the switch reduces the number of events shown to 36 and saves us some time.
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Overview De 0 Response Worklog

Type W Source Important only

First Seen Source Indicators Observables

02T22:12:18 rowcStrike Falcon De...

02T21:17:16. ro trike Falcon De... o] http:f/drinkfoo

dStrike Falcon De... o] http://drinkfi
06-02T21:14:4 CrowdStrike Falcon De... o7 http:f/drinkfoo
trike Falcon De... o7 http:f{drinkfoo
trike Falcon De... o] http://drinkfi
06-02T21:13:3 CrowdStrike Falcon De... o http:f/drinkfoo
02T21:12:42 trike Falcon De...
dStrike Falcon De...
06-02T20:49:5 CrowdStrike Falcon De... o] http:f/drinkfoo p.com... | -

10 |per page |1-10 of 36

Step 12. We can also filter the events based on the source product they came from by clicking on the
Source dropdown and selecting one or more sources.

Overview ) i Response Woerklog

Type w Source

First See

ServiceNow

VirusTotal

Abuse.ch URLhaus Database
NGFW Event Service

Cisco Secure Network Analytics

AMP Event

Cisco Secure Cloud Analytics (cisco-dcloud-rtp)

ESA Tracking API
Umbrella Reporting API
'WSA Tracking API

CrowdStrike Falcon Detection

Step 13. Close the Source popup, click the forward arrow in the bottom right of the Detection page, and
review the Source column data in the Detection page. We can see this incident has been enriched
from multiple security controls such as firewalls, EDRs, cloud analytics, and email security. Data from
3rd party technologies like CrowdStrike are also included in this incident.
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Overview ion Response Worklog

Type v Source Severity v () Important only

First Seen Severity Source Indicators Observables Assets

CrowdStrike Falcon Detection o7 http://drinkfor om/AdminDF/.. ) cfd54a4214.

trike Falcon Detection o7 http://drinkfor X [Ad e ( ) cfd LY C...

ke Falcon Detection o7 http://drinkfor
CrowdStrike Falcon Detection 108.62.141.250 S

172. )
WSA Tracking API 1uxmbQJEL_-TOSzKUGhBKLESLr... (~)

Umbrella Reporting API rinkfoodapp.com ( )
Cis ure Network Analytics 108.62.141.250 (~

z 0 01.000Z ure Network Analytics filtration 108.62.141.25

NGFW Event Service Security Intelligence event - URL_...
ESA Tracking API

10 |per page 11-20 of 36

Test Case #2 - Investigate & Email Quarantine

By this stage, XDR has given us all the information we need to determine the “why, what, and when” of
what happened. All from one Ul, saving us time and effort to resolve the issue. Next, we can use the
information we’ve gathered to apply a response.

Step 1. To view this incident in a full graphical view with a timeline, click View Investigation at the top
right of the incident page.

= il XDR @ A m‘émanizatiun
< Incidents
A — @ (incidentreporied ~ . Suspected Malicious URL on ip-192-168-249-115 |
Z - 6 Linked Incidents

nd Logging ... View Long

Overview  Detection  Response  Worklog

Step 2. On the Investigation page, we see a similar graph to what we saw in the incident but with more
data. This version of the graph can also be customized using multiple view modes. Explore the graph
and hover over the various nodes to learn more about how they are related.
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+ Suspected Malicious URL on ip-192-168-249-115

drinkfoodapp xdr latest for CLUS

¢ 3 Full screen
s noma_sasa

Pr-sren = it
|
—

LCSTERIT]

R e B
e e

—*i

Esipints

LIRS

11 BT

Step 3. The timeline below the graph allows us to customize the amount of information we see
visualized. Using the handles on either side of the timeline, filter the data down to May 22, 2023. The
number of nodes will go from 33 to 8.
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« Suspected Malicious URL on ip-192-168-249-115

drinkfoodapp xdr latest for CLUS ]

ra 8 Nodes
. . Full screen

sha256: c0e2...5621 "
sha256: 0d5a...8067

Devices

192.168.249.166

. Suspicious . Common Unknown . Clean .

12z00aM ' 300am ' Gooam ! o pm ' zooPm !

600PM ! 9:00PM

Step 4. From this view we can see multiple hosts connecting to the same .250 IP address we saw
associated with the malicious drinkfoodapp URL in the last section. We can also see a file of unknown
disposition associated with the .250 IP address. While an unknown file disposition isn’t a smoking
gun, we do have enough information by now to be suspicious. Click on the sha256 file hash
beginning with 0d5a.
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« Suspected Malicious URL on ip-192-168-249-115 Unknown SHA-256 Hash

drinkfoodapp xdr latest for CLUS 0d5a1c01c2706c8h6
6ba953dbe01f265d... ©

_ 3 Full screen 40 Events

Observed:

+ D Attributes

sha256: b99d...4450 =
Clean SHA-256 172.253.63.95 (~)

] D
Parent Of 200-42177deeal4c9856b56c-585¢5¢05252d |

URL
@Tﬂrgﬂm* O : https://www.googleapis.com:443/drive/v3/fil... (-

slate Parent Of g,

Device aha256: cOez..5621 midyear bonus is here! ()

SHA-256 Hash sha256: 0d5a...8067
SHA-256 Hash

Email Subject

File Path
fc:lusers/admin/downloads/midyearbonus/mi... |
Connected To
i D
/-. 201-42177deeal4c9856b56c-585¢c5¢05252d ()
Q B

File Name .
midyearbonus.com ()
108.62.141.250
IP Address File Path )
fc:fprogram files/packetsender/midyearbonus... |

Sl Hash
0d5a1c01c2706c8b66bag53dbe01f265d7d38... (-
\
\

\ File Mame

\L Tuxmbagjel_-t0szkughBkle3irdudjlgk | )
[" El \) View all attributes
\‘_‘_/_..."
192.168.249.166

Indicators

Step 5. Clicking on a file in XDR brings up a list of Attributes for the file. From here we can see that the
file was delivered via email, and both the Email Subject and File Name are enough to further raise our
suspicions—doubly so, if the timing or messaging doesn’t match our company’s internal bonus
communication.

Step 6. There’s plenty more we’d like to know about this file—more details on the sender, a full list of
recipients, sandbox analysis of the file, any endpoint security response, to name a few. However, this
is a prime example of a point in an investigation where our priority may shift to containment. Click on
the dropdown arrow next to the midyear bonus is here! Email subject and then click on Quarantine
Messages. This will allow us to use the integration between Cisco XDR and Cisco Secure Email
Threat Defense to quarantine emails with this subject line.
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6ba953dbe01f265d... ©

40 Events
Observed:

Attributes

53.63.95 (~)
( D :
200-42177deeal4c9856b56¢-585c5c05252d |

LRL
https://www.googleapis.com:443/drive/v3/fil... (-

Ermi bject
midyear bonus is here!|()

File Path
fc:/users/admin/downloads/midyearbonus/mi... |

Email Subject S e Sl 201-42177deeal4c9856b56¢-585¢5c05252d ()

File Name
Investigate Observable A midyearbonus.com ()

Create Judgment File Pat )
fc:/program files/packetsender/midyearbonus... |

Copy value
@l Add to new case : sh ]
0d5alc01c2706c8b66ba953dbe01f265d7d38... |

B Add to active case
File Name i
*Secure Email Threat Defense xmbgjel_-t0szkugh6kle3irdudjlgk ()
S RS View all attributes
[> Quarantine messages
CrowdStrike

Indicators
Open in Endpoint detections search

Step 7. Taking this action from Cisco XDR saves the analyst time since they don’t need to log into Email
Threat Defense to search for and quarantine messages. In this demo, Cisco XDR will generate a pop-
up stating that there is nothing to quarantine—seems another analyst beat us to the punch.

Step 8. Next, let’s go back to the incident by clicking on its name above the investigation name.

= ‘dicc’ XDR

« Suspected Malicious URL on ip-192-168-249-115

drinkfoodapp xdr latest for CLUS
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Test Case #3 - Incident Response & Host Quarantine

Step 1. We’ve used Email Threat Defense to take one response action against the email that introduced
the suspicious file, but we still have endpoints in the environment that received the email and file
attachement and thus may be compromised. Back in the incident, let’s go to the Response tab.

‘scs’ XDR

« Incidents

Incidente @D ( incidentreported v Suspected Malicious URL on ip-192-168-249-115

) XDR Analytics (cisco-dcloud-rtp) on 1:55.000Z - 6 Linked Incic

The d e muni with a s cted 1s URL. The aler URL

Overview Detection ] Worklog

Step 2. The incident response playbook offers four phases you can walk through to identify and respond
to an incident. Some of these actions provide guidance and the ability to create a note while others
allow you to take actions using XDR Automation workflows.

Step 3. Click on the Containment tab and then expand Contain Incident: Assets.

Overview Detection esponse Worklog

- . Contain Incident: Overview
Identification

Containment
Contain Incident: Ass

Use asset-based containment to stop the spread of malicious activity.

Eradication

utomation worklow will netw slatefquarantine all sele
Recovery integrated Endpoint Detection & Response solutions. After clicking Execute, you will be
able to choose all or a subset of assets as iated with this incident. Please make sure
you have done proper identification before executing the workflow.

Step 4. This response action will locate the selected endpoints in a supported EDR product and request
that they be isolated. In this case, we’re using Cisco Secure Endpoint so that’s where the workflow
will look for endpoints.
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Step 5. Click the Select button and then select the endpoint we identified earlier (ip-192.168.249.115).
Click the Execute button to run the workflow.

&« Incidents

3 Assets
@)  incicentreported v Suspected Malicious URL on ip-192-168-249-115 ( -

) ) & Hostname
Reported by Cisco XDR Analytics (cisco-dcloud-rtp) on 2023-05-26T13:41:55.000Z - 6 Linked Incidents ;

[F] endpoint

The device communicated with a suspected malicious URL. The alert uses the Suspected Malicious URL observation and requires URL ip-192-168-249-115.us-east-2.compute.internal

[Z] endpaint

(o] Detecti Re Workl N .
veriew erection L Al ip-192-168-249-114.us-east-2.compute.internal

[Z] endpoint

ip-172-16-133-37.us-east-2.compute.internal 2 1
ant: 5 Add Note
R Contain Incident: Overview

QOverview of how to contain Indicators of Compromise to stop the spread of malici...

Contain Incident: Assets

Eradication Use asset-based containment to stop the spread of malicious activity.

Containment

This autemation worklow will network isolate/quarantine all selected assets on your
Recovery integrated Endpoint Detection & Response solutions. After clicking Execute, you will be
able to choose all or a subset of assets associated with this incident. Please make sure
you have done proper identification before executing the workflow.

Contain Incident: IPs Add Note

Contain IP indicators of compromise to stop the spread of malicious activity

Contain Incident: Domains

Contain domain indicators of compromise to stop the spread of malicious activity

Contain Incident: URLs

Contain URL indicators of compromise to stop the spread of malicious activity

Contain Incident: File Hashes

Contain file hash indicators of compromise to stop the spread of malicicus activity.

Go to Eradication =

Step 6. The workflow will execute in the background and request that the selected hosts be isolated in
Cisco Secure Endpoint.

© Success
Workflow execution successfully started.

Step 7. Once the workflow is running, you can go to the Worklog tab to see its progress and the result.
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Incident Beperted < Suspected Malicious URL on ip-192-168-249-115

[RESPONSE TAS

Cisco Secure Endpoint

Test Case #1 - Malware Evasion Indication of Compromise (IoC)

Netsh is a command-line scripting utility that allows you to, either locally or remotely, display or modify the
network configuration of a computer that is currently running. Port Forwarding is the technique of taking
packets destined for a specific TCP or UDP port and machine, and forwarding them to a different port
and/or machine. This is done transparently, meaning that network clients cannot see that Port Forwarding
is being done. They connect to a port on a machine when in actual fact the packets are being redirected
elsewhere.

Step 1. On a Windows device protected by Cisco Secure Endpoint, open the command prompt and enter

the command below. Note: we were able to get this to fire without launching CMD as admin, but
launch CMD as admin if the event doesn’t fire.

Step 2. In Cisco XDR, navigate to Intelligence > Events.

= & xoR

Events

Step 3. Click on the Private tab and locate an event with the text W32.NetshFirewallPortForward.ioc.
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Events

Events are a record of the appearance of an observable at a given date and time. Learn More [T

Public Private

@ | Environment

Title Source Severity

23-11-13T21:47:48.000Z W32.MetshFirewallPortForward.ioc Secure Endpoint ¥ @

Step 4. If desired, you can click on the Secure Endpoint link under Source to view Device Trajectory and
Event Details. Note that the description directly describes the command that was run, saving valuable
research time. This event is associated with TAO005: Defense Evasion in the MITRE ATT&CK
framework.

Event Details

Description: Netsh is a command-line scripting utility
that allows you to, either locally or remotely, display
or modify the network configuration of a computer
that is currently running. Port Forwarding is the
technigue of taking packets destined for a specific
TCP of UDP port and machine, and forwards them to
a different port and/or machine. This is done
transparently, meaning that network clients can not
see that Port Forwarding is being done. They
connect to a port on a machine when in actually fact
the packets are being redirected elsewhere.

Command Line Arguments: netsh interface portproxy
add v4tov4 listenport=8001 connectport=80
connectaddress=127.0.0.1

MITRE | ATT&CK"

Tactics
TADOODS: Defense Evasion

Techniques
None

© 2023 Cisco and/or its affiliates. All rights reserved. Page 86 of 157


https://attack.mitre.org/tactics/TA0005/

Test Case #2 - Endpoint Malware Defense

Cisco Secure Endpoint contains a comprehensive database of every file it has ever seen along with a
corresponding good or bad disposition. As a result, known malware is quickly and easily quarantined at the

point of entry without any processor-intensive scanning.

Step 1. Using a device protected by Cisco Secure Endpoint, navigate to eicar.org, then click on

Download Anti Malware Testfile.

QD B8 nhty eicar.org

This page is still work in progress. Sorry for any inconvenience.

About you Projects News Content Board Privacy Policy Imprint Q

*
e I CO r Home About Us

%o @

DOWNLOAD

ANTI MALWARE TESTFILE

Step 2. Download the eicar.com.txt file onto the device using right-click, save link as.

Note: EICAR is safe to pass around, because it is not a virus, and does not include any fragments of viral
code. It is a file that has been created for Anti-virus products to react to for test purposes. Also note that
Cisco Umbrella can also block access to this file if you have it installed (depending on configuration).

ANTI MALWARE TESTFILE

Intended use

Additional notes:

1. This file used to be named ducklin.htm or ducklin-html.htm or similar based on its original

author Paul Ducklin and was made in cooperation with CARO.

2. The definition of the file has been refined 1 May 2003 by Eddy Willems in cooperation with all
vendors.

3. The content of this documentation (title-only) was adapted 1 September 2006 to add
verification of the activity of anti-malware or anti-spyware products. It was decided not to
change the file itself for backward-compatibility reasons.

Who needs the Anti-Malware Testfile

(read the complete text, it contains important information)
Version of 7 September 2006

If you are active in the anti-virus research field, then you will regularly receive requests for virus
samples. Some requests are easy to deal with: they come from fellow-researchers whom you
know well, and whom you trust. Using strong encryption. you can send them what they have
asked for by almost any medium (including across the Internet) without any real risk.

Other requests come from people you have never heard from before. There are relatively few laws
(though some countries do have them) preventing the secure exchange of viruses between
consenting individuals, though it is clearly irresponsible for you simply to make viruses available
to anyone who asks. Your best response to a request from an unknown person is simply to
decline politely.

A third set of requests come from exactly the people you might think would be least likely to want
viruses ,users of anti-virus software”. They want some way of checking that they have deployed
their software correctly, or of deliberately generating a ,virus incident in order to test their
corporate procedures, or of showing others in the organisation what they would see if they were
hit by a virus®.

Reasons for testing anti-virus software

LEL B AL N I

Download Anti Malware Testfile

In order to facilitate various scenarios, we provide 4 files for download. The first, eicar.com,
contains the ASCI string as described above. The second file, eicar.com.txt, is a copy of this file
with a different filename. Some readers reported problems when downloading the first file, which
can be circumventad when using the second version. Just download and rename the file to
welcarcom®. That will do the trick. The third version contains the test file inside a zip archive. A
good anti-virus scanner will spot a ,virus® inside an archive. The last version is a zip archive
containing the third file. This file can be used to see whether the virus scanner checks archives
more than only one level deep.

Once downloaded run your AV scanner. It should detect at least the file .eicar.com*. Good
scanners will detect the ,virus' in the single zip archive and may be even in the double zip archive.
Once detected the scanner might not allow you any access to the file{s) anymore. You might not
even be allowed by the scanner to delete these files. This is caused by the scanner which puts
the file into quarantaine. The test file will be treated just like any other real virus infected file. Read
the user's manual of your AV scanner what to do or contact the vendor/manufacturer of your AV
scanner.

IMPORTANT NOTE

EICAR cannot be held responsible when these files or your AV scanner in combination with these
files cause any damage to your computer. YOU DOWNLOAD THESE FILES AT YOUR OWN
RISK. Download these files only if you are sufficiently secure in the usage of your AV scanner.
EICAR cannot and will not provide any help to remove these files from your computer. Please

contact the manufacturer/vendor of your AV scanner to seek such help.
Download area using the standard protocol HTTP
- Sorry, HTTP downoad ist temporarily not provided. —

Download area using the secure, SSL enabled protocol HTTPS

eicar.com eicar.com.txt eicar_com.zip

68 Bytes 68 Byles 184 Bytes 308 Bytes

eicarcom?.zip

Step 3. Cisco Secure Endpoint can take several actions to contain the file, including blocking the
download, stripping the payload (leaving an empty file in the download folder), or quarantining the
file. The following screenshot from a Firefox download bar shows a file that was quarantined after

download.
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eicar.com.bxt

File moved or missing

Show all downloads

Step 4. In Cisco XDR, navigate to Intelligence > Events, then click the Private tab. Look for Detected or
Quarantined events.

Events

Events are a record of the appearance of an observable at a given date and time. Learn More [§

Public Private

@ | Environment

First Seen Title Source Severity

2023-11-13T21:58:00.000Z Threat Quarantined

3-11-13T21:58:00.000Z Threat Detected Secure Endpoint &

Step 5. Click on the Secure Endpoint link for an event to see more details. As shown below, the
simulated piece of malware was associated with three Tactics and two Techniques from the MITRE
ATT&CK framework.
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Event Details

Detected , Cisco AMP for
Endpoints Connector 7.2.7.11687 (
275a021b...f651fd0f) [Text (ASCII)] as

Created by , Firefox 118.0.1.0 (
cf6fddfe...158987336) [Unknown] executing as
stef@SAFE-ARCH.

The file was quarantined.

Process disposition Unkmown.

File full path:

File SHA-1:
File MD5:
File size:

File signed by with certificate
serial 0c7aa5¢c36f6d840bbed48671b5cdf661 from
DigiCert High Assurance Code Signing CA-1. Expired
12:00:00, Thu Dec 17 2020 UTC. The certificate was

by the computer. Reason: No signature
present.

File cert MD5:

File cert SHA-1:
Parent file SHA-1:

Parent file MD5:

Parent file size:

Parent file signed by with
certificate serial

Oclcd3eead?eddara032573b014d0afd from DigiCert
SHA2 Assured ID Code Signing CA. Expires 23:59:58,
Wed Jun 19 2024 UTC. The certificate was tr :

by the computer.

Parent file cert MD5:
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Parent process SID:

Detected by the

MITRE | ATT&CK

Tactics
TAD042: Resource Development
TADOD2: Execution

Techniques
T1105: Ingress Tool Transfer

Test Case #3 - Endpoint Malware Defense - In-Memory Protection

The wevtutil utility in Windows enables you to retrieve information about event logs and publishers. The
command can also be used to install and uninstall event manifests, to run queries, and to export, archive,
and clear logs. This can be an indication of an attacker trying to cover their tracks.

Step 1. On the Windows device protected by Cisco Secure Endpoint, open the command prompt and enter:

Step 2. In Cisco XDR, navigate to Intelligence > Events > Private. Look for an event that references
W32.ClearEventLogs.ioc.

Events

Events are a record of the appearance of an observable at a given date and time. Learn More [§

Public Private

Environment

Source Severity

Secure Endpoint (7 m

Step 3. Click on the Secure Endpoint link to get further details on the event.
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Event Details

Description: An attempt was made to delete the
system event logs. This can be an indication of an
attacker trying to cover their tracks.

Command Line Arguments: \Windows\System32
\wevtutil.exe cl security

MITRE | ATT&CK'

Tactics
TADOOS: Defense Evasion

Techniques
T1070: Indicator Remowval

Additionally, Bitsadmin is a command-line tool that can be used to create, download or upload jobs and
monitor their progress. However, it can also be used to maintain persistence and evade checks for usual
persistence mechanisms. An attacker with Administrator's rights can use the setnotifycmdline option to
create a persistent job and then specify a /Resume option at a later time to execute the job. This
mechanism allows the malware to survive reboots since the job is run repeatedly after a system restart.
Bitsadmin by default downloads files unless the destination server is running IIS with the required server
component and /JUPLOAD is specified in the command-line. While this is not by itself malicious, the
command-line needs to be reviewed to ascertain the origin and intent.

Step 1. On the Windows device protected by Cisco Secure Endpoint, open the command prompt as and
enter:

Step 2. In Cisco XDR, navigate to Intelligence > Events > Private. Look for an event with the text
W32.Bitsadmin.ioc.

Events

Events are a record of the appearance of an observable at a given date and time. Learn More [

Public Private

@ | Environment

Title Source Severity

W32.Bitsadmin.ioc Secure Endpoint .3 m

Step 3. Click on the Secure Endpoint link to review more details and the Tactics and Techniques.
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Event Details

Description: Bitsadmin is a command-line tool that
can be used to create, download or upload jobs and
meonitor their progress. However, it can also be used
to maintain persistence and evade checks for usual
persistence mechanisms. An attacker with
Administrator rights can use the setnotifycmadline
option to create a persistent job and then specify a
fResume option at a later time to execute the job.
This mechanism allows the malware to survive
reboots since the job is run repeatedly after a system
restart. Moreover, Bitsadmin by default downloads
files unless the destination server is running IS with
the required server component and [UPLOAD is
specified in the command-line. While this is not by
itself malicious, the command-line needs to be
reviewed to ascertain the origin and intent.

Command Line Arguments: C:\Windows\System32
\bitsadmin.exe ftransfer kIWDPYASe fdownload
[priority foreground https://secure.eicar.org
feicar.com.txt C\SqGGuUYXyy.exe

MITRE | ATT&CK' i

5
EEEEN NS EEEEEEE

Tactics
TAOOOD3: Persistence

Techniques
T1187: BITS Jobs

Test Case #4 - Cisco XDR Incident Correlation

Cisco XDR can generate an incident by correlating the events in the prior tests. After performing the prior
tests, follow the steps below to review the correlated incident.

Step 1. From the Cisco XDR GUI, click on Incidents.

‘asts’ XDR

Incidents
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Step 2. Review the recent incidents and look for one from the endpoint that you performed the prior tests
on. Note that Cisco XDR has given the incident a Priority score and that the incident is currently
unassigned. Once located, click on the incident.

Incidents

4 incidents 4 New Incidents 0 Open Incidents 4 Unassigned Incidents

Last year Filters 4 matching results
Priority Source Created Assigned Status

@ DESKTOP-121GDJ1 in group Breach Protec 5 3z 7:45 Secure Endpoint 27 Minutes

Step 3. Click on View Incident Detail.

DESKTOP-121GDJ1in
group Breach Protection...

Pric-rity@ Status  New

Reporte

Priority score breakdown

42 10
421 Detection Asset

Risk Value at Risk

Short description

Long description

Assets

El Endpoint

desktop-121gdj1 ()

Step 4. The Overview tab shows information on the host that caused the incident, including any
Observables (like the eicar file we downloaded) and Indicators (like the other events we generated).
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&« Incidents

@D vew- DESKTOP-121GDJ1in group Breach Protection Group @ 20231113 21:47:45 - )
ure Endpoint on 2023-11-13T21:47:45.000Z Unassigned

n... View Long Description

Detection Response  Worklog

" Expand

—

@

desktop-121gdj1

1 Asset View all 4 Observables View all 3 Indicators View all

TOP ACTIVE TOP ACTIVE TOP ACTIVE

[E] Endpoint Unknown SHA-256 Secure Endpoint

desktop-121gdj1 () 275a021bbfb6489e54d471899{7db9d1663fc... (- W32.NetshFirewallPortForward.ioc

Secure Endpoi
Unknown SHA-256 TR

- W32.ClearEventLogs.ioc
6bB691b06fa865f52c9484efAf10e2e02edbd7c... ()
Secure Endpoint

Unknown SHA-256 W32 Bitsadmin.ioc

20db4abf4539d2e054fbadde48078452a5ada... ()

Unknown SHA-256

739b2dd012ea183895cc01116906f339c9aalc... ()

Step 5. In this case, we already understand all of the Observables and Indicators that occurred so there
isn’t anything else for us to investigate. However, in a real world scenario the collection of
Observables and Indicators could be the difference between a successful investigation and a missed
attack. If desired, you can treat this as a test Incident by clicking Unassigned in the top right to assign
an analyst, then clicking through the Detection tab (to review the events) and the Response tab (to
review |ldentification, Containment, Eradication, and Recovery workflows). The Worklog tab will
document recorded analyst actions.

Email Threat Defense

Email Threat Defense acts as a value add to Office 365 security, providing additional detection and
advanced features like malware sandboxing. The order of inspection is Office 365 first and ETD second,
which means that any emails seen in ETD have been allowed by Office 365. While this helps reduce event
volume in ETD, it can cause problems with the testing and validation exercises in this section. If you find
that Office 365 blocks an email that you’re using for ETD testing, you can release the email from Office 365
quarantine by following the steps in Appendix A - Release Emails from Office 365 Quarantine. At the
time of testing, Office 365 did not block the URL used in Test Case #1 but did block the eicar file used in
Test Case #2.

Also pay attention to the directionality of emails sent during these exercises. ETD has granular
configuration in the Policy section for Incoming, Outgoing, and Internal emails, so ensure that the direction
of email you’re testing with has the corresponding analysis enabled.
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Test Case #1 - Phishing Email Quarantine

Note that this scenario uses live malicious URLS, so exercise proper caution not to click on links and use a
suitable test device if you perform this exercise.

Configuration

This test involves analysis of the email message body, and so depends on the Message Analysis
configuration in the ETD Policy. Ensure that you send a test email from an inspected direction for this test.

Messages Analysis

Direction of Me ges # Incoming

Select direction(s) of messages to be dynamically analyzed. Analyzing an & Outgoing
internal message will also include any external recipients that are included. @ |nternal

Test

Step 1. Use a phishing URL feed or phishing URL repository like https://openphish.com to identify some
potential phishing URLs. For this example, we’ll use a phishing URL targeting WhatsApp.

Openphish Phishing Feeds / Phishing Database / Resources

Timely. Accurate. Relevant Phishing Intelligence.

ol1 7-Day Phishing Trends

URLs Processed Phishing Campaigns Brands Targeted
Phishing URL Targeted Brand Time
https://www.greenspacedxb.com/nbch24onliineseguriidad/index.html Generic/Spear Phishing 14:01:10
http://att-106009.weeblysite.com/ ATET Inc. 13:59:43
lhttp:ffexuviawsolar_com! WhatsApp J 13:59:24
https://lupost.online/ POST Luxembourg 13:59:21
http://www.netflix-eight-sigma.vercel.app/ Metflix Inc. 13:58:31

Step 2. Copy the target phishing URL and search for it at
https://www.talosintelligence.com/reputation_center/ for more details.

Software  Vulnerability Infformation  Reputation Center Support Incident Response Careers Blog

http://exuviawwsolar.com

Search by ain, or ne or real-time thre a.

Step 3. Ideally the URL returns a Phishing designation which isn’t overshadowed by bigger threat
categories. This particular URL is a good fit.
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Lookup data results for

http://exuviawwsolar.com/

main, or netw for real-time threat data

IP & Domain Reputation Overview File Reputation Lookup Email & Spam Data

REPUTATION DETAILS

WEB REPUTATION Untrusted

THREAT CATEGORY

Step 4. If you want to go even further with the recon, you can use a site like https://urlquery.net (note: be
sure to go to urlquery.net, not .com) and detonate the URL. For our example URL, the detonated
webpage does indeed look like a WhatsApp phishing page targeting a foreign country, so it appears
the phishing designation is accurate.

ABTOpPU3YHTECH, YTOOBI NPOrosIocoBaTh:

BBeauTe HoMep Teneom

+7

BANEE

WhatsApp
!

Step 5. Send the URL to an email address in a domain monitored by ETD.

To stef X Bec
Cc
WhatsApppppppp Draft saved at 1:39 PM
Hey Stef,

Check out this WhatsApp page.‘
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Step 6. In the Cisco XDR GUI, navigate to the Email Threat Defense Dashboard (if you don’t have one yet,
see the Create Cisco XDR Dashboards section to make one). Scroll to the Malicious & Phishing
dashboard.

Malicious & Phishing
e Email Thre

Step 7. Click the Phishing detection to view more details on the event in Email Threat Defense, if desired.
Confirm the expected Quarantine action.

Home Messages Insights ~
Messages | Q

THREATS BEC
Scam
Phishing
Malicious

Threats

BERTE 11am 12pm  1pm 2pm 3pm dpm 5pm 6pm 7pm 9pm 10pm 11pm 12am  lam 2am 3am 4am 5am (EL 7am 8am Sam  10am
wtine

~

Filters Search Results (3 messages) Filters Applied |

Verdict Verdict Action Rule Received ron  Recipients Subject

¥ All Threats

@ BEC +J Phishing Aug 18 2023 11:22 . Lee <lee@safe-architecture.... Stef@safe-architecture.com & WhatsApppppppp

Test Case #2 - Protect Against Malware Attachments

We'll use the eicar file in this scenario to simulate a live malware test. Please note that Office 365 should
block the eicar file directly, so refer to Appendix A - Release Emails from Office 365 Quarantine if you
aren’t familiar with releasing files from Office 365 quarantine.

Configuration

ETD file attachment inspection is configured in the following section of the ETD Policy:

Direction of Attachments » Incoming

Select direction(s) of attachments to be dynamically analyzed. Outgoing

Attachments will be sent to Cisco Secure Malware Analytics for analysis. ¥ Internal

For this test, please confirm that the inspection directionality in your policy matches the direction of your
test email.
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Test

Step 1. On the computer that will send the test email, download the eicar file from eicar.org.

*
e I CO r Home About Us About you Projects News Content Board Privacy Policy Imprint Q

JOWNLOAD &
ANTI MAIWAE
Download area using the secure, SSL enabled protocol HTTPS
elcar.com glcar.com.txt elcar_com.zip gicarcomz2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes

Step 2. Attach the eicar file to an email and send the email to an address in a domain monitored by ETD.

To Lee X

Cc

Malware teehee

eicar_com.zip
—— -

406 bytes

File test.l

Step 3. Return to the Cisco XDR GUI and review the ETD dashboards. There should now be a new
Malicious entry under the Threats dashboard.
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Step 4. Click on the Malicious event to review details in ETD. Confirm that the verdict and action are

expected.
Messages Insights ~
Messages Custom

THREATS BEC
Scam
Phishing
Malicious

Threats

Quarantine

Filters Search Results (1 message) Filters Applied |

Verdict Verdict Action Rule Received
& All Threats

¥ BEC

Test Case #3 - Manual Email Remediation

@ Malicious Aug 18 20, stef <Stef@safe..

sabessapy @

A It @ © Email Threat Defense

Aug 18,20235:00PM__|EDT End: | Aug 18, 20

MESSAGES

1

Malware teehee

While ETD has extensive resources like Talos threat intelligence and malware sandbox results to pull from,
administrators will likely encounter scenarios where they want to take direct action to reclassify or change
how an email is handled. For this exercise, we’ll send an email from outside of the organization to multiple
email accounts within the ETD monitored domain, then use ETD to change the email Verdict to Spam and

send it to the Junk folder on all recipient devices.

Test

Step 1. Send an email to multiple accounts monitored by ETD.

To: |lee@safe-architecture.com stef@safe-architecture.com
Subject: Remediate this email
Calibri o A B T U &5 Yy ox =

This is a test.

Step 2. Verify email receipt.
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— Home View Help
v Favorites () Focused Other = Filter
4 Inbox 1
Remediate this email 7:24 AM
B> Sent Items This is a test. Thanks, Tec...

Step 3. Within the ETD GUI, navigate to Messages and confirm there is a log for the email. Note that ETD
lists the primary recipient and then gives a count of additional recipients who received the same

email.

- . -
4" Home Messages  Insights ~

Messages Start: | Aug 20, 2023 10:26 AM

THREATS

Threats

Ma
* 0

o*¢
10am

10am 12pm 2pm 4pm Bpm Bpm 10pm 12am 2am dam GE Bam

Quarantine
-~

Search Results (3 messages)
lame/Frie.  Recipients Subject

Verdict Action Received

lee@safe-architectur... L‘? Remediate this email

Step 4. Check the box next to the email to bring up the Reclassify bar. For this example, we wiill
reclassify the email as Spam and set the requested action to Move to Junk. Click Update.
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Email Home Messages Insights ~

Start: | Aug 20, 2023 10:26 AM

THREATS

2
]
2
F

ol . L L — l o

EELOE 10am 12pm 2pm 4pm Bpm Bpm 10pm 12am 2 Gam Bam 10am
arantine

Search Results (3 messages)
Reclassify: | @ Spam Request Action: Move to Junk Update
Verdict Action Rule Received Sender (Di e Recipients Subject

Adam Kilgore (akilgo... @safe-architectur... 4,()" Remediate this email

Step 5. After clicking Update, ETD will reflect the chosen email verdict and show Move Requested as the
action. Note that the Spam verdict has an embedded person icon, which indicates that the verdict
was set manually by an ETD user.

Insights ~

Messages Start: | Aug 20, 2023 10:26 AM

THREATS

Threats

1 S — : L 0

Quarantine 10am 12pm Zpm 4pm Bpm Bpm 10pm 12am 2 Gam Bam 10am
aral

Search Results (3 messages)

Verdict Action Received Sender ( ! [Frie, Recipients Subject

o Spam Aug 21 2023 ... = lee@safe-architectur... é'-‘ Remediate this email

Step 6. Return to the recipient email inbox(es) and confirm that the reclassified email is no longer in the
inbox. Navigate to the Junk folder and confirm that the email has been successfully moved by ETD.
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EE: Outlook Q Search
= = Home View Help
& New mail | v RIS v/ Qy

=
oo v Favorites -)  Junk Email 7 = Filter
oo £3 Inbox Today

B Sent Items
¢ AKY Remediate this email 7:24 AM

Z7 Drafts 2 This is a test. Thanks Tec...
k4

Add favorite

e ~ Folders
5 & Inbox
o Z7 Drafts 2
B Sent Items

@ Deleted lte...

P2 Junk Email 1

Cisco Secure Network Analytics

Earlier in this guide we configured the Cisco Secure Client with the Network Visibility Module. The NVM
allows endpoints to send telemetry data directly to Cisco XDR via an encrypted tunnel. This communication
channel between the endpoint and Cisco XDR can collect telemetry from anywhere, whether the endpoint
is on premises, remote, or on VPN.

Endpoint monitoring is only one component of a strong telemetry solution. Secure Network Analytics can
collect flow and log data from switches, firewalls, and virtualization environments to map connections from
any origination point within a network to the edge of a network boundary. SNA’s visibility can be extended
into the cloud, VMs, and containers to bring visibility and heuristic anomaly detection to a SOC.

The test cases in this section will highlight a few of the capabilities of SNA. Note that for the configuration
tests below, we deployed SNA with a manager, flow collector, and datastore.

Test Case #1 - Rogue DNS Detection

A rogue DNS server can take a legitimate DNS query (like www.google.com) and resolve it to an IP
address that is controlled by a malicious entity. This attack can be used for credential harvesting and
malware delivery. Rogue DNS servers can take the form of servers controlled by an attacker, or by
legitimate DNS servers that have been compromised with malicious resolution entries. The threat from
rogue DNS servers can be mitigated by securing and monitoring internal DNS servers, using secure
external DNS servers like Umbrella, and by inventorying and monitoring any DNS servers that don’t fall into
the prior buckets. The use of any unexpected DNS server is also undesirable as it can bypass the security
offered by Umbrella DNS resolution.

Deployment Note: These test cases were run from an SNA deployment with a Data Store.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 102 of 157



Implementation Strategy

Inventory management is an important area of security, including inventory of approved DNS servers. Once
all legitimate DNS servers have been inventoried by an organization, they can be entered in SNA as shown
in the Configuration section below. Once SNA has a list of approved DNS servers it can begin monitoring
for any DNS activity that doesn’t use an approved server. While SNA does have anomaly detection that can
pick up something like a host using a new DNS server it has never used before, taking full monitoring
control of all DNS server activity on the network is a stronger security posture.

As unapproved DNS servers are identified, they should be investigated to determine whether the traffic is
legitimate or malicious. Even if an organization has a list of approved DNS servers for its network, it may
find other legitimate traffic like operating systems that use a hard-coded external DNS server for
automated updates. As these legitimate use cases are identified, they can be added to SOC
documentation and the new DNS server(s) can be added to the approved list in SNA, if desired. Similarly,
any identified DNS server misconfigurations can be corrected, and any identified malicious DNS server
activity can be properly investigated and triaged. Once all DNS server activity on the network has been
identified and documented, any new activity will represent a change from baseline and facilitate a quick
response, making rogue DNS servers easier to spot. This is one example of how SNA can be leveraged as
a very powerful tool to detect stealthy compromises with no known signatures that may otherwise be
missed.

Configuration

Step 1. Within the Secure Network Analytics Manager, navigate to Configure > Host Group
Management.

Se Network Ar]alytics Breach .  DataStore -~ Monitor +  Investigate v Report» | Configure »

Security Insight Dashboard | Inside Hosts

Host Group Management

Step 2. Approved DNS servers should be configured for both Inside and Outside hosts. First, expand
Inside Hosts, By Function, and Internet Services. Click the ellipses next to DNS Servers and select
Add Host Group.

Host Group Management

w Breach Protection «««
- Inside Hosts «««
Catch All «e
v By Function w«.
» Client IP Ranges (DHCP Range) +« -
DMZ se-

v Internet Services s+«
DNS Servers|: o
MNAT Gateway Add Host Group
Step 3. Give the host group a hame, enter the IP addresses of any internal DNS servers, and review the

Advanced Options. For this example we will leave the options at their defaults, meaning that the DNS
servers will be individually baselined and any configured service exclusions will apply. Click Save.
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New Host Group

Host Group Name * Advanced Options

Breach Protection Internal DNS

Enable baselining for hosts in this group
Parent Host Group

Inside Hosts —» By Function — Intemet Services — D...

Disable security events using excluded services

Disable flood alarms and security events when a host in this group is the target

Description (512 Char Max) Trap hosts that scan unused addresses in this group

IP Addresses And Ranges

Import IP Addresses and Ranges

‘ Cancel m
Step 4. Next, we’ll add any trusted external DNS servers. Expand the Outside Hosts dropdown and then
expand Authorized External DNS Servers. Note that there is a default OpenDNS entry underneath

Authorized External DNS Servers. It is recommended to review this group and confirm the listed
servers are wanted.

b Outside Hosts =+«
v Authorized External DNS Servers -« -
OpenDNS «-»

Step 5. After reviewing the OpenDNS group, click the ellipses next to Authorized External DNS Servers,
then click on Add Host Group.

Host Group Management

w Breach Protection +..
» Inside Hosts « « «

- Outside Hosts +.«

» & Authorized External DNS Ser\rers
Content Networks ==. Add Host Group

Step 6. As before, enter a name and the IP addresses of any external DNS servers. We’ll once again

leave the Advanced Options as the default for this example, which is to disable individual host
profiling for external IPs. Click Save.
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New Host Group

Host Group Name * Advanced Options @

Breach Protection External DNS Enable baselining for hosts in this group

Parent Host Group Disable security events using excluded services

Outside Hosts —+ Authorized External DNS Servers _| Disable flood alarms and security events when a host in this group is the target

[ Trap hosts that scan unused addresses in this group

Description (512 Char Max)

IP Addresses And Ranges @
208.67.220.220, 208.67.222.222

Import IP Addresses and Ranges

Step 7. Now that we have our DNS servers defined, we’ll create a custom security alert that will fire
when telemetry for an undefined DNS server is seen. Click on Configure > Policy Management.

Configure ~

——————
DETECTION
Host Group Management
Alarm Severity

Policy Management

Step 8. Optional: Your deployment may already have a disabled rule for Unauthorized DNS Traffic. If
desired, you can modify the rule and enable it. Otherwise, proceed to step 9 to create a rule from
scratch.
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<o Network Analytics Breach .. Daastore -
Policy Management
| Search for a host or select a host group = I Search

Custom Events (7)

Relationship Events (352)

Event Description

(CSE: Custom Reputation List Triggers any time an Inside host
sends or receives traffic from
hosts within the Outside >

Custom Reputation List group.

.CSE: P2P to Intermmet Triggers any time Peer to Peer
(P2P) file sharing application is
detected between Inside hosts

and the Internet (using DPI).

.CSE: Possible Remote Access
Breach

Internet Hosts connecting to
internal servers on Remote
Desktop applications, which is a
sign of a possible breach.

.CSE: Unauthorized DHCP Detects possible rogue DHCP
Server servers. Classify authorized
» DHCP Servers with the DHCP
Servers host group to tune out
authorized DHCP server traffic

CSE: Unauthorized DNS Traffic |Generate an alarm when an
internal host is using an

» unauthorized public DNS server.
This event will help detect DNS

changer type of malware.

Monitor »

Core Events (433) @

Date Modified

09/21/2023 8:00 AM

09/21/2023 8:00 AM

09/21/2023 8:00 AM

09/21/2023 8:00 AM

09/21/2023 8:00 AM

Investigate »

Report »

Subject

Inside Hosts

Inside Hosts

Qutside Hosts

Inside Hosts,
DHCP Servers,
255,255,255,255

Inside Hosts,
Internet Services

Configure +

Peer

Custom Reputation List

Outside Hosts

Inside Hosts

Inside Hosts,
DHCP Servers,
255.255,255,255

Outside Hosts,
Authorized External DNS
Servers

Status

‘:) On

‘:') On

"_) On

Step 9. Click on Create New Policy > Custom Security Event.

Policy Management

‘ Search for a host or select a host gr = | Search j

Custom Events (5) Relationship Events (352)  Core Events (433) @

criteria.
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Custom Security Event

Step 10. Give the custom event a name and description, then click on the + icon to begin adding alert
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Policy Management | Custom Security Event

| Cancel ‘
Name * Description Status
Connection to Rogue DNS Server A host has sent a DNS request to a DNS server that is not on the approved DNS server list L‘_,‘ off
Find Actions
A Alarm when a
single flow
matches this

event.

Step 11. Select Subject Host Groups.

| Q

Subject Host Groups -

Step 12. A side window will expand. Click the circle next to Inside Hosts and confirm it shows a green
checkmark as shown below. Next, expand Inside Hosts and By Function, and click on Internet

Services to exclude it. This sets our rule criteria to match any inside host except for hosts with the
Internet Services designation. Click Apply.
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Subject Host Groups X

@ Include (1 click) € Exclude (2 clicks) Clear (3 clicks)

- Inside Hosts
-

By Function
3 Client IP Ranges (DHCP Range)
DMZ
» Internel Services

» Load Balancer VIPs

Network Scanners
13 Other
» Servers
» VolP
By Location
Catch All

Protected Asset Monitoring
Protected Trapped Hosts - Honeypot
3 QOutside Hosts

| Cancel |

Step 13. The rule for Subject Host Groups will populate, and SNA will automatically create a text
description of the rule. Click the + icon again.

Policy Management | Custom Security Event Cancel | [EC
Actions »
Name * Description Status
| Connection to Rogue DNS Server A host has sent a DNS request to a DNS server that is not on the approved DNS server list | ‘J On
I When any host within Inside Hosts except those within Internet Services communicates with any peer host, an alarm is raised. I

Find @ Actions

Subject Host Groups v | ntemet Sen ® A Alarm when a

[ ] single flow matches

this event

Step 14. Locate Subject Orientation in the list and click on it.
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Subject Host Groups

0
Search for a rule type s
|oril Q
| Subject Onientation
View All

Step 15. Select Client, then click the + icon again.

When any host within Inside Hostis except those within Internet Services, acting as a client communicates with any peer host, an alarm is raised.

Find @ Actions
Subject Host Groups EXCEPT | ® AND A Alarm when a
o single flow matches
this event
|Subjec1 Orientation Client ] v | ®

Step 16. Locate Peer Port/Protocols and click on it.

When any host within Inside

Find @
Subject Host Groups m
0
Search for a rule type W
|porl1 Q ‘

Subject Port/Protocols

Peer Port/Protocols

View All

Step 17. Enter 53/udp and 53/tcp into the text bar for Peer Port/Protocols. Combined with the prior
rules, we now have a match criteria of an Inside Host creating a client connection with a destination

port of UDP 53 or TCP 53. Click the + icon again.

When any host within Inside Hosts except those within Internet Services, acting as a client communicates with any peer host; through 53/udp or 53/tcp, an alarm
is raised.
Find @ Actions

Subject Host Groups EXCEPT ® AND A Alarm when a

o single flow matches

this event
Subject Orientation Client — | @ AND
| Peer Port/Protocols 53/udp X 53/tep X ®
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Step 18. Select Peer Host Groups.

Search for a rule type
| Q
Subject Hosts ~

Peer Host Groups

Step 19. Expand Inside Hosts and Outside Hosts and locate the entries for internal and external DNS.
Double click each one so that an X appears, which will prevent requests to these DNS servers from
matching this alert (recall that Authorized External DNS Servers has an OpenDNS entry by default).

Click Apply.
Peer Host Groups X
@ Include (1 click) € Exclude (2 clicks) Clear (3 clicks)
- Inside Hosts
- By Function
» Client IP Ranges (DHCP Range)
DMZ
- Internet Services
» € DNS Servers
NAT Gateway
Proxies

» Load Balancer VIPs
Network Scanners
» Other
» Servers
» VolP
By Location
Catch All
Protected Asset Monitoring
Protected Trapped Hosts - Honeypot
- Outside Hosts
I » o Authorized External DNS Servers I
Content Networks

» Countries

Custom Reputation List
» Trusted Internet Hosts

=z

Step 20. With all rule criteria in place, SNA now displays a full summary of the alert criteria. Note that this
traffic only needs to occur once for an alarm to fire. Toggle the Status to On, then click Save.
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Policy Management | Custom Security Event Sy m
Name * Description Status
Connection to Rogue DNS Server A host has sent a DNS request to a DNS server that is not on the approved DNS server list « _) On
Inside Hosts Internet Services client Authorized External
DNS Servers DNS Servers 53/udp or 53/tcp
Find Actions
Subject Host Groups EXCEPT ® AND A Alarm when a
single flow matches
this event
Subject Orientation Client v ® AND
Peer Host Groups e T ® AND
Peer Port/Protocols ®
+
Test

Step 1. From a host that is monitored by SNA and either has Secure Client disabled or not installed, run
an nslookup command against a DNS server that is not in the Authorized External DNS Servers or
DNS Servers host groups. The example below shows an nslookup query that specifies the Google
DNS server of 8.8.8.8 as the resolver for the query.

Step 2. Allow some time for the flows to process and SNA to perform the event correlation. From the
Cisco XDR Control Center, navigate to the SNA dashboard and locate the Top Alarms by Count
widget. If the alarm conditions have been met and SNA has had time to correlate the events, you
should see events for Data Hoarding and Data Exfiltration.

Top Alarms By Count
recs Foe
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Step 3. To locate the events within the SNA Manager GUI, click on Monitor > Security Insight
Dashboard.

'f;:!_/f Network Analytics ol Datastore - Investigate

Security Insight Dashboard

Step 4. Locate the widget for Today’s Alarms, then click on Connection to Rogue DNS Server.

Today's Alarms -

Anomaly: 2 -
Cennection to Rogue DNS Server: 3

High DDaS Source Index: 1

Data Hoarding: 2 — ICMP Flood: 2

High Traffic: 2
Policy Violation: 3
High Concem Index: 1

" Data Extitration: 1

Step 5. SNA will display the flows associated with the alerts.

Connection to Rogue DNS Server | 09/28/2023 (3)

Alarms

~ First Source Host Groups ~ Source Target Host Groups + Target * Alarm
Active

9128123 Catch Al 10,0470+« United States 8888~ Connection to Rogue DNS Server
12:28
PM

Q28123 Catch All 10.0.4.220 +s+ United States 8888+~ Connection to Rogue DNS Server
12:28
PM

9/28/23 Catch All 10.0.4.60 s+ United States BBBBes Connection to Rogue DNS Server
12:26
PM
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Test Case #2 - Data Hoarding & Data Exfiltration
Security Insight Dashboard

In Secure Network Analytics, alarm categories provide a quick way to view severity levels for the network
and for specific hosts and users. An alarm category is a “bucket” toward which a defined list of security
events contributes index points (values that represent an observed occurrence of behavior that matches a
defined set of criteria). When network activity meets or exceeds a defined set of criteria specified for the
alarm category, it triggers an alarm. The top-level categories are:

« Anomaly: Indicates that hosts are behaving abnormally or generating traffic that is unusual, but not
consistent with another category

« Command & Control: Existence of bot-infected servers or hosts in the network attempting to contact a
C&C server

e Concern Index: Tracks hosts that have either exceeded the concern index or have rapidly increased.

o Data Hoarding: Indicates a source or target host within a network has downloaded an unusual amount of
data from one or more hosts

« DDoS Source: Indicates a host has been identified as the source of a DDoS attack
o DDoS Target: Indicates that a host has been identified as the target of a DDoS attack
o Exfiltration: Tracks inside and outside hosts to which an abnormal amount of data has been transferred

o Exploitation: Tracks direct attempts by hosts to compromise each other, such as through worm
propagation

e Policy Violation: Subject is exhibiting behavior that violates normal network policies
e Recon: Indicates the presence of unauthorized and potentially malicious scans using TCP or UDP

e Target Index: Tracks inside hosts that have been recipient of more than an acceptable number of scan or
other malicious attacks
For this exercise we’ll focus on two categories that involve data volume—the Data Hoarding and Exfiltration
alerts. SNA can detect data transfers that exceed configured thresholds and that deviate from expected
baselines. This visibility supplements other data protection measures like Data Loss Prevention (DLP) and
access control measures.

Configuration

Step 1. In the Secure Network Analytics Manager, navigate to Configure > Policy Management.

<¢ ) Network AnalyticS Breac.. paaswor -

o

Monitor »  Investigate +  Report~ | Configure » |

Security Insight Dashboard | Inside Hc
Host Group Management

Alarm Severity

Alarming Hosts

Policy Management

Step 2. Within Policy Management, click on Core Events.
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Policy Management

Search for a host or select a hostg... = | Search |

Custom Events (7) Relationship Events (352) Core Events (433)

Policy Management

Search for a host or select a hostg... = | Search |

Custom Events (7) Relationship Events (352) Core Events (433)

Event Type Policy Name Policy T)

Security Network Management
[ Data Exfiltration & Scanning Servers

Data Hoarding

Step 3. Under Event, search for the data keyword and then select Data Exfiltration.

Step 4. Review the configured alerts for data exfiltration. For this example we’ll focus on the alarm for

Inside Hosts as the Source. Click the arrow to expand the alarm details.

Policy Management

Search for a host or select a host gr = ‘ Search ‘

Custom Events (7) Relationship Events (352) Core Events (4)

Data Exfiltr... X ~ X X tsicle v X. Re

Event Event Type Policy Name Policy Type Hosts

Internet Facing Load
Balancer VIPs,
Proxies

Data Exfiltration Category Role NAT Gateway,
4
Data Exfiltration Category Policy for Testing -
Security Events
Data Exfiltration Category Outside Hosts Default Qutside Hosts
D Data Exfiltration Category Inside Hosts Default Inside Hosts

When Host Is Source

Off

On + Alarm

On + Alarm

On + Alarm

When Host Is Target

NA

NA

NA

NA

Create New Policy

Step 5. Review the configured values. This alarm can be set to Behavior and Threshold or Threshold
only. Tolerance and upper and lower bands for the alarm can also be set. For this example, we’ll

leave the values as the defaults and note the 1 G automatic trigger level.
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Data Exfiltration Category Inside Hosts w Inside Hosts On + Alarm ~ N

This is a category event made up of the following ® Behavioral and Thres.. Tolerance 95 | /100
security events:

Never trigger alarm when less than: 22K
Suspect Data Loss Threshold Only

Always trigger alarm when greater than: 1 G

points in 24 hours

points in 24 hours

Step 6. Search for ‘data’ under Event again, and this time select Data Hoarding.

Policy Management

Search for a host or select a hostgr... = | Search |

Custom Events (7) Relationship Events (352) Core Events (4)

Event Event Type Policy Name Polig
Data Exfilir... x ' Ex. Outside ’
dat. Q

ﬂ Category Firewalls, Proxies, & E

Data Exfiltration NAT Devices

>

Step 7. We’ll once again focus on the alarm with Inside Hosts as the Source. Expand the alarm to see the

criteria.

Policy Management

Search for a host or select a host gr = | Search |

Custom Events (7) Relationship Events (352) Core Events (4)

Event Event Type Policy Name Policy Type Hosts When Host Is Source When Host Is Target

Data Hoard... x ~ v Ex. Outside Ex. Role

Data Hoarding Category Firewalls, Proxies, & NAT Gateway, off W NA

» NAT Devices Internet Facing Load

Balancer VIPs,
Proxies

Data Hoarding Category Policy for Testing == On + Alarm “ NA

Security Events
Data Hoarding Category Outside Hosts Default Outside Hosts On + Alarm - NA
E Data Hoarding Category Inside Hosts Default Inside Hosts On + Alarm " NA

Create New Policy v

Step 8. Review the settings for the Data Hoarding alarm, and note the automatic alarm threshold of 1 G.

Here again, we’ll leave the settings at their default.
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Data Hoarding Category Inside Host m Inside Hosts On + Alarm » NA
This is a category event made up of the following ® Behavioral and Thres Tolerance |95 | /100
security events:
Never trigger alarm when less than: 32K points in 24 hours
Suspect Data Hoarding, Target Data Hoarding Threshold Only
Always trigger alarm when greater than: | 1 G points in 24 hours

Test

We’ll use a host that is part of the Inside Hosts group (which is located in Configure > Host Group
Management) to move enough data to get the Data Hoarding and Data Exfiltration alarms to fire. Going
from the default configurations in the last section, we need to export and import over 1 GB for each alarm
type to trigger automatically. Note that these alarms can also trigger on less data based on baselining.
Alternatively, if we send data significantly over the threshold then SNA will increase it’s certainty score, as
we’ll see in later screenshots. For this test we’ll use a pair of Linux hosts, one of which is acting as an SCP
server and has a large test file.

Step 1. From a host in the Inside Hosts group, initiate file transfers in excess of 1 GB. For this example
we’ll initiate multiple SCP pull requests using a 500MB file for the Data Hoarding alarm.

: S scp transfer@l0.0.4.220: /tmp/S512MB.zip .

transfer@l0.0.4.220's password:

512MB.zip 100% 512MB 234.1MB/s
' $ scp transfer@l0.0.4.220:/tmp/512MB.zip .

transfer@l10.0.4.220's password:

512MB.zip 100% 512MB 268.5MB/s
H $ scp transfer@l0.0.4.220:/tmp/512MB.zip .

transfer@10.0.4.220's password:

512MB.zip 262.1MB/s

Step 2. Next, we’ll perform multiple SCP push requests from the inside host for the Data Exfiltration
alarm.

: $ scp 512MB.zip transfer@10.0.4.220:/tmp/512MBcopy.
transfer@le.0.4.220"'s password:
512MB.zip 512MB 216.0MB/s
: S scp 512MB.zip transfer@10.0.4.220:/tmp/512MBcopy. zi
transfer@l0.0.4.220"'s password:
512MB.zip 512MB 250.4MB/s
$ scp 512MB.z1ip transfer@10.06.4.220:/tmp/512MBcopy. zi

transfer@10.0.4.220's password:

512MB.zip 512MB 258.6MB/s
¥ $ scp 512MB.zip transfer@10.0.4.220:/tmp/512MBcopy. zi

transfer@10.0.4.220's password:

512MB.z1ip 236.2MB/s

Step 3. Allow some time for the flows to process and SNA to perform the event correlation. From the
Cisco XDR Control Center, navigate to the SNA dashboard and locate the Top Alarms by Count
widget. If the alarm conditions have been met and SNA has had time to correlate the events, you
should see events for Data Hoarding and Data Exfiltration.
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Top Alarms By Count

Step 4. Alternatively, you can find the events in the SNA Manager under Monitor > Security Insight
Dashboard in the Today’s Alarms widget.

-

Today's Alarms -«

Ancmaly: 1

Data Ho... High Tra...

Data Exfiltrat...

N High Concem
Index: 1

Step 5. Clicking on one of the events will bring up the flows that triggered the alarm. Note that the
assigned score in the Details section vastly exceeds the allowed tolerance score. This is due both to
the volume of traffic deviating from baseline and the transferred amount of traffic exceeding the
allowed threshold.
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Data Exfiltration | 10/03/2023 (1)

Alarms
+ First Source + Source Target + Target + Alarm = + Event = Details + Last = 1 Actions
Active Host Host Policy Alarms Source Active Active Acknowledged
Groups Groups User
10/3/23 Catch All 10.0.4.224 -= Multiple Data Inside == == Obse i 3.48M points 10/3/23 No No
10:50 e Hosts Exfiltration Hosts ) points, tolerance 10:50 AM

AM of 85 allows up to 32k points.

Test Case #3 - Traffic to and from High Risk Countries
Visibility Assessment Application

SNA has the capability to track IP addresses based on geolocation and display them in an in-GUI Visibility
Assessment application. The Visibility Assessment application provides a high level view of global traffic
trends for an SNA monitored network, and also allows countries and regions to be classified based on their
perceived risk for an organization. In this example, we will define some high risk countries and demonstrate
how SNA can flag activity to different regions.

Configuration

Step 1. In the SNA Manager GUI, navigate to Report > Visibility Assessment.

<® ) Network AnalyticS Breac.. patastore ~

Monitor »  Investigate » | Report+ | Configure

Report Builder

Security Insight Dashboarc

Step 2. Click on the gear icon, then click Select High-Risk Countries.

<® ) Network Analytics Breac.. patastore ~

Monitor » Investigate - Report ~ Configure =

V|S|b|l|ty Assessment Last Updated at 7:41 PM | £¢

O Networl nners O / Brea 30 days | Off

| Reset All Data

[ Select High-Risk Countries |

Intearnal Manitarad]

Step 3. Select any countries from the list, then click Apply. For this example, we’ll select China and
Russia.
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Select High-Risk Countries |Q

Benin |
Botswana |
Burkina Faso |
Burundi [
Cameroon [
Cape Verde [
Central African Republic [
Chad [
Comoros |
Congo |
Congo, The Democratic ... |
Cote d'lvoire [
Djibouti |
Egypt |
Equatorial Guinea [
Eritrea |
Ethiopia |
Gabon |
Gambia |
Ghana [
Guinea [
Guinea-Bissau |
Kenya [
Lesotho |
Liberia |
Libyan Arab Jamahiriya [
Madagascar |
Malawi [
Mali [
Mauritania |
Mauritius |
Mayotte |
Morocco [
Mozambique |
Mamibia |
Niger [
Nigeria [

I

Reunion

Argentina

Aruba

Bahamas
Barbados

Belize

Bermuda

Bolivia

Brazil

Canada

Cayman Islands
Chile

Colombia

Costa Rica

Cuba

Dominica
Dominican Republic
Ecuador

El Salvador
Falkland Islands (Malvinas)
French Guiana
Greenland
Grenada
Guadeloupe
Guatemala
Guyana

Haiti

Honduras
Jamaica
Martinique
Mexico
Montserrat
Netherlands Antilles
Nicaragua
Panama

Paraguay

Peru

Puerto Rico

St. Kitts and MNevis

<} J

Azerbaijan
Bahrain
Bangladesh
Bhutan

Brunei Darussalam
Cambodia

China

Cyprus

East Timor
Georgia

Hong Kong

India

Indonesia

Iran, Islamic Republic Of
Irag

Israel

Japan

Jordan

Kazakhstan

Korea, Democratic Peopl...

Korea, Republic Of
Kuwait

Kyrgyzstan

Lao People's Democratic...

Lebanon
Macao
Malaysia
Maldives
Mongolia
Myanmar
MNepal

Oman
Pakistan
Palestinian Authority
Philippines
Qatar

Saudi Arabia

Singapore

Andorra

Austria

Belarus

Belgium

Bosnia and Herzegovina
Bulgaria

Croatia

Czech Republic
Denmark

Estonia

Europe Proxy
Faroe Islands
Finland

France

Germany
Gibraltar

Greece

Hungary

lceland

Ireland

Isle Of Man

Italy

Latwvia
Liechtenstein
Lithuania
Luxembourg
Macedonia, The Former ...
Malta

Moldova, Republic OFf
Monaco
Montenegro
Netherlands
Norway

Poland

Portugal

Republic of Serbia
Romania

Russian Federation

Apply

Step 4. The map will update to show the designated high risk countries in red, and aggregate
inbound/outbound traffic will be shown for the top high risk countries.
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s/ Network Analytics = sreac.. ostasiore - SN - I QY

)

Monitor ~ Investigate +  Report » Configure »

Visibility Assessment Last Us t7:41eM | x| | 14 days v
0 0 O 0 O
Internal Monitored Top High Risk Countries
Network
COUNTRY IN/OUT TRAFFIC
30 —/Hf Bl chie

High Risk Countries no Traffic No Risk Countries with Traffic No Risk Countries no Traffic

Test

Step 1. Identify a website that resolves to an IP in one of the designated high risk countries. For this
example we’ll use yandex.com, which resolves to IPs in the Russian IP space at the time of this
writing.

: S nslookup yandex.com 8.8.8.8
.8.8
.B.8

.B#53
Non-authoritative answer:
yandex.com
5.255.255.88
yandex.com
77.88.55.80

yandex.com
5.255.255.80

yandex.com
Address: 77.88.55.77
Name: yandex.com
Address: 2a02:6b8:a::a

s i

Step 2. We can confirm the geolocation of the IPs using a site like whois.domaintools.com.
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c DomuinTooIs PROFILE * CONMNECT * MONITOR ~* SUPPORT LOGIN

Whois Lookup

Q DomuinT'OOIS' PROFILE~ CONMNECT > MOMITOR ~

Home - Whois Lookup 5.255.255.88

IP Information for 5.255.255.88

= Quick Stats

IP Location [ Russian Federation Moskva Yandex Llc

Step 3. After generating traffic to a designated high risk country, the Visibility Assessment tool will
update as it sees flow records to and from designated high risk countries.
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Visibility Assessment

Internal
Monitored
Network

B High Risk Countries with Traffic

:

Last Updated at 6:21 AM | £ | 14 days

(s () ()0

Top High Risk Countries

IN/OUT TRAFFIC

) 95KB

I Russian Federation - :

- China z sesssssssssass :.é

COUNTRY

No Risk Countries with Traffic

High Risk Countries no Traffic

No Risk Countries no Traffic

Step 4. Clicking on a country on the map will open up flow record data involving that country, along with

any alarms that have fired.

<o Network Analytics Breac.. = paaswore -
Monitor ~ Investigate +  Report » Configure »
Host Group Report | Russian Federation
| Change Host Group
Alarming Hosts
Concern Index Target Index Recon C&C

Summary

Qutside Hosts' Countries/ Europe ' Eastern Europe
Russian Federation

96 KB total data observed today

96 KB 0 0
In Internal Out

Total Traffic (Last 7 Days)
150k

100k

Q @ A & securg

Actions v

Exploitation = DDoS Source DDoSTarget DataHoarding  Exfiltration  Policy Violation Anomaly

»

Top 10 Outside Host Groups

Top Host Groups By Traffic (Last 12 Hours) - Updated at 7:09
AM

Top 10 Inside Host Groups

Catch Al Russian Federation
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Additional Validation Tests

Validation tests for products that are not included with the Breach Protection Suite are included below. For
this version of the guide the additional products are limited to Umbrella. Steps to integrate Umbrella with
Cisco XDR and Secure Client were previously covered.

Umbrella DNS
Test Umbrella DNS Resolution

Step 1. Verify that your DNS connections are routed through Cisco Umbrella by navigating to the
following page in your client’s browser: https://welcome.umbrella.com. If the endpoint is connecting
through Umbrella, a green banner will be displayed as shown.

€ > C @ welcomeumbrella.com

i Apps

Support  ContactUs  Login

alialn A~
cIsco C\SCO Umbl’e”a Product Customers Use Cases Partners Resources Blog Q

& elcome to Umbrelial

Your internet is faster, more reliable and better
protected because you're using Cisco Umbrella.

If the device is not resolving DNS through Umbrella, a red message is displayed instead.

— asco. Cisco Umbrella Q

Q QJOops...

Your device isn't using
Umbrella's DNS. Let's fix that.

If you haven't restarted your
browser and cleared your local
DNS cache yet, please do that
NOW.

Confirm the Endpoint is Active under Roaming Computers

Step 1. Confirm the endpoint hostname. The below screenshot can be found by right-clicking This PC
and selecting Properties in Windows 10.
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About

Your PC is monitored and protected.

See details in Windows Security

Device specifications

IDevice name DESKTOP-6RJK9 ‘EI

Step 2. Umbrella will automatically retrieve the hostname from Windows. In Umbrella, navigate to
Deployments > Core Identities > Roaming Computers. Search for the endpoint by name if
necessary and confirm the device is active and has the correct policy applied.

Protected by VA at the DNS
a few seconds

DESKTOP-6RJK9JE Layer Global Settin ~
D ay 9 ago

Roaming Computer Information

DESKTOP-6R.JK9.JE

DESKTOP-6RJK9.JE DESKTOP-6RJK9JE
Windows 10 Cisco Secure Client Version: a few seconds ago
5.0.4027

Security Information - IPv4

Protected by VA a Yes U Breach Protection

Note: If the intended policy is not applied, review the Identities Affected setting of the matched and
intended DNS Policies, and modify the configuration so that the intended policy is matched.

Test Case #1 - Block DNS Tunnelling

DNS tunneling utilizes the DNS protocol to communicate non-DNS traffic (such as HTTP) over port 53.
There are various, legitimate reasons to utilize DNS tunneling. For example, DNS tunneling is often used as
a login mechanism for hotspot security controls at airports to access the internet. However, there are also
malicious reasons to use DNS Tunneling VPN services.

Attackers know that enterprise network defenses allow DNS traffic over port 53. DNS requests can be
manipulated to exfiltrate data from a compromised system to the attacker’s infrastructure. And in some
cases, DNS responses are manipulated for C2 callbacks from the attacker’s infrastructure to a
compromised system. For more information see DNS Tunneling.

Configuration

Step 1. In Umbrella navigate to Policies > Management > DNS Policies and click on the policy that has
been applied to your network.

Step 2. Under Security Setting Applied, click Edit.
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= (@)
ICISS @ Nt

Ak

& Ui DNS Po

Policiea dictate the security protection, category settings, and individual dastination lists you can apply to soma or all of your identities. Policies also control log levels and how block pages are
displayed. Policies are enforced in a descending order, 5o your top palicy will be applied before the second if they share the same identity. Ta changs the pricrity of your palicies, simply drag
and drop the policy in the order you'd like. For more information, see Umbrella's Help.

Managenment

Sared by Order of Enforce ment

N N . tic Appiied To Cantaires Larst Madified
Brezch Defense CuD Test DS Puicy 1 Kantity 3 Policy Settings  May 3, 2021

Palicy Name
Bressch Defeniss CVD Test
U 1 identity Afected W 2 Destination Lists Enforced

Egit bdertity
Erit

I Sccurity Satting Appiled: Default Settings
W File Analysis Enablad

Frit
-.

Step 3. Ensure that DNS Tunneling VPN has been enabled and click Set & Return.

Security Settings

Ensure identities using this policy are protected by selecting or creating a security setting, Click Edit Setting to make changes to any existing
settings, or select Add New Setting from the dropdown menu.

Select Setting

Default Settings -
Categories To Block EDIT
U Malware

Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more.

U Newly Seen Domains
Domains that have become active very recently. These are often used in new attacks,

U Coemmand and Control Callbacks
Prevent compromised devices from communicating with attackers' infrastructure.

U Phishing Attacks
Fraudulent websites that aim to trick users into handing over personal or financial information.

U Dynamic DNS
Block sites that are hosting dynamic DNS content.

U Potentially Harmful Domains
Domains that exhibit suspicious behavior and may be part of an attack.

DMS Tunneling VPN
U VPN senvices that allow users to disguise their traffic by tunneling it through the DNS protocol. These can be used to bypass corporate policies
regarding access and data transfer.

p Cryptomining
Cryptomining allows organizations to control cryptominer access to mining pools and web miners,

INTEGRATIONS

CANCEL SET & RETURN
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Test

Step 1. Using a device within the protected network, navigate to the following URL:

@ New Tab ot

Q. vpnoverdns.com

Step 2. Umbrella will block the site due to a security threat.

€« C @ malware.opendns.com/main?url=vpnoverdns.com&iserver=pao16&prefs=8itagging=_&inref

o. Cisco Umbrella

This site is blocked due to a security threat.

vpnoverdns.com

This site is blocked due to a security threat that was discovered by the Cisco Umbrella security
researchers.

Test Case #2 - Protection from Malicious Domains

Cisco Umbrella has the following security categories:

e C2 Callbacks - Prevent compromised devices from communicating with hackers’ command and control
servers

» Cryptomining - Block identities from accessing known crypto mining pools which protects you from the
recent emergence of Cryptomining malware

e DNS Tunneling VPN - Discussed in test case above

o Dynamic DNS - Block sites that are hosting dynamic DNS content

« Malware - Block requests to access servers hosting malware and compromised websites

« Newly Seen Domains - Detect domains that have been seen being queried for the first time very recently
« Phishing Attacks - Protect users from fraudulent hoax websites designed to steal personal information

o Potentially Harmful Domains - Domains that exhibit suspicious behavior and may be part of an attack
Configuration

Step 1. In Umbrella, navigate to Policies > Management > DNS Policies and click on the policy that has
been applied to your network.

Step 2. Under Security Setting Applied, click Edit.
Step 3. Enable each of the categories that you would like to block for your organization.

Note: C2 Callbacks, Malware and Phishing are recommended to be on by default.
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Test

Step 1. Using a device within the protected network, navigate to any of the following URLs:

Command and Control test page:

& Mew Tab = +

Q. http://examplebotnetdomain.com

Malware test page:

@ New Tab = +

Q. http://examplemalwaredomain.com

Phishing test page:

@& Mew Tab = -~

Q  http /linternetbadguys.com

Step 2. For more examples, see Umbrella Test Destinations.

Step 3. Umbrella will block each site due to a security threat along with all other domains and IP
addresses in the threat intelligence database.

Test Case #3 - Enforce Content Filtering

When configuring a policy and determining which categories of content to block, there are several levels of
protection to choose from: High, Moderate, Low, and Custom. Categories included in the High, Moderate,
and Low levels are predetermined and cannot be changed. Custom includes all levels—High, Moderate, and
Low as well as categories unique to Custom. For this test, we will choose Moderate. For more information,

see Manage Content Categories.
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Configuration

Step 1. In Umbrella, navigate to Policies > Management > DNS Policies and click on the policy that has
been applied to your network.

Step 2. Under Content Setting Applied, click Edit.

Palicies / Management ( =)
olicies / Managemen le\ =)

afraln P
© s’ DNS Policies o

Policies dictate the security protection, category settings, and individual destination lists you can apply to seme or all of your identities. Policies also control log levels and how block pages are
displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if they share the same identity. To change the priority of your policies, simply drag
and drop the policy in the order you'd like. For more information, see Umbrella's Help.

Sorted by Order of Enforcement

tection pplied To

Breach Def CVD Test . o . .
reach betense es DNS Policy 1 Identity 3 Policy Settings May 3, 2021 -
Policy Name
Breach Defense CVD Test
U 1 identity Affected ) 2Destination Lists Enforced
Edit Identity
Edit

IJ Security Setting Applied: Default Settings
U File Analysis Enabled

Edit

'J Umbrella Default Block Page Applied
U Content Setting Applied: Low Edit  Preview Block Page

Step 3. Choose Moderate and click Set & Return.
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Protection Applied To Contains Last Modified
Breach Defense CVD Test DNS Policy 1 Identity 3 Policy Settings ~ May 3, 2021 ~

Limit Content Access

Access to these sites will be restricted based on the type of content served by the pages of the site. For more information about categories, click

here

Categories -Moderate

High
Adware Alcohol
Dating Drugs
Gambling German Youth Protection

@® Moderate Hate / Discrimination Internet Watch Foundation

Lingerie / Bikini Nudity
Pornography Proxy / Anonymizer
Sexuality Tasteless
Terrorism Weapons

Low

Custom

CANCEL SET & RETURN

Step 4. Click Set & Return then Save.
Test
As Moderate content policy controls include the blocking of adult content, we will use that as an example.

Step 1. Using a device within the protected network, navigate to:

@ Mew Tab *

Q http://exampleadultsite.com

Step 2. Umbrella will block the site if the content has been blocked successfully.
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st ran] e

asco. CIsco Umbrella

This site is blocked due to content filtering.

exampleadultsite.com

Sorry, exampleadultsite.com has been blocked by your network administrator.

This site was blocked due to the following categories: Pornography
> Diagnostic Info

Terms | Privacy Policy | Contact

Test Case #4 - Permit or Deny Access to Cloud Apps

Application Settings organize applications into categories based on the type of processes or services
provided, for example, shopping, education, or human resources. You can limit identity access to
applications by selecting applications you want Umbrella to block. For this example, we will control access
to Facebook.
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Configuration

Step 1. In Umbrella, navigate to Policies > Management > DNS Policies and click on the policy that has
been applied to your network.

Step 2. Under Application Setting Applied, click Edit.

Protectio Applied To Contains Last Modifiec
Breach Defense CVD Test o peiee ) . ~
DNS Policy 1 Identity 3 Policy Settings May 3, 2021
Policy Name
Breach Defense CVD Test
U 11dentity Affected U 2 Destination Lists Enforced
Edit Identity
Edit

O Security Setting Applied: Default Settings
U File Analysis Enabled

Edit
Edit Disable
U Umbrella Default Block Page Applied
U Content Setting Applied: Low Edit  Preview Block Page
Edit Disable

U Application Setting Applied: TestApp

Disable

Step 3. Search for the application you wish to monitor, click the app to enable and then choose the
action by clicking the gear icon. By default, the action is set to Block.

Note: Some applications have more functionality than just allow or block. In the case of Facebook, we
can choose to just block Posts/Shares, which would just enable the viewing of content.
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Breach Defense CVD Test

Control Applications

Protection

DNS Policy

Application Settings

TestApp

Applications To Control

Applied To
1 Identity

Contains
3 Policy Settings

Select applications or application categories you'd like to block or allow for the users in your organization

Search for an application

D Douban

D Doximity

D Eaglenet

(O ello
Facebook
D Fotolog

D Friend Finder
() Gab.ai

O Google Plus

Block 4%

Last Modified
May 3, 2021

CANCEL SET & RETURN

Step 4. Click Set & Return and then Save.
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Test

Step 1. Using a device within the protected network, navigate to the application you just blocked.

Step 2. Umbrella will return the block page if the application has been blocked successfully.

www facebook.com

tees’ Cisco Umbrella

This site is blocked due to content filtering.

Sorry, www.facebook.com has been blocked by your network administrator.

> Diagnostic Info

Terms | Privacy Policy | Contact

Appendix

Appendix A - Release Emails from Office 365 Quarantine

If Office 365 blocks an email needed for Email Threat Defense testing, you can perform the following steps
to release the email from Office 365 quarantine.

Step 1. Open the Office 365 Admin Center.

Microsoft 365

I
=]
3
o

Welco

D {®

My Cantent

i G

m
o
[

B

Apps

o

Admin

Step 2. Click on Show All.
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Microsoft 365 admin center

I far  Home
K Users LV
& Teams & groups e
= Billing e
Vi Setup
Show all

Step 3. Under Admin centers click on Security.

Microsoft 365 admin center

I it Home
82 Users v
8 Teams & groups v
s Roles v
52 Resources a4
&= Billing ~
£ Support N
B Settings v
ﬁ Setup
b~ Reports N
@ Health v

Admin centers

Step 4. Under Email & collaboration click on Review.
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Microsoft 365 Defender

f  Home

O Incidents & alerts e
£ Hunting 2
"2 Actions & submissions N
@@ Threat intelligence ~

' Secure score
2 Learning hub

Y Trials

°Q§ Partner catalog ~
G Assets A
R Identities

= Email & collaboration &

f‘p Investigations

3 Explorer

Review

Step 5. Click on Quarantine.

.
Review
Action Center Quarantine
Track phishing and Review quarantined
malware campaigns messages and
aimed at your users decide whether you
and take - A want to release
appropriate action. them to one or
more of the
intended recipients.
Restricted Entities Malware trends

Unblock entities
which have been
® blocked for sending No malware detected
too many messages
marked as
spam/bulk.

Step 6. Check the box next to any emails to release to ETD, then click on the checkmark to release them.
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Quarantine

Email  Files  Teams messages

)] M 8 v 1of 1selected | O Search N [ o=
Filters: Time received: Last 30 days
Time received Subject Sender Quarantine reason  Release status Policy type Expires Recipient
Aug 18, 2023 4:4... Malware teehee stef@safe-architect... Malware Needs review Anti-malware policy Sep 17, 2023 4:44:0... lee@safe-architect...

Step 7. A confirmation page will appear. Select the desired options then click Release message at the
bottom of the page.

Release email to recipients inboxes

':E:' Release to all recipients

O Release to one or more of the original recipients of the email
|:| Send a copy of this message to other |'».'—_'-t:i;:-ien’rs@I

|:| Submit the message to Microsoft to improve detection (false pnsitive]i:}

Appendix B - Deploy Umbrella with Secure Client

The configuration in this section is for users who have both the Breach Protection Suite and Umbrella, and
who wish to deploy Umbrella with Secure Client. The Secure Endpoint Configuration in the Deploy Secure
Client with Cloud Management from Cisco XDR section should be completed before proceeding with
Appendix B.

Umbrella DNS Policy Configuration

DNS resolution is typically the first step when connecting to a service on the Internet. Thus, enforcing
security at the DNS and IP layers is the first line of defense against threats and is a great way to stop
attacks before users connect to bad destinations.

In this section we’ll create a basic DNS policy that can be exported as part of our Secure Client
configuration. To see configuration steps for other Umbrella features including Web Policy, Cloud Firewall,
Intrusion Prevention System, Data Loss Prevention, Remote Browser Isolation, and Meraki integration,

please see the Cisco Umbrella Security Policy section of the Cisco Secure Access Service Edge (SASE)
with Meraki SD-WAN Design Guide.

Step 1. In the Umbrella Dashboard, navigate to Policies > Management > DNS Policies.
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Cisco Umbrella

/eniew

Deployments

DNS Policles

Step 1. Click Add.

.DNS Policies o e A

Step 2. Review the Advanced Settings and choose which type of access control or threats to block.
Click Next.

How would you like to be protected?

Choose which type of access control or threats to block. Your selection will determine what features are available to the policy, what
level of visibility is provided in your reports, and should match how Umbrella is deployed in your environment. For more information,
click here.

Select Your Protection:

Access Control

Restrict access with broad category based blocking andfor surgical block and allow destination lists

Content Category Blocking
Block access to destinations based on content category.
Apply Destination Lists

Create or modify lists to explicitly block or allow destinations. Note: global block and global allow

destination lists are applied by default

Application Control

Block or allow access to applications individually or by group.

Block Threats
Secure your network and endpoints using a variety of antimalware engines and threat intelligence.
Security Category Blocking
Ensure domains are blocked when they host malware, command and control, phishing, and more.

File Analysis

for malware using signatures, heuristics and file reputation (powered by Cisco Advanced

» Advanced Settings

coce

© 2023 Cisco and/or its affiliates. All rights reserved. Page 137 of 157



Step 3. Select the identity group(s) or Roaming Computers that the policy should be applied to. For this
example, we’ll select a single test computer. Click Next.

What would you like to protect?

Select Identities
Q, Search Identities 1 Selected REMOVE ALL

All Identities | Roaming Computers DESKTOP-6RJK9JE

(J) = DESKTOP-3V3HNJG
(J) = DESKTOP-56GHROD

(0 — DESKTOP-5GSTQQO

DESKTOP-6RJK9JE
(0 = DESKTOP-839EBF2
(0 = DESKTOP-93MQR50
() = DESKTOP-AGFGNH1
() = DESKTOP-JOPDU4H
M — NECQVTAD_ IoTIIRMC

CANCEL PREVIOUS m

Step 4. On the Security Settings tab, choose which categories to block and expand Integrations to
confirm that the Cisco XDR integration configured in the Integrate Umbrella with Cisco XDR section is
selected. click Next.
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Categories To Block

Malware
v . - . . )
. Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more.

Newly Seen Domains
Domains that have become active very recently. These are often used in new attacks.

Command and Control Callbacks
Prevent compromised devices from communicating with attackers' infrastructure.

Phishing Attacks
Fraudulent websites that aim to trick users into handing over personal or financial information.

D Dynamic DNS
Block sites that are hosting dynamic DNS content.

Potentially Harmful Domains
Domains that exhibit suspicious behavior and may be part of an attack.

DNS Tunneling VPN
VPN services that allow users to disguise their traffic by tunneling it through the DNS protocol. These can be used to bypass corporate policies
regarding access and data transfer.

Cryptomining
Cryptomining allows organizations to control cryptominer access to mining pools and web miners.

A Integrations

. XDR Breach Protection
Block domains uncovered by your own local intelligence.

Step 5. Select the desired content filter level and click Next.
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Security e Content Applications Destinations

Limit Content Access

Select content categories to block identity access to websites that serve content of that type. Select a preset level of control or add a
custom setting. For more information about categories, see Umbrella's Help.

Categories -Moderate

High
Adult Alcohol
Cannabis Child Abuse Content
@ Moderate Dating DoH and DeT
Extreme Filter Avoidance
Gambling Hate Speech
lllegal Drugs Lingerie and Swimsuits
Low
Non-sexual Nudity Pormography
Terrorism and Violent Extremism  Weapons
Custom

CANCEL PREVIOUS |

Step 6. Customize Application Control settings as desired. Note that this area of configuration will block
applications that may have legitimate purposes for different organizations. As with all security, it is
ideal to allow only needed applications and block everything else, but this may only be feasible for
organizations with controlled environments and narrowly defined user roles. For this example, we will
leave the top-level categories unblocked, and only set the Facebook application to block for later
testing purposes. When finished, click Next.
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Control Applications

Select applications or application categories you'd like to block or allow for the users in your organization
Application Settings

Default Settings v

Applications To Control

Q  facebook

Facebook Block %4t
D Facebook Business Manager

D Facebook Connect

D Facebook Events

D Facebook for Developers

D Facebook Games

D Facebook Gaming

D Facebook Messenger

D Portal from Facebook

CANCEL PREVIOUS m

Step 7. Add new Destination Lists as desired or leave the defaults and return to configure later. Click
Next.
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3 More o Destinations File Analysis Block Pages Summary

Apply Destination Lists\ ADD NEW LIST

Search for and apply the appropriate block or allow Destination Lists for this policy. Click Add New List to create a Destination List.

Q. search... 1 Allow Lists Applied

O Select All v | 4Total © Global Allow List

1 Block Lists lied
All Destination Lists App

© Global Block List
) @ 4shared

@ Global Allow List
@ Global Block List

O @ wvpn

CANCEL PREVIOUS ‘ m

Step 8. Confirm File Analysis settings. Click Next.

3 Mare Destinations e File Analysis Block Pages Summary
File Analysis

Inspect files for malicious behaviors using a combination of static and dynamic analysis methods, in addition to file reputation and advanced
heuristics.

@O File Inspection
Inspect files for malware using signatures, heuristics and file reputation (powered by Cisco Advanced Malware Protection).

CANCEL | PREVIOUS ‘ m

Step 9. Either leave the Block Page as the default or set a custom appearance. To modify, see
Customize Block and Warn Pages in the Umbrella User Guide. Click Next.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 142 of 157


https://docs.umbrella.com/umbrella-user-guide/docs/customize-block-pages

Set Block Page Settings

Define the appearance and bypass options for your block pages.

@® Use Umbrella's Default Appearance

Preview Block Page »

Use a Custom Appearance

Choose an existing appearance v

» Bypass Users
» Bypass Codes

|

Step 10. Give a meaningful name to the policy and review the configuration. Click Save.

Note: if you would like to modify any of the Advanced Settings, first save the policy and then edit it.
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Policy Summary

Policy Name

Breach Protection

) 14 Identities Affected ) 2 Destination Lists Enforced

Edit
Edit

U Security Setting Applied: Default Settings
) File Analysis Enabled

Edit
Edit Disable
.:I Umbrella Default Block Page Applied
U Content Setting Applied: High Edit  Preview Block Page
Edit Disable

U Application Setting Applied: Default Settings

Edit  Disable
A Advanced Settings

U Enable Intelligent Proxy
Gain visibility into threats, content, or apps by proxying web connections for risky domains.

) SSL Decryption
Enabling SSL decryption allows the intelligent proxy to inspect traffic over HTTPS and block custom URLs in destination lists.
Turning on SSL decryption allows HTTPS URL blocking.

U Enforce SafeSearch
Enforce SafeSearch for queries sent to supported search engines Learn More

ALLOW-ONLY MODE

U Allow-Only Mode
In this mode, access to sites needs to be specifically granted; otherwise connections will be blocked by default.

LOGGING
U Log All Requests

U Log Only Security Events
Log and report on only those requests that match a security filter or integration, with no reporting on other requests.

U Don't Log Any Requests
Note: No requests will be reported or alerted on. Unreported events will still be logged anonymously and aggregated for research and

threat intelligence purposes.
CANCEL PREVIOUS | m
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Export Umbrella Roaming Security Module to Cisco XDR

The Orglnfo.json file contains specific information about your Cisco Umbrella service subscription that lets
the Umbrella Security Roaming module know where to report and which policies to enforce. In this section
the Orglnfo.json file will be uploaded to Cisco XDR so that it can be easily deployed with the Secure Client

Cloud Management module in a later section.

Step 1. Navigate to Deployments > Core Identities > Roaming Computers.

)y Umbrella

Core Identities

Networks

Network Devices

Roaming Computers

Step 1. Click Roaming Client.

| | Deployments / Core |dentities
LRLE

cisco Roaming Computers o

Roaming Client Settings

Step 2. Under Umbrella Roaming Security Module for Secure Client, click Download Module Profile to

obtain the Orginfo.json file.

Download Roaming Client

The roaming client protects laptops and desktops, on and off the network. Before
installing the roaming client, read through the documentation and prerequisites.

For your internal domains to resolve, you must add them to the internal domains
list. It's important to add themn before you deploy!

There are two client options. You can mix them on a single organization but each
device can have only one client type installed.

Umbrella Roaming Security Module for Secure Client (Recommended)

Cisco Secure Client (including AnyConnect) can be configured to enable an
Umbrella Roaming Security module which provides the same DNS protection as
the roaming client, and also supports Secure Web Gateway. There are many
deployment options, and each reguires the customized profile downloaded below.
For full documentation, read here.

X

Download Module Profile

The Umbrella module requires Cisco Secure Client for Windows or macOS.
Cisco recommends the latest release.

Cisco Secure Client is available on Software Central or SecureX Device Insights.

Cisco Umbrella Roaming Client

The standalone Umbrella Roaming Client is a very lightweight DNS client. It does
not support Secure Web Gateway. Check the third-party software compatibllity
guide before installing.

Download: Windows macOS
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Step 3. In Cisco XDR, navigate to Client Management > Profiles.

‘sce XDR

Profiles

Step 4. Click on the Upload button.

&, Upload I + Create New

Step 5. Select Umbrella, then click the Upload button.

Upload Profile

Cloud Management
Customer Experience Feed
ISE Posture

Local Policy

Network Ac s Manager
Network Visibility Module
Umbrella

VPN

VPN Management Tunnel

Cancel Upload

Step 6. Provide a Name for the Umbrella Configuration, upload the Orginfo.json file downloaded from
step 3, then click Upload.
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Upload New Umbrella Configuration

Name

Breach Protection Roaming

Import Umbrella Configuration

Any profile can be edited or deleted at any time.

m QOrglnfo.json

| Cancel I

Secure Client + Umbrella with Cloud Management Configuration

Step 7. Within Cisco XDR, navigate to Client Management > Deployments.

= ‘die’ XDR

Deployments

Step 8. Click the Create New button.

[+ N
Deployments
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Step 9. The New Deployment page has multiple areas of config, which we’ll cover one at a time from
the top. The first area of config is Cloud Management. Set the preferred version and specify a Cloud
Management Profile. This guide will use the Default Profile, which sets logging to Error level and
allows updates at any time of day.

Cloud Management

Version control

Latest (1.0.1.400)

Cloud Management Profile Cloud Management Default Profile  w

Note: If you would like to create a new Cloud Management Profile or review available settings, this can be
done via Client Management > Deployments > Create New.

Step 10. Under Secure Endpoint, select the desired version under Version control. Click the drop-down
arrow for Choose an Instance and select your Secure Endpoint Cisco XDR integration.

Secure Endpoint

Version control

Recommended (8.1.7.21417)

Secure Endpoint Profile [ Choose an Instance A~ ]

Secure Endpoint Breach Protection
Choose a Group

Step 11. With the Instance set, click on Choose a Group and select the Secure Endpoint group
configured previously. The final configuration will look like the screenshot below.

Secure Endpoint

Version control

Recommended (8.1.7.21417) w

Group: Breach Protection Group

Secure Endpoint Profile .
Replace Bootstrap Profile

Step 12. Under Secure Client, set the desired version. If you’re deploying Umbrella, also enable
Umbrella and select the Umbrella roaming configuration imported previously. We'll also enable the
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Network Visibility Module and set the profile as the NVM Cloud Default Profile. The NVM Cloud
Default Profile will automatically send logs to Cisco XDR via an encrypted HTTPS connection.

Note: if you would like to send NVM data to a different collector, you can configure a custom profile via
Client Management > Profiles > Create New.

Secure Client

Version control

5.0.4

VPN Profile | Choose Profiles v P start Before Logen

‘:) Umbrella | Breach Protection Roaming

MVYM Cloud Default Profile

X NVM Cloud Default Profile

Step 13. Scroll back to the top of the page and give the Deployment a meaningful name. Click the Save
button.

= ‘dicc’ XDR

« Deployments

Breach Protection Deployment s ggit Name
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Install the Umbrella Root Certificate

Importing the Umbrella root certificate is necessary for Umbrella to proxy HTTPS traffic. Functionality that
requires the proxy includes decrypting HTTPS traffic and injecting a block page into an HTTPS session.
Umbrella has a default root certificate that can be replaced with an organization specific root certificate if
desired, which can save some provisioning overhead if the organization root certificate has already been
provisioned and trusted by the endpoints.

This section will cover how to manually export the default Umbrella root certificate and install it in Firefox
on Windows. Other installation methods are available in the Install the Cisco Umbrella Root Certificate
guide. As with the Secure Client installer in the prior section, your organization may already have a
preferred method for provisioning. As mentioned previously, guidelines for distributing the Umbrella root

certificate via Meraki MDM are given in the Zero Trust: User and Device Security Design Guide.

Step 1. In Umbrella, navigate to Deployments > Configuration > Root Certificate.

Cisco Umbrella

Overview

Deployments

Core Identities

Networks

MNetwork Devices

Roaming Computers

Mobile Devices

Chromebook Users

MNetwork Tunnels

Users and Groups

Configuration

Domain Management

Sites and Active Directory

Internal Networks

Root Certificate

Step 1. Expand the dropdown for the Cisco Root Certificate Authority and download the certificate.

Cisco Root Certificate Authority

Download Umbrella’s root CA certificate and then install it in all browsers

u File size 1049 bytes i
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https://docs.umbrella.com/deployment-msp/docs/install-the-cisco-umbrella-root-certificate
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-user-device-dg.html#Provisioning

Step 2. Transfer the certificate to the endpoint that will install it.

Step 3. From the endpoint that is installing the certificate, launch Firefox and click the hamburger menu
in the top right.

ok

@ %

X

Step 4. Click on Settings.

w

Sync and save data

New tab
New window

New private window

Bookmarks
History
Downloads
Passwords

Add-ons and themes

Print...

Save page as...

Zoom

[,

L 8=
Sign In

Ctrl+T

Ctrl+N

Ctrl+Shift+P

Ctrl+)

Ctrl+Shift+A

Ctrl+P
Ctrl+S
Ctrl+F

100% + /

Step 5. Click on Privacy & Security.

£§3 General
@ Home
Q Search

& Privacy & Security

Step 6. Scroll down to the Certificates section and click on View Certificates.

© 2023 Cisco and/or its affiliates. All rights reserved.

Page 151 of 157



Certificates

certificates

Query OCSP responder servers to confirm the current validity of

View Certificates...

Security Devices...

Step 7. Within Certificate Manager, click on Import.

Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on file that identify these certificate authorities

Certificate Name Security Device

v AC Camerfirma S.A.
Chambers of Commerce Root - 2008  Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce ... Builtin Object Token

v ACCV

Import...

Authorities

a

Step 8. Select the Umbrella Root certificate that was downloaded previously, then click Open.
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@ Select File containing CA certificate(s) to import X
« v ‘ » ThisPC » Downloads v (V] Search Downloads
Organize « New folder =« [N 0
Name Date modified Typs
s Quick access
B Desktop , “ Today (1)
* T 2 _g) Cisco_Umbrella_Root_CA 7/28/2023 1213 PM Secy
—_ Documents *
| Pictures g
D Music
i Videos
7@ OneDrive
3 This PC
¥ Network
< >
File name: | Cisco_Umbrella_Root_CA v | Certificate Files v

Step 9. Check the box to Trust this CA to identify websites. Click OK, then click OK again.

Downloading Certificate p .4

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Cisco Umbrella Root CA" for the following purposes?
Trust this CA to identify websites,

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

oK Cancel

Step 10. Restart Firefox to complete the procedure.

Secure Client with Umbrella Installation

Most organizations will have an existing method of endpoint management that can be used to provision

Secure Client. This section will cover a manual installation procedure that can be used for testing, or for
small organizations.

Step 1. From Cisco XDR, navigate to Client Management > Deployments.
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‘s’ XDR

Deployments

Step 2. Click the ellipses for the deployment configuration created in the prior section and select Full
Installer.

h Protection Deployment

~ oby Network Installer
Secure Connect Deployment

ok, Fullinstaller

Today (2)

(R csc-deploy-full-Breach Protection Deployment  7/28/2023 11:18 A Applicatior

Step 4. Click Continue to proceed with the installation.
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@ Cisco Secure Client Deployment Tool - O X

The following Secure Client modules are ready to be installed, press Continue to proceed or Close to exit.

Module Version Status

AnyConnect VPN | 5.0.4027.0 Install Pending
Umbrella | 5.0.4027.0 | Install Pending
Network Visibility Module 5.0.4027.0 Install Pending
Secure Endpoint | 8.1.7.21417 | Install Pending
Cloud Management 1.0.1.400 Install Pending

Continue Close

Step 5. Click Close when the installation is complete.
@ Cisco Secure Client Deployment Tool = O X

Secure Client installation is complete.

Module Version Status

AnyConnect VPN 5.0.4027.0 Install Complete.
Umbrella | 5.0.4027.0 | Install Complete.
Network Visibility Module 5.0.4027.0 Install Complete.
Secure Endpoint 8.1.7.21417 | Install Complete.
Cloud Management 1.0.1.400 Install Complete.

Installation success.
Close

Note: it may take a few minutes for Secure Endpoint to fully connect.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 155 of 157



Appendix C - Acronyms Defined

_

APT Advanced Persistent Threat

Cc2 Command and Control

CA Certificate Authority

DDoS Distributed Denial of Service

DLL Dynamic Link Library

DLP Data Loss Prevention

DNS Domain Name System

GPO Group Policy Object

GUI Graphical User Interface

ETD Email Threat Defense

HTTP Hypertext Transfer Protocol

loC Indicators of Compromise

NDR Network Detection and Response
NVM Network Visibility Module

SNA Secure Network Analytics

SOC Security Operations Center

SSL Secure Socket Layer

TTPs Tactics, Techniques, and Procedures
VPN Virtual Private Network

XDR Extended Detection and Response
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Appendix D - References
o Cisco SAFE

e Cisco Secure Endpoint

o Cisco Secure Malware Analytics

o Cisco Secure Network Analytics

o Cisco Umbrella

e MITRE ATT&CK

o Talos Intelligence Blog
Appendix E - Feedback

If you have feedback on this design guide or any of the Cisco Security design guides,

Please send an email to ask-security-cvd@cisco.com.
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