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      Cisco Industrial Ethernet switches

  
            
    
        Industrial switches engineered for extremes
    


            
    Purpose-built for demanding operating conditions, the ruggedized Cisco industrial switches help you digitize operations, protect against cyberthreats, and reduce downtime.
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    Power up your industrial network with switches that work harder




    




      

    

    Discover how the right switches can help you increase productivity, improve efficiency, boost security, and correct faults sooner.





    




 	 
     	
		  
				
                

                
                   

     
     
    
        
        
  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        Switches for every industry, every use case
    


        
    Factory floors, electric substations, roadway intersections—the list is endless. With ruggedized Cisco Industrial Ethernet switches for protocol support and resiliency, so are the solutions.




     	
    
  
     
             



    


  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        Grow your operations—and simplify them
    


        
    Reduce downtime through quick issue resolution, boost efficiencies with automation and guided workflows, and stay compliant with your original design by tracking and resolving changes with Cisco Catalyst Center.




     	
    
  
     
             



    


  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        Built-in protection from cyberthreats
    


        
    Protect your operations from ever-evolving cyberthreats with built-in visibility and security features as well as integration with threat-detection and response systems.




     	
    
  
     
             



    


  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        The best of IT for operations
    


        
    Combine enterprise-grade performance, management, and security with robust industrial-strength resiliency, protocol support, and certifications to meet the needs of both IT and OT.
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    Versatile connectivity for any industry, any location, at any scale.
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        Find the ideal switch to fit your purpose
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        Cisco Catalyst IE3400 Rugged Series switches
    


        
    All-Gigabit Ethernet (GE) advanced modular switches running IOS XE, with up to 24 Power over Ethernet (PoE/PoE+) ports, advanced security and resiliency protocols, app hosting, connected asset visibility, secure remote access, and data extraction.
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        Cisco Catalyst IE3300 Rugged Series switches
    


        
    All-GE modular switches running IOS XE with support for up to 24 PoE/PoE+ ports, security and resiliency protocols, connected asset visibility, secure remote access, and data extraction. Select models also support 10GE uplinks and UPOE.
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        Cisco Catalyst IE3200 Rugged Series switches
    


        
    All-GE fixed switches running IOS XE, offering up to eight PoE/PoE+ ports, and providing security and resiliency protocols.
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        Cisco Catalyst IE3100 Rugged Series switches
    


        
    All-GE compact fixed switches running IOS XE, offering 6, 10, 12, or 20 ports, and providing security and resiliency protocols.
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        Cisco IE4000 Series switches
    


        
    Fixed switches with advanced resiliency, with support for up to eight PoE/PoE+ ports and four GE uplink ports.




     	
    
      
        
                  
    
    
    
	
	
        Explore IE4000 Series switches
	 

              

      
    
  
     
             



    


  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        Cisco IE2000 Series switches
    


        
    Small form-factor fixed switches, with support for up to four PoE/PoE+ ports.




     	
    
      
        
                  
    
    
    
	
	
        Explore IE2000 Series switches
	 

              

      
    
  
     
             



    


  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        Cisco IE2000U Series switches
    


        
    Small fixed switches designed for compliance with electric substation standards.
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        Cisco IE1000 Series switches
    


        
    Compact, lightly managed fixed switches.




     	
    
      
        
                  
    
    
    
	
	
        Explore IE1000 Series switches
	 

              

      
    
  
     
             



    


        
    


     
     
     
     
          
    
        
	
        
    
    
    
    
	See product portfolio (PDF)
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        Cisco Catalyst IE9300 Rugged Series switches
    


        
    All-GE stackable fiber or copper switches running IOS XE, with models that support PoE/PoE+/4PPoE, multigigabit ports, 10GE uplinks, app hosting, connected asset visibility, advanced security, network timing support, and resiliency.
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        Cisco IE5000 Series switches
    


        
    All GE stackable switches with up to 12 PoE/PoE+ ports, 10GE uplinks, advanced resiliency, and network timing support.
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        Cisco IE4010 Series switches
    


        
    All GE switches with up to 24 PoE/PoE+ ports and advanced resiliency.
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        Cisco Catalyst IE3400 Heavy Duty Series switches
    


        
    Fixed switches in a dustproof and waterproof design (with M12 connectors) for deployment flexibility, running IOS XE with app hosting, advanced security, resiliency, connected asset visibility, secure remote access, and data extraction.
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        Cisco IE2000 IP67 Series switches
    


        
    Fixed switches in a dustproof and waterproof design (with M12 connectors) for deployment flexibility.
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        Cisco Catalyst ESS9300 Embedded Series switches
    


        
    Ultracompact and ruggedized switches with support for up to 10 GE ports and advanced security.
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        Cisco Embedded Services 3300 Series switches
    


        
    Ultacompact and expandable ruggedized switches with support for up to 26 GE and 10 GE ports.
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        Explore Cisco Industrial Ethernet switches
    


        
    See the complete range, explore features, and select the ones best for you.
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        Bring simplicity, flexibility, and security to the IoT Edge
    


        
    See how Cisco Industrial Ethernet switches help protect your network, increase efficiency, and future-proof your investments.




     	
    
      
        
                  
    
    
    
	
	
        Watch video (03:03)
	 

              

      
    
  
     
             



    


  

	
    

	
    

	
    

    
        
    

        
        
    
       	
    
        Empower your network to secure operations
    


        
    Deploy OT security at scale with visibility, enforcement, and ZTNA gateway embedded into your network equipment.
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        Explore Cisco Industrial Ethernet product resources
    


        
    Access a wealth of information to discover how these products can help meet your organization's needs.




     	
    
      
        
                  
    
    
    
	
	
        See all resources
	 

              

      
    
  
     
             



    


        
    



      

      
   




        
    






    
    
    
    
        
        
        
    






    
    
    
    
        
        





    
    






    




            
        

        
        





    
     
  
     
       
    

    
        [image: IoT Breakthrough Award]
    
    
    



    




       
	

       
          
          	
        Award-winning innovations

    
            
    
        Cisco wins secure manufacturing and OT remote access awards
    


            
    Cisco was recognized for Smart Manufacturing Solution of the Year and IoT Security Innovation of the Year in the 2024 IoT Breakthrough Awards. Our smart manufacturing solution unifies networking and security in one architecture to help reduce costs and complexities. Our IoT security solution's zero-trust network access enables secure remote access to industrial assets.
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        Cisco Enterprise Agreement

    
       	
    
        One licensing agreement for all your Cisco software
    


        
    Get all the Cisco IoT networking equipment and software licenses you’ll ever need with one simple, cross-portfolio agreement.
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        Cisco Customer Experience services

    
       	
    
        Get guidance from the network experts
    


        
    Achieve operational excellence by reducing risk, accelerating transformation, and optimizing your network with expert guidance, validated designs, best practices, and proven processes.
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        Award-winning secure grid operations
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    "With Cyber Vision [running on Cisco Industrial Ethernet switches], we now have the visibility into our mission-critical OT networks as a first step to mitigate vulnerabilities and improve our security posture. Cyber Vision found more than 20 instances of malware in our substations and identified features and protocols that don’t need to be active."

Emerson Cardoso, Chief Information Security Officer

CPFL Energia
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        Manufacturing flexibility enabled by Cisco IoT
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    "Audi is renowned as a builder of premium cars with high build quality and progressive design. Right now we are developing our Edge Cloud for Production (EC4P) which relies on Cisco’s software-defined networking. The EC4P will house virtualized production assets increasing security, reducing costs, decreasing support requirements, and improving flexibility. Moving workloads from the production environment to the EC4P requires a highly scalable, resilient, secure, and deterministic network. Cisco IoT and Enterprise networking solutions provide the technology and tools on which we are building our next-generation, software-defined networking factory."

Dr. Henning Löser, head of Production Labs

Audi
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        Securing industrial networks and critical infrastructures
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    "Gaining visibility into industrial assets is key to securing operations. The combination of Cyber Vision and Cisco industrial networking makes it simple to gain visibility at scale. It’s the foundation for a robust OT network and a comprehensive approach to IoT security."

Dino Busalachi, CTO and co-founder

Velta Technology
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        Get expert guidance
    


        

        
            
    Have all your questions answered in a custom demo with our IoT networking experts. They’ll work with you to put together the right solution for you and your organization.
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