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Abstract

In a world where application workloads are deployed anywhere at any time, across hybrid multicloud solutions,
applying network security controls is no trivial task. The policy control toolset just keeps growing, with multiple
enforcement points in the network to protect application workloads using different approaches such as host
firewalls, network firewalls, Software-Defined Networking (SDN) controllers, or cloud-based in the form of
security groups. Adding to the equation, different teams manage each policy control and often work in
organizational siloes. Given this reality, it should be no surprise that these circumstances often lead to
inconsistent islands of policy controls across the environment. With Cisco® Secure Workload, organizations can
embrace the Zero Trust microsegmentation journey to harmonize different network security policy controls into
a consistent, unified policy across hybrid multicloud environments in order to ultimately reduce the attack
surface and contain lateral movement.

Target audience

This document provides a technical overview of the design principles, architecture, and use cases for Cisco
Secure Workload and Cisco Secure Firewall integration.

The target audience for this document is network engineers, network security engineers, system engineers,
security architects, and cloud architects.

Scope

This document covers multiple Cisco Secure Firewall architecture insertion options with their capabilities and
related use cases.

Cisco Secure Workload - Solution overview

Cisco Secure Workload is a holistic security solution designed to deliver in-depth application workload visibility
and protection across hybrid multicloud environments. Secure Workload focuses on three main use cases:

o Zero Trust Microsegmentation: Using agent and agentless approaches, Secure Workload can discover
workloads based on labels, automatically discover and suggest segmentation policies based on traffic
flows, validate and test the policy without any operational impact, and enforce the dynamic policy on
multiple enforcement points such as host-based firewalls, Data Processing Units (DPUSs), network
firewalls, load balancers, and built-in cloud security controls.

« Vulnerability Detection and Protection: Utilizing an agent, Secure Workload provides visibility into the
application workload runtime, enabling the detection of vulnerable packages and vulnerable container
images. It then leverages this information using vulnerability (Common Vulnerabilities and Exposures
(CVE) attribute-based policies to quarantine workloads or perform virtual patching via Secure Firewall.

« Behavioral Detection and Protection: Secure Workload monitors running process for changes in
behavior and a detailed process tree and process snapshot. It detects anomalous behavior using MITRE
ATT&CK Tactics, Techniques, and Procedures (TTPs) or with custom forensic rules. By leveraging
Secure Firewall’s Rapid Threat Containment, protection of both agent and agentless workloads can be
achieved.
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Figure 1.
Secure workload

Cisco Secure Workload and Secure Firewall - Microsegmentation use case
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Figure 2.

Secure workload and Secure firewall high-Level architecture

Secure Workload and Secure Firewall provide a flexible means to implement microsegmentation for east-west
traffic flows to protect application workloads where agent installation is not feasible. There are three main
required capabilities to achieve this:
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Visibility of agentless workloads

Secure Workload ingests telemetry from Secure Firewall via NetFlow Secure Event Logging (NSEL) and
automatically discovers workloads by leveraging manual labels or external systems labels such as Configuration
Management Databases (CMDBSs) or IP Address Management (IPAMs). NSEL provides stateful IP flow tracking,
including the flow bidirectionality.

« Ingest connector: NSEL events are streamed to the Secure Workload Ingest Connector for processing,
and the flow data is then exported to Secure Workload. The Ingest Appliance can scale up to 45k fps per
Secure Firewall Connector and up to 135k fps for an entire on-prem appliance.

Cisco Secure Firewall

'Y E X Info IP bindings Log Alert Troubleshoot
. . I
o ® Listening for
L J ®
L

NETFLOW9 on 192.168.11.31 : 4729 [ udp

Cisco Secure Firewall &' Sources

Enabled on May 27, 2022
IP Address Protocol Last received at

172.20.11.114 NETFLOW9 Jan 22 01:30:09 pm (CET)

@ |ngest Appliance2

[ Enable Another I

172.20.11.113 NETFLOW9 Jan 22 01:30:09 pm (CET)
l 10.0.0.12 NETFLOW9 Jan 22 01:30:09 pm (CET)

[ Delete Connector
Capabilities Bz:34[5/6] >
Flow Visibility  Flow Stitching

ADM

Figure 3.
Secure firewall connector

« End-to-End Visibility: Secure Workload is also capable stitching related flows (flow-stitching) to get
end-to-end visibility even when Network Address Translation (NAT) is performed.
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Flow Details

Related Flow ¥

Jan 23 11:14:00 pm (PST)

Consumer @

Flags SYN PSH ACK

ICMP Type and Code

Byte Count 622 (124,711 so far)

Packet Count 6 (1,203 so far)

SRTT 589ms

"C:\Program Files\Mozilla Firefox\firefox.exe" -
Process
first-startup
NAT Direction Client to Server via FW
Drop Reason N/A

Jan 23 11:14:00pm h4-dmz-rdsweb1 Unknown 172.20.0.60 149.96.250.45

61374 443 TCP

h4-dmz-rdsweb1 - 172.20.0.60 on port 61374 @ K5l 149.96.250.45 on port 443 (HTTPS) @ Jiel
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Provider @

SYN PSH ACK
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6 (1,203 so far)
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N/A

Figure 4.
Flow Stitching with Secure Firewall

Secure workload dynamic policy engine

With Secure Workload, the user can define policies manually or perform automatic policy discovery with
Application Dependency Mapping (ADM). Once the policies are validated and enforced, they are pushed to
Firewall Management Center (FMC). For the Secure Workload SaaS offering or if it is behind a proxy, Secure

Connector for FMC is required.

« Policy discovery and analysis: By applying machine learning and behavioral algorithms on the ingested
flow data, Secure Workload automatically discovers policies mapped to the application’s dependencies.
Once policies are discovered, they can be tested and validated against live traffic flow without impacting

the application. When this is achieved the policy is ready for enforcement.
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Application dependencies discovered by secure workload
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Figure 6.
Secure workload policy analysis toolkit
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Quick Hypothetical Flow Analysis @ What-If Scenarios to Analyze Policy
Verdicts for Traffic Flows

Match this Hypothetical Flow against

Analyzed Policies Enforced Policies
sumer Address Provider Address
192.168.29.10 192.168.2.101
Protoco Provider Port
TCP v 22

Policy Decisior X DENY Find matching policies

Consumer Outbound Policies © Matching Policies Provider Inbound Policies @
No Match P00,
DENY LY Any : Any Catch All
Please make sure policy analysis is enabled on external applications that need to be taken
powey L PP «u dev ecommerce app [p1] .. : Datacenter : Development : eCommerce-Dev

into account

Figure 7.
Policy flow analysis

o Firewall Management Center (FMC) Onboarding and Enforcement: Before enforcing the policies, east-
west firewalls are onboarded through the FMC Connector. The FMC Connector supports single domain
and multi-domain deployments of Secure Firewall. The REST API user configured for Secure Workload
must have administrative privileges.

FMC Connectors

® Healthy cee
FMC Segmentation
Configure your new connector
here 2 0
ACP Mappings Virtual Patching

Created on: Dec 22nd, 2023

Deploy Segmentation on
Firewall, CVE Export

Figure 8.
FMC Connector

« FEMC Connector leverages the concept of topology awareness to push only the rules necessary for
enforcement to a specific Secure Firewall. Firewall onboarding happens on an Access Control Policy
(ACP) basis by mapping an ACP to a Scope. Each ACP-to-Scope mapping capability can be modified
depending on the application or segmentation requirements:

© 2024 Cisco and/or its affiliates. All rights reserved. Page 8 of 30


https://blogs.cisco.com/security/topology-matters

o Enforcement mode: With “Merge Mode,” Secure Workload honors existing rules on FMC, allowing

for policy dual-management. With “Override Mode,” Secure Workload removes any existing rules on
FMC, only allowing rules pushed by Secure Workload.

Rule ordering: Secure Workload policies can be pushed either on top or bottom of existing FMC
rules. “Default Policies” from Secure Workload will be pushed to the “Default Category” on FMC,
whereas “Absolute Policies” will be pushed to the “Mandatory Category” on FMC.

Optional catch-all: You can select whether to use Secure Workload “Catch-All” policies or leverage
the existing Default action from FMC.

FMC Segmentation

Settings

Assign ACPs to Scopes and configure additional parameters.

Segmentation Virtual Patching Event Log

@ Enter attributes...

Scopes 2, ACPs 2

ACP Name 11

Scope 1

DC-EW-Policy
2 FTDs

10.67.0.34

10.67.0.35

FTD-DC-EW-Apps-1

FTD-DC-EW-Apps-2

Enforcement

SW Catchall 1l

Enforcement Mode

Default Policy

X FNT ¢ Refresh

Absolute Policy

Action

> Le pp-Poli @ ...:Production:E: Legacy-App-FW. © Enabled o Merge Insert above existing Default rules  Insert above existing Mandatory rules S X
' DC-EW-Policy @ ...:Datacenter-SJC-14:Production:DC-FW-EW © Enabled (-] Merge Insert below existing Default rules  Insert below existing Mandatory rules ¢ X

Figure 9.

FMC Connector segmentation use case

o There are two ways to perform the ACP-to-Scope mapping, depending on how many applications are

© 2024 Cisco and/or its affiliates. All rights reserved.

being protected by the firewalls:

o Child scope / Single application: Mapping a child/leaf scope is done when only one application is
being protected by Secure Firewall. In this case, Secure Workload pushes only policies that belong to

the child scope and any other parent/higher scope policy guardrail.

o Parent scope / Multiple applications: Mapping a parent scope is done when multiple applications are
being protected by Secure Firewall. In this case, Secure Workload pushes policies that belong to the
mapped scoped but can also push policies from child/leaf scopes that are below the mapped scoped.
This is done by virtue of the hierarchical policy model, inheriting the policies of child scopes. Parent
policy guardrails will also be pushed.
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Layer 3 Firewall

Mapped Parent Scope East - West FTD

App1 App2 App2 App2
(Agentless) (Agent) (Agentless) (Agentless)
Mapped Parent Scope East - West FTD
Layer 2 Firewall
Figure 10.
Scope tree topology
Edit ACP Mapping
Select Access Policy Mapping
Access Policy FMC Scope
DC—EW—PoIic§ v : ® ...:Datacenfer—SJC—14:Production:DC—FW—EW v
Devices
FTD Name FTD ID
FTD-DC-EW-Apps-2 3fb8f60c-9ffc-11ee-92c2-fc8ed8423444
FTD-DC-EW-Apps-1 673aee18-9ff4-11ee-b3ba-e71e9823c496

[0 Use Secure Workload Catch All
Enforcement Mode

@ Merge () Override

Default Policies

{ Insert below existing Default rules

Absolute Policies

[ Insert below existing Mandatory rules

Figure 11.
ACP-to-scope mapping to parent scope
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Figure 12.

Scope structure and mapped scope to onboard multiple applications

Edit ACP Mapping

Select Access Policy Mapping
Access Policy Scope

LegacyApp-Policy v ® ...:Production:Ecommerce-Legacy-App-FW v

Use Secure Workload Catch All
Enforcement Mode

® Merge Override

Default Policies

[ Insert above existing Default rules v ‘

Absolute Policies

[ Insert above existing Mandatory rules v 1

Workspaces: 0
Total Workspaces: 8

v Production
== 5/7 Children Mapped Scoped in

FTD Connector

& Ecommerce-Legacy-App-... Workspace: 1
% 0 Children Total Workspaces: 1

Ecommerce-Legacy-FW Primary

Figure 13.
ACP-Scope mapping for single application

Enforcement on FMC and Monitoring

Policies orchestrated from Secure Workload leverage FMC Dynamic Objects, so the policy is dynamic and
doesn’t require new policy deployments if an object changes.

« Dynamic objects: FMC will push the orchestrated dynamic policies from Secure Workload to the relevant

Secure Firewalls in the environment.

© 2024 Cisco and/or its affiliates. All rights reserved.
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Figure 14.
Multiple secure workload application policies pushed to FMC

« Policy compliance: The policy is constantly monitored to verify compliance. Alerts and reports can be
generated for policy deviations to rapidly investigate and mitigate anomalies.

Configure Compliance Alerts X

Alert Name @
Ilnvoice-App-FW l

Alert Types @

Enforcement Policy Live Analysis Policy }

For Enforced Application: InvoiceApp-FW #° @

Alert Condition @

Enforcement Rejected Flows > 5 X

Severity

[ Low H Medium H High Immediate Action

Figure 15.
Compliance alerts for rejected flows
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Workload protection level definition

Before selecting the firewall insertion mode, defining the workload protection level based on the department or
persona security/trust boundary is advised. The following outcomes are derived from this process:

« Simplicity and abstraction: Defining the persona security/trust boundary creates a bridge connecting the
business requirements with the technical requirements. It also helps to abstract the intrinsic complexities
of heterogenous environments, so the business outcome is more easily trackable.

« Common language for different personas: Microsegmentation can have different definitions based on
the persona or department tasked with it. The definition must consider each department/persona
security/trusted boundary, so it is understood by the whole organization.

« Creates consistency: By defining a persona-based security/trust boundary, the resulting segmentation
controls on the network will be consistent, allowing each persona or department a deep understanding
of the segmentation controls and their limitations, if any.

« Prepares path for approach selection: Depending on the persona security/trust boundary, an agent or
agentless approach may be used. Agent-based is best when the constructs defined by the persona are
not network-based, whereas agentless is typically a good fit for personas using network constructs as
security/trust boundaries.

The image below shows an example of how a workload protection level definition looks like depending on the
persona’s security/trust boundary

Network/Firewall Cloud Application Cloud-Native
Engineer Engineer Owner Engineer
Security Boundary Security Boundary Security Boundary Security Boundary
- Subnet Level - Subnet Level - Application Level - Service/pod Level
- VRF/Zones Level - VPC Level - Service Level - Namespace Level

Figure 16.
Example of workload protection level definition based on different persona’s security/trust boundary

For the purpose of this document, the personas who manage and operate the Secure Firewall network security
controls are the network/firewall engineers and/or cloud engineers, and the workload protection level security
boundary in use is the subnet level.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 13 of 30



Cloud Engineer

Security Boundary Security Boundary

- Subnet Level - Subnet Level

- VRF/Zones Level - VPC Level

Acceptable fine-grained segmentation (intra-inter subnet)

Reasonable segmentation (inter-subnet)

Figure 17.
Measurable workload protection level based

Cisco Secure Workload and Cisco Secure Firewall insertion options - on-premises

Layer 2 Firewall (Transparent Mode) Insertion

East-West
Inter-Subnet

_ \ | [ | Transparent ! - - A =

= & D Mode (L2) == == =S
o Ly | = = =
= » | = = =
g § - VM VM VM

5 oo oEm oo DEn DEm
U:L) [G=sq] [O=sq] [o .- o ---] =]
£ Bare Metal Bare Metal Bare Metal Bare Metal Bare Metal Bare Metal

Intra-Subnet

Legacy OS

Figure 18.
Network microsegmentation for agentless workloads with layer 2 firewall

« Best fit for localized workloads

« Acceptable for fine-grained segmentation

o Firewall as bump-in-wire on the data path

© 2024 Cisco and/or its affiliates. All rights reserved.
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o Workloads that require fine-grained segmentation, but an agent cannot be installed, such as legacy
OS workloads

« Protection at the network level

Full flow visibility with NSEL

o |ntra- and inter-subnet flows

Protection at the network level

> Intra-subnet (App-App)

o Inter-subnet (App-App and External-App)

Allows policy dual management
o Secure Workload-owned policies

> FMC-owned policies

« Convenient for network and firewall engineers

Layer 3 Firewall (Routed Mode) Insertion

East-West
Inter-Subnet

-
.
.
.

~
~
~
~

‘!

~

Routed
K Mode (L3)

i E|§%
< s

AR <A
AR <A

Bare Métal Bz;re Métal Bz;re Métal

M

Figure 19.
Network Microsegmentation For Agentless Workloads With Layer 3 Firewall

o Excellent fit for distributed workloads
o Reasonable segmentation for workloads
o Firewall as gateway

o Quick time-to-segment. Good for segments that do not require fine-grained segmentation (such as
non-production/development)

+ Protection at the network level
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° Inter-subnet only (App-App and External-App)
o Partial flow visibility with NSEL

o Inter-subnet flows only

« Allows policy dual-management
o Secure Workload-owned policies
> FMC-owned policies

« Convenient for network and firewall engineers

Cisco Application Centric Infrastructure (Cisco ACI®) Insertion

| North-South (Outside fabric) |

= A

® @ @ = = =
o) R = = =
= K = = =
= 4 VM VM VM
(2]

e = D= o= oo Don e
= = = = o o o
a vl vl v gn om o
@© VM VM VM . . . . . .
i Bare Metal Bare Metal Bare Metal

Production Workloads

Intra-Subnet

Figure 20.
Network microsegmentation for agentless workloads in ACI

Service graph with policy-Based redirect
e No re-architecture
o Flexible and easy to configure
o Firewall is selectively inserted in the path
e Supports both L3 and L2 firewall modes
o Intra- and inter-subnet flow visibility (both)
o Intra- and inter-subnet protection (both)

o Preferred L3 mode

e Can do intra-ESG redirection
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Service Graph Go-To/Go-Through Mode

o Firewall is in-path (Security over Connectivity)
> Not very flexible and more complex

o Typically used for North-South traffic
o« Go-To

o Inter-subnet visibility and protection

e Go-Through

o Intra- and inter-subnet visibility protection

Service Graph Policy-Based Routing (PBR) and Firewall Insertion Protection

ACI
Fabric (\T:)plc &')
=
(_L,‘LJ-) /

e R c— R=C0)
" «‘e“\l
1€

&3

Dynamic Policies Eﬁﬁ

= B3
VM VM

| Provider EPG/ESG |

Figure 21.
Network microsegmentation for agentless workloads with service Graph PBR in ACI

» Flexible segmentation for workloads

> Acceptable fine-grained

o Reasonable
« Full visibility of flows with NSEL

o Firewall inserted in data path with service graph

o Intra and inter Endpoint Group (EPG)/Endpoint Security Group (ESG)
» Protection at network level

o Intra EPG/ESG (intra-app)

° Inter EPG/ESG (inter-app)
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¢ Allows policy multi-management
o Secure Workload-owned policies
o FMC-owned policies

o ACIl-owned policies

« Convenient for network (ACI) and firewall engineers

Cisco Secure Workload And Cisco Secure Firewall insertion options - Cloud

AWS Centralized East-West Insertion

i VPC Prod VPC Shared VPC EW
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[ Prodworkioadss | Cloud Wrokioads || SRR :
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! East-West Inter-VPC to Security VPC
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©
L

Figure 22.
Network microsegmentation for cloud agentless workloads with centralized/Hub VPC secure firewall deployment on AWS

« Reasonable segmentation
o Full flow visibility with Virtual Private Cloud (VPC) flow logs and NSEL

o |ntra- and inter-subnet flows

« Protection at the network level
o |nter-VPC / inter-subnet

o App-App and External-App

e FMC policy dual management
o East-West (Secure Workload +FMC)

o North-South - Ingress/Egress (FMC)

« Suitable for network/firewall engineers
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Amazon Web Services (AWS) Distributed East-West Insertion
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Figure 23.
Network microsegmentation for cloud agentless workloads with distributed VPC secure firewall deployment on AWS

Reasonable segmentation

Full flow visibility with VPC flow logs and NSEL

o |ntra- and inter-subnet flows

Protection at the network level

o |ntra-VPC / inter-subnet

o App-App and External-App

FMC policy dual management
o East-West (Secure Workload + FMC)

o North-South - Ingress/Egress (FMC)

Suitable for network/firewall engineers
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Azure Hub VNet East-West Insertion
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Figure 24.
Network microsegmentation for cloud agentless workloads with centralized/Hub VNet secure firewall deployment on Azure

o Acceptable for fine-grained segmentation

o Azure Usage Data Record (UDR)
o Full flow visibility with Network Security Group (NSG) flow logs and NSEL

o Intra- and inter-subnet flows

» Protection at the network level
° Intra-VNet
o Intra-Subnet (App-App)
o Inter-subnet (App-App)
° Inter-VNet

° Inter-subnet (App-App and External-App)

e FMC policy dual management
o East-West (Secure Workload + FMC)

o North-South - Ingress/Egress (FMC)

« Suitable for network/firewall engineers
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Google Cloud Platform (GCP) Hub VPC East-West Insertion
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Figure 25.
Network microsegmentation for cloud agentless workloads with centralized/Hub VPC secure firewall deployment on GCP

« Reasonable segmentation

Full flow visibility with VPC flow logs and NSEL

o |ntra- and inter-subnet flows

« Protection at the network level
o Inter-VPC

° Inter-subnet (App-App and External-App)

FMC policy dual management
o East-West (Secure Workload + FMC)

o North-South - Ingress/Egress (FMC)

« Suitable for network/firewall engineers
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Cisco Secure Workload and Cisco Secure Firewall - Virtual patch use case

- Datacenter
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Software package info I =
\ Software package info |\ Agent-Based Workloads )
AN &—{  FEastWest }—» !
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Figure 26.

Secure workload and secure firewall virtual patch high-level architecture
Cisco Secure Workload delivers in-depth visibility of agent-based application workload runtime. Runtime
information retrieved by the agent includes:

¢ Processes running, process snapshots, process tree, and process hash

« Software packages

« Software and kernel package vulnerabilities

Secure Workload can export the vulnerability information from workloads to FMC via the FMC connector. The
FMC administrator can then run Cisco Recommended Rules to get fine-tuned Intrusion Prevention System (IPS)
policies for applying a virtual patch in cases where there are important vulnerabilities in the environment that
cannot be patched right away.

Vulnerabilities export

FMC connector manages both use cases (microsegmentation and virtual patching). The virtual patch use case
has its own tab where all relevant virtual patch rules are created.
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FMC Virtual Patch

Settings Segmentation Virtual Patching Event Log
© Enter attributes... X

Virtual Patch Rule

Rules + Add Workloads with Published CVEs ¢ Refresh
Q Filter Workload f—

Sales Web App @ Sales Web  Dec 22 2023 03:25:36 pm (CET) fiter Workloads ;

Used in Vitual Patching Rule Sales Web App Rules 1, Workloads 1 CVE List

 Application = Sales-Web and CVE Scorev3 >8
Rule Name 1| Workload Name 1! Exported

Sales Web App Sales-Web CVEs List =

20 v | perpage n

Figure 27.
FMC Connector virtual patch use case

To export vulnerability information from agent-based workloads, a virtual patch rule is required. The virtual
patch rule consists of two elements:

e Host query: The host selector component to specify which workloads to export vulnerabilities from.

e CVE query: Query to specify the CVE selector for the workloads.

Create a Virtual Patching Rule Create a Virtual Patching Rule
© oeine 2 Summary 1) Define © summary
. Rule Name: Filter Name:
Rule Name | Description symfony-app Datacenter
symfony-app Description Query
Host Quel Selected Filter ® Datacenter
Select Existing Filter @ il s Location = Datacenter and CVE Score v3 >9
@ Datacenter v X [ Use Filter as Host Query @ Workloads @ | CVEs
Query: [TE e A score 2 Workload and CVE Details Summary  ketor(v2)  Accoss Comploxity (v2)
. . CVE-2023-21708 98 CRITICAL
A Virtual Patching Filter will be automatically created based on the following combined Query format:
Host Query CVE Query CVE-2021-44790 7.5 9.8 HIGH CRITICAL NETWORK Low
©  location - Datacenter X O | CVEScorevd > 9 X+ Concel vz 75 . i f— Nemvonk won
o . CVE Query Options
B ) ) Properties that can be filtered Query Op! CVE-2021-43215 6.8 9.8 MEDIUM CRITICAL NETWORK MEDIUM
A preview of matching Workload and € ite
CVE Score v2 Common Vulnerability Scoring CVE-2022-30136 10 98 HIGH CRITICAL NETWORK Low
System (CVSS) v2
Access Vector (CVSS v2) NETWORK, ADJACENT_NETWORK
or LOCAL Cancel Previous
Access Complexity (CVSS v2) LOW, MEDIUM or HIGH
CVE Score v3 Common Vulnerability Scoring
System (CVSS) v3
Attack Vector (CVSS v3) NETWORK, ADJACENT_NETWORK,
LOCAL or PHYSICAL
Attack Complexity (CVSS v3) LOW or HIGH

Attack Privileges Required (CVSS  NONE, LOW or HIGH

Figure 28.
Virtual patch rule definition

FMC Vulnerability import/visibility

Secure Workload will export vulnerability information to the Third-Party Vulnerabilities tab on FMC. This
information is useful for FMC admins and SecOps operators, so they have visibility into the current hygiene of
workloads.

For CVEs that have a Snort signature or signatures (SnortID) available, the CVE-to-SnortID mapping will be
shown.
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\Vulnerabilities by Source (e werson

No Search Constraints (Edit Search)
Third-Party Vulnerabilities Summary Third-Party Vulnerabilities Details Table View of Third-Party Vulnerabilities Hosts

CVE-to-SnortID Mapping
Jump to.
Vulnerability Source X Vulnerability ID x + IP Address X Port X  BugtraqID X CVEID X SVID x Snort ID x Title x Description X Domain x

v C 6 1-7. 1 Q 2000012 £3192.168.19.20 2018-25032 2018-25032 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
4 C 1-7. 1 W 2000011 3 192.168.19.20 2023-25690 13499 62297 2023-25690 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v CSWf: b~ 1-7 1 @ 2000010 £1192.168.19.20 2022-1271 12936 60757, 60758, 300301 2022-1271 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v CSW/fabee20b-2466-00ac-cd81-72be2b38c0df| 1 vé 2000009 £ 192.168.19.20 2022-41903 2022-41903 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v CSW|f: b- 1-7 1 W 2000008 £1192.168.19.20 2022-23521 2022-23521 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v cswi 1-7. 1 ¥ 2000007 0 192.168.19.20 2023-38408 2023-38408 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v C i b- 6 Ll 1 ‘& 2000006 £3192.168.19.20 2022-40674 2022-40674 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v CSWIfabee20b-2466-00ac-cd81-72be2b38c0df|1 @ 2000005 2192.168.19.20 2022-2526 2022-2526 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v cswif: b~ 1-7 1 @ 2000004 £1192.168.19.20 2021-3656 2021-3656 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v CSW|fabee20b-2466-00ac-cd81-72be2b38¢0df| 1 v} 2000003 3 192.168.19.20 2021-3653 2021-3653 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v C 1-72be2b38c0d!|1 \é 2000002 £3192.168.19.20 2022-42898 2022-42898 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v CSW|fabe b~ 1-7: 1 & 2000001 3 192.168.19.20 2022-24903 2022-24903 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge
v Cswf: b~ 1-7 1 @ 2000000 £1192.168.19.20 2023-0767 2023-0767 CSW-3.9.1.1, 20240117134505Z Global \ DC-NS-Edge

Figure 29.
Exported Vulnerabilities from Secure Workload to FMC

Cisco recommendations for fine-Tuned IPS policies

With the CVE intelligence exported from Secure Workload to FMC, automatic discovery of Snort signatures to
mitigate the applicable CVEs on the workloads, can now be applied.

Cisco Recommended Rules must be run (previously known as Firepower Recommendations).
There are two main approaches to discover Snort signatures that are applicable to CVEs:

« No rules active: By selecting “no rules active,” no preconfigured Snort signatures will be enabled on the
IPS policy. Use this option if a fine-tuned IPS policy is required and only the Snort signatures that have a
CVE mapped to them are required.

« Selected base policy: By selecting this option, a preconfigured “base policy” such as the Cisco default
ones (e.g. Connectivity Over Security, Balanced Security and Connectivity, Maximum Detection) or a
custom defined one. This option is useful when fine-tuned Snort signatures are not required but are
preferrable to have coverage for both base policy Snort rules as well as those identified by the Cisco
Recommended Rules.

Recommendations @
Firepower recommends 2 rules state settings for 1 netwo

Recommended Rules N Ruea

No rules active

v [rs

Running Cisco

Recommendations to oo

11ue Presets: A

Rule Detalls

Generated on 2024-01-24 07:16:25 EST

Block (1) | Disabled (0

v 1:300301 [5  FILE-OTHER GNU g2ip zgrep arbitrary fle write

fo, or Rule Message

Rule Action ©

Back To Top

C Refresh  # Edit X Do Not Use

Discovered Snort
Signatures to Patch
Vulnerabilities

v © Recommendations OtherMalicious Fiie

L]

Cisco Recommended Rules

discover Snort Signatures

Security Level (Click to select) alert file ( msg:"FILE-OTHER GNU gzip zgrep arbitrary file write attempt”; fle_data; content:*|1F 8B|" depth 2; content"|08 08|" within 2; content:*|0A|"within 20
content "|OAI" within 20; pore:/"\x1AX8D. {8}{"\x00]*\x0a[\x00]*\x0alis"; metadata:policy max-detect-ips drop,policy security-ips drop; reference:cve, 2022-1271

classtype-attempted-user; gid:1; sid:300301; rev:1; )

Accept Recommendation to Disable Rules @

v 1:62007 [5  SERVER-APACHE Apache HTTP Server request.. @ v © Recommendations Apache,Exploit Public-Facin... B W

pioying alert tep SEXTERNAL_NET any -> SHOME_NET $HTTP_PORTS ( msg:"SERVER-APACHE Apache HTTP Server request smuggling attempt”; low:to_server established.
http_uri; content:“|20|HTTP/1.1/0D OAI" fast_pattern,nocase; content*|0D 0A 0D OAI"; pere:*/\x20HTTP\x2f1\x2e1\r\n.+\\n\r\n(GET|POST)/is"; metadata:policy max-
detect-ips drop; service:http; refer 023-25690; reference:url github. VE- POC; classtypezattemp gid:1; 5id62297;
rev1;)

Protected Networks @

Sales-Web-Front-End v] [(Add+ ]

Sales-Web-Front-End x

Figure 30.
Discovering snort signatures with Cisco recommended rules

Apply virtual patch

To apply the compensating control (virtual patch) for vulnerable workload traffic flows, it is required to modify or
create an Access Control Rule in the Access Control Policies and to add the Intrusion Policy capability by
selecting the virtual patch IPS policy.
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Figure 31.
Applying virtual patch to access control rule

Cisco Secure Workload and Cisco Secure Firewall - Rapid threat containment

use case

The Rapid Threat Containment use case between Secure Workload and Secure Firewall enables network
security and network operators to quickly identify and quarantine compromised workloads due to a detected
anomalous behavior such as a malware event, intrusion event, or a correlation event.

This process consists of four steps:

« Anomalous workload behavior: An agent or agentless workload changes its behavior and generates

anomalous or malicious traffic.

o Secure firewall detection Secure Firewall will detect the change in behavior and block the traffic flow if
configured. An event is then sent to FMC with the workload’s details.

o FMC orchestration: A preconfigured FMC correlation policy will track the change in behavior conditions
and will orchestrate the response via API to Secure Workload.

e Secure workload policy: A predefined policy containing the quarantine attribute/label, which updates
automatically via FMC, will propagate the policy through different enforcement points such as an agent
within host-based firewalls or agentless with Secure Firewall to contain lateral movement and any

malicious activity propagation.
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Figure 32.

Rapid threat containment with secure workload and secure firewall

FMC Remediation module for secure workload

FMC Remediation Module for Secure Workload automates responses based on anomalous or malicious
behaviors observed in network traffic flows or endpoints.

The package needs to be downloaded and uploaded to FMC, and requires some minimal configuration such as
the Secure Workload Cluster IP, Root Scope, and the API Key for FMC. The only permission that is required is

for “User Data Upload” in Secure Workload.
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https://software.cisco.com/download/home/286259687/type/286311510/release/Tetration

Edit Instance

Instance Name

CSW_FMC_RM_NS

Module Secure Workload / Secure Firewall Remediation Module(v1.0.3)
) CSW FMC Remediation M/odule NS
Description
Secure Workload IP | 172.29.0.11 Secure Workload
Remediation Module
Scope(must be root scope,
e.g. Default) Root
APl key | T

Retype to confirm

API secret

Retype to confirm

Cance |

Configured Remediations
Quarantine or Un-
Quarantine capabilities

Remediation Name Remediation Type D

workload-quarantine-ns Quarantine an IP on Secure Workload rd

Add a new remediation of type | Quarantine an IP on Secure Wor v m

Figure 33.
FMC Remediation Module for Secure Workload

Correlation rules definition

Correlation Rules are a set of define events or signals that FMC must track in order to be triggered. Complex
conditions can be built by leveraging the “AND” / “OR” operators for the rules.

Policy Management Rule Management Allow List Traffic Profiles

Rule Information

Rule Name | user-workload-remediation-netwc
Rule Description

Definition of
Events

Rule Group | workload-remediation

Select the type of event for this rule

If | aMalware event occurs v || by network-based malware dete v = and it meets the following conditions:

id condition Add complex condition

Definition of

W | 10C Tag v |is v | Set v Conditions
Add condition | [ Add complex condition
W | Receiving IP v| | isin v || 192.168.25.0/24

AND v _

¥ | Sending IP v| [isin v ]| [ 192.168.25.0/24

OR ~
W | Receiving IP v isin v 192.168.29.0/24
v Sending IP v isin v 192.168.29.0/24

Figure 34.

Correlation rules definitions

Correlation policy rules and response

After defining the correlation rules, the rules are grouped together into a Correlation Policy where each rule is
assigned a priority and a response.
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Correlation Policy Information o Ea

Policy Name | workload-remediation-ns

Defaut Priorty | None
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Figure 35.
Correlation policy and assigned responses

Remediation module and correlation policies events workflow

If a Correlation Rule condition is met, this will trigger the Correlation Policy

« Correlation rule condition: If a condition is met, this will trigger the Correlation Policy.

o Correlation policy: The Correlation Policy will initiate the response.

« Remediation module: The Remediation Module is instrumental to orchestrate the response to external
systems, in this case Secure Workload. It will automatically send the affected workload or endpoint IPs

to Secure Workload via API for later consumption in the segmentation policies.

Expand

il Firepower Management Center o ., anaysis  Poicies  Devices  Objects  AMP Depoy Q42 £+ @ DC-Noth-Soutr
Bookmark This Page | Report
03 3-02 10:2
No Search Constraints (Edit Search)
Correlation Events
Correlation Event
Sump to. Triggered
Source
o Timex Sourco P x DestnationtPx | Source User x Port/ . DestnallonPort/ . poscrptonx
Type
2023-03-02 10:16:04 ©J192.168.29.30 (3 192.168.10.11  Q Discovered Identities\bob (LDAP) 53434 /tcp 445 (microsoft-ds) / tcp  Malware: Threat Detected in Network File Transfer, N/A, 192.168.29.30 -> 192.168.10.11, File: Public\malware.

Figure 36.
Correlation event triggered

L Firepower Ma”a,gf?me”‘ Center  geniew  Analysis Policies Devices  Objects  AMP
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1 2023
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Jump to
 Time x Remediation Name x Policy x Rule x Result Message X Domain x
v 2023-03-02 10:16:04 qQ Successful completion of remediation Global \ DC-North-South

Remediation module response triggered
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Secure workload guardrail policy
Secure Workload uses human intent-based policy to define policy guardrails. These can easily be crafted with
labels, which are used for context to automatically discover workloads and reduce the attack surface.

This integration can be used for the following use cases:

e Quarantine workloads: Block access to agent or agentless workloads with anomalous/malicious
behaviors.

e Deny access to compromised users/Endpoints: Block access to compromised users or endpoints to
applications on-premises or in multicloud environments.

Guardrail Policies at
Datacenter Level
< Workspaces datacenter policies v PRIMARY Version0 \/  View Version History [ Automatically Discover Policie:
Matching Inventories @) Policies @ Filters @) Conversations Provided Services & Policy Analysis E Status (o |3
2 5 Attribute to identify
¢ | = | © Filter Policies x [ RunQuick Analysis | (I ] a e anomalous/malicious workloads
Absolute and Default Policies @) | Catch All | @ ALLOW \ Grouped @ | Ungrouped
Filter Filter Actions Query Scope
Y Rank T} Priority 11 Action 1} Consumer 1! Provider 1} Proto | Q ine_\ _and_| i ’ % quarantine = yes Root
Absolute 50 CSW-SBG-Org:DM; & Root: CSW-SBG-Org:C TGP
View Filter Detai
Absolute 90 ® CVE-2021-44228-10C- Root : Internet TcP
Senices@)  Pods@  Workloads @  IP Addresses @
Absolute 20 @ CVE Score > 9.5 Root : Internet TCcP —
2 of 2 inventory
Absolute 90 Root : Contractors Datacenter-SJC: Sh:  TCP
Absoite 90 Root : Contractors Datacenter-SJC :Sh  TCF Y | Mestmemel} i i o
== > TME-CSW-ALICE.tme-csw.lab 192.168.25.31 WInNT
Absolute 90 ® Production-Scope ® Development-Scope CF
TME-CSW-BOB.tme-csw.lab 192.168.29.30 WinNT
Absolute 90 Root : Contractors ® PCI-DSS-Workloads cP
Absolute % ® Quarantine_Workloads_i @ Datacenter 7cp | Rowsperpage[20 v
Rows pacpage [ 20 v Policy to contain quarantine workloads
Figure 38.

Guardrail policies on secure workload

FAQs

o What happens if | have a mix of agent and agentless workloads behind the firewall mapped to the FMC
Connector?

o The use case for Secure Workload and Secure Firewall integration is to protect agentless workloads.
However, if there is a mix of agent and agentless workloads behind the firewall the solution will still
work. The main difference is that rules from agent-based workloads (which are enforcing policies
using the native host OS firewall) will be pushed to the FMC Access Control Policy (ACP) as well. This
is a byproduct of Secure Workload’s hierarchical policy model.

e Can | map more than one Scope to an ACP?

> No. Only one Scope can be mapped to one ACP.

« | want to enable Layer 7 capabilities and other FMC functionalities to the Secure Workload controlled
rules. Can | do that?

> No. Secure Workload rules are orchestrated from Secure Workload and no modification should be
done to them. While it is possible to add FMC functionalities, this is not advisable and not supported.
At the time of this writing the use case is to provide east-west microsegmentation with L3/L4
policies.
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« How can | have dual management of policies (Secure Workload owned and FMC owned)?

o Secure Workload has the capability to honor existing rules (merge) on FMC. Dual management is
achieved by choosing to place Secure Workload rules either on top or bottom of existing ones. After
this is done, the rule ordering must be kept to preserve policy authoring from FMC and Secure
Workload. If a rule is misplaced (out the intended order), Secure Workload will override the change
and return the policies back to the original state.

o What happens if a rule owned by Secure Workload is modified?

o Secure Workload will override the change and return it to the original state.

« Which FMC versions are supported?
o To leverage dynamic objects any version above 7.0.1 is supported.
o To leverage Virtual Patch any version starting with 7.2 is supported.

o Current qualified releases by engineering includes 7.0.1 and 7.2.5
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