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Эволюция модели сетевой безопасности
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Cisco ISE and Anyconnect

ACCESS POLICY

WHO

WHAT

HOW

WHEN

WHERE

HEALTH

THREATS

CISCO ISE

CVSS Partner Eco System

PxGRID
& APIs

Cisco ISE

Context aware policy service, 
to control access and threat 
across wired, wireless and 
VPN networks

Cisco Anyconnect

Supplicant for wired, wireless 
and VPN access. Services 
include: Posture assessment, 
Malware protection, Web 
security, MAC Security, 
Network visibility and more.

SIEM, MDM, NBA, IPS, IPAM, etc.

WIRED WIRELESS VPN

Role-based Access Control | Guest Access | BYOD | Secure Access

FOR ENDPOINTS FOR NETWORK



Managing policy based on ‘Trust’
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Improved Visibility and Decision
Software-Defined Segmentation,

Service Access & Entitlement

Location-Free App/Service

Access

Vulnerability

Threats
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Behavior
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User-Groups Device-type

CISCO IDENTITY SERVICES ENGINE

Connecting Trusted Users and Devices to Trusted Services



Rapid Threat 

Containment

Always-on Policy 

Compliance

Guest Access

Simplified Firewall Rule 

management with TrustSec

Risk Level Policy

Enforcement

Visibility

ISE Use Cases
The competitive advantages are built-in!

Showing customers who and what is on their network and to share with FMC and 

Stealthwatch for better threat and behavioral clarity 

When there is a security outbreak customers have one button to push to activate 

different policies network-wide – using software-defined segmentation

The number and complications of firewall rule can be reduced up to 80% which reduces 

errors and costs

Assurance that your network, devices and their behaviors are compliant with company 

and regulatory compliance requirements

Stop threats anywhere in the network from one console

Easily create segments on the network and NGFW to increase protection and reduce 

malware proliferation. 

-Defined Segmentation

TrustSec Software-Defined

Segmentation

Ecosystem Integration
One framework to integrate different security products, share intel, see threats faster and 

take an action from the customer’s preferred product, such as FMC or Splunk.

Next Gen Access Control Control access to network and resources based on context for more accurate access 

policy options and enforcement
















































































































