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cisco Network' | M SF . Q| 2=arch cantboznt

Network-wide Clients s+ forthe iastwsek + 1786 TB (L 79278 199478}
1 &

Switch
120Gt

Whisloes 23653 ]

Systems manager 04 G| J

oGS :

Phones s 17 Sw 6 Seo e S020 S 21 S0z Sep 2

Organization Polity » | | Sseich dunts * 2413 client devices

Help =} Status  Description Lastscen Usage ¥ o8 v address
= B} v Corel Sep2i1I:  B2rTH Mt 172311254
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Applications  *

iiid

Molpad'z s

Status:
SSID
Access point
Splash;
Signal:

Device type:
Capabilites:

F associated since Oct 03 13:51
GCISD4PAD

BCE-RM-I5

NA

m——  18dB (channel 161)

Apple iPad wm
802.11n- 2.4 and § GHz details »

evantiog packeicapture add noie

Illll.]ll
cisco

Usage  for the last week +

é);}\

378GB (L 387GB 1 109.8 MB}

HMRS|

nomai «
unlimited
0 ndes
O rules
0 ndes

Bandwidth:

Layer 3 firewall
Layer 7 firewall
Traffic shaping:

show detalls »

Sen 28

Network
IPv4 address:

thB address (Ink-docal)  1e80:0.0,0.84f4cb7:6462.daf
C address.

10.108.64. 188

84:29.99.26.ec:0d

ot o3

Ping ®

Loss rate’ —
Average latency —
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Applications

90 ms|
20 ms|
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2016 Clsco andorits affiliates. Allrights resernved. Clsco Confidantial
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Ports

Configure ports on this switch

9

13 15 17 19 21 23 25 21 ¥ 3 3B B I P M 48 H 4

A e Yo Tl T T W e T TS T
el veveeey e EREE RN N

8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 49 50 52

Show port list »
Live tools

Ping
Cable test
Forwarding table
Cycle port
Wake client
Throughput

Blink LEDs

atfran]n
Cisco

Cable test @
Warning: this test will disrupt traffic to 100 or 10 Mbit devices.

S

Ports (eg. 1or1230r1-3). 5 >
Access point:
Port4 Linkspeed Length(+3m) Status Pair1 Pair2 Pair3 Pair4
Interface:
5 1Gfdx 189 m OK ok ok ok ok
Output:

Duration (secs):

Ignore:

Filter expression:

Packet ca PIUre  for access points ~

All Access Points  x

Wired v

View output below \

60

broadcast packets multicast packets

clear output or | Start capture
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® connected
® not asscciated
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CisKoSE_Damo v|[ENLan ¥

Network-wide Mew in Dashboard: 4 brand new loak for switches. Read more.

Security appliance . )
I Site-to-site VPN

Switch Type @ o
Help Do not participate in site-to-site VPN.
Hub (Mesh)

1= Spoke

Establish VPN tunnels with all hubs and dependent spokes. [

Establish VPN tunnels with selected hubs.

s .
cisco Meraki

wifrar]n
Clsco

Nat rk Aok
1 Security appliance

Switch

Help

CasHoSE_Demo T |[ENlab ¥

New in Dashboand: 4 brand new fook for swiches. Read more.

Site-to-site VPN

Type & e
Cio not participate in site-to-site VPN

Hub (Mash)
Establish VPN tunnels with all hubs and dependent spakes,

® Spoke
Establish WFN tunnels with selected hubs.

Hubs &

#  Name D;::g‘ Actions
' Busan -
Lecal networks Name Subnet  Use VPN

Main subnet 192.168.111.0/24 |no v
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Security Cameras with
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LAN =
Secure
N
i | Current

wifran]n
cisco

Cloud License +
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MRAIZIZE / 11dc wave2 &Kl

Indoor . MR18 MR32Q

AP M ET
2 Stream Triple-Radio 2 Stream Triple-Radio
802.11a/b/g/n 802.11ac
600 Mbit's 1.2 Gbit/s

Outdoor ~ MR62 - MR66

AP X E& = .
Single-Radio Dual-Radio
802.11b/g/n 802.11a/b/g/n
300 Mbit/s 600 Mbit/s

N
cisco

NEW

MR426)

3 Stream Triple-Radio
802.11ac Wave 2
1.75 Gbit/s

MR728

2 Stream Triple-Radio
802.11ac
1.2 Gbit/s

802511 acAl-=FAR
NEW

MR52 &
MR53

4 Stream 4-Radio
802.11ac Wave 2
160 MHz / mGig (MR53)

MR84 @&

4 Stream 3-Radio
802.11ac Wave 2
160 MHz / mGig
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Protocol Destination Pod  Comment
Local LAN Amy  Wiireless clients accessang LAN
Ary  Default rie 1

# Policy

b v Any

Miew Aoy Any
mweall rule
L =~

Actions

Doty verace repeat cate

& Policy Application

Deny

@ cdim o
r018) B
1745 082317018

5P

® connected
not asscciated

Google
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Firewall
Users Unique features throughput
Small branch
‘, l MX64/W ~50 — 802.11ac Wireless (MX64W) 250 Mbps
 EE— .
— 802.11ac Wireless (MX65W)

U AR ol -
e nmmmmmmm s

Built-in PoE+ (2 ports)

I -—--I MX65/W
SEHXA

TEL _.s=mEERE = MX84 ~200 — Gigabit uplinks 500 Mbps
Tl _.xmBEEEE = MX100 ~500 — Gigabit uplinks 750 Mbps

Large branch / campus

High-speed uplinks

MX400 ~2,000 — Built-in redundancy 1 Gbps
— Modular interface
— High-speed uplinks

MX600 ~10,000 — Built-in redundancy 1 Gbps

Modular interface

Teleworker

|==—— Z1

1-5 users

Dual-radio wireless

FW throughput: 50 Mbps

R W &S50




Hetd| UTM JIS =2

MXAIRI = 1

4 A
WAN 1 : WAN 2
R PR HOLE VPN B 2 (active) HOL= VPN H 2 (active)
Slte to-site VPN Latency / loss > threshold Latency / loss < threshold
Type @ ® Of i §

Do not participate in site-to-site VPN.

© Hub (Mesh)
Establish VPN tunnels with all hubs and dependent spokes

© Spoke

Establish VPN tunnels with selected hubs.

Uplink configuration
# Policy Application l
1 Deny | Peer-to-peer (P2P) = ] | All Peer-ta-peer (P2P) 4 | Tt X WAN 1 T
down (Mbis)| 500 -
2 Deny [ Caming 3 (Zma ™) $¥ I ¢y Traffic shaping rules
Sl s up (Mhv's) 500 |
MY | Social web & photo sharing % | | MySpace = 2 X :
WAN 2 2 Gbps oty Plle 1 o
Category filtering Definition
Cellular unlimited This rule will be enforced on Youfube ] | Add+

@ raffic matching any of these
SXPESSIONS

N, - it it [Ehaneaa k.
2 Mbps

Blocked website categories [hhused Drugs x] [ Adult and Pornography X]

R [Gamhling x][MaIware Sites x] [ Games x]

clt SPAM URLs x
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Port configurations Power supplies & fans
Layer 2 Access

- Integrated power & fans

wesennanl

MS220 family 8, 24, 48 port models

— Power redundancy w/ RPS 2300

Feature highlights

Gigabit SFP uplinks

Virtual stacking

Layer 3 Access

Dual hot-swappable power supplies

R S e MS320 family 24, 48 port models

Fans integrated into power supplies

 ————— Dual hot-swappable power supplies

MS350 family 24, 28 port models

Dual field-replaceable fans

10 Gb SFP+ uplinks

Virtual stacking

10 Gb SFP+ uplinks

Virtual and physical stacking

Layer 3 Aggregation

Dual hot-swappable power supplies

MS410 family 16, 32 port models

Dual field-replaceable fans

Dual hot swappable power supplies

R MS425 family 16, 32 port models

Four field-replaceable fans
al
Cisvw

Gigabit SFP interfaces

10 Gb SFP+ uplinks

Virtual and physical stacking
10G SFP+ Interfaces

40 gigabit QSFP+ uplinks

Virtual and physical stacking
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Time display:

24 Hour
0:00 100 8:00

AMMPM
12:00

1600

16:00

: 2000 6

Packet CAptNE” for switches -

Switch:

Ports: 1

Output:
Duration (secs):

‘erbosity: | L
Ignore: [

Filter expression:

185 Kbps (150 Kbps

clear output or Start capture

192 Kbps (18.9 Kbps

156 Kbps (14 4 Kbps |

Current traffic Sent | Re
195 Kbps (191 Kbps |
34.4 Kbps (14.8 Kbps |

Q@
3
4

13 15 17 19 21 23
14 16 18 20
Total RSTP
Recsived bytes state PoE usage
416bps 1) 4561 MB Forwarding 9.4 W (Aavertised 30V
19.8 Kbps 1) ©26.5MB Forwarding 10 W (Advertised 30 W)
5 35Kbps 1) 4223MB Forwarding 10.1 W (Advertisad 30 W)
( 237bps 1) 3BSEMB Forwarding 93W !
12Kbps 1) 4153MB Forwarding 9.9 W [Advertised 18

2 24 25 26 27 28

CDPILLDP
M BO7APDI-PO-E
GO7AD2182-N2
GO7AOB2NZ

i ROTAPO4-PO-E
GO7ADSIAR-N2
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HZHI 2 AN End-to-End © REQL

MX400 (FEEEER e I 2E MX400
MS425 ) MS425
"

MS350 MS350
MR32 MR32
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q ‘ Systems Manager
Cloud Based Enterprise Mobility Management | 15 00
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Swatchport 7 has reported o cable oo

Tre Maraki Tear

Py o
cisco’ METraki weowes: fummwas s
5 i
Nmmfwob:; \\
SECURITY APPLIANGE v} Svéraen -
e [ ———
SWITCH ,','
) - ~8
v~ /e
WIRELESS Y
v,-"l e
/ 3
SYSTEM MANAGER /[ .\,:_-:—:
/ N R
/A N
— =

ORGANIZATION & - If fb:

— alvaln, |
ol Meraki s sswss —
N SN 34T, SETWEEN 569 AND 769 P5T
secumity =
CLICK HERE TO RESCHEDULE
- —
SR A A
ORGANZATION - i\ W\
= :,_ —N '\;/ \_: Ji——
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Traffic shaping rules

| < ) A G i e W G )
e Rule #1
meraki > Definition e
Tl ol il besemkicoa e YouTube X | Add+
% ACCOUNTING traffic malching any of the:
i eXpressions
'I Bandwidth limit | Choese a limit

2 Mbps

sLow CEOS TPAD
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— ) - ' Meraki MV
REMOTE VIDEO
ACCESS 2:00 PM
/'\‘ SCENE BEING ~
ﬁ RECORDED
s see® —j]||'—7|— CCL* 7:;:\ / Q a
— il SN |
LOCAL VIDEO *\ A xi
ACCESS
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