ST>RT FirePOWER AlH|AZE ZEStotb Cisco ASA

Simple Secure Smart

s ——————

ASA 506X AR = ASA 5508.X

s ——]

ASA 5506W-X Jili fecn ASA5516-X

O] EtAE 7t0|=0f et ASAE ZHHBHA

2X5td = ASHCH

PCZ ASA0| 9Z

l'lllll'l B ASDM %]
E AsA 114
CISCO. °



[l o= Asao oz

1-1 [ RSIEENG|

PCZ ASAO| 217

T =——— © =z un ociu Aojze
= q o ASA°| o|C{4l ZE 1%Ho|
@m E. eiZsta, Ao|gel 2

K2 AIRS| YA Of2fol e HHIS 2D US| HQIGMAIR
o 2K o AC M2 70|2 (ASA5506-XQ} 20| H|Z)
o O|C{4 Aol 37} * PC

ASAG| 0L = QIZE|0f YUK %X EQIST DHCPE AMSY 4 UEZ PC
2L

1-2 [RERVIEE

i

= Z2 WAN Xx|o| ojcful

T zEol @I,

ASAS| ZE LEDQ}

' WANZE K| 9| O|EHUl ZE
LED7} SAM0| E| AL} A
72tetQlo| LIEHS DY7HK]|
7|CHEILICE =4 LEDE
MEMoz IZEYSS

=
HE 7Hol2S AZotH
Xt R0l AZLIC

© POWER LEDS} STATUS
LED7} £2|E =M4QlX]|
solstct.

POWER LED7} £2|C =AH0|
/B &Ko Mgo| Soje
Z4 L|C}. STATUS LEDZ}
22| =M0| 5 A~
#7| FEHo| ojAo] S S

HA O =2
s=gct.

o|ojgtict.
= =5 O = #m ooy #Hojgs
nl."“.u.‘...' o€ NEuT l ASAOI 0||:_||_-|| EE 2H-|0-||
@[-_iﬁ K. @z, Aolge| e
5 et | e pPCol o|Gul ZEQ
T4 a1zt C}.

O|GYl ZE LED7} SA40
E|7{Lt =AY Zurelo] LiEbg
T7HX] 7| ChLICE A4
LEDE Md2x™o=2

' ASAQ| L E LEDZ2} PCO|

o ==
AELASS 20Ut

9|

OCHAO| A STATUS LED7} £2|E =M0 2 HFYX| LALL S0z HHE ZAS0|= ASAQ|
2 R7| TICHO| MIjRHCHE SSol22 AC T A 0|52 ASAAC T HUEHQb HX &

AC Z2M EO{I CHA| QIZSHAAIQ. DA WO = STATUS LED7} 22|= Moz HijX|

Mo 2 HiEl ZR0= AlAZR GEALE 2[M2H0|H ASSIMAIR.

© 3 O:HAoAM ol Ho|2g AHBH ASA ZELE RJ-45 2| ZEJ} OfL|2} RJ-45

OIEiHl EE71 5/0[0f HLITT. RI-45 O[E/Y EEOIE #37) 04X & Lich

52
M
_',__
olor

FirePOWER AMH|AE Z3HsH Cisco ASA 7HH MX| 710|=



ASDM A x|

A M X o = F—— 1 € [Install ASDM
SDM = | " Launcher]& Z&!gtL|C}|.

%. Cisco ASDM 7.6(1)

il
cisco

B0l W2t 2 ChatARt
LEErELICE

ASAE FM32{H Cisco Adaptive Security Device Manager (ASDM)S A3 A 2.
O|2{st CHAE0| 2t ASAO|A Cisco ASDME CIRZE3st O|E PCO| A X|ghL|Ct.

Rusn Cisc ASDM a5 5 Tava Wels Start application

@Orco u =atoxs
AMlelistl A BAIZO0 IP

9 5| i Securiy Products snd Salu...

}

.clscc Products & Services Training & Events. _7I<__+_ https:ll1 92_1 68-1 _1 %
e L saroian olzist C}2, Enter 7|2
FELL).
: O|2Xto| HEetR X =AY
SeCUth IIlE |> Cl’ OLA-I OXL E 2I5H
Protect vour extended network fram the latestthreats with aur effed |- |- E I_ I_s -I JJ:" | | |- Windows Security X o [OK]E % I EI‘-
LIEFEFL|C ; R
FEFETHT iexplore.exe AI2XF 0|2 4 5 ZEE
I HH O LA = L|C},
The zerver 192.168.1.1 is asking for your user name and 2 :i = I |-
password. The server reports that it is from Authentication.
S —— S o [Continue to this website | -t |
) (not recommended)]= ‘ ‘
= RRI-F
EC R
Cisco ASDM 2 TH{0|x| 7} O ﬁ%%ﬁ’ﬂo
LHEFEFLI T
| QK | Cancel
prppe— — 7] @IRunlg 28ct,
B3, Cisco ASDM 7.6(1) bl Cisco ASDM Launcherg |3t
InstallShield O AF7}

LHEHEfLICF

x|

IRl Cisc ASDM 26 2 Java Wel) SLart Applica ion

Cisco ASDM & H|O|X| 7} LIEILIX| Qo™ Ct28 =0ISIAAIL.

=

- POWER LEDQ} STATUS LED7} &2|E =AHQIX|
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20N BE SN S2ato|AET} HEHBtE 0| YL
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ASDM A x|

5 Cisco ASDM-IDM Launcher - InstallShield Wizard x o [NeXt]% % E! -CIZI'LI E‘}'- i Cisco ASDM-IDM Launcher - InstallShield Wizard * o [FiniSh]% % EI E!‘L.l I:I'-
Welcome to the InstaliShield Wizard for Cisco InstallShield Wizard Completed i
e Lo the Ther Cisco ASDM Launcher7t

L
LHEFEFLICE.
The InstallShield(R) Wizard will install Cisco ASDM-IDM The Installshield Wizard has successfully installed Cisco
Launcher v1.7(0) on your computer,

ASDM-IDM Launcher, Click Finish to exit the wizard.

To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back Cancel = Back Cancel
= =
#3 Cisco ASDM-IDM Launcher - InstallShield Wizard o [Next]E Z=gLICt
Destination Folder it = |
. _ . . . . 712 24X E2HE #Hgstn
Click Next to install to this folder, or didk Change to install to a different folder.
#2289 [Change]E Z&5t1
Install Cisco ASDM-IDM Launcher to: o|=L L A — =
C:¥Program Files (x86)¥Cisco Systems$ASDME change... = Ol-: = xl ié‘; E-I =
Qs 2{Lt MeygtLict
InstallShield |
. PCL Cisco ASDMS AlsH3}7| 9|8t CHS QTARSS XZ80f 3tL|C}.
8 Cisco ASDM-IDM Launcher - InstaliShield Wizard X e [Install]2 Z2|gtLC}. - - B
Ready to Install the P \ a .
sadvte osrem © Microsoft Windows 7, 8:
The wizard is ready to begin installation. .
- Microsoft Internet Explorer
Click Install to begin the installation. - Mozilla Firefox
If you want to review or change any of your installation settings, dick Back. Click Cancel to - GOOgIe Chrome
SR - Java SE Plug-in 7.0 0|4t
e Apple OS X 10.4 0|4t
- Mozilla Firefox
- Apple Safari
- Google Chrome (64H|E H{FOt)
- Java SE Plug-in 7.0 O|4f
InstallShisld - o o
e E ‘ Microsoft Windows 8.1, 102 Al®% £& UEL|ICHSA X|EE A2 OfH).
< Ba Cancel
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O|X| Cisco ASDM LauncherE E£3}| Cisco ASDMS Alsist 4= Q&L L}

@ Cisco ASDM-IDM Launcher v1.7(0)

1 @lokis 228ct.
5L, Cisco ASDM-IDM Launcher At A8t olg 2 ets Bog

Cisco
Zuwoz YHELICH Hot
74 Lt
Device IP Address / Mame: |192.168.1.1 :J 017|- Ll-EI‘H Ll [:l"
Username:
Pazzmard:

[ Reme 1 b uzername of the specified device on thiz computer

[J Run in Demo Mode

Close
]

e [Continue]E Z&!stLC}.

Security Warning

Do vou want to Continue?
The connection to this website is urtrusted.

: ! ! Website: https//192,163.1.1:443 2

Note: The certificate is not valid and cannot be used to verify the identity bf this website
Mare Infarmation

Gontinue Gance|

[E Cannot connect to the ASA FirePOWER module. X o [cancel ] % E' El an;!' Ll EI'-

Cannot connect to the ASA FirePOWER module. Check that itis correctly configured and on the netwark.
It's also possible that the management address is being translated by NAT,
Please verify the IP acidress/Hostname and port.

m ol ASDM 0| LtEbEtLCH,

IP Address:

192.165.12.2 3
Poit:

43

Yz
OCH7 0 A ASA FirePOWER 2E9| IP =AZ Q&siets HAIX|Zt LIEHE A YL|Ct L&
AlZH OPHALS E3) FirePOWER 2E0| IPEAS HZAS 4 AXL|CH

ASA 74

@ wizaras] mi5 zAIZ0IA

C
— VPN Wizards > - - e i |

[Startup Wizard] =S
=
5 |Home High Availability and Scalability Wizard... - == °H_| EI‘.
= £ Device, WER Status | ="e
| Unified Communication Wizard.. e =
& || [ Device Inform ASDM Identity Certificate Wizard Interface Status
G| | Cerersl L Packet Capture Wizard Intertace 1P Add
1
LI Host Name ciscoasa ‘”S‘dz 1;2‘;:%
ASA Version 9601 Device Uptime: 0d Th 37m 10s outside
|| ASDM Version 2601 Device Tope:  ASA 5506
|| Fiewall Mode  Routed Gontext Mode: Single
Environment Status & 0K Total Flash: 8192 MB
| Select an interface to view in
| VPN Summary Traffic Status
TPsec: 0 Clientless SSL VPN 0 #AnyCornect Client: 0 Detsils

Gannections Per Second Usq
2

System Resourcss Status

| | Totsl Memory Usage  Total CPU Usage Core Usage  Detaile

1
| Memory Usage (MB) - e B

3000

“sutside’ Interface Traftic Us|

e | 2000 1000

[Z§ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard % o [MOdifv eXiSting
Stariup Wizard Starting Point (Step 1 of 11} configuration] S

g3si|ct,

©Nextiz 2L

Choose a starting point for the wizard

() Reset configuration to factory defaultc
Gontigure the [P address of the management interface
IP Address:

Subnet Mask: [285.0.00

< Back | Neet> J Finish | Gancel | | Hele
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@ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard

Bagic Configuration (Step 2 of 11)

Enter the host name and the domain name of the A5A. If your Internet Servics Providsr
(ISF) requires that your host usee DHCF, you may need to use the device name
supplied by the ISP as the host name of the ASA

ASA Host Name: [ciscoasa

Domain Name:

Frivileged Mode (Enable) Pazeword

The privileged mode {enable) password i required to administer the ASA using
ASDM ar the Gammand Line krterface (OLD.

[ Charee privileged mode (enable) password
01d Password:
Mevr Password:

Gorfirm New Password

< Bask I Mt > I Einigh | | Cancel | | Hele

isco or - - Startup Wizar
Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - 5t p Wizard X

Startup Wizard Outside Interface Gonfiguration (Step 3 of 11}

Interface Settings [Py Interface Settines

Canfigure the outside interface of the AZA, Check with your 15P to deter mine which
option to use

Iterface Froperties

Interface: GigabitEthernet 1/1 Enable interfacs
Interface Name: autside Security Levek |0

IP Address

(O Use the following IP address

IP Address: Subret Mask

® ike ]

The ASA will cbtain an IP address fom a D zerver. Encure that s DHCP
server is configursd on your corpordte netwark or by your ISP

HCFE

Obtain default routs using DH

O Use PPPOE

The A3A will dtain its 1P address from a PPPGE server i you do net specify an
IP address in next step. Ensure that a PPPGE server is configured by your ISP

< Back | Mext> | Finich | | Cancel | | Help

O Nextl= =8t C)
SAE 0|21} ASAQ =09l
olze eE £ YLt

XS SMS MENSIL|CE.

ASAQ| 9|5 QIE{T0|AE
TABLCH HEYT A4
71Z 2tE FIZo| ASATH
Skt YL TR [Use
DHCPIE weistLict. 7|=
2HE ChAlo] ASAZL
SOt Yot ey 2y
RS THELC

e [Next]&

gzict.

m Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard >

Other Interface Configuration (Step £ of 11)

Confieure the remaining interfaces of the ASA. To confieure an interface. select it in
the list belmy and ¢lick Edit,

Interface Name  Enabl. “jeor P Address Syt
igabitEthermet 171 Yes 0 (DHGF) [l N
igabitEthernet1/3 No
GiigahitEthernst 144 Ho
I Ho
GigabitEthernet 1/6 Mo
GiigabitEthernet 147 Ko
GiigahitFtherrst 145 Ho
Warseemert!/1 Yes

[ Encble traffic between tro or more interfaces mth the same ssowity levels

[[] Enable traffic betmeen two or more hosts connefted to the same interface

< Bask I Mgt > I Einigh | | Cancel | | Hele

[E Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X

Static Routee (Step 5 of 11)
Specify static routes

Filter: @ Hoti O Pvd only O IPY6 only

Netmask/ Metric, Add

Interface [P Address Prefix Gateway IP 4 ° Options
v Edit
Delete

o

<Back | Next> | Einish | | Qancel | | Help

© Nexij=z sxwcL
HESRS o ofaf Cfef
SREI A= ER0= A
Z 2 (Static routes)= X| &

& Bt

FirePOWER AMH|AZ I3l Cisco ASA ZHH MX| 7Ho|=



E Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard x

DHGP Server (Step 6 of 11}

The AS#A can act as a DHGP server and provide IP addresses to the hosts on your
Inside network, To configure @ DHGP server on an interface other than the insids
interface. &o to Configuration > Device Mansgement > DHGP > DHGP Server in the
main ASDM windom

A £nsh e DHEF serveron the inside nledace

DHCP Address Pool

Starting 1P Address | 192168156 Ending 1P Address: | 192.168.1.254

DHCP
DMS Serwer 1 DMS Server 2
WINS Server 1 WINS Server 2
Lease Length sec  Ping Timeout ms
Domain hName:

Enabling auto=configuration causes the DHGP server to automatically configure DS,
WINS and domain name. The values in the fields above take precedence over the
auto-contigured valies.

[ Enable auto-configuration fram interface:

outsi
< Batk I [Next > I Einigh | | Cancel | | Help
@ Cisco ASDM 7.6(1) fer ASA - 192.168.1.1 - Startup Wizard X

Address Translation (NAT/PAT) (Step 7 of 11}

Select Port Aiddress Translation (PAT) to shars a single extermnal IP address for devices
on the inside interface, Gelect Metwork Address Translation (NAT) ta share several
external [P addrecces for devices on the inside interface. Select the first option, if no
address tranzlation is desired between the inside and outside interfaces.

Thiz NAT configuration applies to all the trafiic from the inside interface
to the outside interface.

O No Address Translation

®

(@) Use the IP address on the outside interface
() Spexity an IF address
IP Address:
(D Use Netwark Address Translation (NAT)

TF Address Range

< Baok | Mext> | Finish | Cancel | | Help

© INext]= 2=8tct
ASA7} DHCP MHZ SZtsHH
Stof L LEQIol
SAEQ IPFELAE H3E +

ALt

@ [Use Port Address
Translation (PAT)]2
2Bk,

Chaol L5 HE

ClHfO[AS0f CHsl 2F

QIE{HO|A0] B IP FAE

SRS ot 8RE [Use

Port Address Translation

(PAT)]E MIEHEFLICE W&

OIE{I|0|AS E3) AHAG

Ch=2| HESZ ClHO|A S0

tish ofg] 1o 22 IPFAE

=2838t0 M om [Use Network

Address Translation (NAT)]Z

MERSELIT

@ INext]z 22z

[ Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard b
Startup Wizard

Administrative Access (Step 8 of 11}

Specity the addresses of all hosts or networks, which are allowed to access the ASA
| wusing HTTPS/ASDM, S5H or Telnet.

fdd
Tops erface [P Address papee!
Edit
Dekeic

Enable HTTF server for HTTPS/ASDM ace:

Disabling HTTF server will prevent HTTPS/* acecess to this ASA.

[ Eneble ASDM history metrics

< Back | et > | Einigh Caneel Hele

[E Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard X
ASA FirePOWER Basic Gonfieuration (Step 8 of 11}

Tn order ta establish proper connectivity with the ASA FirsPOWER servics blads, please
enter all necessary information

Motes ASA FirePOWER-related configuration is intended for bootetrapping. Maditying an
existing ASA FirePOWER configuration may lead to undesired results

[Ielect to Bypacs ASA FirePOWER Gonfiguration
Network Settines

P ddress LE

Subnet Mask 2552852560

<Back | Next> | Einish | | Gancel | | Help

FirePOWER A{H| A

A=

ASA ¢

@ [Nextl=

HTTPS/ASDM, SSH E+&=
TelnetE Sl ASAZ &S
5|88 TAE E=
HEHAS XYY &
deLct.

L

@ASA FirePOWER 2 50
H3t IP FAE Qzstch
g =0 7|2 +d0=
“192.168.1.270] A=A g|of

UL

£ =0 7|2 Fd0l=
92.168.1.170| M E|0f
C

2 mghol

=
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[E Cisco ASDM 7.6(1) for ASA - 192.168.1.1 - Startup Wizard %
Startup Wizard

Auto Update Server (Step 10 af 11}

The ASA can be remotely manaeed from an Auto Update Server. This includes automaticall
updating the ASA configuration, ASA image, and ASDM image a5 needed,

[ Enable Auto Undale Tor ASH

Server

Server URL: |hi, A A
“erify server's 551 certificate

User

Specify the usemame and password to login to the auto update server
Uszrhame:
Password: Ganfirm Password:

Device Identity
Specify the device 10 to uniquely identify the ASA
Device ID Type: [==Nore—

Devics I0: Nong

16

< Back I Nt > I Einish | | Cancsl | | Help

[E Cisco ASDM 7.6(1) for ASA - 18216811 - Startup Wizard

Startup Wizard

Startup Wizard Summary (Step 11 of 11)

Vou have completed the Startup Wizard. To send your changes to the AS# . click Finish
If you want to modify any of the data, click Back.

Cenfiguration Summar
Host Name: cizcoasa
Domain Name:

Dutside inter face:

outeide (GigabitEthernet 1/1), Configured as DHGF Glient
Other named interfaces

inside (GigabitEthemet1/2), 192.168.1.1

Mo static routes configured
DHGP Server ig enabled on Ihside interface. Pool : 192.168.1.8 - 192.164.1.284
PAT iz configured on inside interface.

Administrative acoess to the device:
HTTFS/ASDM accese for 102.168.1.0 through inide

ASH Fire POWER,

IP Address: 192168 1.2
Metmask: 255 255,255 0
Gatewsy 192.168.1.1

17
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Cisco ASA 5505 - - Cisco ASA 5506-X 250 Mbps 125 Mbps
Cisco ASA 5510 = = Cisco ASA 5508-X 450 Mbps 250 Mbps
Cisco ASA 5512 300 Mbps 150 Mbps Cisco ASA 5516-X 850 Mbps 450 Mbps
Cisco ASA 5515-X 300 Mbps 250 Mbps Cisco ASA 5516-X 850 Mbps 450 Mbps
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