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C H A P T E R  1
CIMC-3.0(3a) System Testing

• Overview, page 1

• Components, page 2

• Testing Strategy, page 2

Overview
Our testingmainly focuses on identifying the issues and the areas of enhancement for the Japanese environment.

Cisco IntegratedManagement Controller (CIMC) is used for management/monitoring of UCS- C Series Rack
servers.

CIMC provides options like WebGUI, CLI and IPMI for management/monitoring tasks. CIMC runs on a
separate chip on the C-Series servers and thus is able to provide services in case of any major hardware failure
or system crash. CIMC also does user management tasks and supports user access levels of Admin (Full
access), User/Operator (can change host features but not CIMC) and Read Only (can only see information).
CIMC uses IPMI to monitor thermal and voltage sensors in the servers.

CIMC will perform the following server management tasks:

• Power on, power off, power cycle, reset and shut down the server

• Configure the server boot order

• View server properties and sensors

• Manage remote Management

Acronyms

DescriptionAcronym

Hard Disk DriveHDD

Intelligent Platform Management InterfaceIPMI

Integrated Management ControllerIMC

Lightweight Directory Access ProtocolLDAP
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DescriptionAcronym

Network Time ProtocolNTP

Operating SystemOS

Preboot eXecution EnvironmentPXE

Redundant Array of Independent DisksRAID

Simple Network Management ProtocolSNMP

Universal Serial BusUSB

Unified Computing SystemUCS

Virtual DiskVD

Virtual Host Bus AdaptervHBA

Virtual Network Interface CardvNIC

Components
VersionComponent Name

3.0(3a)Cisco Integrated Management Controller(CIMC)

CIMC reduce costs and increase efficiency in managing Cisco standalone server's traditional method of
traversing an entire file system file-by-file. CIMC provide comprehensive visibility andmanagement capabilities
for compute, network, storage, and virtualization. CIMC is useful for initial configuration of the server and
troubleshooting any problems in server operation, however CIMC cannot be used for tasks like deploying an
OS, deploying software patches, install software applications and manage external storage on SAN or NAS.

Testing Strategy
CIMC team validates the functionality on Japanese Environments by integrating with IMC Supervisor

• Validate the CIMC in Windows Server 2012 R2/2016 R2, and Windows 10 Japanese OS

• Integration and Validation of Japanese LDAP Authentication

• Validation of Role Base Access control with Japanese AD

• Validation of User groups Authentication with Japanese AD

• Validation of Storage (RAID, VD) configuration and Input parameters in Japanese environment

• Validation of Network Configuration and input parameters in Japanese environment

• Validation of SNMP

• Validation of Enhanced scheduler capabilities

   CISCO INTEGRATED MANAGEMENT CONTROLLER 3.0(3a) Test Report for Japanese
2

CIMC-3.0(3a) System Testing
Components



• Support for multiple diagnostic images

• Validation of BIOS policy

• Validation of Boot-order policy and Virtual interface card (VIC) configuration policy

• Validation of Disk group policy

• Validation of Intelligent Platform Management Interface (IPMI) over LAN
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C H A P T E R  2
Environment Matrix

• Environment Matrix, page 5

Environment Matrix
Test Setup DetailsComponent

Internet Explorer 11.0Web Browser

Google Chrome 57.0

Mozilla Firefox 52.0

UCS C220 M4Servers

UCS C240 M4

UCS C460 M4

UCS C3160 M4

UCS C3260 M4

Windows 2016/2012 R2 Japanese OS (64 bits)Windows OS

Windows 2010 R2 Japanese OS (64 bits)
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C H A P T E R  3
Test Coverage and Features Tested

• Test Coverage, page 7

• Features Tested, page 7

Test Coverage
Test CoverageCisco Integrated Management ControllerS.No

This test mainly focus on the Validating the
functionality of Cisco IMC

Validating the functionality of Cisco Integrated
Management controller

1

This test focus on the end-to-end solution test
boot order Configuration of CIMC

Validating Boot order configuration of CIMC2

This test focus on the Storage functionality of
CIMC

Validating Storage Functionality support for
CIMC

3

This test focus on the functionality of CIMC
Japanese Active Directory users.

Validating Multi-LDAP4

This test focus on the functionality of Role Based
Access with AD

Validating of Role Base Access control5

This test focus on validating the functionality of
CIMC with Japanese Input

Validating Japanese locale in Cisco IMC6

Features Tested
Following key features are tested during the execution phase

Validating the functionality of CIMC

• Power On the Server

• Power Off the Server
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• Associate the Server

• Disassociate the server

• Ping Details

• Set Time Zone

Validating Network related configuration for CIMC

• Export vNIC

• Import vNIC

• Add vNICs in Host Ethernet Interfaces

• Delete vNICs in Host Ethernet Interfaces

• Clone vNICs in Host Ethernet Interfaces

• Add vHBA in Host Ethernet Interfaces

• Clone vHBA in Host Ethernet Interfaces

• Delete vHBA in Host Ethernet Interfaces

Validating Storage Functionality support in CIMC

• Create Virtual Drive from an Existing Virtual Drive group

• Create RAID Groups

• Modify Drive Security

• Initialize Virtual Drive

• Configure operational Profile for Cisco Flex Flash

• Configure cards for Cisco Flex Flash

• Configure Firmware Mode for Cisco Flex Flash

Launching Remote Management in CIMC

• Launch Java Based KVM console

• Launch HTML Based KVM console

Validating Boot Order in CIMC

• Add Local HDD

• Add PXE Boot

• Modify SAN Boot

• Clone SAN Boot

• Add NVME

• Add USB

• Add SD card
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Validation of SNMP in Japanese environment

• Add User

• Modify User

• Delete User

• Restore Password Expiration Details

Validation of Storage VD configuration and Input parameters in Japanese environment

• Create virtual drive from unused physical drive

• Clear boot drive

• Get storage firmware log

• Delete virtual drive

• Edit virtual drive

Integration and Validation of Japanese LDAP Authentication

• Configuring LDAP Server

• Configuring LDAP Group Authorization

• Delete LDAP Group Authorization

Validating Inventory and Sensors in CIMC

• Power Supplies

• Cisco VIC Adapters

• Dynamic Storage

• LEDs Sensors

Validating power Cap Configuration

• Run Power Characterization

• Power Monitoring

• Configure Suspend Period

Validation of Role Base Access control with Japanese AD

• Read only user

• Normal user

• Admin user

IMC - CIMC Integration Features

• Network Time Protocol (NTP) policy

• IMC network settings policy
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• Network security policy

• Validating Boot order Policy

• Validating Bios Policy
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C H A P T E R  4
CIMC-3.0(3a) Test Results

• Test Results, page 11

Test Results
Validating the functionality of CIMC, on page 11

Validating networking related configuration for CIMC, on page 12

Validating Storage Functionality support in CIMC, on page 12

Launching Remote Management in CIMC, on page 13

Validating Configure Boot Order in CIMC, on page 13

Validation of SNMP in Japanese environment, on page 14

Integration and Validation of Japanese LDAP Authentication, on page 14

Validating Inventory and Sensors in CIMC, on page 14

Validating power Cap Configuration, on page 14

Validation of Role Base Access control with Japanese AD, on page 15

IMC - CIMC Integration Features, on page 15

Validating the functionality of CIMC

StatusDescriptionTitle

PassVerify Power On the Server is done successfullyPower On the Server

PassVerify Power Off the Server is done successfullyPower Off the Server

PassVerify association of the Server done
successfully

Associate the Server

PassVerify disassociation of the Server done
successfully

Disassociate the server

PassVerifying Ping option to ping in a particular IP
address successfully

Ping
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StatusDescriptionTitle

PassVerify Set Time Zone done successfullySet Time Zone

PassVerify Locator LEDs Turn On/Turn OFF
successfully

Locator LEDs

Validating networking related configuration for CIMC

StatusDescriptionTitle

PassVerify Cisco IMC Exports the adapter
configuration as an XML file successfully

Export vNIC

PassVerify Cisco IMC Imports the adapter
configuration as an XML file successfully

Import vNIC

PassVerify vNIC is added in Host Ethernet
successfully

Add vNICs in Host Ethernet
Interfaces

PassVerify vNIC is Deleted in Host Ethernet
successfully

Delete vNICs in Host Ethernet
Interfaces

PassVerify vNIC is Cloned in CIMC successfullyClone vNICs in Host Ethernet
Interfaces

PassVerify vHBA is added in CIMC successfullyAdd vHBA in Host Ethernet
Interfaces

PassVerify vHBA is cloned in CIMC successfullyClone vHBA in Host Ethernet
Interfaces

PassVerify vHBA is Deleted in CIMC successfullyDelete vHBA in Host Ethernet
Interfaces

Validating Storage Functionality support in CIMC

StatusDescriptionTitle

PassVerify Virtual Drive created from
an Existing Virtual drive group
successfully

Create Virtual Drive from an
Existing Virtual Drive group

PassVerify RAID Groups Created in
CIMC successfully

Create RAID Groups

PassVerify Drive Security Modify in
CIMC successfully

Modify Drive Security

PassVerify Virtual Drive initialize in
Cisco IMC successfully

Initialize Virtual Drive
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StatusDescriptionTitle

PassVerify the configuration of
operational Profile for Cisco Flex
Flash successfully

Configure operational Profile for
Cisco Flex Flash

PassVerify Configure cards for Cisco
Flex Flash successfully

Configure cards for Cisco Flex
Flash

PassVerify Configure Firmware Mode
for Cisco Flex Flash successfully

Configure Firmware Mode for
Cisco Flex Flash

Launching Remote Management in CIMC

StatusDescriptionTitle

PassVerify Launch Java from C240
M4, C220 M4, C460 M4, C3260,
and C3160 servers from CIMC
done successfully

Launch Java Based KVM console

PassVerify Launch HTML from C240
M4, C220 M4, C460 M4, C3260,
and C3160 servers from CIMC
done successfully

Launch HTML Based KVM
console

Validating Configure Boot Order in CIMC

StatusDescriptionTitle

PassVerify Add Local HDD are
Configured in BIOS successfully

Add Local HDD

PassVerify Add PXE Boot are
Configured in BIOS successfully

Add PXE Boot

PassVerify Modify SAN Boot are
Configured in BIOS successfully

Modify SAN Boot

PassVerify Clone SAN Boot are
Configured in BIOS successfully

Clone SAN Boot

PassVerify AddNVME are Configured
in BIOS successfully

Add NVME

PassVerify Add card are Configured in
BIOS successfully

Add SD Card
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Validation of SNMP in Japanese environment

StatusDescriptionTitle

PassVerify Add User is created in SNMP successfullyAdd User

PassVerifyModify User is modified in SNMP successfullyModify User

PassVerify Delet User is deleted in SNMP successfullyDelete User

Integration and Validation of Japanese LDAP Authentication

StatusDescriptionTitle

PassVerify pre configure LDAP servers are successfully
created in CIMC

Configure LDAP Server

PassVerify LDAP group Authorization are successfully
created in CIMC

Configure LDAP group
Authorization

PassVerify delete LDAP group authorization are
Successfully done in CIMC

Delete LDAP group Authorization

Validating Inventory and Sensors in CIMC

StatusDescriptionTitle

PassVerify power supplies are successfully created in CIMCPower Supplies

PassVerify Cisco VIC Adapters are successfully created in
CIMC

Cisco VIC Adapters

PassVerify Dynamic Storage are successfully added in
CIMC

Dynamic Storage

PassVerify LEDs Sensors are successfully added in CIMCLEDs Sensors

Validating power Cap Configuration

StatusDescriptionTitle

PassVerify Run Power Characterization
are successfully created in CIMC

Run Power Characterization

PassVerify Power Monitoring are
successfully created in CIMC

Power Monitoring

PassVerify Configure Suspend Period
are Successfully added in CIMC

Configure Suspend Period
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Validation of Role Base Access control with Japanese AD

StatusDescriptionTitle

PassVerify Read only user are
successfully login in CIMC

Read only user

PassVerify Normal user are
successfully login in CIMC

Normal user

PassVerify Admin user are successfully
login in CIMC

Admin user

IMC - CIMC Integration Features

StatusDescriptionTitle

PassVerify NTP policy are successfully
created in IMC-CIMC Supervisor

Network Time Protocol (NTP)
policy

PassVerify IMC network settings policy
are successfully created in
IMC-CIMC Supervisor

IMC network settings policy

PassVerify Network security policy are
successfully added in IMC-CIMC
Supervisor

Network security policy

PassVerify Boot order policy are
successfully added in IMC-CIMC
Supervisor

Validating Boot order policy

PassVerify Bios Policy are successfully
added in IMC-CIMC Supervisor

Validating Bios Policy
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C H A P T E R  5
Open Caveats and Resolved Caveats

• Open Caveats, page 17

• Verified Caveats, page 17

• Caveats Images, page 19

• Related Documentation, page 27

Open Caveats
Regional Specific
issues

Issues DescriptionDefect ID

YesCisco Global Home page gets failed to open by clicking on Cisco
Symbol in CIMC Chrome Browser

CSCve12463

YesAdd tags from created tags were failed to list out in Cisco IMC
Supervisor Rack Servers

CSCve14711

YesHelp page throwing error message in IMC SupervisorCSCve13916

YesValidation require for contact Email in administrationCSCve14271

YesvNIC is not accepting inbound value for Memory Region fieldCSCve00915

YesAdditional Information required in help for vhba and vnicCSCve12381

Verified Caveats
Regional Specific issuesIssues DescriptionDefect ID

YesRequest for drop down list for LDAP is not
validating in CIMC Chrome Browser on C460
server

CSCvd63234
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Regional Specific issuesIssues DescriptionDefect ID

YesSeverity Filter is not performing under faults and
logs in Chassis on C460 server

CSCvd63265

YesRATOV field is not accepting the value in
specified range while adding vHBA on C3260
Server

CSCvd83259

YesRequest for navigating to Fault entries from Alert
option failed in CIMC Chrome Browser

CSCvd63200

YesRequest for select all component option in
Firmware Management failed to enable in CIMC
Chrome Browser

CSCvd73456

YesHome button is failed to get navigate from any
pages to Chassis Summary in CIMC Chrome
Browser

CSCvd87264

YesDefault vlan should throw error message for
character while adding vHBAs in c3260 server
C3260 Server

CSCvd89999

YesvNICs Page is continuously loading in Adapter
Card1

CSCve14694

YesLDAP Tables are overlapped under windows 16
Japanese OS in CIMC

CSCve08276
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Caveats Images
CSCvd63234
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CSCvd63265

CSCvd83259
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CSCvd63200

CSCvd73456
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CSCvd87264

CSCvd89999
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CSCve12463

CSCve14711
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CSCve13916
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CSCve14271

CSCve00915
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CSCve12381

CSCve14694
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CSCve08276

Related Documentation
CIMC Installation and upgrade guide

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C3160/install/C3160.pdf

CIMC User Guide 3.1

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_
C-Series_CLI_Configuration_Guide_for_C3x60_Servers_301.pdf

CIMC Configuration Guide 3.1

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_
C-Series_CLI_Configuration_Guide_for_C3x60_Servers_301.html
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Open Caveats and Resolved Caveats
Related Documentation

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C3160/install/C3160.pdf
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_for_C3x60_Servers_301.pdf
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_for_C3x60_Servers_301.pdf
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_for_C3x60_Servers_301.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/3_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_for_C3x60_Servers_301.html
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