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Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (Pxc024) Category:
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Cipher Suite: TLS ECDHE RSA WITH AES_256 CBC SHA384 (@xc028) 0OS: Windows 10 19041.329
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Secure Firewall Appliances
FTD T% ASA THF|H A8

17-45 Gbps AVCHPS Stand-alone device: One Module:
8- 22.4 Gbps IPSec VPN 12-53 Gbps AVC 30-70 Gbps AVC
10-47 Gbps AVC+IPS 6 24-64 Gbps AVC+IPS
Six node cluster: Six node (2 chassis) cluster:
650 Mbps AVC 1.5-2.2 Gbps AVC Up to 254 Gbps AVC Up to 336 Gbps AVC
650 Mbps AVC+IPS 1.5-2.2 Gbps AVC+IPS 2.3-20 Gbps AVC+IPS Up to 226 Gbps AVC+IPS Up to 307 Gbps AVC+IPS

FPR 9300 Series
e SM-40
3110/20/30/40 SM-48

SM-56

ee 7 S N 1, W e comg B

FPR 2110/20/30/40

FPR 1120/40/50

[ﬁ_m l-'d-;ii
FPR 1010

SMB Branch Mid Data Service
Office Enterprise Center Provider
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Firewall Management Center 7 7 v bR —L—F&

FMC1600 FMC2600 FMC4600 .
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900GB DA N> kX kL — LSTBDANRS R 2Ry 32TBOARY PR pL—y  BAANYFEL0005E
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HAXT Ty (VMware 0 )
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Private Cloud

* FMCv & FTDv
o ESXi 7.0 H7R— hFH

* Cisco HyperFlex, Nutanix Enterprise Cloud,
OpenStack (£ FTD/FMC 7.0 TH /R —

* ASAc Docker containers

afa]n L HyperFlex '

= |vmware g
2P ESXi AKVM
L—1
.-
NUTANI>C openstack.

cisco Hecure

Public Cloud

« FTID ® X b U v 7 &I Azure Application
Insights #/ F3 ] 8¢

* FMCv/FTDv, ASAv |, BEX7F D AWS, Azure [
Z C. Google Could Platform & Oracle Cloud
Infrastructure T4 Y7 R— kA

‘ } ORACLE
CLOUD INFRASTRUCTURE

Google Cloud Platform
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NGFW Performance Estimator
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This tool suggests hardware based on typical traffic and network conditions in a customer environment. Actual performance may vary significantly based on actual traffic

factors. with INLINE pairs. Other modes such as routed, passive and tap will have

s shown are

performance Perform a POV for exact numbers.

used, selected , and other

> Filters - Throughput (1 Gbps), Utilization (40-80%), Network (733.5B Packet Size), Base (AVC), Threat (IPS), Content (URL Filtering), Malware (AMP), TLS (50%), VPN (10%), Clear Text (50%), TLS & VPN
(10%), Operating Systems (Firepower Threat Defense)

Resulting amount will NOT consider any potential performance impact from features like NAT, Logging, NetFlow export, SNMP monitoring and others.

Total Utilization Result (3 Series : 8 Products)

[7] Select All [] Sort by Utilization

Underutilization <40% M Optimal Utilization 40-80% Il Overutilization >80% [l EOS

Select the devices and click on Add te list or Compare (2 devices only).

X—hrLYDH LY

/N— ~ F—HERLLLE D cisco.com 77
h7y FHAE

https://ngfwpe.cisco.com

‘ > Firepower 3100

‘ ~ Firepower 4100

FPR4110-Snort2

55%

.
Quantity: 1
Estimated Logging Volume:

37 GB per day

Total Event Rate:
518 eps

Recommended deployment:
Cloud: Single Secure Event
Connector

On Prem: Single Node

FPR4110-Snort3

66%

o[ ]®
Quantity: 1

Estimated Logging Volume:
56 GB per day

Total Event Rate:
793 eps

Recommended deployment:
Cloud: Single Secure Event
Connector

On Prem: Single Node

FPR4112-Snort2

51%

el]®
Quantity: 1

Estimated Logging Volume:
48 GB per day

Total Event Rate:
676 eps

Recommended deployment:
Cloud: Single Secure Event
Connector

On Prem: Single Node

FPR4112-Snort3

53%

ol ]®
Quantity: 1

Estimated Logging Volume:
63 GB per day

Total Event Rate:
B8T eps

Recommended deployment:
Cloud: Single Secure Event
Connector

On Prem: Single Node

T

S

Firewall Performance Estimator

Home MoreTools * MyLists ™ Useful Links * tatskoba &~ WM Foedback

This tool suggests hardware based on typical traffic and network ina

Ac1ors. shown are

~ Filters

Actual

may vary based on actual traffic composition, policles used, selected features, and other

with INLINE pairs. Other modes such as routed, passive and tap will have different performance impacts. Perform a POV for exact numbers.

Throughput @ MNetwork Profile (Packet Size Mix) @

Small Datasheat

O mbps (D Gbps

733.508 Average Packet Size

Total Utilization % @

Al (0-200)

> Ady d Filters - Operatin (F Threat )

Custam

Enabled Features (I NGIPS Only O  [] Show Snort 3only @

B Base (ave) D Threat {IFS) B Content (URL Fittering) O [l Malware (AMP) @

B3 TLS Decryption and VPN IPsec

(Supports 0% 50% & 100% - choose 0% / 100% for only TLS or only VPN IPSec)
TLS Decryption & 50% VPN IPSec ® 10%  Glear Text @ 50%

Parcent of traffic that contains encrypted TLS inside the IPSec VPN O 10%
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https://docs.defenseorchestrator.com/#!g-firepower-management-center-and-cdo.html

FID 714 > X—%& (1)

FID IIR~Y—h T4V RAWIE
Airgap =18 T3 License Reservation %z B35 9 5 /" Cisco Smart Software Manager On-Prem % 1522
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Manager ~ D)
- Base (/&
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. Threat %
IPS / IDS, Security Intelligence
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. URL Filtering %
5173V reputation

Malware %
Malware Defense, Threat Grid (Dynamic File Analysis), 7 7 1 JL1RTE

Threat Grid
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AnyConnect
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Cisco’s Next Generation Firewall Product Line Software Release and Sustaining Bulletin

https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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FCS AEA EoS EoSW
A A A Last Date
‘ Extra Long Term Software Maintenance (51 months) TAC Support (24 Months) of
FCSeAEA  EoS EoSW
O T | 4 Lest Date
l Short Term (18 months) TAC Support (24 Months) . of
upport
FCS o EA EoS EoSW

LongTerm ‘ Software Maintenance j TAC Support (24 Months)  Last o

g (36 months) PP ~ of

FCSeA"EA EoS Eof.w
A A A
- L Last Date
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FCS EA  E0S EoSW
A A A Last Date
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