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Client failed 802.1X authentication to the RADIUS server. &

type='802.1X auth fail' num_eap='0' associated="false' radio='1"' vap="'3'

Client failed 802.1X authentication to the RADIUS server. &
type='802.1X auth fail' num_eap="13" first_time="0.045517120" associated='true’' radio="1’
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T2AF YN zqvFosss7vr0n- BF1B-~ 5TB (1 2.09 TB, 12.91 TB)
1.2 Gbls
0.9 Gbls
0.6 Gbfs
0.3 Gbls
0 Gbis
22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00
FrU5—2a>vOH#
# B Th—7 HEHAR WiEAE IN—7OERRR "
1 @ UDP -_ 15378 — 30.4% 1.537B
2 ® Miscellaneous secure web — 954.28 GB = 18.6% 95428 GB
3 Miscellaneous web - 658.69 GB - 12.8% 658.69 GB
4 Meraki HTTPS - 586.64 GB - 11.4% 586.64 GB
5 @ Non-web TCP - 24281 GB = 47% 242.81GB
] YouTube Video 155.24 GB v 3.0% 197.60 GB
7 ustream.ty Video 4042 GB 1 0.8% 197.60 GB
8 Vimeo Video 9924 MB <0.1% 197.60 GB
9 © Netflix Video 951.6 MB <0.1% 197.60 GB
10 Miscellaneous video Video 29.1 MB <0.1% 197.60 GB
11 © BBC iPlayer Video 126 MB <0.1% 197.60 GB
12 © Xfinity TV Video 3.8MB <0.1% 197.60 GB
13 hulucom Video 1.0MB <0.1% 187.60 GB
14 Dailymotion Video 939 KB <0.1% 197.60 GB
15 HBO GO Video 116 KB <0.1% 197.60 GB
16 n Instant Vi Video 101 KB <0.1% 197.60 GB
17 © adobe.com - 179.42 GB = 3.5% 179.42 GB
18 mail Email 96.99 GB ro1.9% 119.51 GB
19 Gmail Email 1318 GB 0.3% 11951 GB

T —F oEmEE
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30.4%
18.6%
12.8%
11.4%
4.7%
38%
38%
38%
3.8%
38%
38%
38%
3.8%
38%
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38%
3.5%
2.3%
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AGGR/0 T——— Te2
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ick 9500_Core.alnet.us
Name 9500_Core.alnet.us
Platform cisco C9500-16X

Management Address 10.39.0.1
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iPhone

failure step

ttic SSID
nt

failure AP
|AP17

99%

latency less
than 64ms

%
———— 45 AGGR/0 == Te2

© Packet counters for the past 2 hours
100% healthy packets, 0% error rate

@ Port status for the past 2 hours
IDF-A-SW1/ Port 52
IDF-A-SW2/ Port 52
Trunk: native VLAN 802

Connected
Autc negotiate

9500_Core.alnet.us / Port Te2/0/12, Te2/0/13
Trunk: native VLAN 802

Connected

Auto negotiate
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Switch portS  forthe last day -

HMAAYTFETDR—bZ—
e e B i 18 « WEHNDEBRA VY FETHONR
it Aggregate Split | Mirror | Unmirror | Tag » | Search... - help 4325 switch ports -
s 1% TERE FIRE
X Ae
Name Type Tags POE Access Y — < N -~

 switch/Port*  Switch  © (i) VLAN ©  Status © © policy CDP/LLDP L %Z’r ‘y ?ﬂd)SSH/Telnet-COD D 7 /r S
CORE 1/1 CORE1  To1.1.1 trunk - ] MS350-48FP 1 more » b E& E ‘j: a\ g
CORE1/2 CORE1 To3.21 tunk - 1 = Closet32.1 1more
CORE1/3 CORE1  pom tunk - 1 MS425-16 1 more »
CORE1/4 CORE1 To521 tunk - 1 MS420-24 1 more »

. I—|—f_ ~I[Z Tagﬁ' H--g— é — & T . Switch ports  for the last day «
##EO),‘I{)_— I\ 1_5 (1_ %J‘E*R L, TE& Edit Aggregate Split | Mirror Unmirror Tag «  tag:video ~ | help 10 switch ports
T ERERNDDELIER) e T e o

Status © policy  CDP/LLDP
| Closet1.3.1/1 Closet 1.3.1 access 110, voice 104 _ video enabled Open IDF 1.3 Lab - Corner Came
] Closet1.3.1/2 Closet 1.3.1 access 110, voice 104 _ video enabled Open IDF 1.3 Lab - Parallel to Fr(
| Closet1.3.1/3 Closet 1.3.1 access 110, voice 104 _ video enabled Open IDF 1.3 Lab - Door Entranc

‘tees’ Meraki
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Port schedules

Local time zone: Australia - NSW (You can set this on General)

JLiE AT BE Tomplatee:

Meraki

Day
Monday

Tuesday
Wednesday
Thursday
Friday
Saturday

Sunday
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Energy Saving

8 to 5 daily

Status

“enabled # |
“enabled % |
“enabled 4|
“enabled 4|
“enabled |
“disabled # |

disabled % |
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Connectivity

Usage 1005.4 MB (991.0 MB sent, 14.3 MB received)
Traffic 5.0 Kbps (2.2 Kbps sent, 2.8 Kbps received)
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--- Start Of Stream —

reading from file /tmp/click_pcap_dump, link-type EN10MB (Ethernet)

06:16:44.954826 ARP, Reply 10.10.10.200 is-at 88:15:44:9e:60:80, length 46

06:16:44.959706 IP 10.10.10.200 > 224.0.0.18: VRRPv3, Advertisement, vrid 124, prio 255, intvl 100cs, length 12
06:16:44.959737 ARP, Request who-has 10.10.10.200 tell 10.10.10.200, length 46

06:16:45.922115 STP 802.1w, Rapid STP, Flags [Learn, Forward], bridge-id 8000.88:15:44:5¢:39:18.800b, length 36
06:16:45.954792 ARP, Reply 10.10.10.200 is-at 88:15:44:9e:60:80, length 46

06:16:45.954912 IP 10.10.10.200 > 224.0.0.18: VRRPV3, Advertisement, vrid 124, prio 255, intvl 100cs, length 12
06:16:45.955018 ARP, Request who-has 10.10.10.200 tell 10.10.10.200, length 46

06:16:46.954808 ARP, Reply 10.10.10.200 is-at 88:15:44:9e:60:80, length 46

06:16:46.954855 IP 10.10.10.200 > 224.0.0.18: VRRPV3, Advertisement, vrid 124, prio 255, intvl 100cs, length 12
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MX/AnyConnect® H7R— k
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*AnyConnect Plus / Apex Subscription® L < [&Perpectual 5 4 & > AHHE
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7747~ VPN

IPseci®  AnyConnectl@®E FAQs
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VPN O e
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AnyConnect s 3 F Download the AnyConngct Client w4 10.05085 for Windows

" — i
R Download the AnyConnect Client w4.10.05085 for MacOS

Download the AnyConnect Client w4.10.05085 for Linuws

Download the AnyConnect Profile Editer v4.10.05085 for Windows
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VPND R #81L,

o
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400 Mb/s
200 Mb/s Aeraki San Francisco SFO12
0 Mb/s 20-00 00-00 . 6;00 Z_— San Francisco Data Cen
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19 9 REIET | 106 TV ZMR—h&hfeTH vy kb || 0FMeraki” |
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® Meraki Malmo - MLMO1 - Modcam 1.7 MB 158 ms _ able to connect to multiple VPN registries using UDP port 9350.
. Teleworker - Christopher Buckley 2.02GB 12 ms [ NATZ A 7: BLUSTU Y ZIP)ZD tF a2 UTcFFIS5A PR I
° Meraki Sydney, - Data Center 8.13 GB 156 ms  —~—._ INTYUw T IPPRLRAZRES>TED 192.195.83.200:54820 7= Exft
VA AV RVEROE ] 1y
(... |
ZAak3 FPyFIoD =g 503 ol
7 L EIETT FB5E ] 0| RU— Zl v
Z - Meraki San Francisco CCI - appliance UDP 10.92.128.103:53 10.239.155.245:48386 WAN 1 Primary uplink Fail over if uplink is down 18:53
Z - Meraki San Francisco CCI - appliance UDP 10.92.128.103:53 10.239.155.246:43513 WAN 1 Primary uplink Fail over if uplink is down 18:53
Z - Meraki San Francisco CCI - appliance UDP 10.92.128.103:53 10.239.155.246:47292 WAN 1 \ ink is down 18:53
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AdvancedSecurity License

VWUV LN TXS

Figure 1 — NSS Labs’ 2016 Security Value Map (SVM) for Next Generation Intrusion Prevention Systems (Nﬁia
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Next Generation IPS® 5} L 7”"— k

nss labs oct 13, 2016

‘deel Meraki



MXDARA >

AMP - TYa] ?

AMP = Advanced Malware Protection
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My SOC (Security Operation Center)
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Mission Critical,

|deal for Small to Medium-sized deployments Best In Class, Flexibility Derformance
CleanAir Pro CleanAir Pro CleanAir Pro Cleemna B
. a a a
‘ W Co}_rr\;vnon CW9 1 66 f COITVI;/non
CW9162 CW9164 C9136

* 4x4 + 4x4 + 4x4 (XOR 5/6)

* 2x2 + 2x2 + 2x2 e 2x2, 4x4, 4x4 . 27 )L 5GHz (56 x2 or 5G + 6G) . :ij, 8x8, 4x4 (or) 4x4, 4x4+4x4,
* 2.5 GbpsmGig”7 v JYyr e 2.5 GbpsmGig7 v P NZY) * 5 Gbps mGig7 v JYsh « 5 2 7JL5GHz(5G x2 or 5G + 6G)
7 * PoE, DC &Rt . PoE, DC ER %I * 5 Gbps mGigx 2 (10G), 7 ¥ T«
* PoE, DC BIRA & * loT xf & + Bluetooth 5.x « 10T %t + Bluetooth 5.x 7 - .Z TAILA—/\—
* loT ¥f s + Bluetooth 5.x . IR kS L 2R S L « PoE J'LEﬂ:
© ANY I LSH . USB-4.5W ik 1+ el * loT Xthi
. USB-45W C BEEUYRE + Bluetooth 5.x
o LNy b TF v (iICAP) . B L HER
oy Available with I0S-XE 17.9.2 Zero-Wait DFS* o ZILINTy v TF v (iCAP)

o Zero-Wait DFS*

é—cd),.\\%i’f/9—7l—xjé 3OW POE'I' —C*IJ%_I ' USB — 9W *Available in Future

CleanAir Pro ER7>T7 EERBEORYMFHEER ANBAHIZELC-E—FRAZE USB7R— ~3E%E




Wi-Fi6e AN— METIL

Feature highlights

- Ultra fast Wi-Fi 6 dual band, 2x2 MR28
2.4/5GHz
. 1.7 Gbps max aggregate frame rate

. Same form factor and mounting as
MR20/70

BLE Support for IoT use cases

. POE or DC Powered

- MR28 for indoor deployments

- MR78 for ruggedized deployments

Dees’ Meraki Orderability and FCS: 9/13/2.
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PRODUCT HIGHLIGHTS

A\

Ml

Meraki MV NEW -

b

First release of 3rd Gen MV platform
QOutdoor-rated 360° fisheye camera

Up to 2880x2880 video resolution

New and compact form factor

External microphone switch

New standardized mounting mechanism
IR illumination up to 30m / 98ft

Two variants: 256GB & 1TB Solid State Storage

asco Meraki

MV93

256GB

MVO3X

1TB
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Meraki MV NEW -

PRODUCT HIGHLIGHTS

MV63
256GB

e Firstrelease of 3rd Gen MV platform

e Upto 4K resolution

e New and compact form factor MV63X
1TB

e Qutdoor-rated fixed lens mini-dome

e External microphone switch
e New standardized mounting mechanism

e [wovariants: 256GB & 1TB Solid State Storage
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