
Rene Straube

CSE, Cisco Germany

January 2017

Cisco AMP Solution



The AMP Everywhere 
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The AMP Everywhere Architecture
Simplified
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How does Ciscoós
Adwanced Malware 
Protection (AMP) work?



File Sandboxing

Behavioral analysis 

of unknown files

File Retrospection

Retrospective 

alerting after an 

attack 

Advanced Malware Protection
Summary

File Reputation

Preventative blocking 

of suspicious files



ESA ïAMP Threat Grid Process Flow
Threat Grid in the Cloud

1.

1. Email sent from Internet

2.

2. Accepted by ESA Appliance

3.

3. Email passed through security stack on ESA
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Cloud

4.

4. Threat intelligence from AMP Cloud 
used to determine if email or 
attachments match malicious 
indicators (SHA Lookup)
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ESA ïAMP Threat Grid Process Flow
Threat Grid in the Cloud

1.

1. Email sent from Internet

2.

2. Accepted by ESA Appliance

3.

3. Email passed through security stack on ESA

The AMP 
Cloud

4.

4. Threat intelligence from AMP Cloud used 
to determine if email or attachments 
match malicious indicators (SHA Lookup)

Threat Grid 
Cloud

5.

5. If the file is still suspicious and qualifies 
for sandboxing, it is sent to cloud 
instance of AMP Threat Grid for analysis

7.

7. If AMP Threat Grid malware analysis 
determines that it has serious malicious 
behaviors and indicators, the AMP Cloud 
is updated (poked) to mark file as bad 

8.
8. ESA polls and is updated to mark file as 

bad 

9.

9. ESA processes file accordingly and send 
email, email notification or quarantines 
email

6. Threat Grid cloud allows malware to 
access Internet and retrieve additional 
files
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Firepower ïAMP ThreatGrid Process Flow
ThreatGrid in the Cloud
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2. AMP appliance extracts files  from flows
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1. Appliance integrated via SPAN or in-line

3.

3. AMP appliance connects to FMC to perform a File 
Reputation Check

The AMP 
Cloud

4.

4. FMC collects File Reputation from AMP Cloud to 
determine if the file is known malicious, known 
good or unknown

5. FMC forwards File Reputation information and the 
AMP appliance acts accordingly (block/allow)
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Threat Grid 
Cloud

6. If the file is still suspicious (unknown) and qualifies 
for sandboxing (file type), it is sent to AMP Threat 
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will be allowed at this time
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8. FMC and AMP appliance poll to mark file as good 
or bad in file trajectory 

7.
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Internet and download additional files
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AMP Cloud is updated (poked) to mark file as bad 
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10.

If a Files Disposition changes in 

AMP cloud then FMC gets 

informed about it !!



Example: How Cisco AMP Works 
Network File Trajectory Use Case





An unknown file is present on IP: 

10.4.10.183, having been 

downloaded from Firefox



At 10:57, the unknown file is from 

IP 10.4.10.183 to IP: 10.5.11.8



Seven hours later the file is then 

transferred to a third device 

(10.3.4.51) using an SMB 

application



The file is copied yet again onto a 

fourth device (10.5.60.66) through 

the same SMB application a half 

hour later



The CiscoÈCollective Security 

Intelligence Cloud has learned this 

file is malicious and a retrospective 

event is raised for all four devices 

immediately. 



At the same time, a device with the 

AMP for Endpoints connector 

reacts to the retrospective event 

and immediately stops and 

quarantines the newly detected 

malware



Eight hours after the first attack, the 

Malware tries to re-enter the system 

through the original point of entry 

but is recognized and blocked.
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Cisco Email Security Threat Defense
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