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The AMP Everywhere Architecture
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Advanced Malware Protection
Summary

File Reputation File Sandboxing File Retrospection
Preventative blocking Behavioral analysis Retrospective
of suspicious files of unknown files alerting after an

attack



ESAT AMP Threat Grid Process Flow
Threat Grid in the Cloud
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Email sent from Internet

Accepted by ESA Appliance

Email passed through security stack on E
Threat intelligence from AMP Cloud
used to determine if email or
attachments match malicious

indicators (SHA Lookup)
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ESAT AMP Threat Grid Process Flow
Threat Grid in the Cloud

1. Email sent from Internet
1 2. Accepted by ESA Appliance
Evﬂ 3. Email passed through security stack on ES
4. Threat intelligence from AMP Cloud used
to determine if email or attachments
3 match malicious indicators (SHA Lookup)
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6. 6. Threat Grid cloud allows malware to
— s access Internet and retrieve additional
o . files
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ESAT AMP Threat Grid Process Flow
Threat Grid in the Cloud

1. Email sent from Internet
1 2. Accepted by ESA Appliance
I\Z/: 3. Email passed through security stack on ES
4. Threat intelligence from AMP Cloud used
to determine if email or attachments
match malicious indicators (SHA Lookup)
If a Files 3 5. If the file is still suspicious and qualifies
Disposition ESA 95 for sandboxing, it is sent to cloud
changes in . instance of AMP Threat Grid for analysis
AMP cloud Appliance 9. _
6. then ESA 6. Threat Grid cloud allows malware to
gets — access Internet and retrieve additional
informed - files
aboutit!! L8 e ) s 7. If AMP Threat Grid malware analysis
| p— e k= determines that it has serious malicious
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Firepower i AMP ThreatGrid Process Flow

ThreatGrid in the Cloud

<

If a Files Disposition changes in
AMP cloud then FMC gets
informed about it !!

The AMP
Cloud
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Appliance integrated via SPAN oflime
AMP appliance extracts files from flows

AMP appliance connects to FMC to perform a File
Reputation Check

FMC collects File Reputation from AMP Cloud to
determine if the file is known malicious, known
good or unknown

FMC forwards File Reputation information and the
AMP appliance acts accordingly (block/allow)

If the file is still suspicious (unknown) and qualifies
for sandboxing (file type), it is sent to AMP Threat
Grid cloud for dynamic analysis and file transfer
will be allowed at this time

AMP Threat Grid allows malware to connect to
Internet and download additional files

FMC and AMP appliance poll to mark file as good
or bad in file trajectory

If TG analysis determines a threat score >95, then
AMP Cloud is updated (poked) to mark file as bad

. AMP cloud issues a retrospective event in FMC,

generating potential 2 /arfd &uture file blocks



Example: How Cisco AMP Works 8

Network File Trajectory Use Case

Overview ELUENYETE Policies Devices Objects FireAMP @ Health System Helpv adminv

Context Explorer Cennections v Intrusions v Files » Network File Trajectory Hosts Users v Vulnerabilities v Correlation Custom » Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on I} 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on (& 1 183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition  {} Malware & Seen On Breakdown 2 senders — 3 receivers
Threat Score Hiah &
Trajectory
Dec 06,
2013
10:57  17:40 18:06 18:10 18:14 18:17
10.4.10.183 [3)

&
105.11.8 C o © H @
Ao

10.3.4.51 (¢}
10.5.60.66 [C o

Events @ Transfer @) Block (@ create (D Move (B Execute (D scan (%) Retrospective (@) Quarantine

Dispositions () Unknown {}Malware (O Clean {3 Custom 7} Unavailable

Events

Time Event Type Sending 1P Receiving IP File Name Disp...  Action Protocol  Client Web Ap... Description

2013-12-06 10:57:13 Retrospectiv Malwa.

2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, FriDec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller. Unkn. NetBIOS- Retrospective Event, Fri Dec 6
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller...  Unkn.. NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:14:10 Retrospectiv Malwa.

2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa.

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox

dfrarfn
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@ Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on (@i 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on (@[ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware c\/\ Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee High &
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.183 () & fe3
10.5.11.8 G © © & @
10.3.4.51 O &
10.5.60.56 (G
Events D Transfer G Block EB Create (—-} Move CD) Execute () Scan C"B Retrospective @ Quarantine

G Unknown Q Malware l:::,:‘ Clean O Custom ’:, Unawvailable

Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox

Cisco



Policies Devices Objects @ FireAMP System Help admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on 5ﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,) Seen On Breakdown 2 senders -+ 3 receivers
Threat Score ® High &
Tra;ectory Time 2013-12-06 17:40:28
?E;BDE' Event Type File Sent ) )
IP Address 5 10.4 .
#lsiom An unknown file is present on IP:

SentTo ®%10.5118

10.4.10.183 Q 203 < Fiia Nacna' 1 sl 10.4.10.183, having been

10.5.11.8 O Q 'S & ® - oi-po-m:: Unknown )
103,451 . i e e downloaded from Firefox

10.5.60.56 (G St

_J Birefox

Events Q Transfer Q Block @ Create @ Move @ Execute C} Scan @ Retrospective @ Quarantine

Dispositions O Unknown Q Malware @ Clean O Custom ':.r Unavailable

Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox

dfran]n,
CiIsco



Policies Devices Objects @ FireAMP @ Health System Help admin v
Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on gﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,) Seen On Breakdown 2 senders -+ 3 receivers
Threat Score ® High &
Trajectory
Dec D6, Time 2013-12-06 17:40:28

2013 Event Type File Recelved
IP Address =) 105118

10:57 17:40 18:06 18:10 18:14 18:17 Received From i 10.4.10. At 1057’ the unknown flle |S from
10.4.10.183 (3] £ 3 File Name Win ialnstall
10.5.11.8 o © 6 o @ D"”A'::: Unknemn IP10.4.10.183 to IP: 10.5.11.8
10.3.4.51 C} | & Application Protocol || HTTP
10.5.60.56 T o o Cient [] Firefox
Events Q Transfer Q Block @ Create @ Move @ Execute @ Scan @ Retrospective @ Quarantine

Dispositions O Unknown Q Malware l@ Clean O Custom ':.r Unavailable

Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox
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Policies Devices Objects @ FireAMP @ Health System Help admin v
Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on 5ﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,) Seen On Breakdown 2 senders -+ 3 receivers
Threat Score [] High &3
Trajectory
Dec 06, Time 2013-12-06 18:06:03 a g
2013 e Seven hours later the file is then
10:57 17:40 18:06 18:10 18:14 18:17 IP Address =4 10.3.4.51 a E
- J o iR ioas oo transferred to a third device
10.4.10.183 .
+ File Name Wi Medialnstalier a
05118 & 0 © & @ sl O (iikaer (10.3.4.51) using an SMB
% T Action

10.3.4.51 ¢ &

10.5.60.66 ?

application

Application Protocol || NetBIOS-ssn (SMB)

o &

Events Q Transfer Q Block @ Create @ Move @ Execute C} Scan @ Retrospective @ Quarantine
Dispositions O Unknown Q Malware @ Clean O Custom ':.r Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox
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Overview ILUEUEEN Policies Devices Objects

FireAMP

@ Health System Help admin v

Context Explorer

Connections v

Intrusions v

Files » Network File Trajectory

Network File Trajectory for 0517f034...588e1374

Hosts v Users v

Vulnerabilities v

Correlation v Custom v Search

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on 5ﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,) Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee High &
Trajectory
Dec 06, Time 2013-12-06 18:10:03 . . . .
2013 Event Type  File Received The file is copied yet again onto a
10:57  17:40  18:06 18:10 18:14 18:17 IP Address g 10.5.60.66 A
Received From 81 105118 fourth device (10.5.60.66) through
IS o o e h licafi half
10.5.12.8 O © © & @ Disposition O Unknown the same SMB application a ha
T T Action
10.3.4.51 -
P V- Appicaton Protocel (] NeIQS:se0 (50) hour later
10.5.60.56 ¢ .—IG}
Events Q Transfer Q Block @ Create @ Move @ Execute C} Scan @ Retrospective @ Quarantine
Dispositions O Unknown Q Malware @ Clean O Custom ':.r Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox
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Overview ILUEUEEN Policies Devices Objects

FireAMP

@ Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on gﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,) Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee High &
Trajectory E - E g
bec 06, The CiscoF Collective Security
2013 . o
-12- :14:
) .:',"" 2iLia g6 eael Intelligence Cloud has learned this
ven pe Retrospective Event - . . . .
10.4.10.183 © o e o Dt i) file is malicious and a retrospective
tos1Ls & o o & ® | | isposition alware . ’ -
o & Y & Action event is raised for all four devices
10.5.60.56 6 o immediately.
Events Q Transfer Q Block @ Create @ Move @ Execute @ Scan @ Retrospective @ Quarantine
Dispositions O Unknown Q Malware l@ Clean O Custom ':.r Unavailable
Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox
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Overview ILUEUEEN Policies Devices Objects

FireAMP

@ Health System Helpv

admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on 5ﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,2 Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee High &
Trajectory 1 1 1
pec 05, e A At the same time, a device with the
Event Type File Quarantined AMP for Endpoints connector
IP Address mj 10.5.11.8 .
10.4.10.183 S) 3 o s W e reacts to the retrospective event
10.5.11.8 Cc o o 9 ® .—I Di iti I ; ]
onan & 5 Preaten St tmas and immediately stops and

G & guarantines the newly detected

10.5.60.66
Events O Transfer Q Block @ Create @ Move @ Execute C} Scan @ Retrospective @ Quarantine malware
Dispositions O Unknown Q Malware @ Clean O Custom ‘:1 Unavailable

Events

Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description

2013-12-06 10:57:13 Retrospectiv.. Malwa..

2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..

2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox




Overview JLUEISTN Policies Devices Objects | FireAMP @ Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on gﬂ 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware (,) Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee High &
Trajectory Time 2013-12-06 18:17:27
2013 Bvemt Typa Pin Sure Eight hours after the first attack, the
IP Address gﬂ 10.4.10.183
10:57  17:40 18:06 18:10 1B:14 18:17 Blocked Recipient i 10.5.11.68 Malware trIeS tO re'enter the System
10.4.10.183 O G Q.— File Name WindowsMedialnstaller.exe L. )
etin 5 o 0o @ ® Dispostion & ahars thro_ugh the o_rlglnal point of entry
103451 S Application Protocol [ HIT? but is recognized and blocked.
10.5.60.66 ¢] & Client [ Firefox

Events Q Transfer Q Block @ Create @ Move @ Execute @ Scan @ Retrospective @ Quarantine

Dispositions O Unknown Q Malware l@ Clean O Custom ':.r Unavailable

Events
Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
2013-12-06 10:57:13 Retrospectiv.. Malwa..
2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller. Unkn. Malware Cloud L HTTP Firefox Retrospective Event, Fri Dec 6
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller. Unkn. NetBIDS- Retrospective Event, Fri Dec 6
2013-12-06 18:14:10 Retrospectiv.. Malwa..
2013-12-06 18:14:23 File Quaranti 10.5.11.8 WindowsMedialnstaller. Malwa
2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller... Malwa.. Malware Block HTTP Firefox
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The AMP Everywhere Architecture

Simplified

dfrarfn
CiIsco

AMP
Threat Intelligence
Cloud

Threat Grid AMP Cloud or
Cloud or on-prem Private Cloud
(Sandboxing) (Filer Reputation)

0 ¢ i o

CentOS, Red Hat
Windows OS Android Mobile  Virtual MAC OS Linux for servers
and datacenters

AMP for Endpoints can be
launched from AnyConnect




Cisco Email Security Threat Defense

Complete Inbound Protection

\ S
=

—>  SenderBase Reputation Filtering —> 'A" Drop
4

—> Antispam —> 'A“ Drop/Quarantine
\4

—>  Antivirus — ’A" Drop/Quarantine
4

—>  Advanced Malware Protection (AMP) —> ’A“ Drop/Quarantine
2

> Outbreak Filters — }'..‘ Quarantine/Rewrite
4

—> Real-Time URL Analysis

|
v v v v

}X{ Deliver }Av{ Quarantine }Av{Rewrite URLs }Av{ Drop







