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Windows firewalls place DENY rules on top impacting the results below. See User Guide for more information.

Priorit}' Action Consumer Provider
100 [ ALLOw] [ database | pod_108
o COED L pod_1os |
o m O O
100 (ALiow [ webserver | pod_108
100 [ ALLOW | | database |
100 [ ALLOW |
100 [ ALLOW] pod_108 @
100 [ ALLOW] pod_108
]
c1sco SECUME 62020 Cisco and/or its affliates. Al rights reserved

Services

UDP : 53 (DNS) .

ICMP ...

UDP : 53 (DNS) .

4 B

& Cluster: webserver®

Cluster Actions ol
Name webserver” (£

4
Description &

4 |View Cluster Details I
@ Cluster¢fiTa Very High

UPP : 53 (DNS) ..

UPP - 123 (NTP)

- 3306 (MySQL)

UDP : 137-138 ..

TCP - 80 (HTTP) __

S| Edit Cluster Query

4
= Endpoints (2)
198.19.196.58 webservert CentD3...
) 198.19.196.29 webserver2 CentD3...
& Neighbors (2)
database
4

load_balancer
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Policy simulation

Applications

BorgPress =

Hybrid VM & Container App

| tlevin : Kubernetes Clusters : BorgPress |

= € Zones

Live Policy Analysis: p23 &

% Conversations |0

& Clusters [0

Endpoints: 0

= Policies 3 A Provided Services sea App View 1

Select time range

L Policy Analysis

< Run Experiment

Apr 22 1:33pm - Apr 22 2:33pm ]

T T T T
8h an 10 nn 12n 1 2n

Filters @ Ent

Filtered @ Flow Observations

Permitted Mis.drnp Rejected

an 4an

Top Hostnames -

Observations.

Consumer Hostnames

™ Monitoring ~

? -

1 Switch Application

» Start ADM Run

U Enforcement

11,934,417 total observations

Showing Flow Observations

contributing to the selected Flow

Provider Hostnames

Unknown | db-bp-haproxy I
db-bp-haproxy [} Unknown O
kB8s-node01 ] db-mysqlo2 ||
web-bp-haproxy [l db-mysql01 | |
kB8s-node02 B db-mysql03 B
db-mysql01 web-bp-haproxy il
db-mysql02 kBs-node02 [ ]
db-mysgl03 k8s-node01 |
. kBs-nfs-01 kBs-nfs-01
e i R e i i L N e T —T
o T T T T t s T T T T T T 1
1:35 1:40 1:45 1:50 155 2PM 205 210 215 2:20 225 230
Y Time - Category| = Consumer IP $ Consumer Port $ Provider IP $ Provider Port $ Proto Packets = Bytes
Apr 22 2:28:00pm ESCAPED 10.91.21.222 50492 172.26.46.32 5640 TCP 356

Analyze Latest Policies
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Summary Long Lived Processes Process Snapshot Interfaces

Dec 11 1:51am - Dec 18 1:51am ~ | BLCJQT101

I\ Provisioned Policies (v) are different from Desired Policies (v1545752498)

Filters g

Displaying 14 out of 14 concrete policies

W Priority ~  Packets Bytes

1 [} - - V] -

2 0 - 0

3 0 - - V] -

4 0 -0

5 0 —_— 0 —_—
6 0 - 0

7 0 — 0 R
8 0 - 0

9 0 - [}

10 0 - -0 -

1 0 - 0

12 [} - - [} -

13 0 - 0

14 0 - -0 -

alraln
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Packages

Actions
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW

ALLOW

SHEIX,

Vulnerabilities

Config Stats

Direction
INGRESS
EGRESS
INGRESS
EGRESS
INGRESS
EGRESS
INGRESS
EGRESS
INGRESS
EGRESS
INGRESS

EGRESS

A y

AV

IR
>X

LENZ
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-
Policies Container Policies Network Anomalies File Hashes Visit History
e |
Family Proto Src Inventory Src Ports Dest Inventory Dest Ports
1Pv4 ubrP 10.122.48.121 any 10.89.201.15/32 67
1Pvd ubrP 10.99.201.15/32 67 10.122.49.121 any
1Pv4 TGP CMDB any 10.99.201.15/32 443
1Pv4 TCP 10.99.201.15/32 443 CMDB any
1Pv4 TCP SaltStack any 10.99.201.15/32 443
1Pvd TCP 10.99.201.15/32 443 SaltStack any
1Pv4 TCP CMDB redis any 10.99.201.15/32 443
1Pv4 TCcP 10.89.201.15/32 443 CMDB redis any
1Pv4 TCP CMDB-Database any 10.99.201.15/32 443
1Pv4 TCP 10.99.201.15/32 443 CMDB-Database any
1Pv4 TCP 10.10.1.4 any 10.99.201.15/32 443
1Pv4 TCcP 10.89.201.15/32 443 10.10.1.4 any
any any any any any
any any any any any
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k8s master

Red Arrow

—> : What k8s does

Bule Arrow

—> : What Tetration does

Tetration

Policy

WD

Pod
web

HA
SVC 80 Proxy 8080

Agent

Pod ;

Node port

iptables

iptables

XX

host
WorkerNode 2 WorkerNode 1

HA -Proxy 8080
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Tetration container enforced rules - Ul view

@ Cisco Tetrati#n Analytics™ Host Profile - Container Enforcement “® Monitoring ~ 2 ~ 8§ -
ol Host Profile Agent Profile o
& Hostname k8s-node02 Last Check-in Apr 22 2018 02:58:59 pm (EDT)
o 1P 192.168.32.6 SW Version & 2.3.1.38-1-enforcer
Scope @ ...2 more @ SW Deployed Apr 7 2018 09:14:13 am (EDT)
@ Enforcement Groups Kubernetes M... ...1 more Agent Type Enforcement
- Experimental Groups Kubernetes M... .3 more 0S Platform Cent0S-7.4
e Internal? @ Yes Data Plane @ Enabled
User Annotations Application ... ...32 more
Bandwidth Long-lived Processes Packages Process Snapshot Agent Configuration Interfaces R Agent Stats U Enforcement U Container Enforcement

Filters @ @ Enter attributes m

Displaying 16 out of 16 concrete policies

T | PodiD = Packets = Bytes = Actions = Direction = Family = Proto = Src Inventory = Src Ports = Dest Inventory = Dest Ports =
ed0b8595-43e... 0 0 ALLOW INGRESS 1Pva TCP Kubernetes Masters and Workers any BP-WP-Tier 80
e8fed5b9-43e... 0 ] ALLOW INGRESS 1Pva TCP 10.244.0.0 - 10.244.0.1 ...4 more € any 10.244.2.46/32 80
e91622ca-43e... 0 0 ALLOW INGRESS IPva TCP 10.82.91.119 ...3 more @ any 10.244.2.48/32 80
eBfed5b9-43e... 0 o] ALLOW EGRESS IPv4 TCP 10.244.2.46/32 80 10.244.0.0 - 10.244.0.1 .4 morg € any
ed0b8595-43e... 0 o] ALLOW EGRESS 1Pv4 TCP 10.244.2.45/32 80 10.82.91.119 ..3 more @ any




%=%|Node |, BmhEHiptables rule

Tetration enforced rules - endpoint view

[root@db-mysqlel |# iptables -n
Chain INPUT (policy ACCEPT)

target prot opt source
TA_GOLDEN_INPUT all 0.0.0.8/0
TA_INPUT all 0.0.0.0/80

Chain FORWARD (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)

target prot opt source
TA_GOLDEN_OUTPUT all 0.0.0.6/0
TA_OUTPUT all 0.0.0.8/0

Chain TA GOLDEN INPUT (1 references)

target prot opt source

ACCEPT all B.0.0.8/8
ACCEPT tep 0.0.0.6/80
ACCEPT tcp 0.0.0.0/0
ACCEPT tcp 0.0.0.8/80
RETURN all 0.0.0.8/80

Chain TA_GOLDEN_OUTPUT (1 references)

target prot opt source

ACCEPT all e.0.8.8/8
ACCEPT tcp 0.0.0.08/0
ACCEPT tcp 0.0.0.0/80
ACCEPT tcp B.8.0.8/6
RETURN all 0.0.0.8/8

Chain TA_INPUT (1 references)
prot opt source
tcp 0.0.0.8/80
all 0.0.0.0/0

Chain TA OUTPUT (1 references)
target prot opt source

ACCEPT tcp 0.0.0.0/80
RETURN all B.0.0.8/8

blla75d589e301459a6fb909ff60
f5a83ddecbB816615ab8dd96B8ed3e
6lce598c76a8d629f3a8288b461d

459a6Tb909f 60
f5a83ddOcbB816615abbdd90Bed3e
6lce598c76a8d629f

blla75d589e361

match-set ta_45b71987aa8f113b331a5b9dB6ea

match-set ta_6e2lff4fff7a628fbBfa9b4aBBsn

5660 ctstate ESTABLISHED
5640 ctstate ESTABLISHED
443 ctstate ESTABLISHED

5660 ctstate NEW,ESTABLISHED
5640 ctstate NEW,ESTABLISHED
443 ctstate NEW,ESTABLISHED

ta_6e21ff4fff7a628fb0fa%4aBBBA dst multiport dports 3306

ta_45b71987aa@f113b331a5b9dB6ea dst multiport sports 3306
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Jul 13 6:05:00am PERMITTED dbsrv-17-254 dbsrv-17-81 172.17.17.254 172.17.17.81 41402

Jul 13 08:03:00 am (EDT)

Consumer & Provider €
Flags PSHACK PSH ACK
ICMP Type and Code
Byte Count 60,602 (483,726,465 so far) 63,242 (480,773,228 s0 far)
Packet Count 471 (3,821,569 so far) 511 (3,776,594 so far)

SRTT 10.6ms

Process fusr/sbin/mysqgld -- jusr/sbin/mysqgld --wsrep-new-cluster --
wsrep_start_position=84dc603a-c08c-11ea- wsrep_start_position=84dc603a-c08c-11ea-

aob7-5e9d60bedefc:114 a2b7-5e8d60bGdefc: 114

Drop Reason NIA N/A

cisco Secure © 2020 Cisco and/or its affiliates. A ghts rese
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February 21, 2019 Default = Adjust Weights

Overall Score IIIIIIIIIIIIIIIII'III'III'II||I|||I|I|I||II|II|I|I||II||III||||||I||||||| I
Nov 22 Nov 29 Dec 06 Dec 13 Dec 20 Dec 27 Jan 03 Jan 10 Jan 17 Jan 24 Jan 31 Feb 07 Feb 14 Feb 21
SCORE BREAKDOWN
Vulnerability Score Process Hash Score Attack Surface Score Forensics Score Data Leak Score Segmentation Compliance
Score

el
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CiscoTetratien™  VULNERABILITIES @ Monitoring - @ - & -

“You do not have an active license. The evaluation period will end on Wed Aug 21 2019 01:20:45 GMT+0000. Take action now.

b J o

CVSS V2 DISTRIBUTION ~ Default ~

Access Complexity Access Vector Authentication
1 2 3 A 5 8 - 5 i Awailability Impact Confidentiality Impact Integrity Impact

Remotely Exploitable Remotely Exploitable 7 4 Locally Exploitable Locally Exploitable
Low Complexity Higher Complexity Low Complexity Higher Complexity
O Critical Severity 1 2 1 1 High Severity 1 2 4 8 Medium Severity Low Severity

CVEs Packages Workloads

‘Access Vector (V2] - Access C ity (V2) - i (ZE iality Impact (V2) Integrity Impact (V2)

%k Scope = PClI and OS contains Windows and (

NETWORK 1 OW NONE COMPI ETE COMPI ETE

Package CVE = CVE-2017-0146 or FRETE “XKIEZ K" RERIW2S, FXISMB445#, HAY
Package CVE = CVE-2017-0147 ) 13ie], #HWannaCryRYIE

e cuu i o ~ Ly ey NETWORK LO! NDEE CDMPLE[E COMF‘LEI'E

DENY Everything

o}
m
=
<

PCI Susceptible to WannaCry TCP: 445

Everything TCP: 445

PCI Susceptible to WannaCry

o)
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. Privilege escalation

. Shell-code execution

. Side channel attack

- Raw socket creation

- User login activities

. File access pattern
FHIZEM R B ISR EX
FRERIE R TERZ IR

teen’ Secure

May 3 2019 12:00:52 pm (PDT) on collectorDatamover-1

A

/sbin/init
-CvsSv2: 7.2
@ privileged user th ——— hang privileg lati has forensic even! t A has vulnerability A has both
e e
@ )»:»é.AAA ooooooo TRy yay —
‘X T ooooooooooo ® of » * AAAA ¢ ¢ o
AesAAe AA s o Ae A A A A
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