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Cisco Wide Area Application Services (WAAS) Mobile

Cisco® WAAS

VPN
[ J
DSL Wi-Fi
o PC/
PC PC TCP
® Windows PC
VPN
Cisco WAAS Mobile PC PC
(TCO) Cisco WAAS
® Cisco WAAS Mobile PC Cisco WAAS Mobile
VPN

[ J

B Microsoft Exchange: Microsoft Outlook Messaging API (MAPI)

B Windows Common Internet File System (CIFS)

®m  HTTP, Web

B HTTPS
° Cisco WAAS Mobile

Wi-Fi DSL
1
CPU 1.8-GHz 4 1.6 GHz 4 2.6 GHz
(RAM) 2GB 8 GB 16 GB
80-GB 7.2K RPM 4 x 146-GB 15K [ 4 x 300-GB 15K
RPM RPM
50 GB 318 GB 748 GB
RAID? RAID 1 RAID-5 | RAID 1 RAID-5
1-GBE NIC 1-GBE NIC 1-GBE NIC




50 2,000 8,000

12 500 2,000

® 1: 30 GB RAID-1 WAAS Mobile
® 2: RAID-5

CPU 750 MHz 1.5 GHz

512 MB 512 MB
(RAM)

80 MB 1 GB

Windows Server 2003, ( SP1)
Windows Server 2003 R2, ( SP2)
Windows Server 2003 x64,

Windows Server 2003 R2 x64, ( SP2)

Internet Information Server (IIS) 6
ASP.NET v2.0

Windows 2000 Windows XP SP2

Cisco WAAS Mobile

Cisco WAAS Mobile Web
Web




5 Cisco WAAS Mobile

1

HTTP

Microsoft Internet Explorer

7.0,6.0,5.5,5.0

Netscape

Netscape Communicator

4.75, 4.05

Opera

Mozilla

FireFox

MSN Explorer

Windows Explorer

HTTPS

Microsoft Internet Explorer

7.0,6.0,5.5,5.0

FTP

Microsoft Internet Explorer

7.0,6.0,5.5,5.0

Netscape

Netscape Communicator 4.75

4.75, 4.05

Opera

Mozilla

FireFox

MSN Explorer

Windows Explorer

WS-FTP PRO

SMTP/POP3 (
)

Microsoft Outlook

2007, 2003, 2002, 2000

Eudora

Netscape Communicator

MS Office

Outlook Express

6.0,5.0

CIFS SMB

Windows Explorer CIFS

SMB

MAPI

Microsoft Outlook 2007

Microsoft Outlook 2003

Microsoft Outlook 2002

Microsoft Outlook 2000

IMAP4 (
)

Microsoft Outlook

Outlook Express

Lotus Notes (

Lotus Notes




)

Microsoft Office | Microsoft Office 2007

Microsoft Office 2003

Microsoft Office XP

Citrix/RDP ( )

Microsoft Remote Desktop ( )

(wget, urlclient, curl)

/

McAfee 8.0
McAfee 2007
Norton 2006
Norton 360 1.0

Norton 2007

CA 2007

Trend Micro PC-Cillin 2005
Microsoft Windows

Panda 2008
Kaspersky Internet Security 7.0
AVG :7.0,7.5
Bit Defender 2008

VPN

() [Psec VPN

B Cisco VPN Client 14,5

B Nortel Contivity VPN Client 15,6

B Checkpoint : R55, R60
® SSL VPN

B Cisco SVC, WebVPN
Juniper Network Connect, Secure Application Manager
Nortel Net Direct, Web
FS5 FirePass

Cisco WAAS Mobile

Microsoft ISA Server Firewall Client
Avira AntiVir AntiVirus

Citrix Metframe Secure

Trend Micro Internet Security 2007
Embassy Trust Suites ( )

Cisco WAAS Mobile

Web




Embassy Trust Suites LSP
http://www.wavesys.com/support/Documents/PBA/PBA-008.asp




Cisco WAAS Mobile

Cisco WAAS Mobile
[ J
® WAAS Mobile
® WAAS Mobile
1.
2. WAAS Mobile
WAAS Mobile ( SMTP

25)
3. WAAS Mobile WAAS Mobile
4, WAAS Mobile
5. WAAS Mobile WAAS Mobile

1182 TCP UDP
6. 32  Windows OS WAAS Mobile 4 GB RAM

“boot.ini” WAAS Mobile
3 GB RAM /3GB

multi(0)disk(0)rdisk(0)partition( I \WINDOWS="Windows Server 2003, Enterprise" /fastdetect /3GB

Windows 32 OS

WAAS Mobile
WAAS Mobile
WAAS Mobile
1. I1S
WAAS Mobile IIS

3. ServerSetup.exe

NTLM

WAAS Mobile
IS

NIC

N 80

Home

(MAC)



MAC WAAS Mobile

7. WAAS Mobile Server Configuration > Licensing
license.dat Submit

License Information

License Key: | 2ZF3A397 COOADS 1255654801 CE450FEE23001 E9E5E
Metwork Adapter Address: 001901 4E3T 33

Maxirmuim Mumber of Active Users: 100

License Expiration Date: 1111 42008 (366 days remaining)

Sener Type: Mis

Customer Type: Full Enterprise

1
8. WAAS Mobile Server Configuration > Advanced Settings > Delta Cache
)
RAID 5
() WAAS Mobile 275 GB
50 GB 50 GB
9. WAAS Mobile C inetpub C:
1IS “Local Path:”
10. WAAS Mobile Home > Status Start Server
WAAS Mobile
WAAS Mobile
1. Add/Remove Programs
2. Cisco WAAS Mobile Server Remove
3.
WAAS Mobile

WAAS Mobile



1. WAAS Mobile Home > Status Stop Server

2.
3. WAAS Mobile
WAAS Mobile
WAAS Mobile

WAAS Mobile
)
)
)
)

WAAS Mobile

1. WAAS Mobile Client Configuration
2. Client Distributions

WAAS Mobile

Manage Client Distributions

e | [Create Mew Distribution] V|

Server Address: | |

MNarne;

Distribution | |

Diescription:

Create

3.  Distributions * Create New Distribution”

|[Create Mew Diatrihutinn]J\l
Create New Distribution]
ErikTest

Peters




4. Server Address IP DNS

5. Create

Manage Client Distributions

Distributions:

|SampleCIientDistributiDn V|

Server Address: |1U13142 |

Distribution

Narmea: |S:;rrpleCIientDistributiu:-n |

Description: |This is only a =sample.

Apply Changes ] | Delete

Use the links below to download the selected distribution. The .exe will install the software
http://10.13.1.42/ClientDistributions/SampleClientDistribution 1405.@b

http://10.13.1.42/ClientDistributions/SampleClientDistribution 1405.exe

o0 N -

WAAS Mobile Client Configuration > Client Distributions
Distributions
“.cab” “.exe”
“.cab”
“.exe”

PC
Run



File Download - Security Warning

Do you want to run or save this file?

Mame: SampleClientDistribution_1405, exe
Type: Application, 6.48ME

From: 10.13.1.42

Run ] [ Save ] [ Cancel

ﬁl Wrhile filez from the Internet can be useful, this file tope can

|
S5 run or save this software. What's the risk?

patentially harm your computer. IF you do nok trust the source, do not

Yes

5. WAAS Mobile
( Server Configuration > Authentication

Cisco WAAS Mobile

In order ko support the use of this product, your IT adminiskrator
requests that vou provide the Following reqistraticn information,

Flease note that this information is For internal use only,

ame: | |

Email Address: |

Cancel | (o] 4 |

5.1. WAAS Mobile

WAAS Mobile
WAAS Mobile

Finish

)



o (.exe)

® (.cab)
WAAS Mobile WAAS Mobile

] WAAS Mobile Server Configuration > Advanced Settings > Upgrades

Enable Component Upgrades Submit
WAAS Mobile (.exe)
)
] “.exe” WAAS Mobile Client Configuration >

Client Distributions “.exe”
° “ »
WAAS Mobile Microsoft SMS
] “.cab” WAAS Mobile Client Configuration > Client

Distributions “.cab” “.cab”

“.msi”
)
Cisco WAAS Mobile
WAAS Mobile Client Configuration
Client Configuration

® Diagnostics
®  User Interface
® Connection Settings
® HTTP/HTTPS Settings HTTPS HTTP HTTPS
®  Exclusion Lists P
®  Accelerated Networks
®  Proxied Process List
® File Shares SMB CIFS
® Delta Cache Settings



Distributions

Server Address

Distribution Name

Description

Diagnostics Distribution: | SampleClientDistribution
DEnable Large Client System Reports

D Enable Metwork Monitoring

D Change System Report Destination

System Report URL:

Enter "default" for System Reports to be sent to this server

Apply Changes ] [ Restore Defaults

Enable Large Client
System Reports

Enable Network
Monitoring

Change System
Report Destination WAAS Mobile %ALLUSERSPROFILE%\Application
Data\Cisco\WAASMobile\Inbox




User Interface Settings

D Use Simplified User Interface (tray icon with Exit option only)

D Use UTC time in Connection Monitor
I:‘ Enable Advanced Tab

I:‘ Disable User Generated System Reports

[ Apply Changes ” Restore Defaults

Distribution: | SampleClientDistribution

8
Use Simplified User Exit
Interface
Use UTC time in Connection Monitor UTC ( ) GMT (
Connection Monitor )
Enable Advanced Tab Client Manager Advanced
Advanced

Disable User Generated
System Reports

Support




Connection Settings Distribution: | SampleClientDistribution

D Enable Latency-Based Bypass

Thresheold (msec):
I:‘ Enable High Speed Bypass

Download Bandwidth Thresheold (kbps, Max: 972.8)
Upload Bandwidth Thresheld (kbps. Max: 972.8)

Round Trip Time Threshold {ms)

D Enable Persistent Connections
D Disable Traffic Encryption

I:‘ Enable Bandwidth Limits

Maximum Bandwidth: {in kbps)
Apply Changes l [ Restore Defaults
9
Cisco WAAS Mobile WAAS Mobile

WAAS Mobile
Enable Latency-Based
Bypass TCP

WAAS Mobile
WAAS Mobile
Enable High Speed WAAS Mobile
Bypass WAAS Mobile
WAAS Mobile

WAAS Mobile




Threshold Settings

(RTT)

RTT

Determine connection
speed every time Cisco
WAAS Mobile
connects

WAAS Mobile
Windows

WAAS Mobile




Enable Persistent
Connections

IP

Wi-Fi/

TCP

20

WAAS Mobile
WAAS Mobile

IP

Web

TCP

SMB CIFS

WAAS Mobile

WAAS Mobile
HTTP

WAAS Mobile




Disable Traffic
Encryption WAAS

SSL IPsec VPN

HTTPS

Enable Bandwidth
Limits

WAAS Mobile

HTTP/HTTPS

HTTPS Settings

[Jensble HTTPS Accelaration

[Jpis=ble vista/IE7 Cartificste Revocation List

Host Inclusion List

Host Name: | |

IP Address: | |

Process Acceleration List

Process Name:

iexplore_exe
explorer.exe

HTTPS Port Inclusion List

443 Example: 443,444

Distribution: | SampleClientDistribution

HTTP Settings

HTTP Port Inclusion List

|8080,80 Example: 80,8080,8081

Bypass Settings

[l enable HTTP Bypass

Bypass Audio and Video Files with these extensions:

Bypass Miscellan=ous Files with these extensions:

[ Apply Changes ] [ Restore Defaults

10HTTP HTTPS




Enable HTTPS HTTPS HTTPS Microsoft
Acceleration Internet Explorer Microsoft API  Web FireFox
WAAS Mobile
HTTPS HTTPS HTTPS
Client Configuration > Delta Cache Settings
HTTPS Client Configuration > Connection
Settings Traffic Encryption
Accelerate All HTTPS HTTPS
Sites
Accelerate Host Accelerate Host Inclusion List Only HTTPS P
Inclusion List Only HTTPS
L Add Remove Remove All
° Apply Changes
° Restore Defaults
1P 1P
HTTPS Cisco WAAS Mobile
Disable Vista/IE7 Windows Vista HTTPS IE7
Certificate Revocation (CRL)
List OCSP HTTP
WAAS Mobile “ 7 CA
Vista/IE7 CA
Vista HTTPS
Vista/IE7 HTTPS
WAAS Mobile CA

CA Vista/IE7




Process Acceleration HTTPS Internet Explorer Windows Explorer
List HTTPS HTTPS Microsoft Windows
Socket API Client Configuration >
Proxied Process List Proxied Process List
HTTPS
HTTPS Port Inclusion 443 HTTPS
List HTTPS
HTTP Port Inclusion 80 8080 HTTP
List HTTP
Enable HTTP Bypass
Enable HTTP Bypass
Bypass Audio and
Video Files

asf, au, avi, midi, mov, mp2, mp3, mpeg,
mpg, qt, ra, vdo, vqf, vox, wav, wma, wmv, rm, v, mvb, aac, m4a, m4u, m4p,
ogg, flac, ape, ogm, mkv

Bypass Miscellaneous
Files

exe, zip, msn, vpg, gz, cab, rar, msi, 7z, ace, arj, lzh, tar, Z, jar ,arc,
bz2

Remove All

1P Add Remove
Apply Changes Restore Defaults




Exclusion Lists Settings Distribution: | SampleClientDistribution

Port Exclusion List

[ Add H Remaove ” Remaove All ]

1627

IP Exclusion List

IP Address: |

[ Add H Remaove ” Remove All

Apply Changes ] l Restore Defaults
11
Port Exclusion TCP
List
IP Exclusion List | IP 1P TCP

Remove Remove All Apply Changes

1P

Add
Restore Defaults




Accelerated Networks Distribution: | SampleClientDistribution +

|:| Enable Metwork Traffic Control

Mask:

Apply Changes ] [ Restore Defaults

12

Enable Network
Traffic Control

Accelerate Network Accelerate Network Table Entries
Table Entries TCP

Bypass Network Bypass Network Table Entries
Table Entries TCP

1P 1P

Mask

Add Process
Apply Changes




Proxied Process List Distribution: | SampleClientDistribution |+

Process Name: |

example: iexplore.exe

Enter * for no minimum versien

Enter * for no maximum wversien

Command Line: [s

Enter * for any command line

Acceleration

| 0 - Mormal Acceleration “
Type:

Application |
Name:

(eptional) Complate Application Name

Auto Reset
Connection: OYEE ®ND

Select Yes to autematically reset connections for this process

Add Process ] [ Remove Selected Processes ] [ Restore Defaults

] [ Apply Changes

Min Max Command Acceleration

Auto Reset

Select Process Name

Version Version Line

Application Name

Connection

Type

[0 explorerexe 5.0 6.0 0 Windows Explorer
O Opera.exe 5.0 * 0 Qpera Browser
[0 iexplore.exe 5 * 0 Internet Explorer X
[0 msimn.exe 50 6.0 0 Qutlook Express
[]  netscapeexe 4.7 50 0 MNetscape Browser
[] eudora.exe 43 52 0 Eudara Mail Client
13
Process Name
Min Version
Max Version
Command line Microsoft
WebDAV “-k LocalService” svchost.exe




Acceleration Type

2—  VolP (RTP)
3 VoIP (RTP)
4- VoIP (RTP)

VoIP

VolIP

<56 kbps
56 kbps
> 240 kbps

/
VoIP (RTP)
VoIP

WAAS Mobile

85%
240 kbps 48 kbps
20%

UDP
TCP UDP

VoIP

TCP

UDP

VoIP UDP

ITP WAAS Mobile

Application Name




Auto Reset Cisco WAAS Mobile TCP

Connection Auto Reset Connection
Auto Reset Connection “X” WAAS Mobile
TCP
Web SharePoint

Auto Reset Connection

File Shares Settings Distribution: | SampleClientDistribution %
Enable Transparent SMBE Acceleration
SME over TCP [port 445)

SME over NetBIOS (port 139)

Apply Changes ] [ Restore Defaults
14

Enable Transparent SMB CIFS

Acceleration

SMB over TCP Windows 2000 SMB
over TCP

SMB over NetBIOS Windows NT SMB
over NetBIOS




Delta Cache Settings
Desired Delt
?:EEI;:E S;EZEE:I 1024 MB
Mai Delt
~ Cacha Siza: 10240 mB

Client delts cache size may not exceed this value.

Reduced Size
W
Enabled:

N Cache wer 1256 |
Cache Size: 256 ME

Size if desired size dees not fit.

Distribution: | SampleClientDistribution %

Delta Cache o 4| | USERSPROFILE%\Application Datal...

Location:

Paths can include Windews envirenment variables. For instance, %USERPROFILEY:, %Temp¥s, ...

HTTPS Caching:

Encryption: D

Apply Changes ] l Restore Defaults

15

Desired Delta
Cache Size

1024 MB

Maximum Delta
Cache Size

Advanced

Reduced Size
Enabled

Reduced Delta
Cache Size

256 MB

Delta Cache
Location

All Users

HTTPS Caching

HTTPS HTTPS

Client Configuration > HTTP/HTTPS Settings




Encryption

PC
Windows XP Professional Windows Vista Business ~ Windows
Vista Ultimate ( XP Home Vista Starter ~ Windows Vista Home
Basic Windows Vista Home Premium Windows CE )
NTFS
FIPS-140 XP SP2

AES-256




Cisco WAAS Mobile

WAAS Mobile Server Configuration
® Licensing
®  Authentication
® Logging
®  Server Farm WAAS Mobile
®  Advanced Settings
® [mport/Export
Home > Status Restart Server
WAAS Mobile Licensing / WAAS Mobile
WAAS Mobile Home Monitoring > Sessions

Restart Server

Cisco WAAS Mobile

Authentication Settings
Enable Client Registration

D Enable Authentication

Authentication Method:

16

WAAS Mobile

WAAS Mobile

Home > Status



Enable Client
Registration

WAAS Mobile

Enables Authentication

Enable Full Login

Enable Case Sensitivity

Authentication Method

RDBMS RADIUS
RADIUS

Cisco WAAS Mobile




User Management

UserName:

Password:

Add User ] [ Update Selected User ] [ Delete Selected User ] [ Delete All

Select a User:

Export User List

Export User List

ImportfExport User List

Browse...

Import User List

17

RDBMS
Cisco WAAS
Mobile

UserName

Password

Export User List

Import User List

RDBMS




RDBMS Authentication Settings
Database Type:

O MysQL O MSSQL ® 5QLite

DSN Mame: | |

Users Table |LISEFS |

Mame:
Test Connection ] [ Submit ]
18 RDBMS
Database Type SQLite SQLite
MySQL MSSQL ( Microsoft SQL Server)
DSN Name (DSN)
ODBC DSN DSN
SQL
Users Table Name
Test Connection WAAS Mobile

Radius

RADIUS Cisco WAAS Mobile




Radius Authentication Settings

[“] use Nas 1dentifier value: |

[Juse nas 1P Address value: |

D Include Account Session Id

Acct-Session-Id |@
Separator:

D Enable Framed IF Address

D Include Nas-Port Attribute

Nas-Port Value: |5

Nas-Port Type: |2

Include Service-Type Attribute

Service-Type: |3

D Use Radius Attribute to Filter Access

Filter Attribute |
Value:

Server Count: |1

Radius Server Settings

Remote Address: |unknnwn

Port: 11812

Shared Secrat:
ared secre |test5haredsecret

Requeast Retry |U
Count:

Request Time |25[]UD

Out:

19 Radius



Use Nas Identifier Value

(Nas)

Use Nas IP Address Value

Nas IP

Include Account Session ID

Acct-Session-Id

Enable Framed IP Address

1P

Include Nas-Port Attribute

Nas-Port

Nas-Port

Include Service-Type
Attribute

Service-Type

Use Radius Attribute to
Filter Access

Radius

Radius Server Settings

Remote Address

Port

Shared Secret

Request Retry Count

Request Time Out

Logging Settings

Log File Name: |

Log File Directory: i
og File Directory |C:1Prngrﬂm Filesh ..

) Basic Log Mode (%) Disable Logaing
) Debug Log Mode O URL Only Logging

20

Log File Name




Log File Directory

Basic Log Mode

Disable Logging

Debug Log Mode

URL Only Logging

URL

RDBMS

RDBMS Logging Settings

Enable RDBMS Logging

Database Type:

O mysqL O mssqL @ sgLite

DON Name;

Log Table Name:

Stat Table Name:

|uaer_euents |

|user_stats_33 |

Test Connection H Submit ]

21 RDBMS

Enable RDBMS
Logging

RDBMS

Database Type

SQLite SQLite
MySQL MSSQL ( Microsoft SQL Server)

DSN Name

ODBC DSN
SQL

DSN

Log Table Name

Stat Table Name

Test Connection

WAAS Mobile




Log Rotation Settings
Enal:lle Log Rotation
lC}I::Iail',.r
{J:-}Ilﬂ.ll:l:l-c'l'f

lC:j'r'«'lcnntl'll',.r

@'INI‘IEI‘I Siza Equals:
100 MBE [Min 20-Mazx 500)

b Number of Archived Log Files Te Keep (Per Type)

22

Enable Log Rotation

Daily/Weekly/Monthly / /

When File Size Equals

Number of Archived Log Files To Keep (Per
Type)

Cisco WAAS Mobile

WAAS Mobile

Cisco WAAS Mobile
WAAS Mobile

Cisco WAAS Mobile
WAAS Mobile




Server Farm

Server List

Server | |
IP/HostName:

Farm Name: |
{Optional)

Enter servers that you wish to add to your server list. Enter & farm name if you wish to configure multiple server farms.

23

Server IP/HostName DNS IP
1P

Farm Name (Optional)

IP/Hostname
Add Server Farm Name

Server Farm
Server List

Semver |qg 13.4.29| |
IP/HostName: —— :

Farm Mame: | |
(Optional | !

Enter servers that vou wish to add to your server list. Enter a farm name ifyou wish to configure multiple server farms.
[ Add Sener ] [ Rermove Server ] [ Lpdate Serer

| 10:13.1.21

] 10.13.4.20

] 10.13.4.29

24

IP/Hostname Farm Name
farm2 farm3



Server Fam

Server List
|F'IHEISII‘?:FNH2T i1D.13.EI.3 |
Farrr Nalrlu. |farm3 |
{Optional)
Enter serversthat vou wish to add to your server list. Enter a farm name ifyol wish to configure multiple sewer farms.
[ Add Server l [ Remove Server ] [ Update Semer l
Select Server IPHostName Farm Name
E] 10.13.1.21 Default Farm
E] 10.13.4.20 Default Farm
E] 10.13.4.29 farmz2
E 10.13.01 farm2
El 10.13.0.2 farma
E] 10.13.0.3 farma
25

Server
Farm > Server Selection Server Selection Method Farm Selection Method



Advanced Server Selection

Server Selection
Enable Advanced Server Selection

I:lThiE Server is the Controller Sarvear

Server Selection Method

@Randnm Selection
O Prioritized Selection

Farm Selection Method

(®) Client 1P Map

{:}' Latency

Client IP Map

Cliant IP:
Subnet Mask:
Farm Name: N

D Enabled

Add Mapping ] [ Remove Mapping ] [ Update Mapping

There are no mappings in the Server Map

26

Enable Advanced
Server Selection

This Server is the WAAS Mobile
Controller Server




Random Selection
1P 1P DNS 1P

Prioritized
Selection
Client IP Map

Submit
Latency PING

1P
Submit
Client IP Map 1P
settings Enabled Add Mapping (Enabled “1”
) 1P 10.13.1.x farm2
1P 10.13.4.x farm3
Client IP Map
Client IP: | |

Subinet Mask: | |

Farm Name: | Dafault Farm V|

[¥] Enabled
[ Add Mapnping ][ Remove Mapping ][ Update Mapping ]
Select  ClientIP Subnet Mask Farm Hame Enabled
F] 10.13.1.0 255.255.255.0 farm?2 1
F] 10.13.4.0 255.255.255.0 farm3 1

Update Mapping
Remove Mapping




Prefetching
Delta Cache
Aliasing

Access Control
Upgrades

HTTP

Radius Accounting

System Reports

HTTP HTTP Web
RADIUS
IP
Ip

HTTP Prefetching Settings

D Disable Prefetching

Prefetch Extension Bypass List:
php,php3,phpd,cgipl.asp,cfm, jsp,exe dll swe, aspx

Prefetch Hostname Bypass List:

charter.net

DDiEabIe Prefetching with Cookies

I:l Prefetch with Cookias for Private IP Address=s Only

Prefetch Cookie List:

Prefetch With Cookies Host List:

21 HTTP

Web

Disable Prefetching

HTTP
Web
Web

HTTP

Prefetch Extension
Bypass List

asp, cfm, jsp, exe, dll, swe, aspx

php, php3, php4, cgi, pl,

Prefetch Hostname
Bypass List




Disable Prefetching With HTTP cookies
Cookies

Prefetch With Cookies IP cookies
For Private IP Addresses
Only

Prefetch Cookie List cookie cookie

Prefetch With Cookies cookie
Host List cookies

Delta Cache Settings

Stop the server to enable the following cptions.

Lelta Cache Size:

GEB
Delta Cache
Location:
Enter a full path
HTTPS Caching:
Encryption:
28
WAAS Mobile
Clear Delta
Cache
Delta Cache Size 275 GB 1TB
Delta Cache All Users
Location
HTTPS Caching HTTPS HTTPS
Client Configuration > HTTP/HTTPS Settings HTTPS
Acceleration




Encryption

WAAS Mobile

AES-256

Radius

Cisco WAAS Mobile

Radius

IdMode:

Session Ic
Separator:

Nas IP Address:

Service Type!

29 Radius

Nas Port Mode:

Nas Port Value:

Mame:

Port:

Shared Secret:

Max Tries:

D Enable Radius Accounting

Il

Radius Accounting Settings

D Enable Failed Login and Server Failure Accounting

0.0.0.0

2

UL

|unkn|:|wr1

1813

I

1P WAAS Mobile

1P

1P
1P
1P 1P

1P




1P WAAS Mobile

Cisco WAAS Mobile IP

Aliasing Settings
I:l Use IP Aliasing

=n o One IP A

w
[Iu}

Public Metwork
Interfacea:

Valid Sources: |

tePecl: 0.0.0.0-0.0.0.0/256.255.265.255

Many To One IP Aliasing

ent IP | |

m
il

n
0

Add Mapping

Remove Mapping Update Mapping

30

WAAS Mobile WAAS WAE

WAE WAAS Mobile
" WAAS Mobile



Access Control Settin

D Enable Access Control List

IE‘j‘)’-‘-.lh:u.-'.r List Access

as

O Deny List Access

IP Address: |

Mask: |

[Add” Remove ” Remove All ]

31
Enable Access 1P
Control List
Allow/Deny List Allow List Access P
Access
1P
WAAS Mobile

Deny List Access

“ " P
Cisco WAE




Upgrade Settings

Enable Component Upgrades

D Enable Component Downgraces

Submit

32

Enable Component
Upgrades

WAAS Mobile
ON

Enable Component
Downgrades

WAAS Mobile
OFF

Cisco WAAS Mobile

® Description.txt

® Blackbox.txt

TAC

.cab

WAAS Mobile

® CustomInfo.xml
® Instrument.dat

Send System Report

WAAS Mobile
o WAAS Mobile Home > Status

] WAAS Mobile Home > Active Sessions > Manage

WAAS Mobile

WAAS Mobile




System Reports Settings

Cy=term Reports
"o |default

Enter "default" for System Reperts to be sent te this server

System Reports
Directory:

Run daily cleanu
L EF;: Delete files clder than days

|C:\Dcu:ument5 anc Settings\All Users\Application Datal ...

D Enable E-mail Alert

From: | |

To: | |

Subject: |

mins

Outgoing mail
server (SMTP): Port: Enable ssL[ |

User Name: | |

Password: | |

Enable Packet Capture

33
System Reports WAAS Mobile “default”
URL WAAS Mobile
WAAS Mobile
WAAS Mobile
http://<server-ip>/blackbox/BlackBoxCatch.exe?
®  <server-ip> WAAS Mobile

Y €«




System Reports
Directory

%ALLUSERSPROFILE%\Application Data\Cisco\WAASMobile\Inbox

Run daily cleanup
at

Delete files older
than x days

Enable E-mail
Alert

From

To

Subject

Frequency

Outgoing mail
server (SMTP)

Port

Enable SSL

SSL

User Name

SMTP

Password

SMTP

Enable Packet
Capture

Home > System Reports

34 /

Import settings from:

Export System Settings

Import System Settings

WAAS Mobile

Browse. ..




Export

Import Settings from:

Import

WAAS Mobile

WAAS Mobile Home

Status and Server Control
System Alarms
Performance Monitoring
Active Session Reports

. Past Session

. Log Files

. System Reports

Status

Server Info

Version: 3.4.0.14035

Status: Funning

Start Time: 5/29/2008 10:21:05 AM
Current Sessions: 4

Maximum (Peak) Sessions: &

Average Number of Sessions: 4.68

Restart Server ] [ Stop Server ] [ Send System Report ] [

Clear Error Events

Recent Error Events

There are no error events to view.

35

Status

Start Time

Current Sessions

Maximum Sessions

Average Number of
Sessions




Restart Server

Stop Server

Send System

Report Send System Report

Cancel

Clear Error Events

Recent Error Events

NT SNMP

Alarms
l6};"—‘x|:||:||i|:atin:|n OE'{EtEI‘I‘I
WME Mobile alarms

Type Date Source Message

Information  5/28/2008  WAAS Event logging was initialized
10:21:05 AM Mobile

Information  5/28/2008  WAAS Starting WAAS Mobile Server (Wersion: 1405).

10:21:05 AM Mobile

Information  &/2972008  WAAS The server license check succeeded.
10:21:06 AM Maobile

Information  5/28/2008  WAAS Shutting down WAAS Mobile Server.
10:17:16 AM Maobile

Information  5/29/2008  WAAS Event logging was initialized
10:12:17 AM Mobile

36
Application NT SNMP
WAAS Mobile
System NT SNMP
WAAS Mobile WAAS Mobile
alarms
WAAS Mobile

HTTP




Refresh

WAAS Mobile
( MB) WAAS Mobile

Traffic Summary

Application Summary ,V;“"u"iew All ,V;| [ Refresh J

Last Refreshed: 7/14/2008 10:40:05 AM

Total Uncompressed Data Processed: 104218 MBE

66194.3

21.15 22042.28
9.0z 9404.81
4.76 4963.93
1.28 1334.66
0.23 237.25
0.04 40.72




Traffic Summary

Compression Summary VH‘U’&W All V| [ Refresh ]

Last Refreshed: 7/14/2008 10:41:41 AM

5.64X 2.12% 5.1X 2.49X 1.87X 2.07X

Compression Ratio By Application

3.88X

1.3X

Application Normal Size (MB) Compressed Size [MB)
£6194.3 11746.61
22042.38 103591.52
Other TCP c404.81 1845.88
4563.93 1991.189
1334.66 714.74
237.25 114.55
40.72 21.37
104218 26835.86
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Application Traffic

HTTPS

SMB
FPOP3
SMTP

Qutlook/Exchange Upload Compressed Throughput (Bytes/sec)

All other TCP traffic

Upload Throughput (Bytes/sec) |F'ast Day

v| [ Refresh

! Download Throughput (Bytes/sec)
Download Compressed Throughput (Bytes/sec)
Upload Throughput (Bytes/sec)

350000

1775000

J”J\f’jhluw L s

WL

10:59:53 AM 10:59:53 PM
Current Vahie: 58669 22

Bverage Vahe: 14652 .49

39
TCP Refresh
“All other TCP traffic” WAAS Mobile TCP
TCP
L C 7))
° C 7))
L C 7))
° C 7))

10:52:53 AM



Sessions

Sessions Past Day v| I Refresh

L]

Sessions With Actiity
Login Failures

License Exceeded Login Failures
JVU’
7.3 {
3
a5 | nu |'__|l A
: I I I ‘|I lf_]l {i’
0
12:22:.08 PM 12:22:08 AM 12:22:08 PM
Crrent Wahie: @

Average Vahe: 2 550583

40

Refresh

Sessions

Sessions With Activity

Login Failures

License Exceeded Login Failures

HTTP



HTTP Details

4

[ Refresh

HTTP Requests Per Second . |Past Day
HTTP Reguests Per Second

Average Web Server Response Time

Average Object Download Time From Web Server

DMNS Lookup Failures
TCP Connection Failures

1.5

0.5

I

i

0

12:30:50 PM 12:30:50 AM
Carrent Vahe: 03818528
Dverage Vahe: 01021211

41 HTTP

HTTP
Refresh
HTTP
® HTTP Requests Per Second HTTP
Average Web Server Response Time Web
Average Object Download Time From Web Server ~ Web
DNS Lookup Failures ~ DNS
TCP Connection Failures  TCP

12:30:50 PII



Disk System

Disk Transfers Per Second || Past Day V| | Refresh
Disk Transfers Per Second ‘52 PM
Percent Time Hard Disk Idle
30
225

|

Vbt | ruact

MWMMMM

o
12:30:52 PRI 12:30.52 AN 12:30:52 P
Current Value: 5 583295 %
Average Vale: 3727923
42
Refresh

® Disk Transfers Per Second
® Percent Time Hard Disk Idle



System Stats

Percent CPU Utilized

System Context Switches Per Second
Memory Pages Per Second

System Awvailable Memory (Bytes)
Memaory Transition Faults Per Second
Cisco WAAS Mobile Server Available Memary (KB)

+ || Past Day

4

[ Refresh

15

1

IR

i

a

12:30:56 PM
Carrent Wabie: 0.4757327
Dveraze Vahe: 0.7052802

43

Refresh

Percent CPU Utilized CPU
System Context Switches Per Second
Memory Pages Per Second

System Available Memory (Bytes)
Memory Transition Faults Per Second
Server Available Memory (KB)

12:30:56 AM

12:30:56 FM



Delta Cache

Cache depth (days)

Cache utilization (% full)

|Fast Day v| [ Refresh

:31:02 PM

4

44

1]
12:31:.02FM 12:31:02 A1

Currant Vahe: 4
A vergge VWaloe, 20820072

100%

124:31.02 FM



Update Now

Connection
Traffic
Link

. Installation
Delta Cache
Manage

Active Sessions > Connection Persisting “17

Active Sessions

Dats Last Updated: 5:25:45 am | Update Now

Session
Session kd User ID Client IP Alias IP Lemgth Persisting Distribution Label
(seconds)
5 david@company.com 1013165 0.0.0.0 9 1 SampleClientDistribution
45 -
Active Sessions > Traffic /

Active Sessions

Datz Last Updated: 9:28:42 &M [ Update Now

. Compressed
- . Raw Bytes Compressed Raw Bytes
2ot L L Sent Bytes Sent  Received Sils
Received
b davidi@company.com 85938 19483 4701340 1345203
46 -

Active Sessions > Link WAAS Mobile



Active Sessions

Data Last Updated: $:31:10 AM [ Update Mow

Bandwidth Up Bandwidth

Session d User ID (bytes per Down (bytes .lrflcr':g?;‘:}p rﬂecrtztnlt_:f =8
second) per second) p
8 david@company.com 6581090 180260 60 0
47 -
Active Sessions > Delta Cache /
100%
Active Sessions
Data Last Updated: 10:232:47 &M [ Update Mow ]
Session id User 1D Sire (MB) Ll (%) Depth (days)
10 david@company.com 1024 0 4
48 -
Active Sessions > Installation
Active Sessions
Data Last Updated: 10:22:47 AM [ Update Now ]
Session Id User ID Distribution Label

10 david@company.com SampleClientDistribuzion

49 -



Active Sessions > Manage

Active Sessions

Dats Last Updated: 10:23:47 am | Update Now

Messags:

| Message Selected Users | |

Kick Selected Users

I

Trigger System Reports

J

Select Session id User ID

1 10

david@company.com

50 -

Message Selected
Users

Message

Kick Selected

Users

Trigger System

Reports
UserID

® Connection

® Traffic

® Link

® Delta Cache

® [nstallation

Past Sessions > Connection




Past Sessions

Time Period:

|Hcrur V|
Userlame: | |[ Update Table ]

Session

Time Stamp User ID Length Client IP Alias IP
(seconds)

2008-07-14 09:31:02  david@company.com 316 1013165 0.0.0.0

51 -

Past Sessions > Traffic /

Past Sessions

Time Pericd: | Haur Y|

UEEFNEI‘I‘IE:| H Update Table J

|"u"|ewAII Sessions ‘V|

. Compressed
. Raw Bytes Compressed Raw Bytes
Time Stamp Sent Bytes Sent Received Eﬂﬁes_
Received
7/14/2008 9:31:02 AM  david@company.com 86678 19678 4701840 1345315
52 -
Past Sessions > Link WAAS Mobile

Past Sessions

Time Feriod: | Haur v|

UserName:‘ |[ Update Table ]

Bandwidth Up Bandwidth o0 1o packet Loss

Time (ms) (percent)

Time Stamp User ID (bytes per Down (bytes
second) per second)

2008-07-14 09:31:02  david@company.com 18655000 3246705 1 5




Past Sessions > Delta Cache
100%

Past Sessions

Time Pericd: | Hour

v
UserName: | | [ Update Table ]
Session Id User ID Size (MB) Uil (%) Depth (days)
5 david@company.com 1024 0 4

54 -

Past Sessions > Installation

Past Sessions

Time Period: Haur “

UserNamea: |

[ Update Table

Time Stamp User ID Distribution Label I

Version Version Number

2008-07-14 10:23:15 david@company.com SampleClientDistribution 3 4 0

55 -



& For |F'aat Ten Minutes V|

Orom [  |w[ |

[annlnad] [ Delete ]

56

For

From/To

View

Download

Delete

Show The Next 25 25

WAAS Mobile System Reports

System Reporis

Refresh
Disk Space in Use for System Reports: 825.48 MB  (166.95 GE free on drive C:) Delete Al

Total Files: 63

56_Client_3.4 0 1404_5811E9_10 121 65.cah 1404 !—&ELERNER’ 5/29/2008 9:54:17

5.1.2600 (SF 2.0) Windows XP
Al

Service Pack 2
56_Server_3.4.0.1404_5311E8_127.0.0.1.cab 1404 DONALD pESBOGSIE S22 a0 (SE20) Nikdows 2008
AM Senvice Pack 2

57

Refresh

Disk Space in Use For
System Reports

Total files

Delete All




Download .cab

WAAS Mobile System Reports
® aaa Client [build number] xxxxxx [WAAS Mobile client IP].cab
® aaa Server [build number] zzzzzzz [ WAAS Mobile server IP].cab
WAAS Mobile
® aaa
aaa

®  XXXXXX ZZZZ7ZZ

WAAS Mobile

id “Client” “Server”
(‘Gaaa’7

WAAS Mobile
[ J

|

|

|

|

|
[ ]

|

|

WAAS Mobile

WAAS Mobile

id




WAAS Mobile WAAS Mobile
( )

WAAS Mobile Manager

Windows Performance Monitor (PerfMon)
PerfMon PerfMon MIB

SQLite MySQL Microsoft SQL Server
Configuration > RDBMS Logging
RADIUS WAAS Mobile
/

WAAS Mobile Home > Status
Home > Alarms
NT Microsoft
NT SNMP
WAAS Mobile WAAS Mobile MIB
\Program Files\Cisco\WAASMobileServer

(] WAAS Mobile Client Configuration > Diagnostics Network Monitoring
( ) IPsec VPN( CheckPoint)

) WAAS Mobile Disables
Exits

WAAS Mobile Client Configuration > Diagnostics
Large Client System Reports

(] misexec



WAAS Mobile Server Configuration

Windows “ " WAAS Mobile

58

Cisco WAAS Mobile

Cisco WAAS Mobile

Cisco WAAS Mobile WAAS Mobile
Cisco WAAS Mobile WAAS Mobile (
)
Client Manager Connection Monitor

WAAS Mobile

59 Client Manager — Connection Monitor

Connection Client Manager Connection Status
Status Connected “ ”
User Disabled
Not Connected
Statistics Cisco WAAS Mobile
Clear Statistics




Events

Clear Events
WAAS Mobile

Restart

Restart

Always on Top

Client Manager

WAAS Mobile
WAAS Mobile
WAAS Mobile




(TAC)

)

[ |

[ | 6

[ | 7
®

[ 6

Cisco WAAS Mobile

) WAAS Mobile

[

Connection Monitor Events

)

]

| WAAS Mobile Home > Alarms
° WAAS Mobile

[ | WAAS Mobile

[ | WAAS Mobile
)

| Connection Monitor

[ | 7

[
WAAS Mobile

6 WAAS Mobile



Server Configuration > Licensing

( I1S)
ipconfig.exe
Windows WAAS
Mobile
WAAS Mobile WAAS Mobile URL URL
http://ServerName/Cisco WAAS
u " Mobile/
WAAS Mobile
WAAS Mobile
7 WAAS Mobile
WAAS
Mobile
LSP
(0N
WAAS WAAS Mobile Server
Mobile Configuration > Authentication ~ User

Management

WAAS Mobile Home
> Status

PC Client




Manager Events
8
WAAS Mobile
HTTP
WAAS Mobile WAAS Mobile
WAAS Mobile
WAAS
Mobile WAAS Mobile
WAAS Mobile oS
Connection Monitor
WAAS WAAS Mobile
Mobile WAAS Mobile
Client Configuration > Proxied Process
List
WAAS Mobile
WAAS Mobile WAAS Mobile Client

Configuration > Connection Settings
Latency Based Bypass

Client Configuration >
Accelerated Networks Table,
HTTP/HTTPS Settings Exclusion Lists

Client Manager Connection Monitor

8 WAAS Mobile

Events

Client registration information
required

WAAS Mobile Server
Configuration > Authentication

Connected

Connecting...




Connection inactive too long

ITP

Could Not Resolve Server
Address

DNS

WAAS Mobile

DNS

Disconnected by server

WAAS Mobile
> Active Sessions > Manage

Home

Download bandwidth
(bytes/sec) is XX Upload
bandwidth (bytes/sec) is YY
Round-trip time (ms) is ZZ

Downloaded new settings

Entering Persistent Mode

Finalizing connection

High-speed connection present

WAAS Mobile Client
Configuration > Connection Settings
High Speed Bypass

High-speed connection present

Windows ping

/" DNS

Incorrect User Name

WAAS Mobile
Server Configuration >
Authentication User Management
/

License expired or invalid

WAAS Mobile
Configuration > Licensing

Server

License granted successfully

License request failed

WAAS Mobile Server

Configuration > Licensing




Login attempt timed out

Maximum number of allowed
sessions exceeded

WAAS Mobile Server
Configuration > Licensing

New server selection settings,
reconnecting

Network Problem (ITP)
No Internet Connection Present (ITP)
Old session invalid, creating
new one
Protocol or Data Problem
)
Reconnected to Server
Server Busy
UDP
Server Disconnected
Server licenses exceeded
WAAS Mobile
Home > Status Current
Sessions Server Configuration
> Licensing Maximum
Number of Active Users
Server not reachable
Server not reachable
WAAS Mobile
1182 UDP TCP
Server not reachable
1182 UDP TCP
Server problem, will try again /

later

Server Ready!!!




Testing UDP connectivity

UDP test failure

UDP

1182

1182 UDP

Unknown connection failure

Upgrade Notification

Version Mismatch

WAAS Mobile
Server Configuration > Advanced
Settings > Upgrades
Component Upgrades

Waiting to retry...




WAAS Mobile

9 WAAS Mobile

Alarms > Application > WAAS Mobile / Home > Status

The server encountered an error
during license validation. The
license key was not found.

The server encountered an error
during license validation. The
license key appears to be invalid.

The server encountered an error
during license validation. The
license key was not valid.

The server encountered an error
during license validation. Unable
to create network info object.

The server encountered an error
during license validation.
Maximum number of total users in
license terms exceeded in user
database.

The server encountered an error
during license validation. The
license key did not match required
parameters.

The server failed to initialize.
Server Health Check failed at
startup.

WAAS Mobile >
Server Configuration >
Advanced Settings > Delta
Cache

Server failed to initialize. Failed
to run the proxy system manager.

Windows Event

Viewer
(
)
Server failed to initialize. Failed
to run the server link manager. Windows Event
Viewer
(
)

Event logging was initialized




The server license check
succeeded.

Starting WAAS Mobile Server

Shutting down WAAS Mobile
Server.

Generating a black box, request
received from usersession

Transport Thread Health Check
Failed.

60

3-GB switch enabled.

3-GB

3-GB switch disabled.

3-GB

The server internet connection
check failed.

Server failed to initialize. Failed
to initialize the SSL proxy.

SSL

Windows Event
Viewer

)

Server failed to initialize. Failed
to initialize the persistent delta.

WAAS Mobile Server
Configuration > Advanced
Settings > Delta Cache

Server failed to initialize. Server WAAS Mobile Server

Health Check failed at startup. Configuration > Advanced
Settings > Delta Cache

Server failed to initialize. Failed

to run the proxy system manager. Windows

Event Viewer

(
)
Server failed to initialize. Failed
to run the server link manager. Windows
Event Viewer
(

The server encountered an error
during license validation. The
license key was not found.

The server encountered an error
during license validation. The




license key appears to be invalid.

The server encountered an error
during license validation. The
license key was not valid.

The server encountered an error
during license validation. Unable
to create network info object.

The server encountered an error
during license validation.
Maximum number of total users
in license terms exceeded in user
database.

The server encountered an error
during license validation. The
license key did not match required
parameters.

WAAS Mobile Home
> Licensing

The WAAS Mobile Manager
encountered a run error. Failed to
initialize the FIF Config.

Client Manager
Disable
System Report
Help...

Exit

60 WAAS Mobile

2.1. System Report
2.2. Client Manager

Support

WAAS Mobile

Send System Report




r

7% Cisco WAAS Mobile Client Manager

Cannectian Mu:unitu:ur] Advanced Support l

NI .
cisco WAAS Mobile

Copyright @ 2001-2003 Wer 3.4.0.1405

Cizco Systems, Inc
170 est Tasman Drive
SanJose, CA 95134

Send System Report

QK Cancel Apply Help

61 —Support



3. Cisco WAAS Mobile: Description and Additional Information

3.1.
Add File ( )
3.2. Send Report
WAAS Mobile Manager> Home > System Reports
C:\Documents and Settings\All Users\Application
Data\Cisco\Inbox

Cisco WAAS Mobile: Description and Additional Information PE|

Pleasze provide a description:

Please provide adescription of what pou were doing just before the incident. vou may alzo
pravide any addiionhal infarmation that wau think would help us resalve wour problem.

Fleaze attach ary additional files that were invalved in the incident;

Add File Femove File Cancel | Send Repart | Save Feport

62 —
WAAS Mobile
WAAS Mobile
1.  WAAS Mobile Home > Status Send System Report
2. WAAS Mobile Home > Active Sessions Trigger

System Report

WAAS Mobile Product Description and Additional Info
Save Report PC



API

ASP

Active Server Page(s) (Microsoft Web

CaGlI

(Web )

CIFS

(Microsoft)

DNS

DSN

( )

EVDO

Evolution Data Only (CDMA 2000 )

FTP

GB

GBE

(IEEE 802.3z-1998)

GUI

HTTP

HTTPS

SSL

IMAP4

4 (Netscape)

IML

Ip

s

(Microsoft)

IT

ITP

LAN

LSP

MAPI

Microsoft Outlook API

MSSQL

Microsoft SQL

NetBIOS

/

NIC

(PC )

NLA

NTFS

(Microsoft Windows NT/2000/XP)

ODBC

OS




PC

POP3

3(

RAID

RDBMS

RDP

RPM

RRAS

RTT

SMB

SMTP

SNMP

SQL

(

SSL

(Netscape; Web

TAC

TCP

UDP

URL

UTC

GMT)

VoIP

1P

VPN

WAAS

WAE

WAN

WiFi

(IEEE 802.11b

)
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