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ABTOMaTU3aUNA OLEHKU
0e30nacHOCTU ceTu

Anekcewn Jlykauknu

busHec-koHcynbTaHT Cisco



PaccmaTtpuBaemMblie TeMbl

= TpaguuMOHHbLIN Noaxoa
= HoBble BO3MOXXHOCTU: aBTOMaTU3auund

= |_|pI/IMep BHEOPEHNA: MOOENNPOBaAaHNE CETHU
- MmobanbHas nHgpactpyktypa Cisco

= I'Ip|/||\/|ep BHEOPEHUNA: 3aliUTa Ba>KHbIX aKTUBOB
- N3sonauus nHdppacTpykTypbl OTKpbIThIX Kntoden (PKI)

" |_|pI/IMep BHEOPEHUNA: 3aluTa 30HbI
- OuncTKa rpaHnYHbIX Tovek npucytcTems (PoP)

= [Mpumep BHeApPEHUS: aBTOMaTU3aLNSA OLEHKN NnepumeTpa

- MaccmBHOE TecTupoBaHue rnobanbHOro NPeanpPUATUS Ha NPOHUKHOBEHME
Yrpo3 n3BHe

- [Npumep BHeOpEHUS: exxedHEBHOE ynNpaBreHne N3MeHeHnsaIMun



NI
CISCO — 3TO He TOJNIbKO pa3paboTumk

= ~94,000 coTpyaHMKOB n
KOHTPaKTHUKOB

= ~300 odoncos B 90 cTpaHax
= ~400 3gaHun

= 4 ueHTpa 0bpaboTKM JaHHbIX

= ~24,000 cMapTOHOB C
MOOUITbHOW NOYTON U
MOOUMBHBLIMU NPUNOXKEHUSIMU

RIM BlackBerry,

iPhone

Windows Mobile Smartphone,
Nokia Symbian,

Palm OS

Bonee 180,000 ntogeir no scemy

= 129 onepaTtopoB cBA3M Mmupy B 6onbioin «cembe» Cisco

= 80,000+ ynpaBnaembix
nantonos/lK

Windows, Mac, Linux
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CoBpemMeHHbIU ayauT 6e30nacHoCTHU
cetu

= Kak npaBuno, ayauT Ha YpOBHE CETU
paccMaTpuBaETCs, a ero pesynsrartbl 0bpabarbiBaloTcH
OTAENLHO OT ayauTa Ha YPOBHE Y3roB

= CeTb:
|_|pVIJ'IO>KeHHbIe yCl/IJ'IVIFI n anCTaanoe BHMMaAHNe

COop koHpurypaumn; nevyaTb KOHUrypaLui; YTeHne
KOHQMIypauuu

[Mpouecc aHanorn4yeH nposepke TenedPOHHON KHUMU

= Y3nbl;
ypOBeHb 1: aAMUHNUCTPAaToOpPbIl MPUMEHAKT UCTMpPaBI1EHUA
[Mpobnema: Hagexaa — 3To He cTpaTerns

ypOBeHb 2: NnpoBEpPKa Ha Halnymne cncTtem, rgje He
YCTaHOBIJ1EHbI UCNpaBiieHNA

[pobnema: KonNM4ecTBO AaHHbIX NpeBbILaeT 0bbem,
KOTOPbI MOXHO 0bpaboTaTtb

YpoBeHb 3: o4nCTKa Ha OCHOBE PUCKOB

Mpobnema: paccTaHoOBKa NPUOPUTETOB — Flerye ckasaTb,
4yem caenarb



Ob6nactu, Tpedyroime N3aMeHeHnn

= CTtaHOapTHbIE rpynnbl:
JKCNepTbl NO atakam Ha yarbl
PaboTta 6e3 noHMMaHunsa KoHTekcTa ceTn nnmn bmusHeca
HepnocTtaTouHO ceTeBbIX CneunannucToB
Ba)kHble 3HaHUSA B rofioBax HECKOSbKUX cneLnanncToB

= OgHoobpasHble AeNCTBUSI NO NMPOBEpPKE

AHanorn4Ho cuTyauum, B KOTOPOW KONIMYECTBO
aBMakomMnaHun nNpeBbILAaeT Yncno bpurag no
obCcnyXMBaHUO CaMosIETOB

= [ToTpebHocTN:

BbinonHeHMe KaXxgon NpoBEPKN 3a MEHbLLEE BPEMS

[MoBbILLEeHEe TOYHOCTU

3anucb npasun Ang cnegyowen npoBeEpPKU

Ob6beagnHeHne 3HaHM cneunanmucToB — NPobremMbl OOSTKHbI
paccMmaTpMBaTbCs B KOHTEKCTE
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OTnnunsa oueHKU ceTun

JTO He OoueHKa y3na
JTO He oueHKa KoHdurypauuum

—

e —

Obpatute
BHMMaHWe, YTo
BOpOTA
3AMEPTbI!

:
=
!
|
B

Bbl He cMoOXKeTe HaUTU MapLUPYT 06xoaa MmeXKceTeBoro
KpaHa Npu aHa/in3e NPaBU MeXCeTeBoro sKpaHa
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[Mpumep BHeAPEHUA: «NMPOEKT «ATnac»

= Llenb:
oTobpaxkeHune Bcen rnobansHom cpeabl Cisco
0630p OCHOBHbIX B3aMMOENCTBUN

ayanT OOCTYMa K Ba>XHbIM obnactam

= Pecypchil.

YctaHosrneHHoe MO no mogenmpoBaHUo CETU
Cpok - oBe Hegenu

27 000 dpannos koHpurypaummn ¢ 27000
MapLlpyTU3aTOpPOB U KOMMYTaTOpPOB

M3Ha4anbHO ncnonb3oBarncs cepBep CTOUMMOCTbLIO
okono 5 000 gonnapos CLUA (4eTbipe sgpa, 32
[[6ant O3Y)

Tenepb paboTtaeT Ha 6a3e Cisco UCS — noBbllLEHHOE
6bicTpogencTane!
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Kak oObIYHO PUCYIOT KOPNOPaTUBHYIO
ceTb?

L I o ==
T e
ﬂu-.l- : R

Ypok 1. BbiICOKOypOBHEBbIN B3rnsg Bcerga NnoBepXHOCTEH
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Kak BbIrnaanT kopnopaTuBHasa ceTb Ha
caMom gene?

Ypok 2. TpebyeTca peno3ntopumn KoHpUrypaumm n noHMMaHue
ceTu, a He Tonbko Ub
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B rny6V|He BbIrMAAUT He Jiy4lle
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OpraHusauuda rnob6anbHoun cetn Cisco
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= 3O0HMpPOBaAHNE EXEeOHEBHO
MeHsoLmxcss 56000 ceTen
(30 munnunoHos IP-
agpecos)

YpoK 3. MpuHATbie ycnoBHble 0603HaYeHUA — Bam B MOMOLLb
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OKOoHYyaTenbHOE 30HUpOBaHue

A3unartcko-
TUXOOKeaHCKUMA i

PervoH _
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BbloeneHue Kno4veBbIX cepBepoB

CepBepac
Ba*XHbIMM
AAHHbIMU
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ABTOMaTM4Ye€CKUMN pacyeT NOAKIMHYEeHUN

= CUHMEe NHuun
O3Ha4arT NyTH

[OCTyna K R |
Ba)KHbIM | Vi
cepBepam -..\____s\ 1) 2=

_ Wrag: =i s - -—: -

= YeTKOo BMAHa
noTpedbHOCTL B
cerMeHTauum
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YpoK 4. C noMOLLbIO PUCYHKOB MOYKHO /1ETKO 0O bACHUTDL C/I0XKHbIE NOHATUA,
a cMctema MogeiIMpoBaHUA CeTU NOMOraeT NOHATb UHPOPMALUOHHbIE
NOTOKM



|e
T

ABTOMaTMU3aUUA aHanNu3a Kaxgoro noroka

Access from I NN

.| Aocess | selected Links. |

rep B 23 cut of 42 rows _l L EIEJ

—_

| Protocol ] Source IP & |  Source Port) Destination IF Destination Port /Cody

Fee I | | |

TCF vy any encepk 23

_ [ oy |

|TCF‘ oy any exceph I3

|TCF‘ any vy exoepk 23

|TCF‘ &Y &y exispk X3

|TCP any &y expapk 23

|TEF‘ &Y &y expapk 23

|TCP any any expepk 23

|TCF‘ any any expepk 23

|TCF any any expepk 23

|T':F' vy 1681

TCR oy 1681

TCP &Y 1681

|TEF‘ &y 1681

|TI:P &Ny 1651

|TIZF‘ &y &y Enpapl 23

|TI:P any any expepk 23

|TIZF‘ L0 SNy Enpapk 23

|TCF' any any expepk 23

|TCF vy any ewceph 23

|TCF‘ oy any exoeph 23

TCP any 135, 15000

TCP &y &y excepk 23

= [NogpobHbIN aHaNN3 KaXaon CUHEW NTUHUN

NcToYHMK MopT HaszHavyeHuUs
nrobon nobon, Kpome 23
noboi noboin, kpome 23
nobow noboin, kpome 23

= [1o kpanHen mepe Mbl 3abnoknposanun nHTepdenc Telnet
(Mo NOHATHBIM NPUYNHAM HEKOTOPbIE OCODEHHOCTU CKPbLIThI)
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[lpomMeXyTouHble pe3ynbTaTthl: 40 U
nocrne

= [lo:
OTcyTcTBME crnocoba HarnaaHoro npeacTtaBneHuns
rmo6anbHon MHPaCTPYKTYpPLI
= [locne:
KapTa 3anucu B «atnace»

CdopmumpoBaHa paboyada nnatcdopma ana oyayuwmx
NPOEKTOB

cnonb3oBaHune rpadmnyecknx anemMeHToB Ansi 00 bACHEHUS
npobnem 6e3onacHOCTU HecneyanmcTam



Uaem aanblue: 3awjmta BaXXHbIX aKTUBOB

= [1poBepkn PoP cHapyxu

LLInpokuni gnanasoH oxeaTa, NOUCK OCHOBHbIX BpeLlen CUCTeMbI
BGesonacHocTH

[Mpobnema: 6onbLoe KONMMYEeCTBO NPOBEPAEMBIX MOMNbLITOK AOCTyna

He ynaetcsa 6bICTpO 3anncbiBaTb BCe NpaBuria ans BXogsawero
goctyna

HekoTopble akTmBbl TPEBYIOT 0COOOro BHUMaHUA

- D,J'IFI KPNTUYECKUN BaXHbIX aKTUBOB Heo6xouv||v|a
paboTa U3HyTpu
HavaTtb nencreuma crnieqyet ¢ U3BECTHOW Lienun

HyXHO orpaHMunTb 0bnacTb oxBara, YyCUnuTb
aKUeHT

[NocTosiHHasA NOBTOPHAA OUEHKa
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PacnpeneneHHasa UH(ppaCTpPyKTypa
OTKPbITbIX KIHO4YeW

= OcHOBHOW y3en + pe3epBHLIN Y3er

CosaaHne KoopanHATHOM CcXeMbl He NpeacTaBnsaAno Tpyaa — obin
B3AT NpMMep M3 atnaca

H_ﬂ WHTepHeT — =% %
ti; -y [no6anbHas
N B cemb
5 B bpasew) u
&= £ > © L H
i - i i

" omem PE3€PBHbIN y3€/]
“"" LleHTp cepTndmkaumm

YpoK 5. CnpaBouHbIif aTaac — nonesHoe CpeAcTBo ANa nocaeayowen paborbl
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PacnpeneneHHasa UH(ppaCTpPyKTypa
OTKPbITbIX KIHO4YeW

= JloCTyn CTPOro KOHTPONNpyeTcs

HeHageXxHble CTOPOHHME NMPOU3BOANTENM OCYLLECTBNAOT AOCTY
no ceptudukaram

OOLWmn oOCTYN AOMKHbI UMETb TONbKO aAMUHUCTPATOPbI LIEHTPA

cepTudukaummn
> » .» WNHTEpHET
[ —
) — ik
. p—— L FnobanbHas
ti/ —— iy
L ® 8 BHewHAnA ceTb
N AOMUHUCTpa-
> B O 7] - H
P & ﬁ TOPbI LLEeHTpa
| cepTudmrKaunm
H — i |
T i P€3€PBHbBIN Y3€1
LleHTp ceptudmkaumm
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ABTOMaTU3aLUunda co3agaHusA
BbICOKOYPOBHEBOMW NOSIMTUKN OOCTynNna

= 3anncb OTHOLLEHNN OCHOBHbIX 30H

- CTpeJ'IKaMVI NOKa3aHbl HalpaBJi€eHNA
HeXernartesibHOro A4octyna no nx KPUTN4HHOCTHU

Intefnet

__.f-f(/

T

/ CA Admins

BRKSEC-1065
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N3y4yeHune HeoXnaaemoro gocrtyna

= [1OTOK Ha OCHOBHOW LEHTP cepTuUuKaLmm oTCcyTCcTByeT

= Heoxunpaembint oocTyn B MHTEPHET ObIN TONLKO Ha
pe3epBHOM cauTe

N paxe aTOT HeoXXmnagaembin 4OCTYn BbIn npegocTtaBneH
OorpaHUYeHHOMY KONMYECTBY NCTOYHNKOB

. i -l—E .

=
o o

YpoK 6. Cetun Beayt ceba HenpeacKkasyemo
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yCTpaHeHVIe HeXenaTtesibHOro A4ocCTtyrna

* Hangute nogpoOHbIN NYyTh HEOXMOAEMOro AOoCTyna

= Onpenennte TOYHYIO MPUYMHY

B aToM cny4ae npuyunHom siBnsieTcs HeobHOBNEHHAas rpynna
OOBbEKTOB HA MEXCETEBOM 3KpaHe

[octyn HanaeH

OTobparkeHune nyTu
Ha «KapTe MEeTpPo»

BRKSEC-1065

Detailed Path Summary

i} Partially Open Path

[Query Hame:
[Query Date: 2010-05-24 10:15:26 AM
(Query Status: Successful

col: any

& Node:
[Source IP: an
[Source Part: any
D

Paths Found

Path Discovered: Path 1 (12 hops)

Hop | Flow Device
START any

1 P%D
4

A

&

EEE

6

4
g PET,,D
s PO

< | 19 Permitted Flow | (@ Denied Flow |
?| ~Flows For Device: sjce- -swi-ful

ol ree I
& Internet

ICHP &2 Internet

ICHP &% Inkernet

ICHP & Inkernet

Inplt Flow — vlan777

utput Flow — vlangas

Filter/NAT Rules For Device: sjce-corp-swi-ful

NPbIXKOK

Inbound Fiter  (FWSM Configuration:2233
Inbound Fiter  (FWSM Configuration: 01 extended permit
Inbound Fitsr  (Fwsi ended permit
Inbours
r
Inbour

01 extended permit

d Filter — (FWSM ended permit
Inbound Fiter  (FWSM Configuration:2600) access-ist 101 extended deny
d Filter  (FWSM Configuration:4253) access-list 101 extended deny

Type

Inbound Filter

Inbound Filter
_ Inbound Filter

Inbound Filter

Inbound Filter

Inbound Filter

Type First Line,/Description

First Line/Description

(FWSM Configuration:2233)
(FWSM Configuration:2339)
(FWSM Configuration:2445)
(FWSM Configuration:2551)
(FWSM Configuration:2600)
(FWSM Configuration:4259)

© Cisco n (unu) goyepHue komnadum, 2011 r. Bce npaBa 3awmileHsl.  ObuiegoctynHas nHgopmauus Cisco
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[lpomMeXyTouHble pe3ynbTaTthl: 40 U
nocrne

= [1o:

BaxHble cBegeHus 3aTepPHAHbl B KPYIMHbIX U CIOXHbIX CETAX

* [1ocne:
CneumnanbHbIn Habop npaBus 4na NPoOBEPKU PYHKLUNN 3aLUNTI
CosgaHuve 3a oBa goHS

E)xeoHeBHasA NOBTOPHAas OLEHKa No Mepe BO3HUKHOBEHUS U
pacnpocTpaHeHna NSMEHEHUIN CETU

ABTOMaTUYecKasi oTnpaBka COObLEHNIN C UTOrOBbLIM
COCTOSIHUEM



Wpem panblie: 3awmTta 30H
= Cisco pacnonaraet 15 0CHOBHbIMM TO4YKaMu KOHTposs (PoP) ons

BHELLUHUX NOAKNHYEHNN

= OObl4HOE BpeMst oueHKM Bpy4HYto: 90 aHen ans kaxaon PoP

=  KoHe4YHbIN pe3ynbTar:
1.  CosgaHue KapTbl

2. 3anncb OCHOBHbIX 30H:

NHTepHeT, DMZ, BHYTpeHHAS ceTb, nabopatopun u T.4.

3. AHanus3 HapyLleHUn npakTn4eckmnx
pekomMeHaaumnm

4. [NobaeneHune ysa3BMMOCTEN Y3MNOB,
BbISIBIIEHHbIX NOCIE MPOBEPOK

S R
R e

5. BbinonHeHne TecTa Ha NPOHNKHOBEHNE

BRKSEC-1065 © Cisco u (unu) govepHue komnanum, 2011 r. Bee npaea 3awmiweHbl. O6wenocTtynHas nHdopmaumsa Cisco



KapTta cetn komnnekca 3agaiun B CaH-
Xoce

= KapTta ogHOWM TOYKM NPUCYTCTBUS

= 30HMpPOBaAHME NPOM3BEAEHO NONTyaBTOMATUYECKU

NUHTepHeT OemunntapmnsoBaHHas 3oHa (DMZ) OcHOBHOW canT Nabopatopumn

BRKSEC-1065 © Cisco u (unu) goyepHue komnanuu, 2011 r. Bee npasa 3awmiyeHbl.  O6weaocTynHas nHdopmaums Cisco 25



KapTta cetn Komnnekca 3apgaHumn B CaH-
Xoce

E DMZ-Guest

Internet DMZ

¥

E|SJC Corporate

STG DMZ

O0B GEM ISP GEM

BRKSEC-1065 © Cisco u (unu) govepHue komnanum, 2011 r. Bee npaea 3awmiweHbl. O6wenocTtynHas nHdopmaumsa Cisco
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[Mpumep npoBepoOK COOTBETCTBUMN
NyYLWNUM npakTuKam

= ABTOMaTun4deckas nposepka b6oriee 100 npasun

= HeHapgeXXHble UM oTCyTCTBYHOLLIME Maposu,
N30bITOYHbIE NMpaBuna u T. 4.

Check ID Title Severity
R&-16 Unenoypied Passwords HIGH
R5-25 Default Enable Password HIGH
R&-26 Default Password HIGH
RS-29 Mo Password for User HIGH
R5-38 Weakly Encorypted Passwaord HIGH
R5-41 Superfluous Enable Password HIGH
R5-55 Mo Password on Console HIGH

= Katawumncs kameHb MXoM He obpacTaet? B
N3MEHSIOLLMXCH CETAX BCE NO-APYromy...

YpoK 7. Jlyywine npakTMKU NoNy4ymam csBoe HasBaHMUe He NPOCTO TaK

BRKSEC-1065 © Cisco v (Mnn) AoYepHMe KOMNaHUM , 2011 r. Bce npaBa 3awuuieHsl.  O6wenoctynHas nHdopmaums Cisco



JononHuTenbHbIe 0Opa3ubl KapT

= KapTtbl 9 PoP, co3gaHHble 1 30HMpOBaHHbIe 3a O4HO

yTpo
= JkcnoptT B popmartsl Visio u PDF

YpokK 8. 3T0 moryT caenatb ob6bluHble NO/Ib30BaTENN.

BRKSEC-1065 © Cisco u (unu) goyepHue komnanuu, 2011 r. Bee npasa 3awmiyeHbl.  O6weaocTynHas nHdopmaums Cisco 28



[lpoBepkKka Ha NPOHNKHOBEHUE B
pexunme odpdhnavH

= CneayowmmM ypoBHEM aHanusa SBnsaeTcs
NpoBepKa Ha MPOHUKHOBEHUNE

= lcnonb3oBaHMe KapTbl CETY COBMECTHO C
NpoBEpPKamMM y3roB

= [lobaBneHne pac4eToB gocTyna

“ I'IporpaMMHoe obecne4yeHne aBToMmaTnU4eCcKm
oueHuMBaET HanpaBJiEHNA aTakK

= OnpegerneHne cnadbiXx CTOPOH C BbICOKUM
YPOBHEM pUCKa



BbiCOKU ypOBEHb PUCKA

BbiCOKUI ypPOBEHb PUCKA

N
o

PUCK OT ceTeBbIX aTak

HOBHaA aTaKa

Mpasuno

ACL-cnncok 610KMpPOBKK

HOBHaA aTaKa

H

~

exoud aHagodA UMNEN

H

exoud aHagodA undemn



NMpumep uenoyku atak: 4O

BRKSEC-1065

NUHTepHeT

JdemnnutapmnsoBaHHaA
30Ha (DMZ)

OCHOBHOW caunT

© Cisco u (unun) govepHue komnanum, 2011 r. Bce npasa 3awmiieHbl.  OblwegoctynHas nHdopmaums Cisco
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JT1an 1. Ya3BuMble 00beKTbl B DMZ

. 3ﬂ0yMbILLIJ'IeHHI/IKI/I MOTYT 3axXBaTTb 3TN UHTEPHET-CEPBEPDLI

BRKSEC-1065 © Cisco u (unu) goyepHue komnanuu, 2011 r. Bee npasa 3awmiyeHbl.  O6weaocTynHas nHdopmaums Cisco
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J1an 2. IpoOHNKHOBEHUE HEeKOTOPbIX aTak

— -
i
e
-

= BO3MOXHO OencTBme NnLlb HEKOTOPbLIX OCHOBHbIX aTak

BRKSEC-1065 © Cisco 1 (unu) foyYepHUe KoMNaHuu, 2011 r. Bce npaBa 3awmiieHbl.  OblwegoctynHas nHcdopmauus Cisco 33



JT1an 3. BeepHoe pa3BepTbiBaHME aTaKu

= 3NOYMbILLUNIEHHUK MOXET NPOHMKHYTb B Cry4yae, ecrniv OH HanaeT
Opellb, KOTOPYIO Bbl €LLE HE YCTPaHUMK

BRKSEC-1065 © Cisco u (unu) goyepHue komnanuu, 2011 r. Bee npasa 3awmiyeHbl.  O6weaocTynHas nHdopmaums Cisco
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Pe3yanaTb| TeéCTa Ha NPOHNUKHOBEHUe

= [1pnmep pesynsraTa

Risk Analysis

Details. .. @ Protected

Direct Indirect :

Attacks Attacks
31 hosts 110 hosts 31 hosts

Untrusted

3110YMBbILLNEHHUKM N3BHE MOTYT 3aXBaTUTb KpacHbIe Y3Sibl
3aTeM NOeT ataka XenTbIX y3rnoB

OpHako 3eneHble y3rbl He NOABEPrNUCh BO3AENCTBUIO
HUKaKUX aTak

BRKSEC-1065 © Cisco u (unu) govepHue komnanum, 2011 r. Bee npaea 3awmiweHbl. O6wenocTtynHas nHdopmaumsa Cisco



Pe3ynbraTthbl HeAaBHEro aHanm3a To4yek
NPUCYTCTBUA

“ I'IpoaHanmsmpOBaHo TP TOYKUN N3 OEBATH

= OHU YncTbl — HebonblUas nnowaab CONPUKOCHOBEHUS

Risk Analysis

Details... | EJ Protected

Direct Indrect r f
. Attacks Pt Attacks ot
(*' —- ( | — (
L} ) S SN
Untrusted 0 hosts 0 hosts

5137 hosts
uuuuuuuuuuuu

Details. .. @ Protected

Direck Indirect

a Attacks Atkacks

s i E
O O
Untrusted 0 hosts 0 hosts

2914 hosts
Risk Analysis

Details... @ Protected

Direct Indirect
Attacks Attacks
s
Untrusted 0 hosts
s

773 hosts
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[lpomMeXyTouHble pe3ynbTaTthl: 40 U
nocrne

= [lo:
[NpoBepka kaxgon PoP 3aHnmana 90 gHen
[aHHble 00 ys3BMMOCTHN Y310B HE YYUTbIBaNUCh

= [ocne:
[pynna BbinonHAeT 9 npoBepok PoP 3a oanH AeHb
HTerpmpoBaHHas oLeHKa
AHanmna KoHurypaumm cetu
30HUpOBaHHasA KapTa
YA3BMMOCTU Yy3N0B
AHanma nyTn pacnpocTpaHeHns: aTaku

[lononHuTenbHoe npenmyLecTBO. KapTy U pe3yribraTbl MOXHO
NCMOJ1Ib30BaTb NOBTOPHO BO BpeEMA crieayrolero noceweHnd

YpoK 9. [laHHble 0 ceTu + AaHHble 06 yA3BUMOCTAX + HanpaB/eHue
ataku = GOLD (o6wan oHnanH-AMArHOCTUKA)



UWpem panblie: aBToMaTUu3npoBaHHas
OLeHKa nepumeTpa

= ExxegHeBHO nposepsietca 9 PoP?
Kak Hac4eT npoBepkn Bcex 15 s ?@J '
FN TIT

? Qe
KaXayto HoYb" (s
Co BpeMeHeM [aHHble ycTapeBatoT =] g
AKTyarnbHble AaHHblE UMEIOT %@@ )
NPEMMyLLECTBO s ;]
EAQvHCTBEHHOE pelleHne — f )
aBTOMaTmM3auus o -
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OO0BbekTHasa moaerib OUeHKU pucka (MpoekKT
REOM)

[Tak»Xe Ha3blBaemasa «BceBugalLee oko Mopagopa»]

* [1poeKkT No naccuBHOM NPOBEPKE Ha NMPOHMKHOBEHME a4
Bcex Toyek npucytcTteus Cisco

MO ons mogennpoBaHUs CETU NMony4vaeT AaHHble KOHUrypaunm cetn u
NHTErpupyeT X ¢ JaHHbIMU CKaHepa ysa3BMMOCTH
= [nobanbHOEe npeacraBneHne
Cisco ISP — crpynnupoBaHbl ans oueHkn scex 15 PoP
Bcen maructpanbHon cetn n scex DMZ
LIOL B PnyapgcoHe (1.e. 06beKT anst atakn)

= Llenb

ABTOMaTU3aUmMst BCEX npoueccoB, MUHUMaJribHoe
ydqacTune 4esrioBekKa

OT4eTbl 06 yA3BMMbIX 0ObEKTaX U HanpaBneHUsIX
AHanua TeHaeHumn
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OO0beKkTHaa moaerb OUeHKU pUcCKa

F 5] KpacHble
_ KBaapaTbl

O3HauvaroT
NOCTaBLUKOB
ycnyr UHTepHeTa
(ISP)

“CMHUE KBaApaThbl
O3HA4aloT
Maruncrtpasib cetu

= Mopgenb coaepXuTt Bce AaHHbIE O MaructpanbHon cetn, DMZ,
LIOL n yassumMocTax.

~750 koHurypauunm cetn; ~ 9 000 y3noB € ysI3BUMOCTAMU; KOHUTypaLnm
0BHOBNAKOTCSA exXeQHEBHO; NPOBEpPKa yA3BMMOCTEN 3aHMMAET OT 3 A0 5
OHEN; oTYEeThl NPeaoCTaBNATCS eXXeHeaerbHO

= [TonHaga aBTOMaTU3aALMS
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REOM c nyTamu aTak

— —
! ‘ f ‘ e KBaaparbl
..'?.::... - - g O3HAavawT
N\ / ‘——/ NOCTaBLYMKOB
‘“-," — ycnyr UHTepHeTa

- (ISP)

L o S ey

CuHue KBagpartbl
O3HA4aloT
Maruncrtpasib cetu

= ABTOMaTUYeCKOe BblYMCIIEHNE NYTU aTak Ha OCHOBE AaHHbIX
NOOKITIOYEHNN N cBedeHNN 00 ysI3BUMOCTAX
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Bornee nogpo6bHoe npeacrasneHve LOO

= ATakm nonagaroT B OgHY NoaceTb (Kak HXU CTPaHHO, 3TO XopoLuad
HOBOCTb)

= ObpaTtnnn BHMMaHune Ha cermeHTaumo cetn B LIOO?
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Kakne o6bekTbl noaBepXeHbl AeNCTBUIO aTakK U
npeanosioXXUTeribHO ABNAIOTCA YA3BUMbIMU?

MpuynHa 3peco!
T .

e 55 Sener

= HecKonbKo npeactasrieHni y3roB, CEPBUCOB U TOMOSIOMMn

= BbliaeneHune BbICOKOIMNMPUOPUTETHbIX BO3MOXHOCTEN BOCCTAHOBIEHUS

Redseal Systems, Inc. Bce npaBa 3awuLieHbl.
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E)Ke,D,HeBHOe n3IMeHeHmne — HOBbIEe NnoAacCceTu
" == omom

= [logoceTn opMUPYIOTCA eXeoHEBHO

= [Tpn pobasneHnn nogceTen yanbl U yA3BUMOCTM aBTOMATUYECKU
NHTErPUPYIOTCA B MOAENb
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[TpoBepku COOTBETCTBUA NYULLUM
npakTUKam

Non-contiguous Wildcard Severity: low Check ID: RS-21

Description: A wildcard in the configuration references a set of non-contiguous IP addresses. This is frequently done by mistake—0.0.0.240, which addresses 16 non-
contiguous hosts, might easily get set instead of the intended 0.0.0.15 wildcard. (If the redundant-security-rule test has also failed for the same block of
addresses, fix the non-contiguous problem first. It may be producing a false-positive redundant-rule waming.)

Remediation: If not intentional, the wildcard should be replaced with a contiguous wildcard.

Primary Capability > Router 1 of 5 network devices have at least 1 issue
Device v : Summary Violation ID
Non-contiguous wildcard found 119
Line 2673 permit tep any T 0.0.0.32 aq www
Non-contiguous wildcard found 124
Line 2780 permit ip any = 10.0.0.128
Non-contiguous wildcard found 126
Line 2827 permit ip amy 000 0.0.0.128

Inverted Mask in Access List Severity: medium  Check ID: RS-92

Description: An inverted subnet mask was found in an access list rule. An inverted mask can inflate a range of 255 addresses to as many as 16.7 million, causing severe
performance degradation of the RedSeal analysis engine. RedSeal ignores rules containing inverted masks, since they are almost certainly configuration errors.

A common mistake when configuring access lists is to specify the mask using do care bits when the platform expects don't care bits. That is, for example, to
match hosts of the form 172.16.1.", the comrect form for 10S and Foundry is 172.16.1.0 0.0.0.255. An operator may sometimes enter 172.16.1.0 255.255.255.0
by mistake. Since the mask uses don't care bits, this actually matches hosts of the form **.*.0. Also note that the router can remove any values covered by
don’t care bits, so the incomrect entry will show up as 0.0.0.0 255.255 255 0 instead of what the operator typed originally. Permitting every address that ends in
zero is almost certainly not the intended filter, since *.*.* 0 specifies 16.7 million distinct permissible addresses.

Remediation: Verify the original intent of this line and replace with the comect host and mask.

YpokK 10. KomnbloTepbl CNPaBAAIOTCA C YUTeHUem TesePOoHHbIX
CNPaBOYHUKOB NyyLle Bac. Cmuputechb € 3STUM.
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[TpoBepku COOTBETCTBUA NYULLUM
npakTUKam

= [lepekpbiBatoLLMeECH NOACETHU

Violation ID: 16,653

'I'iﬂt:ﬂvu‘lmpi'-g Subnets ~
Check: RS-84
Summary: Overlapping subnets found and 2 other subnets)
|, Interface on device defines subnet and 3 other
devices agree, Interface on device defines subnet

_ and & other devices agree, Interface on device
defines subnet and 2 other devices agree,

Description: Overlapping subnets have been detected. This can indicate a serious network
misconfiguration, causing hosts in either subnet to be unreachable from some parts of the
network. If intentional (two isolated parts of the network legitimately using similar address space),
wou should imit the configurations loaded into to & subset of the network that exdudes

pverlaps in internal addressing.
rlenrethl:ilmﬂ.mni:ﬂ'urtnr more of the subnets so they use non-overlapping address space. -
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OObeKkTHas moaernb OLUEeHKHU
pucka. KpaTtkoe pe3tome

= MHOXeCTBO ApYyrnx NnpenmyLlecTs I&q{pmoGpeTeHme,
BHELLUHANA ceTb, nabopatopumn, CSIRT, nnaHupoBaHme
apXUTEKTYpbl U T. 4.)

[Tonyyaemble npenmyllecTBa:
[MosHbIN TECT Ha NPOHMKHOBEHME Onsa Bcex 15 PoP kaxayro HoYb

Mogaenb «komnnekcHoe pelueHne Cisco» ang ncnonb3oBaHNSA B Ka4ecTBe
OCHOBbI ANSA APYrMX NPOEKTOB

[Toyemy 3TO BaXHO:

Tenepb Mbl 3HaeM O BO3HUKHOBEHUNN N PACIPOCTPaAHEHUN aTaK N MOXEM
NPOTUBOCTOATbL M

Haluun napTHepbl:

Global Network Operations (GNO Bnageet maructpanbHou ceTbto 1 DMZ)
N PyKOBOAMTENN NPOEKTOB B rpynne BocctaHoBneHns GNO

[TocTosiHHAA paboTa ¢ rpynnamMmu no yCTpaHeHMo Npobnem
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UWoem pganbuie: ynpaBneHue
exXeaHeBHbIMU U3MEHEeHUAMMU

= 3anpocbl Ha UBMEHEHUA O0CTyna oT busHec-
noapasaenieHnn NocTynarT B O0NbLLIOM
KONM4YeCcTBE U JOCTaTOYHO ObICTPO

= OToensl obecrieyeHnst 6esonacHOCTM nosiyyaroT
3anpocbl Ha yTBeEpXOEHME

= CTaHOapTHble OCHOBbI NS YTBEPXKAEHUS
OTCYTCTBYIOT

= Otoenam obecrnevyeHnda 6e3onacHOCTU He yaaeTcd
urpatb ponb xenmca boHaa

TpebytoTcs YeTKne n 0gHO3HaAYHble NPUYNHBI
OTKITOHEHUSA N3MEHEHUI




KapTta cetn komnnekca 3gaHnn RTP

UHTepHeT

demunnutapusosaHHas Komnnekc 3gaHuit Cisco
30Ha (DM2)
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3anpoc Ha NoAKrYeHue KrneHTa

* Co3aaHne moaenun cetu

* BBOA, AaHHbIX 06 yA3BMMOCTH

* MNoTpebHOCTb BM3HECA: OTKPbLITb
oAHY ceTb Knacca C :80

* [logKntovyeHue BbiaBNAET
32 yA3BUMOCTU

Hucxopaawmm apdpekt?
BoissneHo 7 549 yaszsmmocTteu

BRKSEC-1065

£-1 Risk Assessment Between End Points

| Protocol: [tep

_From: || I3BHE

is Untrusted | Show In Map
; Protected Show In Map

&) Permitting this access coffl

s 32 vulnerabilities,

To: || BHYTpb | Destination Port: [s0
[ Swap To/From ] Asemas Risk ]
______________________ 0 o o o .
Path Status
= The path from ko is currently
Exposure

-l Murnber of unigue hosts: 163 Pidest scan date: 2009-11-17
Mumnber of unigue vulnerabilities: 32 Collective impact: ACIS
Max C¥55 base score: 10.0 Leapfroggable: Yes
Show Hosts |

Downstream Impack

There is at least & - gikde wuine
The number of hosts that can be reached

via

Close

© Cisco u (unu) govepHue komnanum, 2011 r. Bee npaea 3awmiweHbl. O6wenocTtynHas nHdopmaumsa Cisco

50




Bo3gencrBue noakrnoYeHUs KrnneHTa
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[Tpuemnemas oueHKa pucka

E Risk Assessment Between End Points -0 x
From: l M3BHe letuu:H: [I:cp ]
| Te ” BHYpr ]Dastl'm ion Poet: [1521 ]

* locTyn

| Swap TofFrom ] Assess Risk ]

3AB/IOKMPOBAH [l

Path Status

The path from

Exposure

* OTCYyTCTBYIOT

yA3BUMbIE Y3/ibl, HET L ——

CBA3AHHbIX
YA3BUMOCTEN

gt am Impact

TR no leapfroggable vulnerability |

S S s e (i S, - s S, (. | S (. S S - i i . i S, . i S o

1]

is Protected | ShowInMsp
is Protected | ShowInMsp

Yulnerabilities on the Destination
(2 Permitting this access does nojg@ose

Close
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N3onaumsa 4YacTtuvHO
3ab6noKnpoBaHHOro NyTn Aocrtyna

Detailed Path
-Detailed Path Summary | <J I Permitted Flow l &) Denied Flow
. ¥ icei P
l“l',, Partla"y Open Path [Select a device in the Selected Detailed Path 1
Query Mame: Flow | Interface IProtocullﬁuurce - Source Portl Destination IP IDestinatiun
QJuery Date: 2010-04-05 11:34:51 AM
CQuery Status: Successful
Protocol: any
Source Mode:
Source IP: any
Source Pork: any I |
Destination Mode: I
Destination IP: any -select a device in the Selected Detailed Path
Drestination Pork: any | |
| | [CLv ]$Dr0ws o-|| & ||
|-Paths Found | Type First Line /Description
Path Discovered: Path 1 {14 hops) @
Hop Flow Device a
ST.?RT any @
1 é sic
|
2 é sjc
|
3 é sjc
|
4 é sjcl
| L
5 é sjcl
|
g F ﬁ D sl
|
7 é sjcl
|
s B so | |
Il | ™| ™M
Close Help
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On peaeneHune npaBuslt MexcetTeBoro

3KpaHa

Detailed Path

-Detailed Path Summary

li{p Partially Open Path

Guery Mame:

Guery Dake: 2010-04-05 11:34:51 AM
Query Stakus: Successful

Protocol: any

Saurce Mode:

Source IP: any

Source Port: any

Destination Mode:

Destination IF: any

Destination Port:  any

-Paths Found

Path Discovered: Path 1 (14 hops)

Hop | Flow |
ST.CI\RT any
1 é{ sic
2 é sic
3 é{ sic
4 é{ sic
-
L
7 é{ sic
8 é{ sic

Device

(v

(J 3 Permitted Flnw] &) Denied Flnwl

*| ~Flows For Device: sjc

Flow Interface Protocol Source ... Source Port Destination IP Destination
ICMP
Input F TenGigabitEth E710
nput Flow eniEigabitEthernet ) EIGRP
Ckpuk Flow TenGigabitEthernetSyd  Femaining columns are same as Inpuk Flow

~Filter,/MAT Rules For Device: sjc

Q-

l S Complete

)&=

Type
Inbound Filker
Inbound Filker
2| | {Inbound Filker
“|| [Inbound Filker

First Line,/Description

I(conFig:SS) access-ist OUTSIDE_ACCESS_IM extended permit igrp any any
{config:5A) access-lisk QUTIIDE_ACCESS_IM extended permit icmp any any echo-rephy
{confiq:57) access-lisk QUTSIDE_ACCESS_IM extended permit icmp any any time-exceeded
{ronfiq:58) access-lisk QUTSIDE_ACCESS_IM extended permit icrp any any unreachable

B

Close Help
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U3onauuna npaBuna 6rioKNpoBKU

Detailed Path

Fath Discovered:

‘ Type
Inbound Filker implicit) dery all
Fath 1 (14 hops) {implict) derry

-l
x
x
x
x
.o

Device -

any
sjc
sjc
sjc

sjc

sjc

sjc

sjc

® |

-0 x
|-Del:ailed Path Summary |€ 2 Permitted Flow | &) Denied Flow l
. H R

1) Partially Open Path [Flows For Device: sjc |

Query Name: Flow Interface Protocol Source ... Source Port Destination IP Destination

Query Date: 2010-04-05 11:34:51 AM Input Flowe TenGigabitEthernet 70 L A

Query Skatus: Successful IcMp

Fraotocol: any The following is the output flow if this device's ACLIFilker rules are not applied ko the input flow

Source Mode: Cukpuk Flove  TenGigabitEthernetd/0 Remaining columns are same as Input Flow

Source IP: any

Source Port: any I I

Destination Mode: -

Destination IP: any ~Filter /NAT Rules For Device: sjc

Destination Port:  any | |
| = @ cone DEE
-Paths Found First Line/Description

Close Help

BRKSEC-1065
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Pe3ynbTaTt: oo U nocne

= [lo:
CobntogeHne TonbKO OCHOBHBIX JTydLLMX NPaKTUK («NpoBepKa
opdporpadmny)
[MpegocTaBrieHmne UCKIIYEHUN Ha OCHOBE HeobxoammocTu, be3
pearibHOM OLEeHKN PUCKOB

= [locne
ABTOMaTNYecKasa oLeHka BrNMAHUS N3MEeHEeHUN Ha 6e30nNacHOCTb
Busyanusauua onga gemMoHcTpaumn npupoabl BO3OENCTBUA aTtak
ABTOMaTM4YECKOE BblaeneHne npasusi, Tpebyowmx NsMeHeHum

YpoK 11. HakoHeL-TO Mbl MOXXeM BeCTU 10rM4ecku nocaeaoBartesbHbIN
pa3roBop ¢ 6usHecom



ABTOMaTM3auUuA n POBEPKU CEeTHU

[1o: [locne:

Rest of Organizativn Authaorized Users

Sensitive Servers
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PaccMoTpeHHble BONpocChbl

= bonblwas Tononormna (Bug Splat) — o4yeHb nonesHa, HO
CITMLLKOM Benunka ansa obpaboTku

= Taktndeckas uenb (PKI) — HanTtu HebonbLyto, HO
BaXXHYIO Npobrnemy n pewunTb ee

= OueHka nepmnMmeTpa C yA3BUMOCTAMU — OEBATb TOYHEK
KOHTPOJIA B AEHb

= [laccnBHOE TEeCTUPOBaHUE NepmmMeTpa Ha
NPOHUKHOBEHME YrPO3 N3BHE — aBTOMAaTUYECKN, B
nodbomMm MecTe, exxegHEeBHO

ObbekTHas moAdernb OUEHKN pucka
Bce To4kuM NpucyTCTBUSA, CETU U YSI3BUMOCTHU

* YnpasneHne nusmMeHeHnamMmm — BegeHune
nocriegoBaTenbHOro pasrosopa ¢ busHecom



[lony4yeHHble YPOKMU

= Ypok 1.
= Ypok 2.
= YpoK 3.

= Ypok 4.
= YpOK 5.
= YpoK 6.

= YpoK 7.
= Ypok 8.
= Ypok 9.

= Ypok 10.

TpebyeTcs peno3ntopun KoHpurypaumnm
[MpnHATBLIE YCNOBHbIE 0603HAYEeHNss — BaM B MOMOLLIb

C nomoLlbto PUCYHKOB MOXHO J1€rko OOBbSACHUTL CITOXHbIE
NMOHATUA

CnpaBo4HbIN aTtriac — nofe3Hoe cpeacTso
CeTu Kak HakonuTenu Hecobupaemoro mycopa

MpakTuyeckme pekoMeHaaLumn NonyyYnnm cBoe HaspaHue
He NPOoCTO TakK

OTO MOryT caenaTb 0OblYHbIE NOfb30oBaTENN
[laHHblEe O ceTn + gaHHble 06 YA3BMMOCTSX +
HanpaeneHne atakm = GOLD (oOLwas oHnanH-
AvarHocTuka)

KOMI'IbI-OTepr CrpaBiAdarTCA C YHTEHUEM Teﬂe(*)OHHbIX
CrpaBO4YHUKOB J1y4yLle BacC. CMI/IpI/ITer C 3TUM.

HakoHeu-TO Mbl MOX€EeM BECTU JTOTNHECKA
nocriegoBaTtesibHbIK Pa3roBop C 6usHecom



security-request@cisco.com
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