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Explosion in 
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Several Web Sites 
Attacked 
Following Assault 
on Yahoo!

—— New York Times
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Exploit “permitted” conduits to pass attacks 
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Launch buffer overflow attack to plant Trojan 
horse
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! Blocks specific unwanted protocols
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! Malicious attacks contained within “permitted”
traffic
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Use compromised system to access internal 
network

! Blocks communication over specific ports

! Threats including cgi-bin attacks, buffer 
overflows, fragmented, or Unicode attacks
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Attack “weak-link” in extranet chain to gain 
back door access to corporate network
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Exploit weakness in remote access or dial-up 
devices to gain “trusted” access
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! Encrypting contents of traffic
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! Insider threat – 80% of attacks come from 
“trusted” sources

! Ensuring basic authentication of user

! Malicious content embedded in encrypted 
traffic
!Site-to-Site VPNs do not authenticate users 
or traffic
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aaa new-model
aaa authentication login use_tacacs group tacacs+
aaa authentication login use_line line
aaa authorization exec default group tacacs+
aaa authorization network default group tacacs+
aaa accounting exec default start-stop group tacacs+
aaa accounting network default start-stop group tacacs

tacacs-server host 192.168.253.54 single-connection
tacacs-server key SJj)j~t]6-

line con 0
exec-timeout 2 0
login authentication use_line
line vty 0 4
login authentication use_tacacs
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!Turn on NTP
!
clock timezone PST -8
clock summer-time PST recurring
ntp authenticate
ntp authentication-key 1 md5 -UN&/6[oh6
ntp trusted-key 1
ntp access-group peer 96
ntp server 192.168.254.57 key 1
access-l 96 permit host 192.168.254.57
access-l 96 deny any log
!
!turn on logging
!
service timestamp log datetime 
localtime
logging 192.168.253.56
logging 192.168.253.51

��

)"+���������9��)�����������!�

! turn off un-needed services
!
no ip domain-lo
no cdp run
no ip http server
no ip source-route
no service finger
no ip bootp server
no service udp-small-s
no service tcp-small-s
!
access-l 99 permit 192.168.253.0 0.0.0.255
access-l 99 deny any log
!
line vty 0 4
access-class 99 in
login
password 0 X)[^j+#T98
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Top Twenty Most Critical Internet Security 
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One of the maxims of security is, 
"Prevention is ideal, 

but detection is a must."
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Achieve

Together we will ..
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