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1. Network E29Ot2 A|AEIO|LCY,

“Network Security = Firewall + AV”
Olgt Z4Al2 O 014 &BHE0] OtLICY.
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“Network Security System” #3&
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2. PERL Target(TFAW*)O|XI Weapon(FZ27|)
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4. 22t J|=0 THBt O|ol J} & 2 O}LY.

HE 20t === HEH A=l 0F ot=It?
- Perimeter Security(Z Al & £ 0Ot)
: Firewall, Access Control Lists, N/W Design(LAN, WAN & }|)
- Application Level2| &0t
: Network IPS, HOST IPS, Anti-Virus
- Secure Connectivity(2 S 3t& HA)
: IPSec VPN, SSL VPN, 24 & &S5}

- A=A SOt
. A2 X 01 5(802.1x S/ 4), S+ 01 Z(NAC), N/W Design(IP 2+ E!, VLAN)
- Ul 2 Network Infra 2 ot
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Security Policy(®22t F ) 148 & 4™

Remote access
LIS Al
BotAID O

More...
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Security Operations
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Figure 16. Security Technologies Used
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1. Perimeter Security (ZAHM ©20h
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1. Perimeter Security (ZHI& & 2H T

* FirewallOf| 2t5t04
v IPS(Intrusion Prevention System)0i| Al Xt& Xl & =0, 20| FirewallO|?

Firewall

Firewall2 HIER3 &0
> &2 XA CHSE 2ot

v HESIZ R0 22t0|

- Router/Switch2| ACL
(VACL, RACL, PACL,
Time-based ACL, etc)

Source Port Dest Port

- Firewall J| =2 Embeded o o Namber
(Router 10S F/W,
Switch FWSM 2 & etc)
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1. Perimeter Security (ZAHM ©20h

« Cisco Firewall2 &

Appliance(Boxg) Integrated(2 =Y
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2. Application Level?] &2t ID-S.—/JS

—_—

* IDS(Intrusion Detection System) / IPS(Intrusion Prevention System)

* Promiscuous mode
« Attack patterns

Signatures, heuristics, protocol
anomalies

, Network Link to the -+ Limited response
Slgnatu re Management Console Alarm, TCP reset dynamic ACL

Anomaly

Policy Passive Monitoring

Interface
No IP Address

Monitoring the Network Data Capture

Passive(IDS) Data Flow

* Inline Monitoring (active)

ACtive( I PS) + Same detection/response as IDS
+ Added filtering/drop action

Network Link to the
Management Console

Audit (At Network

Management Interface
IP Address

Data Flow Data Flow
TRANSPARENT MONITORING INTERFACES
NO IP ADDRESS




2. Application Level?] &2t IS

« IDS/IPS =& Al 122 AlEl — Where are the Points ?
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2. Application Level?] &2t ID-S.—/JS
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« Cisco IDS/IPSS| &%
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3. Secure Connectivity(QZ otE e1zg) oot YN

« VPN(Virtual Private Network) 2| Ji 2
The Change in How Work Is Done
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IPSec/SSL VPN

3. Secure Connectivity(&¥ 2=l 012)

* VPN = Security ?
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3. Secure Connectivity(2Z 2t o1z) e YN

« VPN2| C| A2l
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3. Secure Connectivity(QZ otE e1zg) oot YN

 More ?

DMVPN(Dynamic
Multipoint VPN)

Dedicated Integrated
VPN Routing
Infrastructure Infrastructure

VPN EH| * Connectivity & EH
(Hub&Spoke or Full-Mesh)
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3. Secure Connectivity(QZ otE e1zg) oot YN

« Cisco VPN =&

Appliance(Box%3) Integrated(2E Q)
Ete]

VPN 3000 F PSec (DS
VPNEE s
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802.1x / NAC / Host IPS
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Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. Al rights reserved. 28




802 1X / NAC / Host IPS
4. At-§ XL 20Ot I . )

« 802.1x J|8t2| AtZ X 21 S(IBNS; Identity Based Networking Services)
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802.1x / NAC / Host IPS
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802.1x / NAC / Host IPS
o

J| tHat2] Application &l 2 2 & Xt — Host IPS(CSA)

Monitor » EventLog

1 Event | change filkerH

Evant 1 [ Motification from StormWatch Management Server - Message -0 x| | v A
vent i
|

Severit | File Edit
Host ¢

oo e [ “ITE 14338 O 2 10.20.20.301 Al & &6t
.= = ofR4l, Rule 4020 2/ oH iraglseiguu.

1 1 Subject:  Motification Fram Stu:urm'-.-'-.-'/ /
1t [From-nost: NCALDWELL STEM) tried

Al |Date: 6/14/2002 11: dress was
Severity: Llert 0 22428d45

happens
The process 'C:hWPh Files' Microsoft 3QL Server' MIIOQLYBinnhsglservr.exe! has been
tried to accept & onhection fromwm 10.20.20.3 on port 1433 and

thizs was prewvented by rule 402Z.

Fram: sto] — |_

nate'.
Fingd Sirnilar B

El

L]

' Mo rule changesz pending Generate rules Loqowut T—QE
Logged in as:
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10014

[“IDetail Errors
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For Help, p
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CPU

137

122
16210
143

1921

211
2351
R}
171
108,

180.23.162.182
136.143.56.119
202.97.118.31
166.199.42.206
67.149.893 223

knoppix@ttypllknoppisx
root@ttypllknoppixlf
root@ttypllknoppix1#
/b:4:a2:6b:1d:e ab:78
0904(0) win 512
fe:53:3d:76:12:99 da:
20803238(0) win 512
B:de:e0:26:¢9:83 7d:1
4875829(0) win 512
be:7c:bc:62:68:3b 78:
43994084(0) win 512
30:65:81:18:a0a:66 lc:
3775258(0) win 512
B63:6d:70:18:b1:0 5b.d
044609539(0) win 512
fd:be:b9:3b:d:1d bl:e
43519(0) win 512
ee:3c:80:3a:7F:e0 da-
8900499(0) win 512
88:11:87:26:15:6b 6a:

i 914933155(0) win 512
Ba0:17:c¢5:35:7d:7¢c f4-

Router / Switch

=

=

Traffic Map

SOURCH

w

(T doppleganger O illithid (ARP Based) O ettercap
i 192,168.1.4 <«_ Active Dissector: ON
JLLEHULCHE UL LU OO0 OCOCOC OO0 000D OCo0d0ooooooooad

0000000000000 @ hosts 1n this LAN (192.168.1.22 : 255.255.259.0) HOOOO000OO0OO00OL

[192.188.1.4: 33000000000000000000000C L1597 . 168 .4 .44 "\ 0

LUSER whchai . EZZD 3Cam EEDaemon FTP Server Version Z.0.

LPASS whchoi L3231 User name ok, need password.

[PORT 192,188,1,4,19,137. 230 User logged in.

[115T. L200 PORT command successful..

CTYPE I, L150 File status OK ; about to open data connection

LTYPE A. i,
192,16%,1,4,19,138. [226 Closing data connection.

HLGT. [200 Type set to I..

[TYPE I. [200 Type set to A..

[PORT 192,168,1,4,19,139, L200 PORT command successful.. g

RETR c©3730-15-mz.122-20.3E.bin. 150 File status OK ; shout to open data connectlonl

UIT.

| e e

(226 Closing data connection.

(700 Type set to I..

[200 PORT command successful.

E15D File status OK ; ashout tD open data connectionl

[
==

R

Li

L

L

C

B

B .

[ L2726 Closing data connection; File transfer succes:
B ful..
-

L

L

N

B

B

B

0

Service closing control connection.

e o o

[ T T T T T T T [ [ T T T | |

Orscr0000000000000000000000000d DS OO OO 0C D 0000000000

1616566079¢0) win 512
20:ba:74:17:8:2f 79:3
691404569(0) win 512

M
-

BHELE| [ D7) 2

OUOO0O0U0ONE Your TF: 152.168.1.22 WAC: 00:11:25:84:F4:C7 Iface: eth0 Link: SWITCH OOUOOOOOOOON
EFmtDcol TEF‘
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/ Switch
5. i Network Infra 22t i

=

- HIERIZ F8I0 Jtoll Xl

: Secure Router/Switch

HERD BUIHA XESE = 2o A2l O

« MACO{ &2l A B &, MAC Flooding, ARP Spoofing 83 &

« IPHEdIA B, Scanning, ICMP Flooding =2, DHCP =& &
o4 =

« TCP Syn Flooding, UDP Flooding &=, Broadcast Storm =&
« AL Portdt 2 A& Worm, BH0l2{ASS &8 2 E
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Router / Switch

5. LIS Network Infra 22t =

>

=

- HERAD 222 =& - EciE 2LIEHE (Netflow, NAM)

2l HERAI AU HHE EHE S0l =

Ll HERKATE AMEst= EciT

T,

-—
—
—

—
—

Netflow)| =
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1. LAN 22| S&F - WELITo|| oSt o|o}

« DO /2L THANA AHS EAHA 2 HS0HA
7EH= 2 X0 Uist Jl= HE0| R

« L2 XS0 = L3 AXZE EHA 22 2F 0l
et Jl= EE0IU tHE0l /el
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1. LAN 22| S&F - WELITo|| oSt o|o}

- Segmentation2 & & U

« et TS0l HEAIYUHAE &
o e JA=sI?

/ /

Yy gogoxgogo joma e

'- -“

_91 AL DF}\}EI o’
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LA 0l A D0l 5Hs 2ot
ABS2 HEH MHES
PS55I Y FAHS 7
9l S 2IH01E 2ot

Mt AFZ 0 CHet Eci g
ZAl L EAHZ= Pl
Ecdid 2LIHE SAl &
(Cat 6500 Netflow, NAM/
Cat 4500 Netflow)

Cisco Security Summit 2005.

WANS Sdl R Jts8t
2,HH0I12{ A, ATHOI O S

of 4 o Rreh

Edi ZLIHEY sAl &
(ISR Netflow, NAM)
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3. HERIT A= &

et Sl

- SA(EcHT)0 T

| 82 SH (ALES X

9

S KNI(MAC,IP)

st

cH =0l CH

st 2

<l & (Spoofing) == 0fl CH

=
(=)
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=
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AE Xt GI0IE
EdT S ol 3Ot
SAHUA IIZE

INE=PNPL
Broadcaast= DHCP

=AE QHE

ANEX= HHE PONSTTS ol H It JHR IP
Gateway= Q14 g AddressE HH L&

AFZ XL O IP
AddressE 23S

= c9
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3. HERIT A= &

MKl A I VLAN

ZE/VLANG &S|




4. LAN AL X} E20219]

X XH

dH2 AU Y
od et (AHEX

)
JI2X o= 0S Patch £ Anti-

VirusOll T8t =D& 0l Update Z 2

HOST IPS, Anti-Spyware/Adware
S2E9 8 1

(P L= PN
B2 AMEX

CIJLE X

Z2 UEH3
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1. WAN 22| SEIE — o{C|Jt AT}

« LANJ} WANZ2 20t= ? otLt2l A

HEH, ATM,
F/R, PSTN, ISDN

A=A, ATM,
F/R, MPLS VPN,
Metro Ethernet,

ADSL/Cable(2! & 5!

VPN), PSTN

fol HERAI AE
HE SFII? 2ot
HHEOIL?

Scl WANZ QIeY =
HEHed DT 2etoll 2ROt

O

ALL?




HRIE| T 2)

« OIH4Y SOt & Basic Filtering /

Netflow 2 L|E 2

L= DMZ |}

(DNS,MailS —PN-FITTE
U= o5 DMz o

VaN

Tr

Stateful F
IPS(LHS (FIW;

2ot 2 & option)

2 0)

NIPS/HIPSS| o] 0|=3
-3 (?IXI)

—)
\

LH/2l = DMZ
| Zo 24

Basic Filtering / —
Netflow/NAM Z2LIH & VPNE 24
uRPF(IP Spoofing 2 01)

- L& WAN 22 20t £

- _NEENTE)
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3. VPN2| 4

- VPN(Site-to-Site2 &) 4 0

- 8E& +VPN 4
Split Tunneling 112
Backdoor?2| Jts4 11
-2 2EX S0
- S22l 20Ok
- WAN & & 2| 2ot
VPNS 38t Multi-
Service 1124 (0ll: Voice)

IPS

-3lH 0I=E3
- ZHl 0l =&
2/ X8 Solutions

- ISR(IPSec+F/W+IPS),
- ASA 5500

s
s

Cisco Security Summit 2005. © 2005 Cisco Systems, Inc. All rights reserved 47







Case Study — Before

O LAN ®= HIEQI3 : Layer 2 27X, 2-Tier## X,

O MH HESQIT : =20 HE HA, O|F 2,

O WAN(H2AEZI) HEQIT : LAN #=0f =F o

(H2Ed)

Q VPN X[ (XA : 21N 4FE SO Backdoor ME S, X|AL LAN £ Ot

Q AMg XL 22 HO|2{ A SAI(ALG X}I} &OtA Update)
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Case Study — After

BBSMl Catalyst 6500 +
BWSM s, IPSM, VPNM, NAM

ASA 5500 Cisco ISR

VPN + IPS
+ Firewal

HHMAEQ 2ot 2AF 2

(CS-MARS)




HERIT 22t& AU}9...

BusinessOfl TSt O|0li It E 2 EfL{ LY.

Securityoll LSt O[O/t 22 &

Network®il CHiEt O|ulj I} & 2 &L LY.
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