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« Network access device (NAD) -> Cisco

« Cisco Access Control Server (ACS) -> Cisco

« OfficeScan client &X| A] Cisco Trust Agent (CTA) A HijZE ! MX|
« Trend Micro Policy Server -> NAC 22MZ 26l TrendOIM X2

- OfficeScan server -> AV 22| 2} & CTA Mx|/H7{ L 22| 7=
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2 TREND MICRO"OfficeScan™

Clients

Officescan Server

Selact dormains or commputars frorm the dormain tree, then choosze an action to

» Simple search I

» Advanced search

F Sumrnary

¥ Cutbrealk Prevention

F Wirus Outhreal Monitor

Client tree view: I pdat

Murmber of clients: 13 |

b Clients

Client Firewall

k=

Policy Servers

fgent Deployment

Client Certificate

\.ﬁ.gent Upgrady
N

100

F Updates

F Logs

¥ Tools

%
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OfficeScan Server

------ Trend
------ Warkgroup

4} Agent Install/Uninstall - Microsoft Internet Explorer

J'I-E I_EE
CTA HIE & & XD}

SLmhl Jt= otLt.

Soll Al

Agent Install/Uninstall

Ceploy Cisco Trust Agent to selected clients with the following settings

(" Installfupgrade Cisco Trust Agent
[T Uninstall Cisca Trust Agent when OfficeScan dient is uninstalled

" Uninstall Cizca Trust Agent

% Preserve exizting Cisco Trust Agent status

14



24

[ -

Cisco Trust Agent

LuAAZH 2| MHE SollA Tl

x|

L=]|

[ S

CTA

~

o

HE gt

aj
I~

227} 7tS

=5
b
7

F Summary

F Outbreak Prewention

Clients

Select dormains or computers fram the domain tree, then choose an action to perform.

> Simple search I Search |

» Advanced search

Client tree view: |{8

s Clithrask Maniar Murnber of clients: 18 EEiView Status ;.f):\-fiew Wirus Log E’M Rename @ Delete E'r" & EﬂEXEO -Refresh;
b Clients L OfficeScan Server Computer = [0 JqFE[LTul &P ]Sl Cl ol o § S[A| CTA Program  WComn|
» Enterprise Client Firewall % Trend @ HaE 0. #, 3. 8.7.3 7 0 42 MNA I
: “iggy Workgroup El KRCDR2 0, w3, 8, 7.3 T 02 2 N
pricn At | KR-CHOSW 0. v 2.3, 8.7.3 7 0f2 2 N/
Policy Servers @KH—CHOYUNI 0., R e A TR B
Agent Deployment EKH—DAK#NG 0. # ol 3B I 2 L2 NAA
Client Certificate ) KRDCOZ 0. | Wet| [=i3. 81703722 NA
&gent Upgrade QKH_DYLEE - v g, 3., 8.0 7.3 P2 2 NAA
iy ; [__:JKH—JYBAEKE 0, » w3 m Ll g W EE ] WS
F Administration @KH—MIYOON 8 v e MR G 22 N/A
b Updates £ KR-UKSED 0. %. 3. 8.7.3 T O\2 2 N/ .
b Logs ] SHCHOI-01 0. o %.3.8.7.3 7 0% 2 Na 0
b Tools = BUNMIDZ 0. % 3. B.7.3 7 0. N2 N/A 2.10;
] YONG-2K3 0. w o908, 0,03 0 02 N A 1.2.10:
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Trend Micro OfficeScan

Components Selection

Select the iters you want setup ta install an the target OfficeScan server.

¥ Install client protections to target OfficeScan server

Inztall Contral Manager agent [any existing Control b anager agent inztallation is automatically

upgraded)

¥ Install Policy Server for Cisco NAC

¥ Enable Agent Deployment for Cisco MAC

Type the full path of the local drive and directory where the Cizco Trust Agent
certificate file iz located [for example; Chotagent.cer).
The cerificate must be located on a local drive; mapped diives are not acceptable,

Lu|AA
=910

H AMb{ MX] Aloj] SMMELS
sHHOll &X[7} 7= SiLCl.

« Policy server for Cisco NAC

« Trust agents for Cisco NAC

. TREND MICRO" Policy Server for Cisco NAC

C:hcertsheerver. cer

mpart Certifical

b Surmmmary

¥ Configurations

Help |

< Back

Mest = LCan

OfficeScan Servars

Paolicies

Yiew and edit palicies that registered OfficeScan servers can uze,

Palicies

[Baed flf Delete

2=
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Rules
b Lags

b Administration

2 policies [0in uze)

[7 Policy Hame &

[T Default Normal Made Palicy

[T Default Duthreak Mads Policy

Fules used

Not Protectad,Outdated
Engine,Quarantine, CheckUp

Haalthy

Description

Policy recommended by
Trand Micra during
notrnal conditions,

Policy recommended by
Trand Micra during
outhreaks,

M @ Delete

2 policies [0 in use)

@ - in use
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ICRO™DfficeScan™ Leq off | [Help

Mew Policy Server :@
E
Policy Server Address: Ihttps:.-"'.-"' 1
Tvpe the full Policy Server address and port number, ex: https:ffpojicy-
zerverid4343, 1

Crescription: I

b Sumrnary Password: I

b Cuthrealk Prevention
F Airus Qutbreal: Monitor

F Clients

Confirrm Password: I

Add ack |

P Enterprise Client Firewall

* CiscC AC

Policy Servers)

vrnent

N

Client Certificate

Agent Upgrade

F Administration

b Updates

F Logs
b Tools
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Communication with the
OfficeScan server

Add OfficeScan server

_ -y TREND MICRO™ Policy Server for Cisco NAC

Enter an OfficeScan server
address (IP address, hostname,

Add OfficeScan Server
FOSUMMArY T ST TIS T oTSooomooToooonooomooooos
- - Specify the OfficeScan sarver that you want to register with this Policy Server for Cisco MAC,
~ Configurations

OfficeScan Servers oOfficeScan server address: @ INICHELAB

Fully Qualified Domain Name

§0&0

[FQDNI])
Enter the port for your
OfficeScan server

Choose policies that Policy
Server will use for the server
in normal or in outbreak mode

2=
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Palicies HTTF port number:
Rules officeScan server name! nfa
L

- - Policy Information
v Administration ¥

Select the policy to use when OfficeScan clients are in normal mode and in outbreak mode,

Normal policy: ISeIBct Policy

Outbresk policy: | select Palicy

Proxy Settings

Enter proxy server information if traffic between the Policy Server and the OfficeScan server passes
through a prosy server

[T Enable HTTP proxy
Address: I

—

Authantication (aptianal)

Port number:

User nare: I

Password |

Confirm Password: |

Saval Cancel |

18
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Synchronization

« You configure how often the Policy Server will synchronize with
the OfficeScan servers registered to it.
— Select a time from every three minutes to every 24 hours
‘ 'TREND MICRO™ Policy Server for Cisco NAC Log Off

Scheduled Synchronization @
P Sumrmary

» Configurations Configure scheduled synchronization with registered OfficeScan servers, To manually synchronize

¥ Logs registered OfficeScan servers, click "Synchranize with OfficeScan" on the Summary page.
+ Administration Synchronize with registered OfficeScan servers every |5 minutes, (2 - 1440 minutes).

Zhange Password F— I
Scheduled Synchronization

19
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Rules

« Define which antivirus settings the Policy Server will check
« Define response the Policy Server will take if the criteria are met

Default rules:

« Checkup

« Quarantine

« Not Protected
« Healthy
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' TREND MICRO™ Policy Server for Cisco NAC

F Sumrnary

« Configurations

OfficeScan Servers

Palicies

Rules
F Logs

b Adrministration

Yiew and edit rules that commpose policies,

[add i Delete S rule(s) (4 in use )

I_ Rule Hame & Response C ripti

@ CheckUp Checkup Recommien ded by Trend Micro

@ Healthy Heathy Recomrmended by Trend Micra

& Mot Protected Infected Recommen ded by Trend Micro

[T outdated Engine Checkup

@ Quarantine Quarantine Recomrmended by Trend Micro

[add  fii Delete 5 rule(s) (4 in use )
& o-
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Policies

« Set of rules against which client credentials are checked.

Each OfficeScan server can be configured with only two policies:

e One for normal mode

./ TREND MICRO" Policy Server for Cisco NAC

e One for outbreak mode [~

P Surmrmary

~ Configurations

You can : OfficeScan Servers

Folicies

Rules

« Create new policies o
- Edit existing policies

Policies

Wiew and edit policies that registered OfficeScan servers can use,

m @ Delata

2 palicies (0 in use)

I FPolicy Harme &

[T Default Normal Mode Policy

[T Default Suthreak Mode Policy

Rules used

Mot Protected, Sutdated
Engine,Quarantine, ChecklUp

Healthy

Crescription

Policy recornmended by
Trend Micro during
nnnnn | canditi

outbreak s,

itions,

Policy recarnmended by
Trend Micro during

m @ Celete
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Cisco SYSTEMS

Cisco
Network
Access
Device

OfficeScan client2lX| A]
CTA &bjl &X| 7I=¢et
(TrendMicro 9t X|&l)

Cisco SYSTEMS

-

Cisco

Access OfficeScan
Control Server®}
Server

NACAHZSZE ¢lst
Policy Server

L2X| TrendMicro 10| Cisco
NACS
2|8t Policy serverE N

tC}.
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Anti-Virus /
AnnLab

Ky 7w

Spyware

4 TREND MICRO"
fficeScan
| Cli t/Ser_'v_Err Eqih‘un?

Anti-Virus

S
,,,,,

,,,,, . Spyware

......

i3
is

1.

Anti-Virus, Anti-Spyware, Firewall

s St E 2= 00|XME S8R

abLwWN

=S 712 s

. One click — One package MX|

o 7jdE 25

. EE0M ZEE EtAL CHY] Fo{t 2HY o
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719 wHAl/Anti-Spyware/Firewall2| 2 22|
S20|HE/ME] WA SFEM”

- SY HOo|E
- CIEY 5> FSU AMHE St 1iiE o SA| HOI0|E
- XI=S IiH HiZE 7|5 == 2K HEHo w2t =S
o OiEio] E7}El BE0I A 0|ESI0] Traffic &4 21K (Incremental update)
- SE2l0|HE AlZ} A]| EE= ASt= AIZHCHO) of|2t 2iCH0|E

- =2 22|, ELIEE
- # 34 2| & Set RemotedtZ| e

- HOIHA 23 2 SUMHE AAIZH F Bt ;53 R e

« Top10 virus, Top 10 infected PC S &lA|ZF BTN HIS

- J¥ PC ¥ I3OEW ¥ =7 &M =3

« AMb{e] 22| HE(PC, &Y 21 5) CSVE Export 7|5




« Personal Firewall
« Network Virus Ezfjf=! zict 2 x}ct
- Z2F Zig| dhgi X2 15
« IPFEAH/Protocol®/Ports XPH=0l XICH MM 2
- Dos & Syn-Flood AICH( IDS )

2

« Anti-Spyware/Adware

- 2ujo] flo1, oi=#llo, Cloj2{(Dialer), A=, =3 (Joke) S2
UF H HO[HL o 4Y I= HM L KR IS

« ZSD|0|HE AIZEQ0{ 0]
o PCAI=ZXIC] MX|A7{, ==21=H =20] password Protection
« =AU MB{OM PC2| M MEHS UZ HY, HMEZ

m
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|2 &X| Hj=
7|1E PCE WANIE(PCAR) U HY HE XIS 4tHl 715

HHalRME E5F ActiveXAd x| 2FAl(One click)

4>

22 A3E|E U RemoteMXI/H7 7S
One Click Mx| ol MM 2|5t REIZ|EIE X2

Outbreak Prevention Service

ME HO|2 A THE SAl ™ HIO|2 2 Fel/Si WX IS
Hio|2A T8 SA| M &3 XE Xt 7S
POP3/Outlook MY HIO|Z A X2 7S

Network Virus Wall I} Cisco NAC X|&l

Hol XMz M=2= 2|5 Network Viruswall, Cisco NAC X|&l
H[& gl HFE2 HENT UMAE xCtete 2 THZY X

TREND MICRO
OfficeScan
Client/Server Edition 7

R L
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o S8 A AT, A JM{A| | Clensenver eavion
- Intelli-Scan : HIO|2{2A Ze S8 AT MU 2ALSI0{ M &4
o 24X7 GlobalHjo|2{& ¢itA HE
« HIO|2{A ARM WA J|=
TrendMicro Control Manager 1} Network Virus Wall S &t

op

- XA 0S
- =Y 5'.-_FEI MH{ : Windows NT 4.0, 2000, 2003
- Z2l0|2E : Windows NT 4.0, 2000, 2003; server E2E,

Wlndows9x ME, NT4.0, Win 2K Prof, Win XP (Prof, Home); QA3 El E2IE
« PDA : Palm OS, WindowsCE
« 64H|E Itanium2 Support
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Web 7[HI2] 22| E&:
Office scan AM{H{2|
=2|H f|x|et aFglo]
Officescan A{H{2
0|S35X| 2211 2%
FE{°| ExplorerE
S50 2| Z=0f 2

[ = | e
Please type your password to access the product console. ‘*l Aa-lﬁ 7"3

Password: | _Logan |

Install DfficeScan Client
Click here to start installing the OfficeScan clisnt to your cormputer,
Installing the dient usually takes only 2 few minutes,
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TREND MICRO"
OfficeScan

Copyright @ 1998-2005 Trend Micra Incorporated, All rights reserved.
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b Cisco MAC
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ME D&

ZEE ScHIAE &M+ 1
Z2 HH[~: dl A3/ AW Hiolel ~ 2ol

Damage

AEjmetol= Seto|fe wa,

HHOIZ A HI & 210

>8I Hl&F 21 i?lﬂ'
=

02 & 2 1.

SEI -l & E 0. Zijlil-l
At A

HAN ZEE SEH0ITE BE: MIYOONSYR2 " A% 100 SRHITE. ..

\j

27101 2P0 E AHO0IE 2A(AH 2810 ai-coean 2AN0IE; 2)
PH G A HE AN HE FHE il AR
Windows

NT/2000/<P/Serve
= SHHE =2

Windows 95/98/W
nHE z2 3
Hiol2{~ I
Windows
NT/2000/%P/Server
= 244 i

2.168.00 2 o 1009

™
6.5 2 0 1009

7.100.1003 2 o 1NHhe.

Hx| S5&l Client
T2t ZHE
Client 7§+ &l
s
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2| ZE 7|

Z2l0|HE
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Scan Engine,
Pattern B{#,
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FH 2%
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Windows NT/2000/XP/Server 2003E £

EXZ=OH

Windows NT/2000/XP/Server 2003
A

Windows 95/98/Me& 24 HITI

Windows XP/Server 20032 27
H(1a64 017 |2H)

Windows XP/Server 20032 &4
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Damage Cleanup Service
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