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Market Requirements for SMB & Enterprise

SMBS AIEIZEI0|X & P8 MHlA RAAE

Functions that SHOULD:
be router-integrated n=331

Firewall

VPN

Security

Intrusion Detection

Anti-Virus Software

IP Telephony
Compression
Content Filtering
Caching

QoS

Streaming

Multicasting
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Support Intelligent Security
Services

& X0l Biz2 XI&
Support IP Communications
Reduce Operating Expenses
Reduce Capital Expenses
Future-Proof

Upgrade Easily

Scale Easily

SMB 2t AE Z2t0
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Top Network Requirements
from May 2004 Yankee Group Survey.

Reduce Operating Expenses
Upgrade Easily

Scale Easily

Reduce Capital Expenses

10% 20% 30%

Source: Cisco/Yankee Group
May 2004 Survey - 300 US, UK, & German companies

Cisco.com

It 2 230

Surveys show that 40% of large and
medium enterprise employees work
out of branch offices

Most Employees can
NOT take full
advantage of these
Solutions today
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Secure, Concurrent Services At Wire-speed!

Wire-speed
s W performance

X ice densit with concurrent services

service density, [ =
7X performance, _tll_ ot j | = 2>|- 9"
4X memory! 10S FW & IPS, IDS, N

Integrated
Services
Routers

V0|ceD| s&35

() = =
L2 switching, Power over Ethernet,
caching, video, network analysis, etc
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Enterprise Branch Office Small Branch SMB
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Security A-I HIAS fA8t HW 2 242 i
Cisco.com
Cisco Self-defending Network at Wire-speed!
S

SN
Built in VPN Secure Voice
HW.

Encryption

Fones * S22

Performance
AIM Security &
Voice Services

A A ISRE XtE

Voice A-I HAE 28t HW 24 BHA

Cisco.com

Cisco Services and Applications at Wire-speed!

P

[ Embedded Voice/Fax and

CME, Conferencing
SRST,
Security
Powes FS2

NME/NME-X

P Attendant,
Extension Voicemail,
Voice AlM
Modules
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FCS Oct 2004 FCS Sep 2004 I§J f 259

Cisco 3800 e SELHS 288 ENES
Series Series

r _ Cross compatibility with
Com o o g
2 FCS Sep 2004 existing router modules
VN

) Increased default memory
1800 Sios across 1700, 2600, 3700
ine
0 3700 "
Additional DRAM, reduced
Clsco costs
25004
Soriss New feature development
and additions until I0S
12.5 mainline

A5 AHIA EEE

No end of sale for at least
18-24 months

Continued software
support for 5 years after
last sale

New Cisco 3825 and 3845 Routers
FI A9 SAAHHIAZ HEZEI0|Z LS TS/ TALS CFLRE

Cisco.com

DAL, 5109 HHIA SE 85 K&
Security: On-board encryption, up to 2500 VPN
tunnels (AIM); 10S FW, NAC, IPS in hardware and
Content Security

Voice: Highest densities for analog/digital
voice support; CCME support for up to
240 IP phones

Highest performance for maximum concurrent
services at up to T3/E3 rates

Integrated GE ports with copper/fiber support
Integrated L2 switching with PoE

SEUAMN XN LINEA ENES
Up to 4 NME, DSP slots to run unprecedented
number of services concurrently
Supports existing NM, WIC/VIC/VWIC, AlMs

T [RCepEr

Architected for scalable services deployment;
NME Slots

advanced availability features minimize
Onboard DSP Slots network downtime

Hot-swap modules, integrated
Dual Internal Power Supplies redundant power

Form Factor




2851 Routers
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Security: On-board encryption, up to
1500 VPN tunnels (AIM); 10S FW, NAC,
IPS, or Content Security

Voice: Mid/High-density analog/digital
voice with IP Telephony, Voice Mail;
CCME support for up to 96 IP phones

High-performance concurrent security,
voice and advanced services up to
multiple T1/E1/DSL WAN rates

Integrated FE or GE ports with copper
support

Integrated L2 switching with PoE
saE IsYA XE Yot
Flexible expansion (HWIC NME, EVM),
additional concurrent services
Existing NM, WIC/VIC/VWIC, AIM support
NME / EVM Slot 0/0 1/0 17 10 AN IIRA
Onboard DSP Slots 3

Scalable services deployment and
Onboard LAN 2FE 2FE 2GE 2GE availability features

Form Factor 1RU 2RU

Cisco 1841 Router

New
ﬂé"‘s‘ ZOHEI A FEE SMB &4 72 A EE CFHRE

Cisco.com

SH MHIAE /A8t D85 AHIA

Security: On-board encryption, up
to 800 VPN tunnels (AIM); 10S FW,
NAC, IPS in software

Performance for security and data

=l aa services up to T1/E/DSL WAN rates
Integrated FE Ports
Optional modular layer 2 switching
AIM, HWIC, and VWIC Modularity
HWIC Slots Wide range of connectivity options

Onboard DSP Slots Investment protection through
AIM Slots support of existing WIC/VIC/VWICs
Form Factor (data mode only)

edl Rod

Flexible and adaptable services
deployment; entry-level availability
features
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What If You ...

CISCO 2833

k=13
=

Cisco.com

have a router with embedded security... - Secure WAN Connectivity

...added voice services...

CallManager Express,
Unity Express, SRST

...included caching and video...

== Content Engine

...pitched network analysis...

% Network Analysis

...and drove demand for high availability... @ Redundancy and Availability

Cisco SYSTEMS

@

AlAZD ISR
Concurrent Integrated Services & Applications




Wireless

Integrated &

Self Defending

Future
System Level
anagement

Intelligent Application Services

Embedded
Services

Advanced
Services 802.1x

DMVPN

Security

IDS
VPN
Firewall

Basic
Integration

Security

Security
Transport &

Performance CLS
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Auto Secu £ =]
e
Network Admission .
-

Control 2= » = )
e vV ICCSTINO UL

Intrusion Prevention

Traffic Aware

~>»
Voice M=il

Call Processing
Voice Scalability
Convergence Apps

App Optimization

Voice Gateway
Toll Bypass

App Optimization

New IOS Software Architecture in 12.3

Advanced Enterprise Services

Advanced IP
Services

Advanced
Security

SP
Services

e
IP Voice

Enterprise Services

Enterprise
Base

Cisco.com
I0S EF9 H=3} (from 44 to 8)
“Advanced Security” replaces:
IP/IFW/IDS IP FW
IP Plus IPSec IP/FW/IDS/IPSec
Security highlights
Network Admission Control
10S Firewall, Intrusion Prevention
Dynamic Multipoint VPN, AES
SSH and SNMPV3 (DES)
Voice highlights (IP Voice)
- H.323, SIP and MGCP, H.323 GK
-SRST, Call Manager Express, sRTP
-Voice QoS features

As you step up, all features below are
inherited

Router and Security Device Manager (SDM)
ships with 10S IP Base image for all
3 Integrated Services Routers
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Cisco Router and Security Device Manager (SDM) 2.0

Cisco.com

ctRE MUlA2 S8 &2l - Routing, Switching, Security, QoS
Web-Based, easy-to-use Management tool ships on all 1800, 2800 and 3800.

Use the Cisco TAC knowledgebase to Al ol K
troubleshoot VPN and WAN drizetlls A4

—Inline IPS with Dynamic Signature update
]

and signature customization
—Easy VPN Server and AAA
—Role-Based Router Access, SSHv2
—Digital Certificates for IPSec VPNs
New Wizards for non-experts
—QoS Policy and NBAR
New Troubleshooting tools
-VPN, WAN connection

Major Ul Improvements - Router Services
Dashboard, Task-based Navigation

Real-Time and Graphical router and
application traffic monitoring

-
oul
uter Li
http://lwww.cisco.com/go/sdm ﬁ”v’*

Secure

Recommenied achonis)

Presentation_ID
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Cisco Router and Security Device Manager (SDM) 2.0

Cisco.com

e Ao FER T =TE"]]
< Manager {SDM): 1 (=] 1]
File Edit view Toaols Help
o . Cisco SrsTems
£ 3 }“} e ?
55 Home @ Configue Monitor i

b he o 202 SIET o I Brvtes Outout
i Dialerd {GigabitEthe 2.2.2.2 Outout I Errors Input
_ I~ Errors Output
0 put

Interface Status

Wiew Interval [ show Table

Bandwidth Usage
0%

Time [HH:W Time [HH:W

Time [HH:M

Interface Status 16:56:49 UTC Thu Jul 22 2004

Wizard mode firewall status10S Firewall : Active Active CLI View SDM Firewall 06:56:44 UTC ThuJul 22 2004 55 d




Secure Connectivity
Multi-VRF and MPLS support

Cisco.com

Cisco ISR support the Multi-VRF (Virtual Routing and
Forwarding) technology

Customer A
HQ office

Customer B
HQ office
Customer A
e = - - Customer C
Customer B =
HQ office

V3PN: Secure, Toll Quality Voice, Video, Data

Cisco.com

V3PN : A|A 3 Video ¥ Voice A HIAE X|&6t= IPsec VPN

V3PN:
IPSec VPN tunnel built over GRE
>

J-— interface for site to site access
, m sRTP Protects LAN

1 E Data, voice and video traffic
LLQ before crypto to Egress Interface delivered WIt_h_QOS po_I|C|es for
ensure voice priority :» QoS Policy Iatency sensitive traffic

Benefits:
IPSec/GRE || Telco/Broadband LAN and WAN security
Tunnel Service Provider Higher productivity
Toll quality voice and video
LLQ before crypto to Egress Interface Lower bandwidth costs

ensure voice priority P QoS Policy
w1

'E

i sRTP Protects LAN

| VPN QoS
D V3PN

2 - A : Voice 27




Router-Integrated Services
LAN Switching with Transparent Firewall

Cisco.com

Cte=2 XIEM TAE & 7 Lo HIE
SESH0/10 HE FW 2ot JHIA HE

Solution: EtherSwitch (NM-ESW or HWIC-ESW)
and IOS Transparent Firewall

* VLAN and transparent IOS FW enables segmented ' HWIC-ESW‘WI

4 and 9 port

networks with secure access control Hi-Speed WAN Interface Card

» Simplify subnets, no changing IP addresses on a
device by device basis

» Configure the router and integrated switch without
visiting the remote site

Branch Office
10S FW.
=

How do you allow only ] . Cisco Integrated g
some devices in? :V:reilaess Services Router Head
ata base 16 Port NM-16ESW Quarters

High-Speed WAN Interfaces

Low density L2 switching

Supports 802.1Q and
802.1P up to 15 VLANSs

» Cisco and 802.3af
Gigabit Ethernet HWIC standards-based PoE

Offers Optical and Copper suRpoTS??n 3800 and 2800

connectivity without NM series

occupancy Delivers 48V DC Power
tandard

Support in 2811, 2821, 2851 g‘t’ﬁ;rjl :ti';b‘i‘; copper

& 3800 only

Hi-Speed WAN Interface Card (HWIC) ————p §

Small Form Factor Pluggable (SFP) GE Transceiver

Supports SX, LX/LH, ZX, CWDM and Copper Cisco SFPs

Presentation_ID



CEoIP Network Module

Cisco.com
Circuit Emulation = imitation of a physical communication link

CEolP imitates a physical communication link across an IP network
Allows the transport of any type of communication over IP
Ideal for TDM or Leased Line replacement and legacy network consolidation

Leased-Line Emulation
Encrypted Data

Legacy Data Ingress data accepted

! with no expectation
\ CEalP of packet structure,
INetwark cell format, etc.

| Module
: _/ Data bits encapsulated
Network re into IP packets and
Module CEolP routed to a similar
Network port elsewhere in the
Module network.

Two versions available: R e This is a bit-transparent
NM-CEM-4TE1 i < Bl service. Data bits
o are not examined,
4 T1/E1 ports - o TERc interpreted, or
NM-CEM-4SER — manipulated at all.
4 serial ports

Supports X.21, V.35, RS232/449/530/530A

EHT 2LIHY
HER A Edl® 24 (NM-NAM, NAM Application Software)

Cisco.com

NM-NAM network module for Integrated Services Routers
(runs with NAM SW 3.2)

*Quick to deploy and easy to use
with embedded web based Traffic
Analyzer GUI

*New NAM SW v3.3 includes major
feature enhancements for VolP
monitoring, mini-RMON statistics,
improved data collection and
reporting

*Increased capture buffer size (to
Wﬂ 50MB) with wrap when full option
for NAM-2




Router-Integrated Services
NAC ( Network Admission Control )

Cisco.com

ol= 2 MHIA £ 8

Solution: Cisco Network Admission Control (NAC)

Hosts

L Policy Server ol
Attempting % Dezision Focused on limiting damage

Network f y
i rom viruses and worms
Access Points

Policy (AAA) Vendor

Limits network access to
Server Server

Credentials Credentials CredentialsS e compliant, trusted endpoints
— ——_ =
-D RADIUS - Restricts network access by
LB LLRLLE o noncompliant devices
= Notification Access Comply?
Cisco * Rights

Trust
Agent

Supports multiple AV vendors
& Cisco Security Agent

Enforcement

Router-Integrated Services Fiet with I
Intrusion Prevention Systems (NM-CIDS, 10 a Router!

Cisco.com

2 I Bl A SOl 28t WERKT BAS ; Data Center
2H015HE IPS 2 OF M| A 24 ¥y
H‘acker
Solution: Intrusion Prevention System (IPS)

IPS in hardware with NM-CIDS, or software with I0S IRS

10S IPS: Inline Intrusion Prevention «n Cisco Integrated
—send alarm, drop packet, reset connection DS ’ ) Services Router

! , drop p °t, . DATABASE [@%) (0 IPs option)
Dynamically load customizable signatures NM-CIDS

\71\‘I‘ige range of attack/worm signatures supported — E
+

IDS Network Module stores signature data base locally
and captures/logs all events

External NM FE allows for complete IDS segmented
Net/Op and Sec/Op management

Dedicated CPU
Monitors, and Report alarms
Built in GU for Graphical reports Remote

NM-CIDS Users




Extended Voice Module (EVM-HD)
DYZ VOICE MHIA 259 4 &8

RJ21 Connector

The EVM card (with expansion modules) supports high-density FXS,
FXO, Analog-DID and BRI ports

Architecturally similar to the NM-HDA and shares one EM
Baseboard:
EVM-HD-8FXS/DID: High density voice/fax extension module — 8FXS/DID
Expansion Modules:
EM-HDA-8FXS: 8-port voice/fax expansion module—8FXS
EM-4BRI-NT/TE: 4-port voice/fax expansion module—BRI (NT& TE)
EM-HDA-3FXS/4FXO: 7-port voice/fax expansion module—3FXS/4FXO
EM-HDA-6FXO: 6-port voice/fax expansion module—6FXO

Voice/Fax AHlA X &

Cisco.com

NIM- NM- NIM- EVNM--1 INM-HD= = NM= NIMV-
HD-AVE FHD=2VA EHDA HD 2VE HDVES FHDV2

Station-side
FXS

Trunk-side
FXO

BRI

T1/E1




Cisco IP Communications on 28/3800
=2 Voice J/51} ZF&

Cisco.com

— Integrated PVDMs deliver support for
analog voice, digital voice,
conferencing, transcoding, Secure
RTP media while enabling network
module or AIM slots for switching,
concurrent apps, content, voice mail

— Ability to offer from 24 to 240 IP
Phones with one portfolio

— Support for small to large branch
offices in a single portfolio

— Complete support for a range of
analog phones, fax machines,
keysystems & conference stations

— Delivers high densities of terminated
voice calls or aggregation of calls
with or without cRTP

— Media & signaling encryption provide
call privacy & security for IPC
deployments

— Flexibility to support local or Ion?
distance calling via analog or BR
ports to nearly any desirable
density

— Reliable branch office support for
centralized IP telephony deployments

— Ability to support CME and CCM
voice mail requirements

AMAZDISRE MHIA JIEH

Cisco.com

FZolE O/ECIH 0/ AHIAS B [FSEIE S
Lol AEE FEt HESHE AIAE IIEL

Hardware Resiliency
Resilient Platforms designed
for High Availability

+ Redundant System Power*
Redundant Inline Power*
Online Insertion &
Removal of Like NME*
Online Insertion &
Removal of SFP**

Power Over Ethernet
(POE) - 802.3af Remote
Power Reset
Error-Correcting Code
(ECC) Memory

System Resiliency
Cisco I0S Software
functionality that mitigates
the impact of HW and SW
failures

Warm Reload

Warm Upgrade

Control Plane Policing
Gateway Load Balancing
Protocol (GLBP)
Stateful NAT

Stateful IPSec***

Embedded Management

Embedded intelligence for
proactive maintenance and
local recovery

Embedded Event Manager
Embedded Syslog Manage
Configuration Rollback
Resource Management
Infrastructure (RMI)

* 3845 only

**3825 and 3845 only **Q1, CY05
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Cisco.com

Headquarters
Integrated services delivery

@\ across the WAN
To Integrated Voice/Video/Data
Site to site VPN
Security
Advanced QoS
High Availability
Services Flexibility

Integrated GE LAN/Data
Center Connectivity

IP/MPLS Routing
Multi-protocol WAN Traffic

Internet

GE

Remote Access
Mobile, Dial, DSL, Cable Partners

ANAZD Ol ISRE 0|E 8 SP/Ent MHIA

Cisco.com

Moving the customer up to integrated, profitable managed
services all in one Integrated Services Router!

Managed Services -
Enhanced Managed Senvices

Managed Services -
Conyergence and P Communications

Managed Services -
Secure Access

Managed CPE

CPE Resale

o Revenue and
Connectivity Customer Retention
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Cisco.com

Objective
Prove “Secure Concurrent Services at Wire-Speed”
Highlight competitive feature and services advantages

Cirrent Analysis . * 4 T1’s full duplex traffic
Cisco 2821 | concurrent Data, Security, Voice, QoS

* varying packet sizes

Cisco 3845 - Fully load E1 through T3 WAN links

Miercom 2851 * AES, 3DES encryption, with & w/o AIM
2811 ° broad mix of VOIP, Security, QoS and

1841 Content services
* 10S firewall “dragstrip” testing

External Test Reports Available at www.cisco.com/golisr

ntation_ID




Miercom Test Findings — 8/26/04
Cisco 3845 Integrated Services Router

Cisco.com

Verified full T3-rate performance for
concurrently running services
“Our tests prove the Cisco 3845 simultaneously “‘

sustains full T3 WAN rates for multiple ‘ﬁ“ mﬁ‘_
)

handles both 128 bit AES and IPsec VPNs with “‘\
ease, concurrently delivering firewall, “‘“‘
intrusion prevention, QoS, and data routing at —
maximum WAN-link speeds. Additionally, an o
impressive 72 streams of voice traffic, including

transcoding, voice mail, auto-attendant, fax, and

survivable remote site telephony was handled

with no performance degradation in the Cisco

3845

applications. Its embedded crypto processor ?{s““

Ed Mier

President, Mier Communications Inc. | See www.miercom.com for complete
testing of four different models

http://lwww.cisco.com/application/pdf/en/us/guest/products/ps5855/c1244/cdccont_0900aecd80173937.pdf

Summary
AAZISRE =R J|
Cisco.com
2ot 2 sS4 4|4
« Fast, on-board encryption
« Highest voice services densities
« Integrated DSP slots and POE
Extended Services,
Headroom and
Investment Protection

A5 iz

* New ASIC, Bus design and processor .
boost performance for services Security

* Double services density

* Double memory defaults Voice

2 D50
* Increased high speed slots:up to 2.2 Gbps

* High density and larger form factor e
network modules L2 Switching

Content

e ‘ Wireless* i
Integrated
o .Redur!dant power option with online Management Services
insertion and removal
« Increased environmental thresholds Routers

EEEY
* Leverages existing modules
+ Up to 4X memory capacity
* GE, USB, wireless for new media
« Slot to Slot communication * future




Summary

Cisco.com

Next generation, best-in-class
routing

Concurrent services at wire-speed

Leading security solutions ‘m%

= s,
Leading voice solutions S R, < -

Cisco.com
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