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Cisco.com

ISC Positioning

System Features

MPLS/VPN Services

Managed Security Services

L2VPN and Metro Ethernet Services
Policy Based QOS

Auto-Discovery Feature
Northbound API & OSS Integration

Traffic Management
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IP-SelUien Center

* Building on VPNSC: Cisco’s defacto Service
Management platform for IP VPN technology
offerings

* Extending the Service representation to include
Internet Access, Managed Security, L2VPN, Metro

Ethernet and Traffic Management services

Next Generation Domain Manager
for Converged Networks
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IPrSoelution Center:

EullFSenvice e CycleManagemenit

Cisco.com

 Automate Topology Creation

 Activate the Service

« Verify Logs and Activation is Error
* View Topology of the Service

* Audit and Verify Service is Active and Functional
* Monitor the SLA for the Service

» Collect SLA data and report for the Service

* Modify and Change the Service without error

« Decommissioning of Service— Roll back
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IPrSolutieon Center;

K stortin

Comprehensive Managed Security Services Support
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Fault Accounting Performance Others
Management Management Management >120 Customers WW
0p)
(7)) o CIC o C-Perf o Concord o SI: HP, CGE&Y,
O o Digiquant IMS o InfoVista KPMG,
o Portal o Visual Dimension Data
Network
Service Provisioning/Activation and VPN aware SLA measurement
IP Solution Center
MPLS VPN L2VPN Managed Traffic
wn Security Management
& o AToM
9 o0 Metro o IPsec VPN
> Ethernet mgmt o TE Activation —
CT) o Firewall Mgmt Cisco MPLS =T TELUS
N o Nat Mgmt Tunnel Builder ’ -

Provision VPN (L2, L3), QOS and MPLS DS-TE with one Application

Cisco.com

BELGACCM

B/, SingTel
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ISE€ Senvice Blades

Cisco.com

Data Driven Provisioning

Service Aware SLA

MPLS L2VPN Managed
Deployment Flow Engine VPN & Metro Security
User Access Control services services Services

Policy Based QoS

April 2003
- Distributed Architecture.

+ Integrated Management for Cisco’s VPN, Security and Metro Ethernet
Services

Collection Engine

+» Adding support for Traffic Engineering
+ One-Stop Shop for all Services for Cisco’s IP Core solutions

% Support 100% Cisco L2 and L3 VPN equipment — new I0S based
equipment could be supported in lab in two weeks.
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System Features
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|P-Selution Center

SyStempEeatlres

= 4-tier distributed architecture

= Support for 200+ simultaneous user access and 1M
managed CPE

= Web based GUI

= Role Based Access Control user model support

= CNM views

= RDBMS (bundled with Sybase) option to use Oracle

= Standardized on Sun Netra — standalone and HA
configuration
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ISE€ 3.0 Distrinuted Archltecture

Cisco.com

Provider
Network

Control Tier,

Interface Tier
Master

Web Server Farm

Distribution
Tier
Processing
Server

v / Ny
: Distribution Tier
Collection Server
— = (+1E2100)
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GUI

-Hjop Levell@rganization

Universal access
through web based
GUI

Four major functional
groups under four
tabs:

» Serviceinventory

> Service
management

» Monitoring
» Administration.
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MPLS VPN Services
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VIPES VPN Sevice

Cisco.com

* Enhance the VPNSC2.x MPLS VPN Provisioning
Engine’s Flexibility And Scalability With The New
Customizable Service Delivery Engine

* No Longer Just One CE-PE Link At A Time. It Is A
Collection Of CE-PE Links Per Service Request.
Makes Provisioning Much More Scalable And
Productive

» Following Major New Enhancements:
— Multicast MPLS VPN
— Multi-VRF Support
— Site Of Origin Support
— L2 Ethernet Access Into MPLS VPN
— PE Only Provisioning
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VIPES VPN Sevice

PE-POP

MPLS PE
Router

ABC Corp
(Corporate O ffice)

MPLS LSPs

RD for VRF Yellow

P

6500/
2950 7600

3550
I[\.

* Ethernet L2 AccessTo MPLSWith MultipleL?2
Switches Between CE-PE Will Be Supported
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MPILES VPNFProvisioning

Cisco.com

« MPLSVPN

A R e — e |

Provisioning el e e e T IFL P =0
StartSW”:h m—ralihnq wa b W] e s, B el =| #om | |una T e = S— el "
Defining A R VPN Solutlons Center 3.0 e aleime
Policy. L] o ' Siering | A dmaniastian R

* Policy Wil Be e ety o rermas
Applied To Ty
Multiple CE-PE ERA———" o 8 -
Li ﬁkspﬁfough i s o s s

iowa T Terguuls V0 :
Service REQUESES, | s e i [ ey =
. i

« Service Request e T Dens =
Can Overwrite phshliokll I_—| -
Default Values|In o — » r
Policy If Marked e EL =
User Editable v e | :

Fimiece Fernl

> Network ot e | F
Operator Defines e — El IS |
The PO|ICy, mnﬂ.i |_: i i -I ;_
Service Oper ator P T . = g
UsesIt To Createis= S T
SRs.
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MPILES VPNFProvisioning

Service Operator

Creates SR

(SerV| ce requeSt) b [] borp g b 2| O s iy rabmirgl_y_scitca = e s @lo

Each SR
Contains A List
Of CE-PE Links.

Operator Only
SeesAnd Enters
I nfor mation
RequiresBy The
Policy. All Other
I nformation Will
Be Automatically
Filled In From
The Palicy.

Such Scheme
Greatly
SimplifiesThe
Life Of The
Service

%Ber ators

R i
Rl e el e L R

Cisco.com
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MPILES VPNFProvISIening

Cisco.com
For an L3VPN between site A and site B, ISC

Will perform the following steps:

Management Network/NOC
» Operator enters service request and is validated via database
» Job is scheduled or activated immediately

» telnet, SSH or CNS to PE1, PE-CLE1, PE-CLE2 and CPEL1
» Upload current configuration

» telnet, SSH or CNS to PE2 and CPE2
» Upload current configuration

> Validate Opgratad mpuf ags
> Creﬁxe‘tﬁe PE/CE co ..rﬂ’/’

>Down|oad Actkraie®ind A PN SerV|c
, iy ot == W
=

PE-CLE2 Management VPN I — \

PE-CLE1 \ '
I MPLS Core

\
/ L2 Jite b

\
P S N K

~

[~ -
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L2VPN and Metro Services
Support
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L2VPIN Service — Supperted SerVices

Cisco.com

e Like-To-Like ServicesWith MPLS Only
»ATM Virtual Circuit Service(ATMoMPLYS)
» Frame Relay Virtual Circuit Service (FRoMPLS)

» Ethernet Virtual Circuit Service(EVCSor ERS- EOMPLS)

> A VEC that actsasif the Ethernet Frames have crossed a Switched
networ k

» Transparent LAN Service (Point-to-Point TLSor EWS -
EoMPLYS)

» A VEC that appearsto act asan Ethernet Wire
e Multi-Point TLSover L2 Core
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E2VPINESenvice — VirtualrLease: Line (VIEL)

Cisco.com

L2Tunnel

MPLS
Backbone

Frame Relay DLCI

CPE Router, FRAD

CPE Router, FRAD
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Ethernet ACCess SupportedrArchitectures

Cisco.com

2950 GE
L2 Ring Architecture \ 3550 802.1Q
(L2 Access, no Mini-POP) | __—"¥%
[ |
6500/ 6500/
2950 GE 7600

L2 Ring Architecture ;\g/sm
(L2 Access, with Mini-POP) | — =&

| |
Star Architecture 3 \% GE EI IP or

(L2 Access, no Mini-POP) /! M MPLS
=

6500/
000 7600 Ly
Star Architecture 3 \ IP or
(L3 Access, no Mini- POP)%/_ M MPLS
6500/

2950 7600

L3 Ring Architecture %\ 3550 m
(L3 Access, no Mini-POP) ‘;,:

Access Mini-POP POP Core

© 2003, Cisco Systems, Inc. All rights reserved. Cisco Systems Proprietary Information — Strictly Confidential 20

Cisco Systems Confidential




L2VPINFService — Provisieoning

Cisco.com
Define A L2VPN Policy
—Step 1of 2 — e
« Available policy [ sin noows
. 1w P
profiles: R o e
> Ethernet —EVCS Adtribute Ve
> Ethernet —TLS B e -
r— [Cova LEvPHIFTiny |
> FrameRelay [ A
i Dt i P Tafammt)
N ATM Sy T r
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s et [z =]
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e
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L
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L2VPINFService — Provisieoning

Cisco.com
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IP Solution Center 3.0
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L2VPIN Senvice — Provisioning (Cont.)

Cisco.com
[ et pe= Fptm tma e . o=
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L2VPIN Senvice — Provisioning (Cont.)

Cisco.com
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Managed Security Service
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ISE@ 3.0/ Psec VENINew Eeattre OVverview,

o e e fouiu ek i

- Remote Access IPsec for W VPN Salufions Center 3.0
|OS & PIX ; Warkiiam | INNAMETH TR T T ]

* IPsec Policy Mgmt
enhancements: e.g. AES

Yl dpp e 4w b e e
farvics Manspameni

FRiEp TRl - ART IR0 Maasgar c Cssmemand Tiesa c Bussrg Pesn - Dnanm

* Cert auto-enrollment
template support

- Support for mGRE + NHRP : eI

- Pre-shared key Mgmt A e e N N

* VPN QoS, e.g. QoS
preclassify i
+ 10S 7160,7200 Remote
Access support

+ EZ-VPN support : = s b it s ]| s |

Wi Rash iy | - rabilad =

. CpwEEn P S
* IPsec to MPLS mapping et o
(Aswan)
i : : :
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IPsec VPN Service - Aswan: IPsec to MPLS

Mapping (Single-Box: IOS As An IPsec Aggregator and MPLS PE)

. Cisco.com
Branch Accesy/ Provider's Corporate
Office Peering PoPs MPLSCore | I ntranet
: : j
/ﬁ : L eased Line/ ! !
\j Frame Relay/ATM/ : :
1

Local or Direct-

= o= o= = | 2 Link
@ue===p — Bj-directional | PSec Session

Cable/DSL/
ISDN ISP

Cisco VPN client softwareistunnel
sour ce for access VPNs and branch-

office; router originates site-to-site Cisco router ter minat_esIFfsec
tunnel with VPN concentrator tunnels and maps sessionsinto
MPLSVPNs

MPLSVPNs
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Release 3.0 Eeatue Enhancements, —

Eirewalll

Cisco.com
- Policy-based management F%ﬂ
of firewalls UPH Zaluiions Canter 1§ -0
_ngh_level pollcy rules L ETL I ET ] FREAL AEE | AdW AL EiAEE
ig=cE WETEgR CH LTS T Dsgn-gand Pvws - Bawang Pesn - Dilnsisd Sarscan
—No device specific A < Rl - b
information Bl i wmall Paliis
—Both access-lists and Pram butry Lo
inspect rules I TEEEEm
il now® [EngPoicy
—Inheritance in device AL B
r | i Do . r
containment hierarchy s e | b
) i bewi by [comPriey w1
—Common firewall policy "
for heterogeneous devices: [ Firwwall Filler Rules:
I0S & PIX E § g Tz
| - : 171 B RO T ) . ) e
—Expansion of policy rules L] L1 Erghamr ar - ICHP_ECHD ol miees | b |
to device specific T un NP BCRO_RERLY pered cle |
Commands _:lr 1 FpapPoecy MEHBGE_RETRORE WW masigereenileaf  jeimd e ey |
[ e e e
- Can be used as an e
independent service or in 4 | 4
conjunction with another Firewa Inspect Rules: £
service such as IPsec VPN im i R
[ raw | Towsn_fien l PsiT .|
. . LA adepPaiin I 5. A7 —
Rule example: Al i w: |
—permit ManagementTraffic o [ 3| S pon e |
from ManagementNet to s
vpnRouter on outside - _dil
interface i | ucime
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Policy Based QOS
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Policy Based @OS

Cisco.com

e QoS On Access Circuits

» QoS Based On DiffServ Architecture

e QoS Implemented Using MQC And Non-MQC
e Cisco10OS 12.0 And Above, T, E, ST, Main line

 Platforms Supported I nclude 17xx, 26xx, 36xx, 2400,
3810, 71xx, 72xx, 75xx, 7600 OSR, 7300, 7400, 10k, GSR,
Cat 29xx, Cat 35xx, Cat 65xx

© 2003, Cisco Systems, Inc. All rights reserved. Cisco Systems Proprietary Information — Strictly Confidential 30

Cisco Systems Confidential



Q0S Senvice - Provisioning Prmitives

Cisco.com

e Traffic Classification

—Protocol 1D, Src/Dest Addrs., Src/Dest Ports, Port Ranges, DSCP, | P Prec,
L2 CoS

* Marking
—DSCP between 0 & 63
—I P Precedence between 0 & 7
—MPLS Exp between 0 & 7 (when core has MPL S network)
e Rate-limiting
—Class-based Single/Dual Rate Policer (MQC) and CAR (non-MQC)
—Mark traffic and re-mark to downgrade out-of-contract traffic
« Shaping
—CB-shaping (MQC), Interface-based GTS (hon-MQC)
—FRTS in the context of Frame-Relay
—ATM Shaper (vbr-rt, vor-nrt, abr, cbr ubr)
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Q0S Senvice - Provisioningl Primitives (Cont.)

Cisco.com

« Congestion M anagement
—CBWFQ (for Data) + PQ (for voice)
—WFQ (for Data) + PQ (for voice)

* Congestion Avoidance

—WRED with DSCP & |P Precedence
 Link Efficiency

—LFI over MLPPP

—LFl over Frame-Relay
—RTP
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QO0S Senvice - Suppert ier MPLS

Cisco.com

e |P QOS based on DSCP/IP Precedence before MPLS
networ k

 Map DSCP/IP Precedenceto MPL S exp at ingressrouter to
MPL S network (PE)

e PHB in MPL S backbone based on MPLS EXP

e |P QOS based on DSCP/I P Precedence continues after
MPL S network
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Q0S Senvice — Provisioning Scenaro

Cisco.com

* Managed CPE
—CPE only
—CPE & PE (popular scenario)

* Unmanaged CPE

—PE only
—CPE & PE
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Q0SS Provisioning

Cisco.com
[y Wy e
Pheh s = 3 A D Qe ifectn geen U dm dlE A2
I T T e e ey i L Create QoS
B Arn | P Solution Center 3.0 pal il Toes p0| I Cy by
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I ke DECT FPrac b WL B I B pmd P e i w1 rome mpwen be applled tOthe
i selected set of
1 : sh w access Clr cults
iy g et : via QoS service
0 G A il request.
B e 17 =] * QoS service
| e [ " | — request can be
tied to VPN
provisioning or
| deployed on its
_— o : - - own.
[Eicoe I - [T
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Q0SS Provisioning

Cisco.com
R e m - TheQoSservice
T T o e @i Siomi el s o+ ClASS Aefines how
Ligts Finrisn o | Loyont | o | e 2] eaCh QOS
| P Solution Center 3.0 . .
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s e Pansenat include:
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Q0SS Provisioning

Cisco.com
[N i i e e . . =
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Auto-Discovery
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AUlte:DisceVvery Eunction

Cisco.com

e Mechanism to Auto Discover the state of the
network. Thisprovidesthe following advantages

to 1SC users:

1. Minimal user dataentry while creating service
especially the servicesinvolving multiple physically
connected devices.

2. services provisioned by non-1SC can be discovered
and subsequently managed by | SC.
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AUte-IDISceVery: - Eeailires

Cisco.com

* Device Discovery
Discovery network devices by giving a seed router and scope
 Device Inventory Discovery

Device inventory information such as interface list, I|P addresses, |0S
version, platform, etc.

« Connectivity Discovery
Connectivity Information between the devices existing in the | SC Device
Repository.

 Service Discovery

Services managed by 1SC but already provisioned by the Service Providers.
|SC 3.0 provides L2VPN and MPLS VPN service discovery.
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Northbound APl and OSS
Integration
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NBI:CAPIFEURCHoRaIILY,

Cisco.com

* QoS Service

* L2VPN Service
 MPLS VPN Service
* Inventory

* IPsec VPN Service
« FireWall Service

* NAT Service

« SLA

* Deployment Flow Engine
» Discovery

« Workflow
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NBi: @vemniew/Benerits

Cisco.com

- XML-based management interface
» Web-based
« Human-readable encodings

« Initial transport supportis HTTP or
HTTPS/SOAP
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VVPNESEIcerAsslirance

Cisco.com

Monitor SLA Using IP Solution Ceﬁter

Cisco I0S
Router with SA Agent

Cisco I0S

Network Core

st

A Metrics Measured

* Responsetime
Availability
Threshold Violations
Jitter

Packet loss ‘
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VVPNFSEVIcerAssUrance

LR LR Rt Ccrrc D Cisco.com

s Customer Statistics per VPN
“*Monitor customer is within SLA for packet delay
“*Monitor customer is within SLA for packet loss
% Core Statistics per VPN (MPLS)
“*PE router to PE router packet delay
“*PE router to PE router packet loss
*» Provision SAA probes to produce Traps
«Timeout trap

«»*Connectivity Loss trap
“»Threshold trap

s Setup SAA history bucket for 15 minutes on router — collection and
correlation hourly

< Mib2 Interface Statistics Collection
«» Car Mib Stats Collection
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VVEPNFSERVICErASSUrance

Cisco.com

Concord NHM InfoVista

CORBA API

IP Solution Center

Netflow SA Agent stats

Collector

SA Agen
SP Data Networ) ,g

& | —
— < 'y @ =
N _ \ ER/ATM /gél\\ ——
PSTN @
© 2003, Cisco Systems, Inc. All rights reserved. Cisco Systems Proprietary Information — Strictly Confidential 47

Cisco Systems Confidential




Traffic Management
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Cisco) Iraific Engraeernne Managemeni

EVelution

Cisco.com

B IEEEFEEEFETEEENEERRDEE

Available Today
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Tiraifiic Engimeernng — fitnnel Burider

Cisco.com

*Activation Features ."""-

Create Tunnels: with explicit paths; dynamic pat
set bandwidth, priority, affinity

= | e | |
2l (== B

Tunnel Discovery
Delete and Modify Tunnels
Static routes configuration: manual, Autoroute

Multiple Path options

Link configuration

Batch tunnel creation

Auto bandwidth, Affinity configuration

Features

Views: CDP Discovery, MPLS topology of Tunnels,
Highlight links, nodes, tunnels

Tunnel status: Up/down, load, uptime, LSP path

Link status: Total b/w, b/w by priority, affinity

Monitor link interface Traps -l

Tunnel & Link Utilization displays TR ! -

Use metrics to color links: utilization, #tunnels -

“Available bandwidth” displays

IEEDECGREDODGERUORDUERNOEDN
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iunnelrBunder Pre

Enhancements

. Cisco.com

Proprietary Backup Route Generation Algorithms for
Path and Node Protection

« Verify which paths are Bandwidth Protected in the current
network

—Report and verify unprotected Elements in the Topology

 Recommend and Install Fast Reroute Backup Tunnels based on
Bandwidth Constraints

—Recommendation calculation with minimal perturbation to current
topology

* Protection for Link Failure or a Set of Links Failing
» Protection and Calculation of Paths for Node Protection

- Load balancing Oﬁtions, multiple backup tunnels to cover
primary bandwidth.

© 2003, Cisco Systems, Inc. All rights reserved. Cisco Systems Proprietary Information — Strictly Confidential 51

Cisco Systems Confidential



lraific Vianagemeni

ISC 3.1

Cisco.com

Builds on the capabilities of TunnelBuilder Pro
» Adds|SC framework features

> persistence of data

> logging of user intent

» Service state management

> service auditing

» integration with existing | SC products
* QoS management capacities provided by existing | SC QoS application
» Extension of the algorithm to handle primary tunnel placement
» Use powerful hypothetical change evaluation capabilities prior to deployment
* Invoke fix capability to resolve problems encountered with proposed changes

» Reconcile differences between the planned networ k and the actual networ k

© 2003, Cisco Systems, Inc. All rights reserved. Cisco Systems Proprietary Information — Strictly Confidential 52

Cisco Systems Confidential



Iiraific Vianagemeni- Comnt:

ISC 3.1

Cisco.com

BW Protection Planning
* identifies placement of FRR backup tunnels to protect critical network elements
* protect against link, node, or SRLG failures

« interactive GUI provides user with ability to evaluate hypothetical changes and
fix protection problems

DS-TE tunnel placement planning
+ identifies tunnel paths that meet user-specified contraints
— existing constraints supported in IOS PCALC (BW pool, affinity, etc)
— delay
— protection level (none, best-effort, NHOP, NNHOP)
* proposes fixes to meet user-specified constraints for new tunnel demands
— existing tunnels may need to be moved
— resources may need to be added
— constraints may need to be relaxed
+ deployment of multiple tunnels with "make-before-break" semantics
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laific vVianagemeni- Cont:

ISC 3.1

Cisco.com

Resource modification planning

 identifies ramifications of changes to network resources (BW
pools, link attributes, administrative shutdowns)

— disruption of existing tunnel
— violation of existing tunnel constraints
— loss of element protection
» proposes fixes to identified problems with attempted changes
— existing tunnels may require rerouting

— resource pools may need to be changed
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Conclusion
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Thank You

Gordon Noble
gornoble@cisco.com
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