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Data Center and Wide Area

$2,000 - | I
$1,800 -

$1,6°

3 * $2B+ Market Size in 2008
* 18% CAGR 05-08
» Market entry by Juniper,
Y F5, HP, Brocade, Citrix

$400 -
$200
$- M

2004 2005 2006 2007 2008

$M

Source: Gartner Group, 2005
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Applications

Heterogeneity:

Requiren: = |
puted | |
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« 20 years ago: Network * Today: Application heterogeneity
heterogeneity « ‘Application Internet’ will change the
* Internet changed both the physics physics and economics of

and economics of communication collaboration
» Step function in cost, ease of use » Step function in cost, flexibility
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Source: Gartner, Cisco
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CLIENT-SERVER

MAINFRAME
I Pervasive,
open networks
enable
Demand for client-server
networks to to extend
connect beyond
Integrated system multivendor corporate
for terminal to devices boundaries
mainframe (packets) (TCP/IP)

connectivity
(VTAM)

New Network

an integrated

REAL-TIME
INFRASTRUCTURE

!

Architecture

The network
and
applications
work
together as

system
(messages)
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* Network Admission Control — enforces security
policies during network admission, preventing
reintroduction of security threats

* Network Infection Containment — contains
anomalous, destructive traffic, preventing “day zero”
Infection

* Rich Media Services — applications like Cisco
Meeting Place integrate scheduling, conferencing,
and collaboration from your PC or IP phone

* Application & Content Network Services — optimizes
application and network utilization



Cisco IIN (Intelligent Information Network)
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Get more value from the network foundation
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Phase One: Converged Networks

Appliance
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Converged Netwoerks

Scalahle
Secure
Standards-hased

Pistributed architecture
for voice/video/data
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Resource Virtualization

Intelligence balanced

petween network and
end poeints

Network medrates and
validates resource allecation

Virtualized! assets




Phase Three: Application-Oriented Networks
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Application @rentation

Poelicy-hased networking
Viessage-lased routing
IElexible resource allecation

PEEr-1O-PEET SEIVICES




Packet Forwarding Al ...

Simple Forwarding
Paradigm with
Optimized
Performance...

-

L T .
Intelligent Forwarding
Paradigm,

Optimized for Service
Creation

[

"'-..._b_-__
Deep Payload
Inspection

Aggregating
Message-Level
Information

(v e

and Security

100000100100100

H_J

Destination IP @

001110100011010010110000010010010010001001110101( '@

Source Dest. ToS/DSCP Protocol Others
IP@ IP @ i.e. QoS i.e. VolP

e.g., HTTP/NBAR

0011101000110100101100000100100100100010011101010110 @‘ 10101010100011011000001001001

Source Dest.  ToS/DSCP Protocol Others Payload
P @ IP@ i.e. QoS i.e. VolP

Newwerk Enforces Rules:

s L PURCHASE ORDE%
Auteomatically and

Iransparently’According BigWig Co

[0 BUsiness Policy

$25,000
Urgent, 2 days




Application Oriented Networking

The Network Speaks the Language of Applications

OHZ=cl2H0l&




Cisco Service-Oriented Network Architecture
(SONA) Framework

Collaboration
Applications

Business
Applications

APPLICATION
LAYER
COLLABCRATION

Middleware and Application Platforms

Application Services

Infrastructure Services
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Cisco Service-Oriented Network Architecture
(SONA) Framework

Instant Unified Meeting

Pl Ot Eitr Messaging Messaging Place

Video

HCM Procurement SCM Delivery

IPCC IP Phone

APPLICATION
LAYER
COLLABORATION
LAYER

Middleware and Application Platforms

S
Advanced Analytics and Decision Support

Application Delivery Application-Oriented Networking

Sec.u_ r_ity Serv-i ces | nfr astructure Col Iabo\rfgtll%% %e_rvices
Mobility Services Services Compute Services

Storage Services ldentity Services

Network Infrastructure Virtualization
Infrastructure Management

h,_4

LAYER
Services
Virtualization

INTERACTIVE
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Adaptive Management
Services

Ca;mpus.,‘ Branch ‘ Cgﬁtir ‘EntEggggse‘ WAN/MAN| T,el.ewquer|

SEnver Storage Clients

NETWORKED
INFRASTRUCTURE
LAYER

11526 07 _2005 EI2005 Cleoo Syeleims, Ino. All rights reserved




Cisco Service-Oriented Network Architecture
(SONA) Framework

Instant Unified Meeting

Pl i) Eitr Messaging Messaging Place

Video

HCM Procurement SCM Delivery

IPCC IP'Phone

APPLICATION
LAYER
COLLABORATION
LAYER

Middleware and Application Platforms ; :
i GiIsco @frerin

Advanced Analytics and Decision Support

Application Delivery Application-Oriented Networking

SCCUNity SeVices |, | cea ctructure. €0 [aboraton %e_rvices
Mobility Services Se Wices Compute Services

Storage Services Identity Services
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Services
Virtualization

INTERACTIVE
SERVICES

=
[T
=
@
=2
@
=
©
=
@
@
=
>
o
@
o

Network Infrastructure Virtualization
Infrastructure Management
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Adaptive Management
Services
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Cisco Application Networking

Service Solution

*AON (Application Oriented Network)
Application delivery Service



IT Infrastructurel| 2 M & It LAAIE

Remote and End-Point Issues Data Center and Central Issues

Wide variety of endpoints
Applications not written for WAN
Inefficient use of bandwidth

Servers process too many common functions
Silos compete for infrastructure resources
Applications inflexible to modification

Network latency Congested networks Congested servers

Low control Bandwidth limits

Teleworker
Business Partner

B A8 »
i il LW, M

‘t'_‘ ST :.:.:.. t: Data Center
|

Branch/Edge

General Reguirements

Leverage and simplify end to end infrastructure
Consolidation, central control, compliance
End-to-end security

Complex infrastructure

Applications

? Content
i




Cisco Application Networking Services &<
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Branch/WAN Data Center




AON O gt ?

* Application Oriented Networking (AON) is

vthe next stage in the evolution of the network - from
processing at the packet level to processing of application
messages

vable to natively understand the content and context of
application messages (e.g. Purchase Orders, Stock
Trades), and act intelligently on them in support of
business processes

vanew architectural alternative: Applications can now
focus on business logic and user interaction, and offload
application infrastructure aspects to the network with no
changes to the existing systems



HIEKIUH M2 Application Message

Data Packets managed by the L2/L3 Network:

Application Messages managed by AON:

4 < i v > E

(e.g., purchase order, stock trade, HR record update)

29



AON 2| HIAIX X el

« AON messaging functions:
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PURCHASE
ORDER

Translation

New
Order

Validation/Policy

TOT= $25,000

 Legacy or web services apps

* Visibility into business
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Hardware

« Data Center/Enterprise
vStandalone Data Center Appliance
v Blade within Cat6K

* Branch Office
vBranch Appliance

vNetwork Module within 26xx/37xx Series

« Stand-Alone Appliance (8340)
vHighly Scalable

vFlexibility of deployment

Software Tools

* Design message policies

- Deploy policies to the | —_— |
network, ongoing mgt. - AON Development + AON Management
Studio Console




RFID € {8t Cisco AON &2

An AON Solution comprised of
Cisco hardware and software
designed especially for RFID
deployments

Capabilities

« RFID filtering, collection and
exception notification

 RFID reader virtualization
* RFID reader management

 RFID message security

* RFID intelligent message
routing

The Only Network-Embedded Edge Solution for RFID
 Lowers the cost to deploy RFID infrastructure
* Increases flexibility in adapting to business needs




Col outing

Asset
Tracking Product

Recall
BAM - Dashhoard Console

IP Phone Alert

-
. Retailer




AON RFID

EPCIS Events
routed to

Transformation, Routing and Protocol bridging business apps
Services based on content

Business App

Visibility Services

Security Services Business App

Event Cycle Specs EPCIS Events
ALE Adapter EPCIS Capture Adapter
(Product) (Services)

Business App

RFID Reader

Connection EPCIS Capture
initiated by Interface
edgc(le ser':/er to  AON enabled Router/Switch command
readers to

RFID Readers collect REID
tag data

Data Center

Network Edge



RFID &3 # : without Cisco AON for RFID

CPG
Supplier
#1

N

Web Services

Performance

CPG
Supplier

Manageability

Pervasiveness

irements Security




RFID with Cisco AON for RFID

RFID Managed
Service Network

/ *Application Level
Event (ALE) Filtering

.| *Message-level Securit
i g y | 4}1}_
* Exception Notification 71\

* Reader Virtualization | [ﬁ

CPG
Supplier
#1

 Digital Signature

*Logging

* Partner Integration

| *Message logging

*» Message copy
N

\._and Management ON in
Cat6500
L N ~
N * Event aggregation

» Content-based routing

_

CPG
Supplier




Cisco Application Networking

Service Solution

* AON (Application Oriented Network)
Application delivery Service



Cisco Application Networking Services &<

Branch/WAN Data Center




Application Delivery Services J|=

Response Time Zero
Unusable/ LAN Delay
Unoptimized |
| | | |
{‘ I . I
LBS SLB +SSL Asymmetric Asymmetric
(L2-4) (L7)
Symmetric Symmetric

(L2-4)

(50%)  109% —20% 2x

System

based CI S C O
Load

Balance

Gartner.




Cisco L4-7 Switching A&

Appliances

Decision points

Form factor

Fast Ethernet (FE)

Port dens Ity Gigabit Ethernet (GE)

Site activity

Hardware redundancy

Session redundancy

Cisco
CSS 11501

Appliance
Fixed Config
8 FE

0-1GE
Low
No

Cisco

CSS 11503

Appliance
Modular

0-32FE
2-6GE

Medium
No

Cisco

CSS 11506

Appliance
Modular

0-80FE
2-12 GE

High
Yes

Yes

Cisco CSM for
Catalyst 6500

Module Integrated
In Catalyst 6K

8-178 GE
Highest

Yes

Yes



Global Site Selector (GSS 4491)

Clients www.any lication.com B e
: _ DNS Global Control Plane
EE’ Ty Enterprise = -
= DNS Name - =
Client DNS NS Servers

EEF=TEE
/( %

IP Control/

" Forwarding Plané
% g 9 5“‘;{

» Globally distributed data

: B B i
center infrastructure LR e —

Chicago NJ Back-up Data
[ ]
BCDR Data Center #1 Data Center #3 Center #2

—— = =
- - - = -
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Network Operations Applications

H.';m!‘l'ﬂﬂ‘
[ ]z E WAN Latency:
T 100 ms =00 SIEBEL
= 000 i,

HlE?(Expensive), 2t2l?(Complex), 21t ? (Ineffective)




Cisco Application Service (Delivery) =S &

CSS/CSM

%01 =clAol&
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« WAAS (Wide Area Application

Service)
« = Box® /ISR 2=E

« Data Caching / TCP Session Control
| HEES E5F SEET SHAF U B/W

H5ho=2 ol ©
A= S
o MEQF A& 222 H

« AVS(Application Velocity System)

- &= Box¥

 Latency =4 / SEIA / TCP Offload
| Y=ES SEt 25 SA Y
B/WAIEE &2



& A X 2F WANS= {8t Application Delivery

Next-generation branch office box platform

Features Benefits
Wide Area . Mu[ti-seryice pllatfqrm. « Multi-application perfornjance
Application » Policy-driven distribution  Infrastructure consolidation
o  Router-integrated design * Network transparency

Technology leadership in network control and visibility

Features Benefits

» Application recognition » Application-based visibility

* IP SLA for service levels * Network traffic management
e Optimized edge routing * Integrated security

The World’s Enterprise Routing Platform

Features Benefits
» Highest industry performance » Scalable, robust, and future-proof
Integrated * Modular architecture  Single point of branch aggregation

Services . .
Router » Multi-service approach » World-class support




WAAS J|l= At

 Expand compression technology and TCP flow optimizations

vOptimize user access to all applications — not just those with
specific application adapters

« Strong Emphasis on Application Adapters

vCombine application adapters from ACNS and WAFS onto
common, optimized foundation

vAdd further application adapters as needed for “problem”
applications

 Network Centric Architecture for Investment Protection

-Compliance with all standard network functions (QoS, NBAR,
ACLs, IPsec, load-balancing, network management & monitoring)

JIntegrate into existing network hardware platforms



WAAS (Wide Area Application Service)
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Prioritization
Queuing
DittServ

TCP 55
z| &3} (TFO)

T

——  CI0IE == X2 (DRE)

Wide Area Application Engine 5= Router Module
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IP 2t TCP I 20| 2B BE
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NBAR Filter
NetFlow VPN
ACL
NAT
5 . Origin File
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°. Network
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