Achieving a Defense Intranet
through the use of
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Migrating Commercial Technology
to the Government

Windows ... Ethernet ...
TCP IP ... Desktop ...
Laptops ... Exchange ...

Routers ... Switches ...

Security ... Virus Detection




Electronic Activity




the transformation from the
Industrial to the Information Age. To the

extent we do that well, all of our other
efforts in transformation will prosper.







4 Messages
of 25 Words
In 90 Days

INFORMATION
MANAGEMENT




The Power of
Information




MANAGING INFORMATION
NETWORK CENTRIC WARFARE
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SOUTH KOREA

Korea has one of the world’s highest Internet penetration rates.
Nearly half of the population in Korea is on-line. There are nearly 80
Internet Service Providers (ISPs) in Korea, and more than 511,000
“kr” domains. Korea is home to 88 of the top 1,000 most frequently
visited Web S|tes in the world.
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Change in Connectivity in Korea
to 1999)
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In Technology you are either
Improving or Declining

Other countries can invest LESS to

surpass your capabilities




The Power of the Network
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() HCBF_Intemal |

<TOL_ETC» abe de tol rgr hawe not received rl1 or 2 via ehf thy
<SAM_MNAWZ? does anyone know if these LSP's are coming down wvia
anather circuit? or am | stuck with EHF MET 217 T T
<CTFBI_CWO2> sirreq u read my last. kfogir

<Prv_Radio» Hawe R01 and ROZ from S51<5 36, and G071 from 217, plus
assorted parials.
CTFRA_CWO2> all med subs
sids.. kigtr

<SJM_ETC> CTF_BICWO, rgr

<TOL_00D> CTF BICWD rgr.

<Prv_Radio» How marny LSPs are we supposed to be getting now?

t01 and 02 loaded in ssixs mshw

—

4 Y

) HCGF_ItwW_COORD | ) #C6F Intemal

<FRY_FTOW> ALL PREY current thru L78/F50.

PIT_STRE> kYW, | hawe a news file foryou, sthy for file xfer.
_00D02 stndg by

<MMES_Striky FITT: reg same.

CHY_FTC» PITT: cani getin on that?

<{BRIFTHAWE? DIND_FCC: copy my whisper?
<DINO_FCC> BRI, rgr, standing by

<OIrRD real> All FRLs continue with maint with the

<kxWy_FTLFO> all green with exception status ok an fddi board is ﬂ
cycling between green and red

(FTSCLANTE KXW, rgr. can wou call up the term window on any
ather machine?

<W_FTLFO> negative

<EW_FTLFO?> gfcp term window will come up. only thing initis
nhosts=3

<FTSCLANMTE? KXY, hitting the ENTER button should bring up the
window, verify the cursaris in

the window

W_FTLFO> already tied that.

<FTSCLANTP? KW, go to the GFCP and power it down, resetthe
flash cards, and power up and check status.
<KW_FTLFO> flash cards referring to cpu cards?
<EW_FTLFO> rgr

exception of BRIl and TOL.. BRI TOL report current

status._we will still keep alert shooters on shorttether
to meest any tasking.

<TOL_COoD> DIMNG: rg brk currenthy aligning missles
tubes 1.2.3.4

<DIMNO_FC1> TOL: Up and ready

<TOL_COoD> DIMG: aligning missiles tubes 1.2.3.4

a8 STED1> BRI ALIGH 1 3-C FLACE MMISSILE 1M
RELOAD POOL.

<BRI-THAME> A8 rgr Align 1 3-C Flace in reload
pool

<TOL_O0D> Dino: line A 0377,

<TOL_ 00D DIMD: Line A:0377 RO

<BOI_0O0D> Oina: line A RO1: 0313,

< T QoD DIMO: Line B aff

<TOL _COoD> DIMNG: Line B: aff ownship all others in
progress Line Cno Line E: 0322 F145/F13M Line F:
0340

<TOoL_DDD> DIMHC: rewised Line B: aff all
<CUTLASS> anvone hawe it that can turn it around
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Crafting the Road Ahead
Operation Iraqi Freedom
Lessons Learned

—Increase capacity
—Converge Data, Voice, Video into IP
—Solve Allied Interoperability

Chat is rapidly replacing Plain old Telephone System (POTS)
and tactical SATCOM

STE-STU secure telephone did not work well for mobile users
or at sea

CENTRIX and Joint Data networks were leveraged heavily

INMARSAT had to be timeshared

Need ship-to-ship data connectivity to the small decks as well
as mobile users




NMCI & Tactical Networks Interface

- MC AIR
NAVAL STATION
AMPHIBIOUS
BASE

USN/USMC
TRAINING LOGISTIC
CENTER BASE

End-to-End Connectivity




Services Included in Seat

Security Services (firewalls,
Intrusion detection,
encryption)

CAC/PKI Implementation
Wide Area Network Access
(DISN, Commercial WAN,
Internet)

Infrastructure

Joint and Industry Network
Interoperability

Enterprise Functions (Help
Desk/Tech Support)
Network Management
Services

Desktop Hardware
Desktop Software (standard
software suite)
Organizational Messaging
Training

Directory Services

E-mail

Domain Name Service
Local Area Networks
Base Area Networks
System Management
Services

Standard set of senvices provided for interoperability and security.




NMCI Market Share

e—— WAYY MARINE CORPS [NTRANET

MS“‘E The contracting for MNCI is REVOLUTIONARY in
anaged

()l concept and scale.
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2003 - MNCI Contract

A

Refresh rate is Integrator

every 3 years or 3 ORLDCOM
months after new Network

software release. Solutions

MAN/LAN

WAN

Security

Soft 40% small
ortware business

Desktops and Servers




AE Transformation Vision
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Secretary James G. Roche General John P. Jumper

It is the right time to leverage technology to
transform the USAF’s fundamental processes
to a more effective and efficient information-
centric environment to support the Air Force
task forces and maintain our ability to provide

Global Vigilance, Reach and Power




Ailr Force Transformation

“A process by which the military achieves and
maintains asymmetric advantage through changes in
operational concepts, organizational structure, and/or

technologies that significantly improve warfighting

capabilities or ability to meet the demands of a

changing security environment”

AF Transformation Flight Plan
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Wireless Layer--- Battalion te Company
The start of Future Combat System (FCS)
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Networking the Warflghter




Combined Enterprise Regional Information Exchange System
(CENTRIXS)
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Electronic information sharing across joint commands with multinational partners...
for combined global operations region-to-region



67 Global Counter Terrorism Forceg
Nations

Nations

51 Opery tiop.-Egdériﬂg Freedom

¥

Multinational Coalition Forcg I,

Operation Iraqi Freedom e Battle Group Ships

—>

7,000 Workstations C
At 100 L ocations CCCH
And Growing . Setupbut
limited implementation




Eirst Operationall Experience
Kabul
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A LEAP OF FAITH

Choosing change
accepts risks




Build a secure
Enterprise
Intranet




LARRY TISCH'S HUGE TRADING LOSSES

BusinessWeek

How
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B Maintenance
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Always 10% SHORT




“... for almost 55 years the U. S.
Department of Defense has functioned
very much like a steel mill: high
Investments, long lead times, very
predictable, with the output five years in

the future.”



The World's Online Marketplace ™

amazon.com.
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“We have to be some sort of quick, agile,
responsive start-up company that can
move fast and be quick in decisions and
technology and applications.”

priceline.com’




Transformation

e Transformation isnot smply about new
technology. It isalso about new ways of
thinking and new ways of fighting...




RELATIVE ADVANTAGES




PURPOSE OF
TRANSFORMATION

Time from ID to Bomb on Target

WWII — Months

Vietnam — Weeks

Desert Storm — Days
OEF/Afghanistan — Hours
OIF/Iraq — Double Digit Minutes
Next war — Minutes or Seconds




RETURN ON INVESTMENT

Tactical:
Timely and Accurate Information

Overwhelming Force:
Ratio reduced from 3to 1 down to 1-300!




CHANGING THE LIVES OF
Sailors, Soldiers & Airmen




CV /CVN AGE/LCC LHA/LHD  LSD/LPD CG/DDG DD/SSN

Precision
| Engagement

= 1,280 Kbps

+768 Kbps Primary Imagery

= 512 Kbps
+384Kbps Collaborative Planning AADC

Siprnet-64Kbps Voice -128 Kbps
Niprnet-64Kbps VTC - 128Kbps

Tele-Medicine - Radiography/Diagnostics

12 units

+64 Kbps Common Tactical Picture (GEO SATCOM)

IT-21 CORE
JTIDS, Link 16

CAPABILITY

: 128Kbps
+64 Kbps Tactical Data Network (GEO SATCOM)

COMMON OPERATIONAL PICTURE NSFS, IBS
RECORD MSG / EMAIL TELEMEDICINE (E-mail / Image Capture)

+2.4 Kbps CMD VOICE NET (5khz UHF/EHF LDR)




Satdllite Communications
Frequency Usage

LEGEND: (Commercial SATCOM)
Commercial SATCOM Services CAPITALIZED NAMES = Fixed Satellite Service (FSS)

A VY
Com’l. Com’l Com’l
VHF MHE, L
500)
WVIISIZ

lower case names = Mobile Satellite Service (MSS)/Personal Comm Services (PCS)
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1.5-2.0 GHz
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Bystem (GPS) ; 19220 2 GHz BP0 521 2 GH |

RACLOS - Space-Ground .
Link System :VM A
UHF SATCOM users are (SGLS) : M’J MEOTER

j i A Heavy orbital/terrestrial
subject to interference from SGLS frequencies are at congegtion i el Advanceq .
terrestr!al UHF users., who risk from international & SO 1 i Communications
have higher international VB Gl coon:jlnatlon w!th terrestrial Technology
regulatory priority. S microwave link users. atellite (ACT:

Government / Military SATCOM Services =
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Mo N. America — Europe Europe — Asia

~ Pacific : .
02-05 Corridor Corridor/Japan

C. America

Atintic & A Indian
) Ocean
America

[ on-line ;
] committed !

L] Future ) ) )
= Final service coverage contingent upon:
= Commercial airline service rollout and definitization
= Satellite transponder availability, coverage, and performance

= Regulatory approvals

SW
Pacific
Q2-05

North
Pacific
Q2-05

Central
Pacific
Q1-06

South
Pacific
Q1-06




ASSISTANT SECRETARY OF DEFENSE
6000 DEFEMSE PENTAGON
WASHINGTON. OC 20301 -8000

May 2, 2002
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MEMORANDUM FOR DIRECTOR, COMMAND, CONTROL, COMMUNICATIONS AND
COMPLUTERS {1-6)
SECRETARY, JOINT REQUIREMENTS OVERSIGHT COUNCIL

SURYECT: Transformational Communications Study (TCS)
Thank you for your memorandum dated April 10, 2002, T appeeciale your support in

transforming DoD's communications inffstruciure to eliminale bandwidth s & conatraint wing
Inser communinaetinns techialngy.

T lsasle f PN aaerb by amnes B seldenos AT ¥ N

Secretary Rumsfeld, General Myers, and General Pace have all
testified before Congress .... The asymmetrical nature of much

of our communications needs lends itself to an internet

protocol (IP)-based packet switched approach that dominates
our operations today.

Our goal must be to guide the TCS to develop an affordable wideband SATCOM system
eatcept thal includes both laser and Radio Ft\gqumcy {RF} communications. This
transformational concept enables an architecture that will support evolution to a1 even more
capable system as new lechnologies emerge. Our approach 1o the Widehand/Lssercomm sysiem
is an evolutionary acquisition spproach that will allow oz to field & very capable Block I system
with first launach in 2009 with even more capability in subsequent hlocka.

US Transformational
Communications End-State




GIG Enterprise Services

Support real-time & near-real-time warrior needs. and business users

DoD (Title 1) IC (Title 50

Domain/
Col
Capabilities

rels nf
Services
Above Core
Level

Installnioms
. & Enviconment
Acquirilion

e '_ : i > Technical
n | ! Infrastructure

iticeg il ! : Dromain

Core Enterprise Services (CES) — :

Transformational Communications (TC) & Computing Infrastructure




Vision—
Introduction

Knowledge Superiority

Enterprise Frameworks

IMIT

Interoperability and systems integration are
crucial to achieving maritime information superiority.



Customer Relations Management
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The Catalyst for Transforming the US Navy




Future Combat Systems
Enabling the Objective Force
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IP Centric Is a requirement to become
Net Centric

lop s S PN e e e o
BGP () Rip|

Layer 4 Transport
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How Do IP Communications
Drive Productivity?

I'T =
Sitafi § User
Faster moves, adds and changes X
B

Decreased reliance on external vendor services

X
End users can complete more tasks without assistance X
X

Less time spent managing spares for multiple brands
Less time checking voicemail because calls follow user

Improved telecommuter productivity
Ubiquitous access to PBX features for mobile workers

Access to PBX features at remote sites




Percentage of US Enterprises Using IP Telephony

The “First Chasm” to 67%
Conduct Initial Trials of
IP Telephony Has 54%
Essentially Been Crossed

40%

The “Second Chasm™
Between Initial
Implementation and
Committed Migration

W At Least 1 Site
" More than 5 sites




CallManager

Servers
Message

Servers

I i
Telephony " 4 ' 1'!”.

| Application
Servers T
Directory

SERVEers

! Content ||‘

Servers




Challenges

Multi-Level Security
nformation Assurance
P Quality of Service

P for Mobile Users

Explore large scale integration
approach




Intellectual Inflexibility

Cultural Issues 49 percent
Procurement Processes 40 percent
G overnment Coordination J6 percent
B udg et 20 percent
SKills 20 percent
L eqgisl ative Issues 11 percent
Technical Issues 0 percent

Haszed on interviews with 44 technaloogy suppliers in the Lnited
ingdarmn. Multiple responses accepted.

=ource: Forrester Fesearch Inc.




US DOD expects industry to help it
achieve net-centricity

“.... We ultimately believe that most, if not all, of the significant advances
that we need to have in our pocket will come out of commercial networking
or commercial computing applications.

Industry must be a ‘key enabler’ in
achieving a network centric capability.










