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Applications
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Real-Time Fax to Fax
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Voice over IP Protocols
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Presentation Codecs/Netmeeting/Apps
Session H.323/SIP/ISGCP/MGCP

Transport RTP/UDP
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—_Constant - Voice Packets ride on UDP/RTP_—
Variable - Several Signaling Methods and Link Layer protocols




H.323 Architechture
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H.323 Without RAS - Configuration
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11110 " IPQoS
0.1.5.3 Network | 10.1.5.4
V7, g
—
557-1111 667-1111
dial-peer voice 100 voip dial-peer voice 104 voip
network-peer destination-pattern 667.... network-peer destination-pattern 557....
session target ipv4:10.1.5.4 session target ipv4:10.1.5.3
dial-peer voice 4 pots dial-peer voice 1 pots
local-peer destination-pattern 5571111 local-peer destination-pattern 6671111
port 1/1/0 port 1/1/0

» VolP Dial Peer points directly to the destination GW’s IP address
» Scaling to large networks becomes administratively burdensome




H.323 Without RAS - Call Set-up
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POTS/PSTN Call Set-up: Ringing, Answer... Q.931 derived Call-Setup

Signaling Connect
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Capabilities Exchange
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Open Logical Channel H.245 (TCP)
— RTP/RTCP address
Y Opgl Logical Channel Acknowledge negotiation
B RTP Stream /\
earer or RTP Stream |, Media (UDP)
RTCP Stream /
« Assumes Endpoints know each other’s IP addresses
» The FastConnect v2 option cuts down on messaging
H.323 With RAS
| — Cisco.com

Registration, Admission and Status

Address Translation: Every GW needs to know
Gatekeeper only about the GK, not about all other GWs

RTP (UDP)
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Cisco CallManager —+ &

i Cisce.com
IP Telephony Replaces PBX Architecture
Cisco MCS

7800 Series
Server

Cisco ICS 7750
Communication
System

Ethernet

IP Phones/ LAN Switch

Cisco SoftPhone
Clients

Voice-Enabled
Router or Gateway

Cisco.oom

Headquarters

» CallManager and VM at central site
* Centralized dial plan and administration

*  Supports up to 2500 users total per cluster with multiple clusters possible

+ Call Admission Control implemented at central CM by limiting number
of calls in or out of a site

* No service if WAN down (unless dial back-up or new IOS feature—SRST)




Catalyst® 4224 2~ JH (New Product)
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* The Catalyst 4224 is a single-box small branch office solution
for offices with less than 24 users

* The Catalyst 4224 provides:
—IP Routing, but only IP

—PSTN and PBX voice gateway
—Onboard FXS connectivity and DSPs -
—24 Ports 10/100 Ethernet switch with Inline power

—VPN and Encryption options

—Cisco IOS Survivable Remote Site Telephony

—Shares modular VIC and WIC interfaces with the Cisco 1600, 1700,
2600, 3600, and Cat 4K AGM platforms

Survivable Remote Site Telephony

Cisco.oom

SRST Site 2

Centralized
Location 2 = 128kbps Max

. CallManager Cluster _—
\|
7 I\
Router/
S ow

Location 1

< IP WAN “._  SRSTSite3
“., Location 3 = 256kbps Max

.,
e,
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call-manager-fallback

ip source-address 10.2.2.1 port 2000
max-ephones 5

max-dn 10

keepalive 60




IP Keyswitch for Branch Offices
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Available Today on
the IAD2400, Cisco

2600, and 3600 P STN i

- o
- Cisco Voice
- Manager—
Centralized Dial
|l Plan Management
(Future)

N ADIUS Billing
Server

Gatekeeper

« Perfect solution for small “independently” run offices with up to 48 phones
* Provides call processing on the local router for Cisco 7910/7940 and 7960

*  Provides many features for Cisco IP Phones—Xfer, hold, FWD, shared line, multi-line appearance,
POTs phones

« Leverages many voice features currently available in IOS such as DID, DOD, Caller ID, ANI,
Calling Name Display, T1 CAS, Analog FXS, FXO

e Itisnot a scaled down CallManager; has keyswitch focused features

VPNZ 0| &8t Configuration Example
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CABLE/DSL P <

MODEM psucape_( Internet
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Public Interface:
DHCP Client to ISP
= VPN Tunnel
SCCP
RTP

Private Interface:
10.10.10.0/24 DHCP Server
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Agenda

[ — Cisco.com

» Cisco Voice Solution
* VoIP 2~ Jl & Application
* Cisco IP Telephony Solution
» New Product Update for branch office

> QoS end-to-end through
SP network & CAC

IP VPN Service—Requirements

[ — Cisco.com

* Enterprise customer buying IP VPN service
(MPLS or otherwise) from service provider
requires 3 classes of service:

— Gold (real-time voice): no loss, low latency, low
jitter, guaranteed bandwidth (128 kbps)

— Silver (ERP application): low loss, guaranteed
bandwidth (128 kbps)

— Bronze (other traffic): best effort
* Link to SP is 512 kbps, simple 2 site example

11



IP VPN Service—Questions to Ask
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» Can service provider (SP) make SLA
guarantees for the 3 classes

* What happens to traffic that
violates contract

« Will IP precedence or DSCP values
be changed by SP network

IP VPN Service—Topology

Cisco.oom

Enterprise Customer Needs IP or
MPLS VPN with Guaranteed QoS
for 3 Classes of Traffic

12



IP VPN Service—Recommended Design
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 It’s about control—send traffic to the SP
understanding how it will be treated
— Make sure Gold class never violates contract
— Police Silver class to agreed rate, with some bursting
capability
— Allow Bronze traffic to use rest of
available bandwidth
 SP is likely to police the 3 classes and may re-mark
or drop exceeding or violating packets

IP VPN Service—Configuration

[ — Cisco.com

Router(config)# class-map Gold
Router(config-cmap)# match ip rtp 16384 17383
Router(config-cmap)# exit

Router(config)# class-map Silver
Router(config-cmap)# match access-group 101

Router(config-cmap)# exit

13



IP VPN Service—Configuration
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Router(config)# policy-map ipvpn
Router(config-pmap)# class Gold
Router(config-pmap-c)# priority 128
Router(config-pmap)# class Silver
Router(config-pmap-c)# bandwidth 128

Router(config-pmap-c)# police 128000 16000 16000
conform-action set-dscp-transmit 26 exceed-action
set-dscp-transmit 30 violate-action drop

Router(config-pmap)# class class-default
Router(config-pmap-c)# set ip dscp 0

Router(config-pmap-c)# fair-queue

VPN Modules for Cisco 2600 and 3600

| — Cisco.com
Cisco QoS VPN for IPSec
*  With 12.2(2)T all Cisco 2600/3600 with VPN Modules now copy ToS to front of VPN
tunnel

*  Works with IPSec and IPSec with GRE

» Diff-serv, NBAR, CAR—entire TOS byte is copied to the IPSec header so precedence can be
applied

» Enables classification for encrypted and tunneled VPNs

» Supports ISP Differentiated Services offerings

» Preserves QoS Signaling end-to-end

"y
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(C— _Output Queuing.
Eé < ISP 1

T "EQ(E,-,W-?BQ , /s

e
Q)\\‘é“\ Tunneled and Encrypted Packet
Cﬁq'@ with QoS Preservation
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VPN QoS: ToS Field Copy
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Classification Based on Tunnel Header

Router
IP Header | L2 IP Header | typnel Header L2
TOS Byte |Encap TOS Byte TOS Byte Encap
Input Interface Tunnel

Encapsulation

Copy ToS from original IP header to the
tunnel header:

Done by default for GRE and IPSec

VPN QoS: Pre-Classification

[ — Cisco.com

Classification Based on Tunnel Header

Router \

IP L2 IP Tunnel
Header| Encap Header | Header
Input Interface Tunnel Encapsulation

After QoS Pre-Classification

AN

IP Tunnel | L2
Header |Header | Encap

Output Interface

15



Configuring QoS for VPNs

GRE and IPIP tunnels
Router(config)# interface tunnel0
Router(config-if)}# qos pre-classify

IPSec tunnels
Router(config)# crypto map secured-partner-X
Router(config-crypto-map)# qos pre-classify

[— Cisco.oom

Definition of Call Admissions Control

[— Cisco.oom

Call Admission Control (CAC) is a deterministic
decision before call establishment, on whether
the required network resources are available to
provide QoS to the new call

* CAC features allow VoX GWs and CM to make an informed
decision before admitting a new call based on the condition of
the network, e.g.

— reorder tone
— try another VoX route
— redirect via the PSTN
» For real-time sensitive traffic like voice, it’s better to deny

network access [under congestion] than to allow traffic and
drop/delay it

16



Limit the Incoming DS0s

Cisco.oom

Toll Bypass or Trunking Applications

P

PBX

——
\- Limited number of physical trunks (calls)
» Physical gate on the number of ports

IP Telephony Applications

» Ethernet: “Unlimited” number of calls
* Need a “logical” gate to limit calls

Max-Connections per Dial-Peer

Cisco.oom
dial-peer voice 1 voip i
destination-pattern 11.. Site 1
max-conn 4 11xx
!
dial-peer voice 2 voip
destination-pattern 22..
max-conn 6 Site 2
! 22xx
dial-peer voice 3 voip
destination-pattern 33..
max-conn 8
Site 3
33xx

* Max of 18 calls will be admitted on this link

* HQ to each remote site restricted to a fixed number of
calls

+ Limit per dial-peer, not per link and not per platform




Trunk Conditioning

W Cisco.com
Connection trunk
SN
A B

c/\/

PSTN

* VoIP, VoFR, VoATM “Connection Trunk™ only

— point2point connections

» Keepalives between endpoints to detect IP (A, B or C)
or far-end trunk (D) failures

» Sends busy or OOS (out-of-service) on the trunks to
the PBX to allow it to reroute calls

Local Busy-Out Monitor (LVBO)

Cisco.oom
* Voice-port busyout when local network interface(s) fail

— Busyout based on specified network interfaces changing state
 change to out of service or into service
— Force individual voice ports into the busyout state
— Force a trunk into busyout state (maintenance/admin reasons)
* Analog and CAS trunks only
» Up to 32 interfaces can be monitored for any voice port

—

3 :
w —— G
S 4

T1/E1
4—

Busyout

Interface Failure

controller T1 2/0
ds0-group 1 timeslots 1-4 type e&m-wink-start

voice-port 2/0:1
busyout monitor Serial0/1
busyout monitor Ethernet0/1

18



Security Assurance Agent (SAA) Probes

[ — Cisco.com

* Network congestion analysis mechanism
[P networks only
» Provides congestion information for configured IP addresses
— delay and packet loss (ICPIF is calculated from this)
— does NOT provide any bandwidth information, either configured or available
* Client server-protocol defined on UDP
— Uses well-known UDP port 1976 for sending the SAA probe

— SAA probe packets go out randomly on ports selected from within the top end of audio UDP
defined port range (16384 - 32767)

— By default the SAA probe uses the RTCP port (odd port#)
— SAA probe can be configured to use the RTP port (even port#)
* SAA is a Cisco Proprietary protocol, first introduced on selected platforms in 12.0.7T
— higher end IOS platforms tend to support it (e.g. 7200/7500)
— lower end IOS platforms tend not to (e.g. 1750)
— CM does not support SAA probes
— IP Phones do not support SAA probes
* SAA Probe simulates a “voice packet”
— Mimics codec sizing; RTP/UDP packet; can set IP Prec; UDP audio ports

ICPIF

[ — Cisco.com

» [CPIF: Calculated Planning Impairment
Factor

* ITU G.113: Transmission Impairments
» ICPIF Value interpretations given by G.113:
5: Very good
10: Good
20: Adequate
30: Limiting case
— 45: Exceptional limiting case
— 55: Customers likely to react strongly
» ICPIF values are calculated
— uses SAA Probe delay and loss information

19



Advanced Busy-Out Monitor (AVBO)

Cisco.oom

* Voice-port busyout when IP network is congested
— Individual voice ports to enter the busyout state
— SAA probe values for predetermined IP destination(s)
— Threshold configuration for determining “congestion”
e IP destinations only (VoIP)

Congestion detection (ICPIF, or delay/loss exceed thresholds) to specific IP
destinations

/

@ T1/E1

Busyout

PSTN Fallback Overview

Cisco.oom
Monitor (measurement-based) congestion in IP network
* Reject, or redirect, a new call based on congested conditions

* AVBO feature busies out entire PBX trunk: PSTN Fallback decides on a
per-call basis whether to allow/deny the call set-up

Congestion detection (ICPIF, or
delay/loss exceed thresholds) to
specific IP destinations

Preference dial-peers to redirect call: [ﬂ [h
« alternate IP destination

* GW trunk to PSTN

* reject call to PBX/PSTN (BRI/PRI/QSIG)

* hairpin the call to PBX/PSTN (analog and CAS protocols)
* reorder tone

20



H.323 Resource Availability (RAI)

Cisco.oom
100% Gateways

high

$GW sends RAI “unavailable” ~ Gatekeeper RAI @\ -

RAC %

* A GW informs the GK when it is running short on resources
— GW says “No” to GK when resources used exceed “high water” mark
— GW says “Yes” to GK when resources used fall below “low water” mark
* CAC decision is controlled by the terminating GW
* DSO0s and DSPs are included in calculation
* Set high and low water marks several %-points apart to avoid bouncing on a per-call basis
* Allows GK to redirect calls to GWs with capacity to terminate them
— GK takes RAI into account in GW selection process

— GK will not assign a call to the GW low on resources, unless there is only a single GW to
handle a call to the required destination

e Critical feature in SP VoIP networks
— POPs with banks of GWs to the PSTN

0%

low P " ( PSTN ‘
l¢GW sends RAl “available @ —_— ﬁ/
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