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VPN Solution

Provider data delivery

.
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PE Router _/\_ PE Router
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L2vsL3
PPP (tunnel)
Packet (IP, GRE, MPLS-VPN, IPSEC)
- IPSec VPN
MPLS VPN
A A AR Cisco.com
| MPLS Core LAN
cE MPLS VPN
==
P Router

Copyright ©2001, Cisco Systems, Inc. All rights reserved. Printed in USA.

Presentation_ID.scr




MPLS VPN + L2TP/IPsec

B0 0 0 Cisco.com

| MPLS Core | LAN

....... = MPLS VPN sin core

4P = L2TPIPSec session
[P | IPSecor L2TP Tunnel |___MPLS label-switched VPN __1P__|

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 7

Site-to-Site and Remote Access VPNs

B0 00 0 Cisco.com

@/—fﬁ@

« Site-to-site

Between two
network entities

Trusted networks
behind each entity

* Remote access

Central control
of remote users

No trusted networks
at remote location

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 8
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IPsec VPN Implementation

T Cisco.com

PC to Server

Router to Router

0% PC to Router

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 9

Router to Firewall

Network-Based Implementation

o R Cisoo.com

Routers
All-purpose network device

Firewalls
All-purpose security device

Dedicated devices
Single purpose which stands by itself

 Mixed environments

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 10
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ADSL Solution

Course Number
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DSL
N T

Cisco_com
Max. Data Rate Analog Voice | Max. Reach
Service |Down/Uplink (bps) Support (km-feet)
iﬁ“’g,\lﬂ'fgm Yes ,9-3,000
. . Residential
8M/IM Yes 5.5-18,000
144K/144K No 5.5-18,000 SOHO
1
768KI/768K : No 6.9-22,000 Business

n
2.3M/2.3M. 8.15-26,000

» Trade-off is reach vs. bandwidth
* Reach numbers imply “Clean Copper”

- Different layer 1 transmission
technologies, need a common upper
protocol layer to tie them together

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.
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ADSL Forum Reference Model

e T ET T TET T T ERM TR
Customer Premise

RYARSL Termination Unit Remote)

I Local Loop

CPE

Splitter

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

Phone CO Splitter
Upstream
"~
Downstream

Voice Switch

Cisco.com

Central Office (CO)
ATU-C (ADSL Termination Unit Central)

Transport
Networg
N

Like Dial, Cable, Wireless, and T1, DSL Is a Transmission Technology

1
1
1
1
1
1
1
1
1
1
1
ATU-R :
(NIC or 1
:

1

1

1

1

1

1

1

1

1

1

1

1

| DSLAM z
Bridge, 1 Aggregation
Router) ' Service Selection

1

1

1

1

1

1

1

1

_______________ _— 20
CPE NAP

CPE —Customer Premise Equipment
NAP —Network Access Provider
NSP —Network Service Provider

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.
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IP over AALS

packets in AAL5 PDUs
(Protocol Data Units)

RFC 1483 (MPOA) bridging and
routing (RFC 2684) — My IP (2 )

PPP over ATM (RFC 2364) — Easy IP
PPP over Ethernet (RFC 2516) — Easy IP

Multiple methods exist for encapsulating IP

Cisco.com

Aggregation/termination
Integrated Routing Bridging (IRB)
Routed Bridge Encapsulation (RBE)

Core
Usually ATM, if no aggregation used

With VC aggregation, typically IP
or IP+ATM

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

RFC 1577 (classical IP over ATM) — Multi-IP (3 )
Different approaches yield different service
offerings, architecture choices

Bridging Implementatio
TN _ ...... | _ .':iE.L'l'_l cam

CPE —RFC 1483 (now RFC 2684) bridging

Copyright ©2001, Cisco Systems, Inc. All rights reserved. Printed in USA.
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Protocol Stack —RFC 1483 Bridging

R OR AR AR AL LR Cisco_com
r----wpswyl___,
|
] ! L3 LI
= I I ) Core
PC ATU-R | I
I DSLAM Aggregator | Router
gy p— |
< 4= 1483 over ATMIP—y >
P !
! I
[ 802.3 I )
! I
! I
: IATl\Ijl,RiE'[C ATV
1 | PHY
PC ATU-R | _ _DSLAM Aggregator | NSP/Corporate
-_ o Em O S S OES ES ES O e =m wm w Network
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 17
OSI Stack —RFC 1483 Bridging
R OR AR O AL LR Cisco_corm
D —— PVC —
r----lP.DSL.AM___,
|
5 B €
| I | . Core
PC ATUR | I
I DSLAM Aggregator | Router
s HE BN BN BN BN BN BN BN BN BN BE Em ‘
< P >

== 1483 over ATM ===

o= e e e e = = =

) )
L3 L3

ADY.

-
()

L3

FR,
ATM, IS
Etc. L1

|
|
|
|
|
|
|
| NSP/Corporate

PC ATU-R

DSLAM Aggregator
_________gg_g—— Network
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How Does RBE (Routed
Bridge Encapsulatlon) Work?

- Cisco.com
Subscriber trafflc is carrled in a BPDU (Bridged
Protocol Data Unit)

The routed-bridge ATM interface treated as a
routed interface;

For packets originating from the subscriber end
Ethernet header is skipped
Packet forwarded based on Layer 3 information

For packets destined to the subscriber end
Destination IP address is checked on the packet
Outbound interface is determined from routing table

ARP (Address Resolution Protocol) table is checked
for the destination Mac address, if none found than
ARP request sent out on the destination interface only

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 19

Typical RBE Archltectu re
- AImim

(EETENEL RN NEEAREEERTEIT A Cisco.com

IP=192.168.1.2
GW=192.168.1.1

IP=192.168.1.1
r=== IPDSLAM===1y

R

DSLAM Aggregator

P

» |P address assigned via DHCP server

Bridged CPE
,El, Requires DHCP server add. routable
" . .
IP=192.168.1.3 - DHCP Optlon 82 useful

GW=192.168.1.1

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 20
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Routing Implementation

R Cisco.com

CPE

CPE in routing mode, single or multiple subnet
behind CPE

Routing protocol support
Aggregation

Learns subscriber routes through routing protocol or
static routes

Core
Typically,IP or IP+ATM (MPLS/VPN)

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 21

Protocol Stack —RFC 1483 IP Routing
[ RORO AR AR IAL A Cisco.com
— PV —y
,.----lP.DSl.AM___,
|
m = T ==
, | I | . Core
PC ATU-R | |
I DSLAM Aggregator | Router
s EN BN BN BN BN BN BN BN BN BN BN BN ‘
< 4= 1483 over ATMIP_> >
R
P I
! I
: P IP
\ 1483 !
| : FR,
ATl AT TaTM, Etc__ ATV
Cats ADSL= ADSL I
PC ATU-R | _ _DSLAM _Aggregator _ I NSP/Corporate
-_oem oEm oEm Em Em == Em o Network
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OSI Stack —RFC 1483 Routing
| T T T T TT T TTT T ITeeeT Cisco.com
r----wpsw___,
] ! I~ &2,
S’ I I I Core
PC ATUR | I
I DSLAM Aggregator .: Router
< ——— 1483 over ATM — >
ey |
ApD | L g
e ! I Ly
: '
— . I FR,
I ATM, 2
: | Etc. L1
PC ATU-R | DSLAM Aggregator | NSP/Corporate
—————————————— < Network
RFC 1483 Routing
| e T T T TT T TMTTETTTETTTITreT Cisco.com

central

4
B

Central

» RFC 1483 interfaces are statically assigned i

to VRF ( VPN Routing and Forwarding)
» Can run RIP, BGP across upstream interfaces
» |P Address Assigned Via DHCP Server

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 24
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PPP ( Point to Point Protocol)
Implementation

e T T e TR TEETTT Cisco.com
Three access methods from subscriber
PPPoA, PPPOE, L2TP client
Aggregation
PPP sessions terminated

PPP sessions tunneled over to NSP

Core

End-to—end ATM PVC, PPP
terminated at NSP IP, ATM or IP+ATM;
(L2TP, L2F, MPLS/VPN)

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 25

How Does PPPoE Work?

JRL R SLLERLL R ORL LR ALY CARLCRTIR R A Cisco.com

= _| vPIIvVCI VPI/VCI
1/1 1/33
< — >
B
ATU-R

Access Concentrator
ATM

PADI ( PPPOE Active Discovery Initiation ) Rfc 2516:

Ethernet Traffic Is
Bridged from the PC

PADR ( PPPOE Active Discovery Request) Host to the Access
P Concentrator

PADS ( PPPoE Active Discovery Session) ID

PADO ( PPPoE Active Discovery Offer)

LCE( Link Control Protocol)/IPCP (IP Control Prgtocol)

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 26
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Protocol Stack —PPP over Ethernet

A AR Cisco.com
r----lP.DSL.AM___,
l:l ! | o ﬁ
é;_w I Core
PC ATU-R | |
I DSLAM Aggregator | Router
gy p— |
< IP s

== 1483 over ATM ===

1P

I
: I
P 5
I 802.3 : 17
: 1483 L
Al ATV AT Ay AT AT, Ere ATH
aosi) Aos! GRS AN
PC ATU-R | _ _DSLAM Aggregator | NSP/Corporate
-_ o Em O S S OES ES ES O e =m wm w Network
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OSI Stack —PPP over Ethernet
R A AR L A AR Cisco_com
e PVC —py
r----lE’.DSL.AM___,
|
()] sz | Tl ==
I | I Core
PC ATU-R | I
I DSLAM Aggregator | Router
s EN BN BN BN BN BN BN BN BN BN BN BN ‘
IP
< &= 1483 over ATM == >
T e T
ADD | L3 L
SR : I Ly
I
L [ I
" FR,
I ATM, B
: | Etc. L1
PC ATUR | DSLAM Aggregator _ | NSP/Corporate
N A SN Y Network
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Typical PPPoE Architecture

A AR Cisco.com
PPPoE Client

AAA Corporation

L__I
F—< B ATIVIFGT,
=1 !
e ~ | [PEATM
) .
|
|

-, ’.FP—PQE-lp DSLA

\}

CPE I l.
RFC1483 1 Tunnel %
DSLAM A t
Bridged = = = = = = = ggregator | I
—
Extranet AAA

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 29

PPPoOE IP Address Management

| T T T TN Cisco.com
« Same as PPP in dial mode

Address can be assigned to host by NAP (Network
Access Provider) if session terminated, or by NSP
(Network Service Provider) if tunneled

« IP addresses assigned by RADIUS
Local or proxy

« IP address assigned from pool

Local or from radius

« The Ethernet NIC on PC does not
need an IP address to start the
PPPOE session

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 30
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How Does PPPoOA Work?

B0 0 0 Cisco.com

* Based on RFC 2364 (PPP over AALS)

VC multiplexed PPP, LLC (Link Layer Control)
encapsulated PPP

« CPE and aggregation goes through;
LCP (Link Control Protocol) negotiation
Authentication phase
IPCP (IP Control Protocol)

- Aggregation configured with virtual template

Brings up the virtual access interface

Assigns IP address to the CPE via local pool, dhcp,
local radius or proxy radius

Establishes a 32-bit host route

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 31

Protocol Stack —
PPP over ATM
R OR AR O AL LR Cisco_corm
= PVC
r - — P DSLAM- - -
A
[g - . ®Z
:| =Z) | 1 L3
>C 1 ] core
PC ATU-R 1 1
1 Router
[ =5
>
|
|
! P
|
|
I FR, ATM
JATM,
Cats |ADSIL IEtc. PHY/
PC ATU-R ' DSLAM Aggregator +  NSP/Corporate
_______________ Network
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OSI Stack —PPP over ATM

Etc. L1
NSP/Corporate

R AR R OA AL LR BRI Cisco.com
r----wpswyl___,
|
D! sZ» | T ==
I Core
PC ATUR | I
I DSLAM Aggregator | Router
|
< 4= PPP over ATMIP—y >
\ |
A L3 g
App- I I L3
! I
: I FR,
I ATM, S
! I
! I
I

PC ATU-R

DSLAM Aggregator
—————————gg—g———d Network
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Typical PPPoA Architecture

000 0 Cisco.com

AAA Corporation

| «— PPPoA —>
-=--P DSLA

@l

DSLAM Aggregator N

IP, ATM Or —
IP+ATM

Tunnel

Extranet

—
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PPPoA IP Address Management

Cisco.com
CPE is smarter and more complex

CPE can do Protocol Address Translation
(PAT)/DHCP, to conserve IP address

IP address gets assigned to CPE

IP subnet feature, prevents NAT (Network
Address Translation)

PPPOA sessions can be terminated on NAP
(Network Access Provider) or tunneled
out using L2x

If terminated IP address provided by NAP
If tunneled, by the LNS (L2TP Network Server)

IP address allocation same as PPPoE

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 35

Subscriber Connection Summary

'Ciaru Cam
Subscriber devices are

LAN attached
Bridge CPE: RFC1483 Ethernet over ATM
Router CPE: RFC1483 IP over ATM, PPPoA

PPP attached
Bridged CPE: PPPoOE, L2TP

Rapid, easy provisioning is key

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 36
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Remote Access VPN Solution

©2001, Cisco Systems, Inc. All rights reserved.

Presentation_ID

* Remote Access VPN Solution
- Redundancy
- Load Balancing
- Remote Access VPN + Firewall
- VPN
» Cisco VPN 3000 Series Products

©2001, Cisco Systems, Inc. All rights reserved.

Cisco.com
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Remote Access PC Client

e T ERT TR Cisco.com

Encrypted
Public

internet

VPN 3000

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 39

PPPoE(or PPP0OA) Remote
Access VPN

A A Cisco_com
PPPoE Client

Corporation

PIX
==
ADSL | Aggregatorl '
Modem | DSLAM 1 Router
L S |
IP DSLAM
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Redundancy

IR AR AR A Cisco.com

Remote Access
— Multiple IP Addresses in the IPSec client

Redundant Platform
— Virtual Router Redundancy Protocol (VRRP)
» Automatic Recovery
» Same IP Addresses, MAC Addresses

Inter net

IP AddressList: A, B, C c IPAddressList: B, A, C

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 41

Load Balancmg — Vlrtual Clustering”
.

EHEETEEN Cisco.com

3.0 client request connection to 124.118.24.50

10.10.1X 124.118.24X “Virtual Cluster Master responds
1 with 124.118.24.33 (least loaded Concentrator)
— o — L 3.0 Client requests | PSec tunnel to 124.118.24.33
» 32 -
3 33
]

Virtual Cluster IP address=124.118.24.50 .\aster Selected Dynamically based on
& Virtual Cluster Master *First to power up
*Priority (1-10)
°Lowest | P address
*Supported by 3.0 Client only

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 42
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Remote Access VPN SAFE Design

Cisco.com

dband Broadband Broadband
VN ¥ nccess Access Device 2
Software : m
Client Device (Optional)
with —
P(_ersonal gtf)fli'l;g IEI*?HI Hardware E R\?v'thther =5
IR Firewall Firewall ‘.,i
with V] = o and VPN ’
Software Remote Site Hardware VPN Remote Site
Access Option Firewall Option Client Option Router Option
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 43

Remote-User Design Attack Mitigation
Roles

Cisco.com

Authenticate

Remote Site 4
i ISP
Terminate IPSec ‘E

Personal Broadband
Firewall and VPN Access
Virus Scanning Software Device
for Local Attack Client with

Mitigation Personal  Home Office (@

Firewall ~ Firewall with

Broadband Stateful
Access — = Packet

Device Filtering
(Optional) /
Basic

éﬁ Router with QFI‘ Filtering
Hardware = 1 Flrewall and
VPN Client gem?? Host DoS

Mitigation
Authenticate
Remote Site
Terminate
IPSec

Basic Layer 7

Broadband 1
Access  [z2=ee]
Device

Stateful Packet
Filtering

Filtering Remote Site Hardware Remote Site
Software Firewall VPN Client Router

Access - N
ot Hpgt D_oS Option Option Option
ption Mitigation Virus Scanning

Personal for Local Attack

Virus Scanning

Authenticate

Firewall and
: for Local Attack . . itigati
Remote Site = Virus Scanning Mitigation
Mitigation forL I Attack
Terminate of Loca ac
IPSec Mitigation
Presentation_ID ©2001, Cisco SyStems, nc. Al TIgNTs reservea. 4
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Remote Access Wireless VPN

e TTT T TITT T TETTTETTTETE I Cisco_com
Main Office

Cisco VPN 30xx

pf EEEEEEEEEESR
\ ]

: |/
. ~
] /
] n
] n
] n
] n
] n
] n
] n
" ArronetClient
= Cisco VPN 3000 2
Mobile - Client _ .
Certicom .Illlllllllll: Aironet Client
Client
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. -

VPN 3000 Routing Issues -1

RN R Cisco.com

Cisco VPN 3000 In Parallel Position with PIX Firewall

Private

C l—
it

=)y VPN Traffic
=== Internet Traffic

+ PIX doesn' tredirect packets, use the router as host’'s default gateway

Public

- Router has a specific route for VPN traffic and the gateway of last
resort is the PIX

* Router is Configured as tunnel default gateway on VPN 3000
Concentrator

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 46
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VPN 3000 Routing Issues - 2

| T T T TT T TTTTETTTETETTITreeT Cisco_com
Cisco VPN 3000 behind PIX Firewall

Private .
Public

_@

-

— L

VPN Traffic

—> Internet Traffic

+ Better design. VPN 3000 concentrator protected by
stateful firewall.

« Make sure that the PIX has holes for VPN traffic

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 47
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A (T Cisco.com
Remote Access VPN Products

Course Number
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Cisco VPN 3000 Series

R Cisco-com
I* ' ' -t AT e e
e =

3080 3060 3080
Number of Users 1500 5000 10,000
Encryption HW. HW, EHW.

WAN Capability, Yes Yes Yes
Performance 50/Mb/s; 100 Mb/s 100 Mhbis
Memory, 128 MBF 256 MB' 256 MB
SEPs 1 2 4
Upgradable Yes Yes N/A
Supports Dual PS Yes Yes Yes
Redundancy Yes Yes Yes
Site-to-Site Sessions 500 1000 1000

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 49

Cisco VPN 3002 Hardware Client
Physical Features

N T TN Cisco.com

Front

- | ' (] |
Basic 3002 without Switch 3002 unit with 8 Port 10/100 Switch

« Used in place of software client —it deploys like a client
- Simplifies deployment and manageability
« Scales to very large networks (tens of thousands of units)
¢ Includes two hardware versions:
Dual Ethernet
Ethernet with 8 port 10/100 Mbps AUTO-MDIX switch
* Widens number of VPN environments customers can implement,

working alongside or independent of the software client

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 50
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Cisco VPN 3002
Hardware VPN Client

R AT Cisco.com

Single User Cisco VPN Client

3002 T
L
CabM Modem

Home Office
3002

Small Office
3002

= Easy Deployment
= Centralized Policy Push

= Two 10/100, 8 Port Hub Version

= DHCP Client & Server

= PAT (External & Tunnel)

= Client & Network Extension modes

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 51
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Site-to-Site VPN Solution

Course Number
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VPN Layout

0 Cisco.com

Public
Encrypted
VPN 3000 VPN 3000
Private
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 53

Backup (GRE, IPSec)

N T Cisoo.com

OSPF or
EIGRP Routing
Protocols

==
Campus LAN ™)
Core

~ - ADSL
PSTN or ISDN

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 54
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Data Backup

EIGORSPPFIQZO?ng Leased Line o
Protocols Frame Relay

Campus LAN ﬁ
Core Z =

Cisco.com

Filtering)
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 55
RS EENAEEEEEE Cisco.com
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|P
Site-to-Site VPN

T T e T E R Cigeo._com
PPPoE .
> Corporation
DHEP IP
Router ADS\DSLAM
Modem B Py
E bd
3002 Aggregator
Tl gy =
ADSL
Modem IiP DSLAM

Management

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

IP
- RBE or IPOA Site-to-Site VPN

JRL R SLLERLL R ORL LR ALY CARLCRTIR R A Cisco.com

Corporation

Router ADSL\DSLAM
Modem R —
E bd
3002
Aggregator

ADSL
Modem IP DSLAM

Management
IP

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.
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CA confi
_91i LR CREC RN R CRL UL LR RCRE SR Cisco_com

CA Server

lab-isdn

Encrypted

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

Firewall in the Middle

L s R —
Public .
Private Encrypted Private
Router é’g é[g
HEE?: Internet E?: &

* Things to allow in for IPSec to work through a
firewall:

* Firewall in the middle of the tunnel:

ESP or/and AH
UDP port 500 (ISAKMP)

For IPSec through NAT in VPN 3000, open UDP ports
configured on concentrator

For NAT transparency mode in VPN 5000, open TCP
with source port 500 and destination port 80

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.
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Firewall on IPSec Endpoint

A A
Public
Encrypted

Cisco.com

rivate

Firewall/Router

Pri
* Firewall on the IPSec endpoint router:
Esp or/and AH

Va:l
UDP port 500

Decrypted packet IP addresses (incoming access
group is applied twice)

« Firewall on the IPSec endpoint PIX:
Sysopt connection permit-IPSec
(Note: No conduits needed)

Presentation_ID ©2001, Cisco Systems, Inc. All rights re

GRE over IPSec
A A AR Cisco.com
Internet
a. Original Packet
b. GRE Encapsulation
¢. GRE over IPSec Transport Mode @
d. GRE over IPSec Tunnel Mode
a IP Hdr 1 TCP hdr Data
b IP hdr: 2 GRE hdr: IPHdr 1 TCP hdr: Data
C IP hdr 2 ESP hdr. GRE hdr IP Hdr 1 | TCP hdr | Data ‘
d IP hdr; 3 ESP hdr, IP hdr: 2 GRE hdr | IP Hdr 1 | TCP hdr | Data
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 62
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Apply crypto map on both the tunnel interfaces
and the physical interfaces

Specify GRE traffic as IPSec interesting traffic.
access-list 101 permit gre host 200.1.1.1 host 150.1.1.1

Static or dynamic routing is needed to send VPN
traffic to the GRE tunnel before it gets encrypted.

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 63

IPsec Tunnel Mode
T S S—

Data IP traffic through IPsec peers

Inner IP packet completely encrypted

IPsec IP Header (20 bytes) | 50 | | IPsec IP Src
IPsec IP Dst

ESP Authentication
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IPsec Transport Mode

e TTT T TITT T TETTTETTTETE I Cisco_com
- Data IP traffic between IPsec peers
* Reduced packet overhead

+ Some of data IP header visible

Data/lP'Header: (20 bytes) m IR’ Seurce

IP Destination Index

ESP Authentication

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 65

MTU Issue - ESP IPsec Packet

T Cisoo.com

IPsec IP Header (20 bytes) |50 | IP Source [IP Destination
SPI Initialization Vector (IV)

Original IP’Data Packet

Padding ESP Authentication

IPsec packet size = (Original IP Packet size +8+8+2) + 20+4+4+12
Max Original packet size = (IPsec packet size) - (20+4+4+12)-(8+2+1)

Examples:
IPsec packet size = (1445 + 18) + 40 = 1456 + 40 = 1496
IPsec packet size = (1446 + 18) + 40 = 1464 + 40 = 1504

Max Original packet size =(1500)-40—-11 =1496 -51 = 1445
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GRE Tunnel Packet

B0 0 0 Cisco.com

GRE IP' Header: (24 bytes) 47 Tunnel Seurce
Tunnel Dest. Flags [Protocol Chksum Offset Key

Sequence Routing ...

Originall P’ Data Packet

Flags = Checksum, Routing, Key, Sequence, Strict Source Route, Version
Protocol = Ethernet Protocol Type
Optional Fields

Checksum, Source Route Offset, Tunnel Key,

Packet Sequence Number, Source Routing Entries
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IPsec + GRE Combined

B0 00 0 Cisco.com

* IPsec + GRE packets

Tunnel versus transport mode IPsec
* MTU Issues

Fragmentation

Path MTU discovery

« Switching mode
GRE Point-to-point —€EF switched
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IPsec + GRE Packets
e T TSI S ETTTET T

IPsec Tunnel Mode + GRE

IP Header (20 bytes) [50 | | IPSource | IP Destination

Cisco.com

IPsec Transport Mode + GRE

IP'Header. (20 bytes) Tunnel Source Tunnel Destination
SPI Index

ESP Authentication
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IPsec + GRE Fragmentation

| T Cisco.com
Fragmentation

GRE fragments before encapsulation

IPsec fragments after encryption

Can get double fragmentation

Reassembly by IPsec peer and end host

Set GRE interface IP MTU

IPsec transport mode U ' ip mtu 1440

IPsec tunnel mode [ ‘ ip mtu 1420°
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Stateful NAT - Future

R Gisco com

» Projected to be in the 12.2.4T code
« Platform independent
« Supports many peers

* Works in a HSRP environment for true
fault tolerance

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 71

Without SNAT —the Problem

[ RORO AR AR IAL A Cisco_eom
R1 NAT Translation Table

oG

10:1.1.3 172:16.1.3] 192.168.1.31 192.168.1.3

FUENA
&
X

R2 NAT Translation Table

IG OL
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With SNAT —The Solution
RN AR A A Cisco.com
R1 NAT Translation Table

1L IG OL oG

10:1.1.3 172.16.1.3, 192.168.1.31 192.168.1.3

10.1.1.3W
5

IL
10:1.1.3 172.16.1.31 192.168.1.3] 192.168.1.3
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Cisco.com

Course Number
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VPN Network Design

T T Cisco.com

Point-to-point
Natural for encryption
IPSec Hub and spoke
Small to medium static VPN
Traffic: hub U spoke, spoke [J spoke
IPSec + GRE Hub and spoke

Full-mesh
Small Network

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. s

IPsec Hub and Spoke

T Cisco.com

192.168.1.0/24 »

I~
9/_\/—\172.16.175.7:@ ~
172.17.63.1 Rsl

— nternet

Rh1

72.16.176.76

==

192.168.2.0/24

192.168.0.0/24
H3
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IPsec + GRE Hub and Spoke Network

T Cisco.com

192.168.1.0/24

172.16.176.76
\ 192,168.2.0/24

192.168.1.0/24

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

IPsec + GRE Hub and Spoke

| T T T TTMTTTTIMTIMTTEIIITTMTMIIII Cisco.com
Dynamic routing —GRE tunnel

Redundant hub design
Network changes/additions

No change in ACLs

Add configuration on hub and new spoke

Controls split-tunneling on spokes

GRE tunnel destinations
Statically configured on hub and spokes

IPsec peers
Statically configured on spokes
Dynamic on hub - Reduces hub configuration lines
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Redundant Hubs

A R Cisco.com

* Network: multi-hub and spoke
Traffic: hub [0 spoke, spoke [l spoke
- Redundancy and fail over
Two tunnels from each spoke

Dynamic routing selects tunnel to use

» Load reduction on hubs

Distribute tunnels evenly across hubs

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 79

Redundant Hubs in Action Initial Build

T Tcocom
S1: P[] H1S[] H2
e
Ly 33% —
S S2: P[] H1S[] H3

v
S3: P H2S[ H1

‘-

’b
H23%
S4: PLJ H2S![] H3
v ~
—
‘ ‘ S5: Pl H3S!] H1
==

33%
H3 [
==

/\
\ ‘—/ S6: PLJ H3S![] H2

S
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Redundant Hubs in Action After Failure

e TTT T TITT T TETTTETTTETE I Cisco.com
S1: P[] H1

o S0 -
&I, / / S2: Pl H1S[ H3

SO H1

SO H3

S5: Pl H3S!] H1
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Tiered Hub Design

T Cisco.com

Repeat single or redundant hub design
in layers

Each layer of spoke routers are hub routers for
next layer

Each tier requires another encrypt/decrypt
of data traffic

Scaling, redundancy and failover similar to
redundant hub design
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IH1

IH3
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Tiered Design: Example

Cisco.com

i |1||=!rr::,:::

(1111

Site-to-Site

Course Number
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VPN Products
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Site-to-Site VPNs

00O A Cisco_comn
Access CPE - Remote Site
Cisco VPN-Optimized Routers Enterprise - Central Site
Cisco Broadband Routers Cisco VPN Routers: Routing + VPN
Cisco Secure PIX Firewall: Firewalling

Internet VPN

Intranet
Extranet

Software

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

Central Site

*Broadest VPN Platform Options
Business-to-Business « Site-specific VPN Scalability
*Rich VPN Services in Cisco I0S

Cisco 806
Broadband Gateway Router

* Multi-User Access
-4-Port Hub

-PPPOE client/server, DHCP client/server,
unlimited users (20 recommended)

-Network Address Translation
* Business-Class Security
-Basic Security — NAT, Extended Access Lists, PAP/CHAP

-Enhanced Security — Stateful Inspection Firewall, Denial of Service
and prevention, VPNs with IPSec DES/3DES

* Manageability, Reliability, Scalability with Cisco 10S Software
-Remote Monitoring, Troubleshooting, and s/w management
-Easy Set Up with web configuration tool

* QoSand Traffic Management for Voice and Video Applications
-Manage Multicast/video traffic
-Quality of Service for IP Phones* and other IP-based applications
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detection

Copyright ©2001, Cisco Systems, Inc. All rights reserved. Printed in USA.
Presentation_ID.scr




VPN-Enabled Routers

1700

2600 3

620/40

Cisco.com

2000
2-3 6-8 12-15]  24-30]  60-90
VPN Module AlM NM AlM ISA
yes yes yes yes yes
none | optional| optional | optional| optional
New 7200 VPN Bundles
R A AR L A AR Cisco.com

* New 7200 VPN bundles:
chassis / processor
I/O board
packet memory
flash memory
power supply
VAM VPN accelerator card
IOS IPSec 3DES software

DES bundles also available

Presentation_ID

©2001, Cisco Systems, Inc. All rights reserved.

* 7204VXR400/VPNK9

Base VPN Bundle for adding
WAN

Cisco 7204 Router, NPE-400,
I/0 Board w/ Dual 10/100, AC,
SA-VAM, IPSec 3DES

* 7204VXR400/T3VPNK9

For High Bandwidth VPN
Head-end

Cisco 7204 Router, NPE-400,
I/0 Board w/ Dual 10/100, PA-
T3+, SA-VAM, AC, IPSec
3DES
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PIX Firewall Product Line

PIX 501 Benefits

* Enterprise-class firewall security

* Embedded intrusion protection
« High-performance throughput

« Integrated 4-port 10/100 switch
* Plug ‘' n play installation

S

Internet

* Easy-to-use web-based GUI
» Compact form factor

» Transparent remote management
* Individual user VPN authenti

4By

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

* VPN split tunnel support
* DHCP client & server

e and more...

Cable

—

Enterprise
Network

Administrative Benefits
« Integrated 3DES VPN « Scaleable “low touch” management
« Provisioning

« Software distribution

« Configuration updates

« Remote troubleshooting

(e T TTTTTTITTTTE MM ETTETET TN
Model 501 506 515-UR 525-UR 535-UR
Market SOHO ROBO SMB Enterprise Ent.+, SP
Licensed Users 10 or 50 Unlimited Unlimited Unlimited Unlimited
Max VPN Peers 5 25 2,000* 2,000* 2,000*
Size (RU) <1 1 1 2 3
Processor (MHz) 133 200 200 600 1 GHz
RAM (MB) 16 32 64 256 1GB
Max. Interfaces 1 10BaseT + 4 2 10BaseT 6 8 10
Failover No No Yes Yes Yes
Cleartext (Mbps) 10 20 145 320 1.7 Gbps
3DES (Mbps) 3 10 11 70* 95*
*Using a VPN Accelerator Card (VAC)
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 89
Telecommuter / Day Extender
IR E T EYETER TR EATY Cisco.com
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PIX 501 Deployments

Remote Office/Small Business

(R RERI U ARCRE R AT AT RLAR AT Cisco.com

Administrative Benefits
« Scaleable “low touch” management

PIX 501 Benefits

« Enterprise-class firewall security
* Supports up to 50 Users

« Integrated 3DES VPN

*« Embedded intrusion protection

« Provisioning
« Software distribution

« Configuration updates
* Remote troubleshooting

« High-performance throughput
« Rich application support

* URL filtering support Internet

* AAA integration
« Easy-to-use web-based GUI
» Transparent remote manage
* DHCP client & server

\

11 \
. =
Small Business RARER

Small / Satellite Office

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 91

Cisco Dual Ethernet Security Platform
Comparison

B0 00 0 Cisco.com

Product PIX 501 PIX 506 VPN 3002 806
Physical Size (WxDxH") 6%x5yx1" 8Yx11.8x1.7" 8x6x2" 9¥x8Yx2"
Inside Interface 4-FE Switch 10BaseT, Auto 1-FE or 8-FE Switch ~ 4-10BaseT Hub
Outside Interface 10BaseT, Half 10BaseT, Auto FE 10BaseT, Half
Clear-text (Mbps) 10 20 10 ]
3DES (Mbps) 3 10 2.2 400 Kbps
Users 10 0r 50 Unlimited Unlimited Unlimited, 20 sugg.
Concurrent VPN Tunnels 5 VPN Peers 25 VPN Peers 1 10
Stateful Firewall Yes, PIX Yes, PIX No Yes, [0S FW
Content Filtering Yes, Javal/ActiveX Yes, Javal/ActiveX No Yes, CBAC
URL Filtering Yes, 3rd Party Yes, 3rd Party No No
Intrusion Protection Yes Yes No No
AAA Support Yes Yes Yes Yes
NAT/PAT Yes Yes Yes Yes
Site-to-Site VPN Yes Yes Network Ext Mode Yes
VPN User Termination Yes Yes No Yes
VPN NAT Transparency No No Yes No
Individual User Auth Yes, Cut-through Proxy Yes, Cut-through Proxy No (Q4) Yes, Lock&Key
DHCP Client & Server Yes (32 or 128 leases) Yes (256 Leases) Yes (253 Leases)  Yes (253 Leases)
PPPoE Support Yes (V 6.2) Yes (V 6.2) Yes Yes
SNMP & Syslog Support Yes Yes Yes Yes
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Cisco VPN Products
Positioning

Cisco.com

Course Number
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Cisco Secure VPN IOS Family

RN AR AR AL LR

A

Cisco.com

y

- | 3620&40/NM-VPN/MID
2600/AIMVPNBP 5000 AIMVPNHP
1710 2650 AIM-VPN/EP

806

4/10

Cost

10/800(EBR)  L18/800(NM)
4/E00(ER) 40/1800(AIM), - 145/5000

Performance (Mbps)/# Tunnels
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PIX Firewall Family

Cisco.com

A

PIX 535

PIX 525

PIX 520

Cost

PIX 515
IX 506

==

PIX 501

Gigabit Ethernet

Functionality

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.
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Cisco Secure VPN 3K Family

A

Cisco.com

VPN 3002 H/W Client

Presentation_ID

»
8 VPN 3015
e
VPN 3005
4/100 510)/11550)0) 110]0)/510]0]0) 110)0)/1{0]0)0)0)
% [ —
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Performance (Mbps)/# Tunnels
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A T T i Gl NaR
Router VPN
Course Number R
FRresentation I[D  ©2009, CiscosBystesrisidnc. All rights reserved. WWW.Cisco.com o7

Benefits of Cisco IOS VPN
| T T

LR Cisco_com

* Routing across VPN - Using GRE

Multi-protocol support across VPN - Using GRE

Multicast across VPN - Using GRE

QoS support for bandwidth optimization and voice
quality

Integrated voice features

Though not all interoperate with voice today, they will
soon

Integrated WAN interfaces
CiscoWorks 2000
+ 10S CLI
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Router Integrated Security Feature
S LRL A3 A —

Context Based Access Control
Authentication proxy
AAA Server — TACACS+, RADIUS
OTP (One Time Password)
Intrusion Detection

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 29

Access-Lists (ACLS)
e T TR IR el ) S S—

Provide traffic filtering
Implied “deny all' at end
Not configured is permit all

Advanced access-lists:
reflexive access-lists

time-based access-lists
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Context-Based Access Control (CBAC)

Cisco.com

Packet inspection system based on connection

states and payload

Uses dynamic access-lists
Works with IPSec and NAT
Intercepts the packet after ACL check and

routing setup

For traffic passing through the router, not

destined for it

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.
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How CBAC Works

T

User

Cisco Secure
Integrated

EO i

Software
Router

Cisco.com

ISP
and

”lF”

User
inside

i

User
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CB, ates dynamic ACL to
allow connections initi

Internet

102
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|OS Authentication Proxy

O T T T TR Cisco.cam

HTTP initiated

Supports TACACS+ and Ascend and Livingston
RADIUS

CiscoSecure supported
Works with IPSec
With CBAC, supports NAT

Supports One Time Passwords (OTP) and
strong authentication products that work with
TACACS+ and RADIUS

Present tation_ID ©2001, Cisco Systems, Inc. All rights reserved. 3 103

How Proxy Works

Cisco.com

Proxy intercepts client HTTP request:
before input ACL; saves target URL

User 1. Client HTTP request Cisco Secure IS
Router
IZII ISP
EO % S0 q
User LH H an
Authentication Internet

= Proxy

AAA
Server
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How Proxy Works

T Cisco.com

Proxy replies to the client via HTML.:
gets user ID and password

1. Client HTTP request
User d > Cisco Secure IS

<! Router
2. Get user ID/Password  Eo

Authentication

Proxy
||

ISP
and
Internet

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 105

How Proxx Works
T e e e T EAEAETIT e Cisco.com

Proxy authenticates with AAA server:
downloads authorization profile; creates
dynamic ACLs

"
1. Client HTTP request
User J p Cisco Secure IS
< Router |SP
2. Get userID/Password nd
User a
~__ Authentication Internet
. — Proxy
. 3. Authenticate and download profile
AAA P
Server
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How Proxy Works

Proxy refreshes client's browser:

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

target URL

User 1. Client HTTP request Cisco Secure IS

— Router
[ < ISP
— 2. Get userID/Password d
User an

— 4. Refresh browser Authentication Internet

==  Proxy

A 3. Authenticate
Server

Cisco.com

refreshes client s browser with saved

107

Authentication Proxy with IPSec VPN

Q_ ISP

User
Cisco Secure IS and

g_ Internet

User 1 = B e LSCC TUNNEL
Authentication ST

AAA Mobile User

Server

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved.

Cisco.com

Firewall security at IPSec gateway
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Proxy with One-Time Password (OTP)

B0 0 0 Cisco.com

* Protection from password sniffing

- ISP
Cisco Secure IS d
OTP Router an
Server 4 Internet
L H :
Authentication F Umque password is
- Proxy required for each login
AAA E=
Server
Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 109

Outbound Authentication
A A AR Cisco.com
/ o block
i 1 traffic from
— F
User
| ISP
User and
Cisco Secure IS Internet
= Router
== o on proxy enabled
is interface intercepts
AAA - HTTP traffic initiated f .
Server inside and enforce
policy based
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Cisco I0S IDS

O T T T, TR Cisco.com

On going monitoring of network traffic for
security

Matches network traffic against lists of
signatures, which detects patterns of
misuse

Takes action upon detection

Presentation_ID ©2001, Cisco Systems, Inc. All rights reserved. 111

Cisco IOS IDS Actions
[ T

.......... R ETRLRHER Cisco.com

Alarm: sends alarm to NetRanger director,
console or syslog server and forwards the
packet

Drop: drops the packet

Reset: if TCP, sends packets with reset flag
to both participants of the session and
forwards the packet
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f

o
NR Director

Cisco Secure IS
Router with
Cisco I0S IDS

P
=

Syslog Server

Send alarm to NR director
or syslog server

User

Presentation_ID
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Cisco Secure Integrated Software with

FET Cisco_com

ISP
and
Internet

Course Number
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il Cisco.com
TCSEC FC Common Criteria
PP
D KO EALO
K1(E) EAL1
C1 K2(E) EAL2
c2 Cs-1 T1 K3(E) EAL3
B1 LP-1 T2 K4(E) EAL4 } PIX
cS-2 T2 Firewall,
IPSec
CS-3 T3 VPN
B2 LP-2 T5 K5(E) EALS5
B3 LP-3 T6 K6(E) EAL6
Al LP-4 T7 K7(E) EAL7
* K4(E) http://www.kisa.or.kr/sysevaluation/menu2/sub3/index.html
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