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Cisco AVS Ztd| At

AVS 3120

CPU : 3 GHz

Memory : 4GB

1GB CF card — No Hard Disk
4 10/100/1000 Mbps ®E

1 Management L&

Operating System
Red Hat Advanced Server 3
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AVS 3180

Management Station
CPU : 3.2GHz
Memory : 4GB
2 * 200GB Hard Disk
1 10/100/1000 Mbps £ E
Operating System
Red Hat Advanced Server 3
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AVS 3120/3180 =2|& XL

Cisco AVS 3120 Application Velocity System

AppScope
Performance Monitor
(data collection)

Condenser
Application
Accelerator

AppScreen Web

Application Firewall Device management

Console

Node Manager

Cisco AVS 3180 Management Station

Management Console
(device Management and reporting)

Relational
Database
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AVS 3120 System 1A

Hardware

4 GB RAM

BIOS mmm)  ROMMON

B

~ Grub Boot Loader

Mode Linux

Kernel

Linux Operating System
AVS Application

System memory

Logs & Core
Dump

CF Card
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Cisco AVS J|=

Functional Areas

Basic Capabilities

AVS Capabilities (*= Patented)

= Static caching

= Request aggregation
Accelerate = Browser cache management* (FlashForward)
@ Network Latency = Browser TCP multiplexing*
= PDF download optimization
Management = Response redirection control*
@ Optimize = Delta encoding*
: ] = Dynamic browser caching*
BandW|_dth » Gzip/DEFLATE = Dynamic image optimization (JPG, GIF, PNG)
Reduction compression = Flexible processing rules
- TCP_conn_ection = Configurable dynamic caching*
@ Offload multiplexing = Load-based caching*
. . = SSL offload and = Lazy request evaluation*
Server Efficiency acceleration = Single sign-on optimizations

XML merging/transformation

m Monitor

Application QoS

= Logging
= System health
checking

= End-to-end response time monitoring
= Business transactions capability
= First-line service triage

@ Secure

Protect Applications
and Infrastructure

» Rules-based
protection

= Qut-of-the-box Layer-7 protections
= Stateful Content inspection policies
= Comprehensive exception handling and monitoring

Management/
Integration
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Presentation_ID

= SNMP access and
control
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= Application delivery dashboard
= Service-level integration with BMC, HP, etc.
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Cisco.com

Response
Time

Cisco.com + AVS

AVS+WAE
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= =N Reference

Portals and
Collaboratio
n

Back-Office
Enterprise
Applications

Customer
Care and
CRM

Custom
J2EE & .NET
applications
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AVS Features

AVS =2 Features
~ Condenser: S& =& A
~ AppScope : Application S& £ &3

- AppScreen : Application Firewall
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Condenser

SY&T M Il
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Condenser 2 =R Jls

FlashForward Object Acceleration

Smart redirect

- Latency Mitigation Fast redirect

Browser TCP multiplexing (FlashConnect)
PDF download optimization

Delta encoding

Dynamic Browser caching (Just-in-time)

- 70-90% bandwidth AIE & Smart image optimization

Acceleration

™

- 2~5X Response time &4t

Optimization

2 A GZIP/DEFLATE compression
Flexible processing rules

Offload TCP connection multiplexing
Static caching

- Server cycle 80% & A Configurable dynamic caching

Load-based caching

“lazy request” evaluation

SSL offload and acceleration
Single signon optimization
XML transformation and offload
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FlashForward - Key Concept

« HTMLOl Z&f= Object (A8, et It etc) S0l AHEXIE WEB
browser0il Cache EEiZ M& 2 Il AHEXI= Expires parameterE 0|1 &
ot 4= &at

- & WEB pagelll &= R & & AlO Expires 0Ol XI&= Rt & M
=S C LP%% A2 Server MEZ 2 Datas QoA €1 XHale PCOl
I'I XPEI Dataa AI’B

« 0] D=2 28t WEB pageg€ 0 ¢ &2 B & EHC HTTP
Session=2 == = U3

==
- DataZ Download dl= AlZt &5
- Network 2ot &
~Server22| Data & 3| &2
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FlashForward -

FlashForward 8=

gﬁ

HTTP Request

“f0o.gif" >
Forward Response 200

OK “foo.gif”

A

HTTP IMS Request

Client < “foo.gif” >
Forward Response 304
“Not Modified”
_—HTTP IMS Request

( “foo.gif” }
< Forward Response 200 OK

“foo.gif”

A
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FlashForward -

FlashForward& Al

Client

HITPTi;i;;;/”ﬂﬂ——* .

“foo.gif”

“Farward Response 200 OK

“foo_ 1A324B342.gif”

Browser Never
——>
Checks Freshness

wEorward Response 200 OK

“foo- 590E45A23401.gif”

Forward Request

A

HTTP Response

HTTP IMS

A

Request “foo.gif”
HTTP “304 NM”

Response

HTTP |

A

Request “foo.gi

HTTP “200 OK”
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Delta Encoding - Key Concept

[
s
§Q
1
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Delta Encoding - S &t

Byte &% =2 Update

1. AVS tracks all changes to the application

2. Sends only price change to client

rursol L Intiaroul Explarur prov ¥ (i i
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Qe - D - [x] (8] € P lpronme @ @ (3- 05 = - JE
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Ultimate Replacement Filter

plumtree

SIEBEL.

hea AVS 3100
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JIEF Jl=s

» SmartRedirect
~Convert Meta Refresh to HTTP header redirect

- Parses for the Meta Refresh tag

* Fast Redirect
- Prevent 302 from being sent to client

-~ Combines all headers that would have been sent on 302
response with 200 response
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JIEF Jl=s

 Browser TCP Multiplexing (FlashConnect)

- Make the browser believe that it is communicating with
multiple web servers

- Rewrite object references in pages
- Rename objects

 Dynamic Browser Caching (Just-In-Time)
- Convert 200 response to 304 response (when possible)
-Use on objects or pages
- Cache headers may need to be explicitly modified
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AppScope

Sg£C =T (MHIA &5
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AppScope2 AVSQ J|s & performance
monitoring J1S

X = Server A L= Network XISl
CHol A & &tet SE Gt M=
AMEXE AIEE, WAL Traffic 2244 application SOl Y&t
SHAZ =& Jls M3
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T2 —T1 = Server Time

T3 -T2 =Time to First Byte
T4 - T3 = Time to Last Byte
T5—-T1 =Total Time
T6-T5=T1-TO

HTTP Forward
Requests Request
TO —
Forward HTTP
Response p Response
) T2
T3
; Downloading HTML
Client l 9
T4
l Objects Time
T5
FGN Post
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AppScope Transaction Report

FineGround AppScope Performance Reports
Networks
I | | Report | | | =)
Condenser Class A Avg Avg Avg Avg Avg | Number

Total Server Time To | Time To Page of Hits

Time Time First Last Size

(sec) (sec) Byte Byte {(bytes)

(sec) (sec)

SAP Login E.133 0.835 1.263 7.782 15003 3243
[ Finance Login 11.934 | 0.243 1.425 9.254 23004 4273
[ Browse Catalog 10.736 | 0.847 1423 9.189 18829 3092
Browse Catalog B 5.293 1.023 1.052 | 7.298 10029 2538
HR Transaction A 10.845 | 0.265 1.124 | s.287 23833 i
B ched vacation 13.293 | 1123 1232 | 11.298 | 25003 -
[ Update Cst 2.384 0.887 0.982 8.298 10928 3029
[ ErowsePortal 10.293 1.021 1.221 8.298 12003 2938
[ Main Portal Lagin 14.993 | o0.826 1.892 12.398 | 15342 2315
B Plumtres Display 8.234 0.442 1.099 £.598 10834 4938
Siebel Browse 10.634 | 0.25¢ 1532 | 8598 16523 3628
B Finance 2534 12.534 | 0439 1324 | 10.287 | 17998 3156
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AppScope AIE X} &

Transaction

FineGround AppScope Performance Reports
Nakwarske | | [repont | | 1
Source Geography A Avg Avg Avg Avg Avg Number

Total Servear Time To | Time To Page of Hits

Time Time First Last Size

(sec) (sec) Ayte Byte (bytes)

(sec) (sec)

Bl EBoston, MA 23.543 0.762 1,553 18,852 40736 2736
B Chicago, IL 13.434 0.883% 1.875 10.652 32293 1736
ol Daizs T 17.221 1.199 2.352 15.093 27383 3726
B oetror M 11,214 1.433 2.209 B.752 15394 2837
Houston, TX 11,855 0.254 1.553 2.273 30345 37
ol ackscruite, FL 17.883 | o0.667 1782 | 15.083 | 14503 5263
B Lo Angeim, CA 23.543 0.883 1.902 20.291 42883 2837
B New York, NY 13.434 0.354 1.024 11,394 20534 583
B Phrizdeiphiz, PA 17.221 1888 20352 16.034 15384 2633
B Sen Francisco. CaA 3.214 1.034 2.118 2,012 10334 4231
 senlose ca 11.665 0.665 1.615 2.283 15638 3726
B washington, DC 17.431 1,536 2.384 15.928 20394 2635
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AppScreen

sc/A0l& 20t
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Application LayerQi A2l & &t

75% of Attacks
Focused Here

Masteréard

Network IDS
Firewall IPS

ILZAOl Application £0t!
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HTTP
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User Acce ure usage

: Q@ Ha32 )
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Malevolen Services CEY )
Para ring =y O_P2p )
Ap S€ = . el | @ smrp )
Inst er Gm}gle 1 { DNs )
i —- || @ msrec )

i CIFS
o R i Q nNetBIOS )

At M8t packet &4

Application J|sS &, AFE X0 IHE J1. 43
Application202H0| 2&HAE S &l J|= & Reporting
Protocol € Sequence 2¢| & anomaly =3 §X
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Application2 =2 2 EQl 2 =K

Hard to attack
what you can’t see

BN =
AVS

sible to Outside
Server type

Codes
Server type

ating System
ion Numbers

Whisker scanning http://www.xyz.com

h Levels

Servers:
h Vulnerabilities

Vulnerable URL :
ddresses
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Users
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— 3 .
. Credit Card
& 1234-5678-9012-3456

Social Security

l | 123-45-6789
Fﬂ‘%ﬁg Driver’s License
wz\:—w: A123456
i‘:,;ﬂ Employee ID
ID#: CI23 Jerry Rige: 8_924600
Yo7 Ppatient ID
i 134-AR-627

PROBLEM
SR8t Data?t H& = WEB Application2
Hackers2 E&E0| & £+ U2
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Data &Y &t X| — =28t Datalil L&t E X

MASK & XAXXX-XKXXX-XXXX-3456

XXX =XX=XXXX
MASK ““r::‘ﬂ; XXXX
BLOCK
k n g
Users AVS

Applications
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AVS Design
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HTTP o2 RAE HL

WAN/Internet Enterprise Data Center
L Clear-text J Clear-text
{ (HTTP) ) (HTTP) >
— —~ .
Network ::
AVS 3120 o
Client Application/

Web Server

« AVSE Application-Layer Proxy & S&&IH, ALE Xl (Client)2t S4I2
SS6t1), Real Server2tll S4I2 AVS I €Y
« HTTPE Al'o ote #HUH M= HCIEX BE Jts
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Client-to-AVS SSL &¢S53l & =2

WAN/Internet Enterprise Data Center
L SSL-Encrypted J Clear-text
|‘ (HTTPS) ) (HTTP) g
- | =
Network e
AVS 3120 o

Client Application/
Web Server

« AVS= Application-Layer Proxy 2 S&&|H, AHE Xt (Client)2t= HTTPS
(SSL)2 0|&6t0d SA&I2 o6t1), Real Server2t= AVS Jt HTTP ( Clear Text)
£ 0|80t S&! (SSL Off Load )

« SSL Session2Client2t AVSHIAM T 0|12 XIEZ Serverl 2312 &=L =
US

Session Number

Presentation_ID © 2005 Cisco Systems, Inc. All rights reserved.



End-to-end SSL &3S 3}

WAN/Internet Enterprise Data Center
L SSL-Encrypted J SSL-Encrypted
|‘ (HTTPS) ) (HTTPS) -

— —~ .
Network ::
AVS 3120 o
Client Application/

Web Server

« AVSE= SSL Proxy& &2&, AVS= application-layer proxy £ S&H6H0H
Server2t& HTTPS (SSL) & &4l
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ofLt2l AVS £ 14

3 Data Center
. _ 3

Internet/
Intrannet/
Extranet

—
##
—

AVS 3120 — I
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AVS Cluster & #+4

3 Data Center
. _ 3

Internet/
Intrannet/
Extranet

Clustered
AVS 3120
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otLtS] AVS & Load balancer (L4 Switch )

.

Data Center

o Load balancer App Server
YV /~—
i =
L0
e T ]
AN = I
To WAN/Intranet o
And Clients

##
—

AVS 3120 Web Servers
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el CHel AVS 2t Load balancer (L4 Switch)

Data Center
3

o Load-balancer/V\/eb Servers
Y /[~

3

T eee—
—

To WAN/Intranet
And Clients

App Server
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Application Networking 1

Cisco AVS (Application Velocity System)

Cisco Application Delivery Solutions

Cat 6500

CSS/CSM -
D I:l Pplumtrea
0 I ——
107 % WebSphers,
L1 SIEBEL.
H g

N O “hea

Edge WAE Core WAE AVS

Cisco AVS (Application Velocity System)
« dEHN 4
« Application Acceleration : HE = #2&f, S8 &4, AH Fot &4
« 2LIHY, 29 J|s
« AVS 3120, AVS 3180 (Management)
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