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The next ‘Server’ is the network...
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= Virtualization: 1 to Many

= One network supports many virtual networks

Outsourced Merged New Segregated Department
IT Department Company (Regulatory Compliance)
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Cisco Data Center Network Architecture
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Infrastructure Service

. Security Service

Common Network-based
Security Policy Management and Enforcement

Perimeter Protection Common Security Services

Cisco 10S & Netflow \dentity and Tryg, Consistent Service Interface

WAN/VPN
Network

Consistent Policy Enforcement

Unparalleled Visibility
Real-time Attack analysis

Application Security &
Compliance

Embedded Firewall & IPSM
ensure Consistent Application
Security Policy Enforcement

Infrastructure Protection

Control Plane Policing protects
Network

Perimeter Protection

Secure Access
Private VLAN

Worm Mitigation

URPF & Rate limiting mitigate
against Worm propagation
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Infrastructure Service
. Storage Services

Network Accelerated Serverless Backup

NETWORK ACCELERATED
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SERVERLESS BACKUP
TODAY

Media
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Servers Application
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3

Proof Points
Offload 1/0 & CPU work from Media Servers to SSM
Reduce server administration & management tasks
Each SSM delivers up to 16 Gbps throughput

Customer Benefit

Lower TCO

Higher Performance & Reliability : : : -
SSM integrated into a high availability MDS platform

No changes to existing backup environment

Investment Protection
SSM Data Movement can be enabled w/ software
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G

R

Assume you just want to add one
server to a web-farm...

The challenge is one of
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of simple scale-out of an existing
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cabling, configures
VLAN/Port Config
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Loads O/S and Application
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maps to Server
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volume and resources

days.
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VFrame is designed to eliminate
these delays and automate the

provisioning of services
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VFrame Provisions Routable
Subnet

VFrame configures Virtual FW
Instance on FWSM

VFrame adds server to SLB
Pool

VFrame configures port,
VLAN, and switch policy

VFrame net-boots the server
to an appropriate LUN/Image

Partner /
Provisioning
Applications

VFrame provisions LUN and
WW Naming

VFrame provisions storage
volume and boot-image
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Cisco Data Center Network Architecture
NE 26 Design It

WWW.cisco.com/go/datacenter

Agenda
Data Center Infrastructure

« Core Layer Design
Cisco Data Center Infrastructure 2.1 * Aggregation Layer Design
Design Guide _
* Access Layer Design
» Density and Scalability Implications
¢ Scaling Bandwidth and Density

* Spanning Tree Design and Scalability

* Increasing HA in the DC

Cisco Public 3
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Core Layer Design
Routing Protocol Design: OSPF

NSSA helps to limit LSA propagation,
but permits route redistribution (RHI)

Advertise default into NSSA,
summarize routes out

OSPF default reference b/w is 100M,
use “auto-cost reference-bandwidth”
set to 10G value

DC Subnets

VLANS on 10GE trunks have OSPF (Summarized)
cost = 1G (cost 1000), adjust
bandwidth value to reflect 10GE for
interswitch L3 vlan

Loopback interfaces simplify
troubleshooting (neighbor ID) L0=10.10.3.3

Use passive-network default: open
up only links to allow

Use authentication; more secure and
avoids undesired adjacencies

Timers spf 1/1, interface hello-dead = Web Application Database
1/3 Servers  Servers Servers
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Aggregation Layer Design
Spanning Tree Design

Rapid-PVST+ (802.1w) or
MIST (802.1s),

Choice of .1w/.1s based on scale
of logical+virtual ports required

R-PVST+ is recommended and
best replacement for 802.1d
Fast converging: inherits proprietary

enhancements (Uplink-fast,
Backbone-fast)

Access layer uplink failures: ~300ms —
2sec

Most flexible design options

Combined with RootGuard,
BPDUGuard, LoopGuard ,and UDLD
achieves most stable STP
environment

UDLD global only enables on Fiber
ports, must enable manually on
copper ports
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Blade Server Requirements

Connectivity Options

= Layer 3 access tier may be Aggregation
used to aggregate blade Layer
server uplinks ’

Permits using 10GE uplinks
into agg layer

Layer 3 Layer 2
Access Access

e —

= Avoid dual tier
Layer 2 access designs

STP blocking

Over-subscription Integrated L2 ’\
_ _ Switches
Larger failure domain

= Consider “Trunk Failover”
feature of integrated switch

oooooooooooooooooooooooooooooooooooooooooooooo
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Modules CSA Server Infiniband SSL Termination
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Data Center Provisioning e AN
rame server/service
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Reduction in I/O Latency Equal
to One Round Trip Time (RTT)
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Total Cost of Network Ownership
$/Node / Year

W Other
M Floor Space
M Qutside Services

M Network Security Products
I Software
B Maintenance Contracts

W Network Equipment/Hardware
W Carrier Services
M Network Staff

—
|
|
|
I
|
|

il

Source: Sage Research survey of
226 organizations; July 2003
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End to End Virtualization

Dedicated Shared Quasi Virtualized

Cust | Cust Cust Cust |
1 2 ) 1 2

High CapEx & OpEx Concerns for_privacy &
security

- Physical Resource Service context

Virtualized

Cust Cust
1 2

Virtual
Network Service
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' Server Pool
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Virtua
LUNS

Virtual /| ANs " VSANS
Network

Services VMs
|
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Virtual Service Template

VERAME Data Center Automation
Specific resources selected from pools
VLANSs, VSANSs are configured
Macros are played
SAN is zoned
Servers get booted with assigned image
Application(s) are started
Traffic into logical network turned “on”
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wWhy Cisco ?

O Data Center Architecture=S 2e&st Hl=/JISIHE:

O End—-to—End Virtualization

OEnd—to—End Automation

023
2014, BIEA
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