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ACE Module

Catalyst 6500 Switches, 7600 Routers®] & 2+% = A H| = B &5

A 4732 Module A2Ha}o] tf & A 8] 2 FA]

A 2] %: 4 Gbps** ~ 16 Gbps (2}o] 4l 2 7|5} 8, 16Gbps)
st=4o] SSL A g]: 1,000 TPS** ~ 15,000 TPS (o] 4l 7] 4} 5,000, 10,000, 15,000
TPS)

7143} 5 Context** (2}o] Al 2~ 7|4t 20, 50, 100, 250 Contexts)

o

CLI/GUI (by ANM) 7] 8+ A 2] 3+ 32 (% 7] 2 A}




ACE 4710 Appliance
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1U Alo] = 2] FAl 3l o] Zg}o] ol 2 4 x 10/100/1000 Copper Ethernet Ports

8 & 0.5 Mbps** ~ 4 Gbps (2}e] 412 714k 1, 2, 4 Gbps)

t=¢o] 7] ¥k ¢F&: 100 Mbps** ~ 2 Gbps (2}o] 412 7]4}: 0.5, 1, 2 Gbps)

3l=4lo] SSL A 2]: 100 TPS** ~ 7500 TPS (2}¢] 4l 7]4}k: 1000, 5000, 7500 TPS)
4 7} 200Mbps, 5414 ** (2}o] Al 2~ 7] 1HE: 100 A A)

7143} 5 Context** (2}¢] 412~ 714k 20 Contexts)

CLI/GUI 7]¥F H gl gt -2 (* 7] 5 A}oF)
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g 2= @BaAY AP | SSL Enhancements Frotocoliinspection

SIP. Session ID Stickiness ISLISP/LDAP
Extended RTSP Client Authentication

Radius SSL Queue Delay SCCP (Skinny)

RDP
Generic Protocol Parsing ACL Improvements

Fast DNS LB Object Grouping

Q_;g_% 021_13] == UDP “booster” |
Adaptive Algorithms DoS Protection

. east Loadeo! (&) o SYN Cookie per Interface
Least Bandwidth (3+%) e 75

AREH <2l SLB ANM 1.2 Rgte Limiting
KAL-AP XML Tagged Config 5 OHSGGJI%H-Fate
HTTP Header Rewrite Real-time “TCP Dump” andwidth-rate
Partial Serverfarm Failover Mgmt Traffic Protection e
Application-based Probes HA Sync Improvements HTTP ¥31Y 7|5
SNMP-based Probes Source NAT Changes Inspect HTTP POST Body

UDP Fast Age Inspect HTTP “Secondary
cookies”




ACE4710 vs ACE Module

ACETIO ACE Hodie

d=
ALO| = 1U 1 Slot (Cat6500, Cisco 7600)
XzE 4Giga Copper AEA| SHEHO]| 2}
[ S 0.5G ~ 4G 4G ~ 16G \
L4 CPS 120,000 325,000
L7 CPS 40,000 133,000
SA| 749 1,000,000 4,000,000
DDeS/sec with Syn Cookie 1,000,000 4,000,000
HTTP QH&5/7} 0/0 ol
\ IPv6 of| ofl -8 /




ol A= CSS/CSMo| A ACE=

Before:
CSS/CSM Family

2C WA A

500Mbps to 6Gbps
7,000~44,000CPS

Content Services Switch
(CSS) Appliances —
CSS11501, 11503 11506

4Gbps max
150,000 CPS

Content Switching Module
(CSM) for Cat6K

8
g

~4H 2
S &4
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=

Future:
ACE Family

Jtatsot &El= 0 =2l 3018 ALK

0.5Gbps to 4Gbps
120,000CPS

Application Control Engine
Appliance (ACE 4710)

4Gbps to 16Gbps
325,000CPS

== ]

Application Control Engine
Module for Cat6K




C ¥ bert 107283182

~ CSM2ACE conversion tool

~ CSS2ACE conversion tool

System Info
Host_Name |ACE_Admin
Host_Info  [10.72.83.182
Uptime 23:50:25 up 21 days, 12:30, 1 user, load average: 0.10, 0.09, 0.09

# - Cisco ACE Module Documentation
= Cisco ACE Module MIB Support List

10.72.83.182

CSS to ACE Conversion Tool

Paste CSS commands:

User context Name:

[ Include Domain Comwands

[[Get ACE Commands | [ Clear CSS C ]

Cut and paste the 0SS commands to bs converted to
ACE commands into the text area

readme
Upload CSS command file:
User context Nawe:
Please specify a file:
OR

o 49 | nes o o8
[J Include Domain Comwands

Get ACE Commands

Upload the CSS comsand fils to be
convertad to ACE comsmands

© 1992-2006 Cisco Systems, Inc. All rights reserved.
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Vmware, Hyper-V, OVM, KVM, Xen, VirtualBox........

Data Center

vMotion : Live-
Migration of VM
HA

DRS

Virtualize at
Network Scale

Data Center
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Cisco Catalyst 6500 VSS / Nexus 7000 VDC

Catalyst 6500 VSS (2 2> 1) Nexus 7000 VDC_ (12 upto 4)
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Nexus 7000/5000
vPC (virtual PortChannels)

(Note) Ethernet Evolution : STP+ = vPC - L2MP




O H E "4 6]' / ]‘}\Lﬁ’
Physical Virtual
Infrastructure

Shared Infrastructure ‘Stack’
Infrastructure

&

Virtual servers

VMotion Appl Application 2

Virtual ¥ achines

Virtual LANs

Virtual Firewalls

Network Virtual Networks

—- A ARl

v rtual SAlls

o] T vema

Virwal Luns
- — — -

[ ] = SO o] =

soQ ‘A1unoas ‘Aaljod

Virtual Storage

—

Storage

© 2008
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= 7|2 571¢] Context, gle]Al2==2 20(ACE4710), 250(ACE-M)7I| =

Aol =
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ACE~

Rates | %g}é% Memory |

Bandwidth

Data connections / sec
Management connections / sec
Ssl-bandwidth

Syslogs / sec

Access Lists

Regular Expressions
Data connections
Management connections
SSL connections

Xlates

Sticky entries



714 3t= 93k Role A 9

S 10.72.83.2 — SecureCHT

File Edit A“iew Options  Transfer Script Tools  Help

ad HA [ .l QA = & B R 7
[ 110.72.83.2 |

Role: SLB-Admin (System—defined?

Description:

Humber of rules: 10

Administrator for all load-balancing features

Rule Type
1. Permit
2. Permit
3. Permit
4. Permit
5. Permit
6. Permit
e Permit
a8. Permit
a. Permit

10. Permit

Role:

Create
Create
Create
Create
Create
Create
Modify
Create
Create
Create

real
serverfarm
vip

probe
loadbalance
nat

interface
config_copy
changeto
exec—commands

Security—Admin (System—defined)

Description: Administrator for all security features
HNumber of rules: 9
Rule Type Permission Feature
1. Permit Create access—list
2. Permit Create inspect
3. Permit Create connection
4. Permit Modify interface
5. Permit Create Ann
6. Permit Create nat
7. Permit Create config_copy
8. Permit Create changeto
9. Permit Create exec—commands
FReadw Telnet 34, 14 34 Rows. 88 Cols  “T100 ML
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ACE Module

1,040 ACE Modules Sold
* 73% 4G
» 24% 8G
* 2% 16G

31% SSL attach
* 79% 5k tps
* 8% 10k tps
* 13% 15k tps

31% Virtualization attach
* 85% 20 contexts
* 9% 50 contexts
* 2% 100 contexts
* 2% 250 contexts

ACE Appliance

817 Appliances Sold
*17% 0.5G

*62% 1G

* 14% 2G

* 7% 4G

4% SSL attach
» 100% 5k tps

3% Virtualization attach
* 100% 20 contexts

2% Compression attach
* 58% 500Mbps
*29% 1G

*13% 2G




A -8 Load Balancer 5% 1H5-7]

3 ACE 4710 DM Web {ace-4710-1) - Mozilla Firefox =10l =]|

File Edit Wiew History Bookmarks Tools Help

@ - E’>' - @ k9 ﬂl‘ M https:ff172.25.91.41 findex.vm ﬁ|"| b] |*|G00g|e |'x-\,]
ACE 4710 Device Manager A3(1.0) Welcome admin Logout <+ Help
I - .
ciIsCcCO E le;:_ Zonfig Eg Monitar =1 Admin

|l Wirtual Contexts | -

Config *>¥Yirtual Contexts >Aadd

all ¥irtual Contexts

Name Resource Class Management IPs  CLI Svnc Stabus@CE Ha State}ﬁ.CE H& Peer State}ﬁ.CE H& PeerdiCE HA Aukosync
1 | Admin adrmin 1221225%%’ 41 w 0K A A krue
2 | IBM silver_serwvice 172,25.91.42 W Ok At A krue
3 | Mlcrnsuft default 172.25.91.43 w 0K A A krue
4 i (0, 10 W Ok A Al krue
- Aga A krue

Default Gateway IP: |10.0.33.15

SMMP w2 Community: Ipublic
Cammanity string regaived for monitoring virtual! contexts.

M Ready W DM in sync with CLI 13-Cck-2008 | 16:13:22
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= C6500 AAA LE FA o 3l A<k g

» ACE47109] 4% 7]1&/415F L2/L3 SW& #-&-3to] ACE Module 3 &4
2

= B2 X, &8, DSR & 74 7t5

o] 7] ACE Module
T4y, 2%~

==
I

FW, IPS, WAF, Viruswall

Server Farm
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Y= Simple
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BB Switch

SLB Switch
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1~2G Al Aol o] 74 A ace4710 2PAK Bundle

Nortel 2216/2424E

PIOLINK 4009/4509

Big-IP 3400/6400
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720G Backplane, ACE 4Gbps, 48Port Line Card
22/ 12 0 & Slot It Al
(10G E'L2310/?, FWSME Z=7/?)
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Nortel 3408E

PIOLINK 5016/8016 Big-1P 8400/8800
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720G Backplane, ACE 4~16Ghps 0 £/ 28t Line card 2f Service Module =&/
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Big-IP 8800
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8G-16G

0.5G-4G

-

Today

ACE Appliance

0.5-4 Gbps
120K L4 CPS
1M Conc. Conns
1RU

Phase 1

ACE Module

4 - 16 Gbps
325K L4 CPS
4M Conc. Conns

\Z
o?
ol
2009 - 2010
ACE30 Module
Turbo Charged
ACE
Appliance

2 x Daughter Cards

2RU

Phase 2

Late 2011 - 2012

+
Ultra VIP - 64Gbps

ACE Appliance ACE Module NG

Phase 3
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