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= 64 percent of customers

preferred integrated services Firewall
= Reasons:
Ease of support & management IP Telephony

Lower operational costs
Better performance, scalability
Lower capital costs

Virus Protection

Move intelligence to branch Intrusion
Feature interoperability Prevention
Intrusion
Detection

IPSec VPN

SSL VPN

Wireless &
Mobility

0
Source: Yankee Group Research Inc., Jan 2006 %
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M: Cisco WebVPN (SSL VPN)
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Site-to-Site VPN W
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« PCOll SoftwareJt &X[& ERJt gleoz=,
PC RXl&d| 25 XA (Clientless &3B)
o & HEZIAHI01M, OIHILN CHRF HOF HZ

- &2 \IEXI0| PC AEHON [H2 2ot Ha 101

Cisco 1801,1802,
1803,1811,1812

Cisco 870

A2 A= X

Cisco 1841,
1861, 2801
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S ZFRHUIM IPSecdt SSL VPN

SAIXIA(HAH &)
e C®l(CapEx) ¥ 23 (OpEx) HIE8 B
- X|TH 200 SAIES XI(3845 JIF)

- EXt HP(SSL 240l

Cisco 2811,
2821

Cisco 2851
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Cisco 3825,
3845
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‘Y L0 &, HO[HALF 22 HERT Z&= -0t WS’
SZM: Intrusion Prevention System (IPS)

NM-CIDS 10S IPS

=R =] Hardware Software

=% Bt IDS/1PS IPS

2l & CPU, HDD, DRAM | 2t2E9 CPU, DRAM

AT EY IPS Software 6.X 10S 12.4(11)T2 Ol

ANJUX DB HI0IE NS INES

AlJUN 4 2,300+ 2,000+
AL DB XA L& HDD Flash = SUMHIAREH
Day-Zero Anomaly (08 15 Ojpriieiy
Detection Yes No

Voice Engine Yes (H.225) No

OME 21 H& LHZ HDD RAM

getse=—n o 0 3 N2 CPU U, HDD: 40GB

oMo iHEM—— . 3 45: 45Mbps (Cisco 2800,3800)

LNM-UDS =  GUIJ|EHO| 2|
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JHI A

== AlAd UCIHUN LAZH A (CUCME) -- IPJ[EHO] PBX 2}
NAT QLIE| AATHA (CUE) - SAHY XA

X|CH IP Phone X|¥ CUE X|¥

Cisco 2801
Cisco 2811
Cisco 2821
Cisco 2851
Cisco 3825
Cisco 3845

Cisco 1861




7' NM-AIR-WLC6 NME-AIR-WLCS8 NME-AIR-WLC12

X0 AP XA
XI& 2tH Cisco 2800, 3800 (2801 H2l)
XI& AP Cisco Aironet 1000, 1130AG, 1200A[21Z Lightweight AP

Cisco WCS, Cisco 2700 Location Appliance,
2106/4400A|2]Z WLAN Controller, Cat6K WiSM

oRcies

802.11B/G 802.11A/B/G
Cisco 1841, 2800, 3800 | Cisco 1841, 2800, 3800
S=ME 2.4GHz HEIUE 2.4/5GHz
(Omnidirectional Dipole | (Omnidirectional
OHHILE 12 8, QF Dipole QtHILE J12 8,
HWIC-AP 2Al2i D= OHHILE =) QY CHHILE =)

P, r
N A ),



EtherSwitch Service Modules

Direct integration model

EtherSwitch HWIC
HWIC-4ESW
HWIC-D-9ESW

EtherSwitch WIC
WIC-4ESW

NM-16ESW
NMD-36ESW

ctRE 10SHIM 2E =

NME-16ES-1G
NME-16ES-1G-P
NME-X-23ES-1G
NME-X-23ES-1G-P
NME-XD-24ES-1S-P
NME-XD-48ES-2S-P

- SHANC 2 HXE Xl UAS
- Catalyst 3750 Al2|=2t
LT EY(H Featurelt 100% s
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‘H HEZAHIOIM, CIEZ TS HIALA B Q= HIAY WAN -
[Hg:llg% iul, : —: -
==M: Cisco WAAS (Wide Area Application Services) "\ ‘ ’
> WAASE SZXOZ 2HH-100H12] WAN HEZIHIOIM Ms JiM — _
v SE HOIE HE WX JI2S S0t As AN 13 WAAS T =
v X LA S0t AT HIZST S I
> WAASE JIZE WAN ZI22EH O 32 (98 My TIA
v JIE Z2H0IM0| [ 2] AME|BUYE (HYE A= 24
v HE GBS H22 HEAH0INS ol A 4
v AT 2AAE ZUMM S 2] -- SHHIR HA 2IH2 at
L
> I MHQF T2H MH S8 Enterprise 2H0IMA TQ %%*gﬂlﬁ
v IHY M, TRH MHE SYRIO2M HIg =2t & Hot v
v E0| TRIJHOI CHOI WANS S0 N0t H2 Bt -y y SEMHIA dh2H
ORACLE' g ( WAE)
- NME-WAE-302 NME-WAE-502 NME-WAE-522 L{')tus L
GINZEPAN  512MB/80GB | 1GB/120GB | 2GB/160GB ey @ﬁ st
yyidows T Nl vy -
WERIEIEM  Cisco 2800, 3800 (2801 MQl) | Cisco 3800 @ TEMChy A IR SAT
NetApp’ >
=Ll TCP )
SuA 1| XH 250 XH 500 XITH 800
WANPSEE; 4Mbps 4Mbps 8Mbps

2HO Ml A Transport Transport, Enterprise
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» CPU: 1.0 GHz, RAM: 512MB, HDD: 80GB

> ds: UR ZE -- 100Mbps(Cisco 3800), 45Mbps(Cisco 2800)
QIF IE -- 200Mbps(Cisco 2800, 3800)

> HEZHOIM/VLAN/EE/PAE S BUHE

> I 8 & 049

» Netflow Data =4

> EtiH =M 24, 8% HE

> VolP ZLIHZE

> QoS, DSCP ZLIEX

> MIB Il, RMON, RMON2 X|&

> X|&2<H: Cisco 2800, 3800 (2801 H|2l)

e
N[
pLrs

—

SIMHIA 2HRH
(NME-NAM)




-]
=& MH[A dRH S

INTEGRATED SERVICES ROUTERS

2800 Series

, HI0IE MH|A

F, 2Ok, HI0[E Mb[A

Performance and Services Density

Head Office/

Branch Office Small Branch
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VPN JI5 Jls L& Orxo 29 Jds AIM USB ZE

= High-performance crypto offload  PVDM modules = Optional AIM-VPN/SSL * Removable

= 3DES/AES encryption = Support for SRTP = 3DES, AES, and compression = Secure credentials
= 4x faster than previous platforms » 10x faster than previous platforms
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Cisco 800 Series

Reset . Console
Button Eggllirlty Cable ’Port/VirtuaI AUX

Port

4-Port 10/100 WAN Port: \
Switch 851 = 10 MB Ethernet Single Fixed Antenna
857 = ADSL



Cisco 800 Series

CHHILF =

a8

USB Ports for
Security Tokens
(871 Only)

’ Dual, Removable Antennas

ISDN S/T Port Security
(876 and 878 Cable Lock

Only)
}

|

Reset
Button

4-Port 10/100  WAN Port:

Managed Switch 871 = 100 MB Ethernet
876 = ADSL over ISDN
877 = ADSL
878 = G.SHDSL (4-wire)

Console
Port/Virtual
AUX Port

Memory

Flash

Default: 24 MB
Max: 52 MB

DRAM
Default: 128 MB
Max: 256 MB



Cisco 800 Series

A Cisco 851 Cisco 857 Cisco 871 Cisco 876 Cisco 877 Cisco 878
WAN OIEIH0[A 10/100 | ADSL over | 10/100 | ADSL over | ADSL over G.SH_DSL
Ethernet POTS Ethernet ISDN POTS (4-wire)
USB ZE (Security Tokens) INE] INE] 2 INE] INE] INE]
ISDN S/T (ISDN & OlXI# IIDNE: 0lXI& X2 IIDAE: 0IXI&
802.11B/G R XA INE INE
Dial 8 0| X| & XI¥ (with external modem)

OrERI0 EA9 VPN XA

XI9 (3DES, AES)

19 (3DES, AES)

XI#

XI& (external adapter)

24 MB(J12), 52 MB(XILH)

ATLE A INE

PoE 0 X &
=il 20 MB
BIVAY 64 MB

128 MB(JI2), 256 MB(ZILH)




Cisco 1800 Series

> AT QUAES ISt OIFHISH D2 %Eﬁl
> WAN 17H84S N0 2% o
> HI0JE], B0t DA MHIAS SAIOH XI8 JHr 5719

A5

URLE‘QE & J12 W& -- VPN, Firewall, IPS, NAC,
= o

> BME -- 802.11A/B/G sSAIXIA, CHISH OtH|LE =M

> WAN 83 0Zie} 2 CUBIUE 9IPt ISDN, 0ff2 ]
D, 0T Bl ZE X2

|
> 27| JHs0t 8TE AQIT| (1801-1812)
— VLAN, Po EII%(%._)
(oF |

> T1/E1 59 D= QIEH0|A X (1841)

> 24 JH|IA XY (1861
-- 82l IP Phone, S3HIY AIAHE!

o Cisco 1801 Cisco 1802 Cisco 1803

ADSL over ADSL over G.SHDSL
POTS ISDN (4-wire)

10/100 ZE 1 1 1 2 2

I'

Cisco 1811 Cisco 1812

DSL WAN EE IIPNEE! OIX[&




Cisco 1800 Series

Cisco 1811 Shown

OrHLE =ZM
~ Dual, Replaceable Antennas Internal Power Supply
el !
-0

| }H
\q P/ 8-Port 10/100 Switch

with optional POE

Security
Cable
Lock

ISDN S/T (1801, 1802,
1803, 1812) or

Analog Modem (1811)
for Backup and Out-

of-Band Management PoE Power

Input

DSL WAN Port: USB Ports for
= ADSL (1801) Security Tokens  pya| 10/100 MB FE  Console and AUX

- ADSL over ISDN (1802)  (1811/1812) WAN Ports (1811, Ports
- G.SHDSL (1803) 1812)




Cisco 2800 Series

A

> SAL 019 QA XA 2-E01| Kot

1
EHOt: oot & JI2 WWE, A0 1500 VPN
DS X&) - 10S FW, NAC, IPS, HEIX Ot

SN =AR L2 1/0XE 28 MH|A
-- X|LH 9604 IP Phone, SAMHIY A|AH

CH+9l T1/E1 XI&

FE &= GbE ZE J|2 W3
-- FE(2801,2811), GbE(2821,2851)

L2 A JIs -- PoE M
> [P EHYOl B gME S EXLHD
FAHSE 2T ZM -- HWIC, NME, EVM
JIZ2] NM, WIC/VIC/VWIC, AIM = X|&
> &8y % el
CHIPE MHIA M -- 10S 2ZEYH (2O, 2d)
¥ -- DC I ME2H01(EH), RPS G1Z XI#

NS MHIA RIZ
B X9 (AIM




Cisco 2800 Series

Cisco 2801 Shown
HWIC Dividers

Ethernet Console/Aux
Ports

USB Compact Flash



Cisco 2800 Series

’N|
o

Network Module £

SdAOI=/A1H)
HIZ 2 (O1=/AH)

Cisco 2801 Cisco 2811 Cisco 2821 Cisco 2851
0 1NM,NME 1NM,NME,NME-X 1NMNII:I/I'\|§EN|:/II\£-E)?I§
2 HWIC/WIC/VIC, 4 4 4
1 WIC/VIC/VWIC, HWIC/WIC/VIC/ HWIC/WIC/VIC/ HWIC/WIC/VIC/
1 VIC/VWIC VWIC VWIC VWIC
2 2 2 2
2 2 3 3
0 0 1 1
2 10/100 2 10/100 2 10/100/1000 2 10/100/1000
01X & RPS 2300 & RPS 2300 HZ RPS 2300 HZ
120 Watts 160 Watts 240 Watts 360 Watts
90kpps 120kpps 170kpps 220Kkpps
64/128 MB 64/256 MB 64/256 MB 64/256 MB
128/384 MB 256/768 MB 256/1024 MB 256/1024 MB
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Cisco 3800 Series

> U+ 2F0 Mger 1285, 1ds9 ME|A XIZ

T,
HOt: ¢oo & JI2 WE, A0 2500 VPN HE XI& (AIM
DS &EH) -- 10S FW, NAC, IPS, ZHEIX HOt

SN A2 o2 /0 X" S8 MH|A
-- X[ 240LK IP Phone, S8MHIY A|AH!

T3/E3 XY
GbE 2ZLE JIE HIZE
L2 AQA -- PoE M
> [IUOL EIIO| HE SN2 B0 EXHHD
X|[§ 4 NME(3845), DSP 2% HI2
J1Z NM, WIC/VIC/VWIC, AIM 2E X/
> X119 &, Iy
CFOE MH|A B4 -- [0S 2ATEYH (H2t,5d)
StAZ DE(NM BE), MY 0/Z0H(3845)




Cisco 3800 Series

On-Board Gigabit

USB Console/AUX Ports HWIC Dividers Compact Flash Ethernet

Ports «

B P sssssnsszmasly T T - - -
Py = EEEmEEL . T : EEEEE..




Cisco 3800 Series

PN
o

NM, NMEs, NME-X €%
AIM &2

HWIC/WIC/VIC/VWIC &%

Voice DSP &€&

EVM &% 1 2
i OIS LE 2 10/100/1000 plus SFP 2 10/100/1000 plus SFP
PoE =M 360 Watts 360 Watts
HE 0|58t RPS 2300 & XEdl XI &
IAEE X&E(NM =)
350 kpps @ 64 Byte packet 500 kpps @ 64 Byte packet
SdAI(JI2/2LH) 64/256MB 64/256 MB

2 21712/ TH) 256/1024 MB 256/1024 MB
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Cisco Sg HOr 2IRE

Embedded Security and Voice

» Fast, on-board encryption
= Highest voice services densities
e Integrated DSP slots and POE

Mb|A &Y
22| 019

SN

Higher Performance

= ASIC, Bus design and processor boost
performance for services

« Increased services density

e Higher memory defaults

Increased Modularity

= Increased high speed slots — up to 2.2 Gbps
» High density and larger form factor
network modules

GERIETIN
L2 A9

Resilienc
4 8 AHA 2F2E
» Redundant power option with online insertion
and removal
e Increased environmental thresholds

Investment Protection
 Leverages existing modules

» Up to 4X memory capacity
* GE, USB, wireless for new media
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Catalyst A%¥X| HESZ
(Small, Medium, Large)

Catalyst 6500

Catalyst 6500

Catalyst 3750

Sy [ Catalyst 6500

wrevwvs _ p e “— = ) ) S Catalyst 4500
A atalyst 3750&
Catalyst 3750-E

atalyst 3560 &
catalyst 3560-E

Features, Scalability, Longevity

Catalyst 2960

atalyst Express 500

Number of Employees/Density



Catalyst Express 500 A|2]=

> Layer 2 294X Smart (Il |_;(.|
> 10/100/1000Mbps Sk K& ZE US
> FMH/IPEE APt PoE(Power over Ethernet) X Sl mple (% EJ’S)

» Uplink& SFP(Optic) &= 1000baseT ZE X|&

fto| PHIDH K| U 2
> GUIJ|[Et9 PN .E] Secure (EOI'A-l
» CNA(Cisco Network Assistant) 5.0 X|¥ - O



Catalyst Express 500 A|2]=

Cisco Catalyst Express 500-24TT Cisco Catalyst Express 500-24LC

» 24 10/100 ports » 20 10/100 ports
» 2 10/100/1000 Base-T ports > 4 10/100 POE ports(RMH, IPE HZ)

T L—L—y

» 2 10/100/1000BT or SFP ports
» 62W IEEE 802.3af /Cisco prestandard PoE

Cisco Catalyst Express 500G-12TC

vTeevwwwwew s w=

> 24 10/100 POE ports(2M, IPE HZ > 8 10/100/1000BT ports

» 2 10/100/1000BT/SFP ports » 4 10/100/1000BT or SFP ports
> 370W IEEE 802.3af /Cisco prestandard PoE > MHAEZO0IL 10/100 AKX HEE




Catalyst 2960 A|2|~

> [t Layer 2 JIs X

» 10/100/1000 X|H PH UZ

> 22X &9 Hold
Express Setupl = ZIHOMA XJ| 473
CNA(Cisco Network Assistant) 5.0 X|&

> ™ HIE LAN Base Image

> Small form factor pluggable (SFP) giEd3



Catalyst 2960 A|2|~

Catalyst 2960-24TC Catalyst 2960-48TC Catalyst 2960G-8TC

7)1 10/100/1000 £ E

> 24J1 107100 ZLE > 48J1 107100 ZEE >
> 2JHi Dual-Purpose Uplink ZE > 2JHi Dual Purpose Uplink > 1l Dual Purpose Uplink ZE
IE > ZYE A0IZ= no ™

Catalyst 2960-48TT

> 24J 107100 LE > 48J1 10/100 ZE > 8J§ 10/100 ZE
> 271 10/100/1000 Uplink > 271 10/100/1000 Uplink > 1K Dual Purpose Uplink ZE
IE IE > ZHE AL0|X no ™

Catalyst 2960G-24TS

» 20JH 10/100/1000 ZE
> 4Jli Dual-Purpose Uplink £E




Catalyst 3560 A|2|~

> Layer 2/3 X|&
IP Base (01X SMI)
Static & RIP IP 2IRE
IP Service (0I™ EMI)
IP Base Feature + EIGRP, OSPFS ci®E ZZEZE I|¥
Advanced IP Service
IPv6 2tE 2 IPv6 ACL X|&

» Power over Ethernet
AlAH PoE(Inline) @ HZ IEEE 803.3af X|&

> 2X|Qt 2|9l Hold
Express Setupl = ZHHOMH £J| &H
CNA(Cisco Network Assistant) 5.0 X|&

> Small form factor pluggable (SFP) gi&3




Catalyst 3560 A|2|~

Catalyst 3560-24TS Catalyst 3560-48TS Catalyst 3560-8PS
» 24 10/100 + 2 SFP > 48 10/100 + 4 SFP > 810/100 + 1 dual purpose
10/100/1000 & SFP port
Catalyst 3560-24PS Catalyst 3560-48PS > 124W PoE
» 24 10/100 + 2 SFP > 48 10/100 + 4 SFP
> 370W PoE > 370W PoE

Catalyst 3560G-24TS Catalyst 3560G-48TS

» 24 10/ 100/ 1000 +4 SFP > 48 10/100/1000 + 4 SFP

Catalyst 3560G-24PS Catalyst 3560G-48PS

»> 24 10/100/1000 +4 SFP > 48 10/100/1000 + 4 SFP
» 370W PoE » 370W PoE




Catalyst 3750 A|2|2

> Layer 2/3 X|¥
IP Base (01 SMI)
Static & RIP IP 2}28
IP Service (0| EMI)
IP Base Feature + EIGRP, OSPFS 2i2E DI=2EZE X|¥
Advanced IP Service
IPv6 228 S ACL X|&

» Power over Ethernet
ANA T PoE QF HZ= IEEE 803.3af SA| X|&

> ZX|Qt 22|l Mo|d
Express Setupl = ZHHOHA XJ| &F
CNA(Cisco Network Assistant) 5.0 X|&
> Small form factor pluggable (SFP) &2&3
» Cisco StackWise Jl=

32Gbps fault tolerant ELaF A A (QUHNEXI)
Master/slave OF3|E1X] (1:N master failover 1)




Catalyst 3750 A|2|2

Catalyst 3750-24TS

> 24 10/100 + 2 SFP ports

> 48 10/100 + 4 SFP ports
» 370W PoE

CataIySt 3750G-48TS

» 24 10/100/1000 + 4 SFP

» 24 10/100/1000 + 4 SFP
» 370W PoE

Catalyst 3750-48TS

» 48 10/100 + 4 SFP ports

Catalyst 3750-24PS Catalyst 3750-48PS

» 24 10/100 + 2 SFP ports
> 370W PoE

Catalyst 3750G-24TS-1U

> 48 10/100/1000 + 4 SFP

Catalyst 3750G-24PS CataIySt 3750G-48PS

> 48 10/100/1000 + 4 SFP
» 370W PoE

Catalyst 3750-24T

: m-gﬁm; = 5
> 24 10/100/1000

Catalyst 3750G-12S

> 12 SFP (AC or DC)

Catalyst 3750-24FS

» 24 100BASE-FX + 2 SFP Ports




Catalyst 3560-E, 3750-E Al2|=

> 136Gbps A& IHEHHE 0|&%t wire-speed &5 HIZ
» 24 = 48 10/100/1000 ZE HZ
> & HE 2x10 GE €24 EE XA
> PoE %! data-only Z20| /S
> A (R HI0IE & BE WMl JIs)
D= YEHQ power supply % fan
S0 LE HIEX power supply SM HIE
A48 E IOl CHE! full IEEE POE(Class3 15.4W) XIZ
A+ Redundant power system (RPS2300) X|&

> StackWise Plus (Catalyst 3750-EE 0iZ)
J|Z StackWise2t 22t
J|Z StackWise L] 2819 &= MIZ
J|Z Catalyst 3750 HISd 22+ XS

> Full IPv6 Ot=RI0 J[EF k8 S ACL XI&
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Catalyst 3560-E, 3750-E Al2|=

> Catalyst 3750-E A[2|=

v’ 24 10/100/1000T Ports + 2x 10GE

v' 48 10/100/1000T Ports + 2x 10GE

v/ 24 10/100/1000T Ports w/POE + 2x 10GE
v 48 10/100/1000T Ports w/POE + 2x 10GE

»Catalyst 3560-E A|2]|=

v/ 24 10/100/1000T Ports + 2x 10GE

v 48 10/100/1000T Ports + 2x 10GE

v/ 24 10/100/1000T Ports w/POE + 2x 10GE

v/ 48 10/100/1000T Ports w/POE + 2x 10GE

v The 3560-E= J|sHCO=Z 3750-EQ RARt JIsS
XIZ20tLt, Stackwise plus JIs0] 88




Catalyst 3560-E, 3750-E Al2|=

» 3750-E & 3560-E & HIZ0M 2JH2 10 GE Uplinks XIZ

> X2 Ef19l 10GE 2IHMH|I0|AE 2EEQ] 1GE SFP RIHME|0|AZ
M2t IS

> EXI B9 — JIE9 1GE links JIEtCZ wiring closetsS
A0, QP AIEMl 10GE links J|EIC=E & H|
0r01120]4401 Jts




Catalyst 3750-E A[2]~

> J|Z& StackWisel|& tXI2! StackWise Plus J|&8 A2 Z M

64GbpsQl stacking &

HO
= Xl
> J|Z StackWise J|&19 D24 RXI(JIE 3750 A2|Z2Qt HE Jts)

EAL

o
al
o

olr

vAEIL 22 A SN HIB
|=

OtLES] ARIXIZ M =&

v'Fault-tolerant, ¥ AR AA
v XIs3HE Configuration &
Management

v Ol HIERA QIAEA (IP, SNMP,
CLI, STPProtocol , VLAN)

v'Master/secondary 07 |EIHE E9
failover X|¥

v'StackUl M= CHE LFLI e
EtherChannel® % QoS XI¥



OIERI §d CE500 C2960 C3560 C3560-E C3750 C3750-E
Layer 2 v v v v v v
S v v v v
v v v v v
v

v v v v v v
v v v v v

AHEES 4/24 8724 24/48 24 24/48
10GbE X|& v v
AEH T v v

' PoE X D0y pret
2 TEY 15.4W(Class 3) )|
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Catalyst 6500 Series




Catalyst A%¥X| HESZ

atalyst 3750&
Catalyst 3750-E

Catalyst 6500

o S o Catalyst 4500 ayer SW“'.C\'\

Catalyst 3750& U\ﬂ\
Catalyst 3560 & Catalyst 3750-E MOdU\a{H,:\ghest \eVe\)

Catalyst 3560-E

£
>
(<))
(@)}
c
@)
—
I?
e
o
@
O
w)
7
(¢D)
-
)
+—
©
()]
LL

Catalyst 2960
atalyst Express 500

Number of Employees/Density
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= Slot B X|&kE= 8%
6509-NEB-A - 6503/6504/6506/6509 DL All SlotE
40Gbps(Full Duplex 80Gbps) XI¥
- 65132 &2 1~-8 Slot2 20Gbps, 9~13
Slot2 40GbpsE X&', (40GJI ERPt
PE(67xxHE, 6724 HA)2 9~13H0|
MEH 2 JtS)

= M DI LS Supervisor 0153 Jts

= E-Al2| 29 EF

- SlotY 80Gbps & XI& Jts

Al O A~
(¥R Terabit fabric2 M3 & UL E Ready)

6503-E  6504-E
= Fan Tray
- Fan Tray2= Non-EAI2|%,Sup720/Sup32
T+ A Jis
- EAI2|Z AA= E-Fan Tray EQ

wWSs-C6509-E
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Supervisor 32 PISA

PFC : IPv4/v6 CEF,IPv4 NAT, MPLS VPN,GRE BH'E3,

Port Access Control Lists )

MSFC : Route Processor (228, ICMP +1=, 10S Config &),
Switch Processor (Spanning Tree, VTP, CDP &)

= Sup 720
Model S R 2y
———

Backplane 720Gbps 32Gbps 32Gbps
Performance 400Mpps 15Mpps 15Mpps
Deep Packet
IIEgEALE N/A N/A 2Gbps
Performance
(NBAR, FPM)
CoPP X|¥

9 9 9
(Dos 220}) ok X X
IPv6 X|& XA (H/WJIEh) XI& (H/WJIEh XI& (H/WJIE)
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Data Center WAN Edge Core Distribution  Access ==

Supervisor 720 Supervisor 32

Core, Distribution & Data Center Access & WAN Edge

Hardware Accelerated Services and Forwarding Across Both Supervisors:

Security Multicast High Availability & Quality

= Catalyst Security Toolkit « Bi-Directional PIM = Software Modularity
« |dentity Based Networking (IBNS » IGMP Querier = Soft HA
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Chassis
6506-E
6509-E
6509-V-E(Front to Back Airflow -
( 6513-E ) Service Modules
Engines Industry Leading High
Supervisor 720-3B Performance_ Integrated
Supervisor 720-10GE VSS Se;\\(lzlges
Supervisor NG w/PFC4 Wl
IDSM
NAM
WiSM
IPSec VPN SPA
AGM & ADM

Catalyst 6500 Series Switches

o

Ethernet Line Cards
High Performance Linecard with DFC options

Power Supply
Industry Leading Power Efficiency

6724-SFP, 6748-SFP, 6748-GE-TX 3000W AC

6704-10GE, 6708-10GE 4000W AC
6716-10GE 6000W AC, 8700W AC

10GE Copper Line Card 4000W DC

Higher Density GE Line Card 6000W DC

Black - shipping

Red - roadmap
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= =

rlo

IE S
AAE 2|0 642 E X[&

= HIOIH ME £= LAN HI2/AHOIME0 Mg
40Gbps fabric connection

2:1 oversubscribed
DFC3C = DFC3CXLO| EE

= HEXPI X2 8 HZE
SR, LR, ER, CX4, LX4
= EXtEHD

EAIZIX, non-EAIR|EX RSO DS
Sup720, Sup720-3B, Sup720-3BXLUIN Supported in

IE] Cisco I0S
Cisco I0S Software Modularity
12.2(18)SXF5
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_ _ WS-X6708-10G-3C
WS-X6704-10GE WS-X6708-10G-3CXL

4 Port 10GbE 8 Port 10GbE

Ideal solution for Core/ METRO Connection LAN aggregation
Datacenter aggregation

Maximum Ports Per Chassis | 32 Ports 64 Ports

Fabric Connection 40Gbps (1:1) 40Gbps (2:1)

Optics XENPAK X2

Low System Latency
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- U D=

e 5.5 Gbps (HYMAl 4% 20Gbps)
e 2.8 Mpps

* 256k NAT/PAT

= 20/50/100/250 Jtet 49 XA

« Anomaly Detection module

 TCP/UDP/ICMP/DNSS DDoS
attack EXl

e one 1Gbps interface

e ~ 4 modules / chassis

« 1.5M concurrent connection

« Load balancing % application Hot
* 4/8/16 Gbps throughput

® ~

* Anomaly Guard Module
 DDoS attacks0fl CHEH 0]
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Software Modularity (Modular 10S)
NEW! e |In Service Software Upgrades (ISSU) for PSIRTs,
d Restartable Processes
= Fault Containment, Memory Protection | =T
e Feature & Operational Consistency with 10 Catalyst
Non-Stop Forwarding / 6500

Stateful Switch Over (NSF/SSO)

e Traffic continues flowing after a pri
supervisor failure

= Sub-second recovery in L2 3
networks

*No line card rese

Generic Online Diagnostics
(GOLD)

e Proactively detect and address
potential hardware and software
faults in the switch before they
adversely impact network traffic

ysical Redundancy

e Redundant supervisors, power
supplies, switch fabrics, and clocks



Catalyst 6500 A®¥X|9 1IIEH

= Active/ Standby Engine 782 %t
Supervisor Failover (SSO/NSF)

= A0 MH2EY 12 0[LHQl 28 10|
IS0t HEXHOI MH[A AH0| IS

b

NSF-aware

éj.r.‘eig”bmhfp )

Failover time:

NSF-capable

Catalyst 6500

Linecard #1
Linecard #2

Linecard #3

Li #4
Pri 20

Redunda up720
Linecard #7

Linecard #8

0-3s NSF &
f%ﬁhbhﬁ

Linecard #9

NSF-aware

PSU PSU
#1 #2

No route Flap

Dual SupervisorE SP2! Failover

Standby




Catalyst 6500 A®¥IX|9 1JIEH
Generic Online Diagnostics (GOLD)

- Jls wg

GOLDE= 057t SEQ! HHIMIA EHIO) AN TS AMZZ0] IHSOHE S 0fof
HONRAC AN 2T L HOIEAES AP MUYHE 22 2 U JIsY

- g wol
2SZ01 IO HORM OFERI0I THRAS0 IS BT ST 0RE HT W
Io & 4 AUS

XI& Platforms: Catalyst 6500, 4500, 3750

= JI0f qut
ol REETUIM HH| 15 S AAHHEAE LO=M, H| ZOH0I CHSH AR 24X &
Z0H QA0 Oier 22 /AR 20| Jts
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=)l 28

Catalyst6500 I0SOIA 2E2t9] T2 AHE (Subsystem)Z IiX| E= Process RestartE JHsOHH O Z M
10SQ] A |2H0| 0|0t S XIH0E= JIs
- g8 yot
ME2t= 10S #2E S0 §F HOHHX| & HIOHAE {ICt XD JFSOHEE 0F 10S BE &2 01, 1 IHEd
I.

18
®A S MH[A S A2 HOZM ZOHTIXIL JHsE.

(e i [T
] E [T | U UL e Memory Protection

Cisco 10S Feature Subsystems Independent Cico 10S Feature Subsystems -
running as 105 Tasks running as independent POSIX style e Fault Containment

Shared Memory processes each in their own protected e Restartable Processes

memory space

10S Core Task Scheduler
~ e Subsystem ISSU
Integrated High Availability Subsystem e Operational Consistency

IP Routing

Microkernel 0S
Message Passing Architecture

= JIH Rt
MHIZQ! 10S FIHI0IET BRPt 3 SJHIPH MHIASS XA0 OtHAM ZHIRZ0] JHsOHAl &,

o

OO
SiIXli= RSIRT Off CHE L2 MHXIE XI&0H &2, £ HI 3 ZH| 10S0 et REH H4I01E DX
XI# 0 (Roadmap MM9| |SSU JIs & X).
|0S ZT2MA H UZ|E E0§ MHIAQ HEM Y HEY
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-2 X 10GE ports (X2 Optics) -
-2 X 1GE (SFP)

-1 X 1GE (10/100/1000)
VS§-5720-10G-3C - All uplinks active even in redundant configuration

VS-S720-10G-3CXL -100 MB Per port Ingress/Egress buffering

-SP DRAM - 1G, RP DRAM - 1G
- SP Bootflash - 1G, RP Bootflash - 64M




Virtual Switching System (VSS) 1440




Virtual Switching System (VSS) 1440 - cont.

Increased Operational Efficiency
via Simplified Network

I(gis:%r)—Chas&s Stateful Switch Over Boost Non-stop Communication

: : Scale the Available Layer 2
Multi-Chassis EtherChannel (MEC) Bandwidth Y

NAE JHfot




Virtual Switching System (VSS) 1440 - cont.

Access

Distribution

Core

Distribution

Access < 2

Data Center
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/4

52 5ot Jj5s L AlA P5

Catalyst 6500 S& Hot/MH|A
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= J)ls 28

DDoSQt 22 L9l Traffic QIO Z 210t AQIX| Supervisor® RPJF Hangkl HLt Downkl= &&g 2X|0H)| K0
RP2t SPALOIQ] Channel Interfacelil Traffic Policing &%,

- g ot

AAXI0 H2E VianY HERFS EiY £ SHO0IH 2™ EE 014 HXIE RPRL SP
A0[9] Channel Interface(il 200 0|2 X10t= DDoS ¥EHC| ELHE D5 DropAlRAZ M AX[Q OHEY T2

MSFC

Control Plane Protection

6500(config)#mls rate-limit <etc>

i85 5B




Catalyst 6500 ARIX|9] HOt s
Man-in-The-Middle Attack Mitigation

Dynamic ARP Inspection Protects
against ARP Poisoning

= Uses the DHCP snooping binding table

orawitous Ap  [PSO = Tracks MAC to IP from DHCP transactions

10.1.1.50=MAC_B

= Rate-limits ARP requests from client ports;
ratuitous ARP (Ao stop port scanning

. G
= 10.1.1.1=MAC_B

= Drop BOGUS ARP’s; prevents ARP
poisoning/MIM attacks

IP Source Guard Protects against
spoofed IP Addresses

= Uses the DHCP snooping binding table
= Tracks IP address to port associations

= Dynamically programs port ACL to drop
traffic not originating from IP address
assigned via DHCP
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NAM-2

Q 1GbpsS ELHZ d5
Q 1Gbps RAM X|&
Q Application/VLAN/Port/Host S

7} Catalyst 6K NAM - Overview - Microsoft Internet Explorer provided by Cisco IT Packaged IE 5.5 5P1 E == x|

J Fle Edt View Favortes Tooks Help Restore Down - -

| ek - > - @D @ Bt G @y | B S E w ﬁ Monitori ng
| address [&] httpjinamlatesharedfmonitarmultiviesoverview php?update=1 = e |Junks E

W Catalyst 6000 Network Analysis Module B N D Performance Management
O Trend Analysis/ Capacity planning

| I
e+ He
overview
b Current Data: as of Thu Sep 27 11:17:36 2001 |_| I\Iﬂffln\l\l nﬂfﬂ —|—I:| A
-— VO LITUVY el L T
W tuto Refresh Data Source: | ALL SPAN ¥

Protocol Suites (Total traffic: 133 Kbils/sec ) Most Active Hosts (output octets/sec) Tatal hosts: 1045 (MAC) 1137 (Metwork) 1 -
Protoro adireas (0] onitoring

W pcp)  96%
inludp) 1%
B ip(others) 1%

“setup
B

“Capture |'A|arms |'Ad
© Con se Time +

+ Dif

reatmlsh-pcs. cisco.com

O QoS and DSCP monitoring

dhecp-171-69-89-47 cizco.com
171.70.211 81

( Q MIB Il - RFC1213 XI#
] 0 RMON (RFC2819) All groups
o s — 0 RMON2 (RFC2021) All groups

Thousands

Protocol ‘ Server Pratocol
B others 40,0+ ‘ B chop-171-69-63-134 cisco com win — (@]
2.0 omin . chep-171-69-69-32 cisco.com  xwin
B einet 5.0 B rumcisca.com cmd —
10.0 B hi W 17220122488 scop
" H iomp 30.0¢ I B chep-171-63-65-47 cisco.com  =win
£ L. cp rum cisco.com sunme
3 . ot 25.0° I M namiab-pikd cisco.com telnet
o 3 . o soep . = 10 niamiab-pikd cisco.com btp -
< v

&7 catalyst 6k 1AM [ [P Localintranet
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What is ACE ?

= ATEYN HIH0IETICE 4, 8, and 16Gbps2l &5 HIE
= Supervisor 7200IA X|&

Integrates load balancing, app

optimization & security

0 Highest industry performance at
16Gbps and 348K CPS

0 High performance HTTP security

o Upgrade by license, not truck
roll

e — Virtual partitions deliver 66%
Catalyst reduction in application rollout

6500 time




PFC3B/XL g .
PFC3C/XL High-Density GE and 10GE

Supervisor 32
Supervisor 720
Supervisor 720 with 10G Uplinks
Supervisor 32 PISA

8-port 10GE
16-port 10GE
802.1ah Line Card

PFC 4

SIP-200, SIP-400, SIP-600 2.5 Gbps VPN per SPA
DSO to OC192 _ _ 5 Gbps VPN
Catalyst 6500 Series Switches IPv6 Encryption

IPSEC, Firewall, IDS,
NAM, WiSM, ACE, CMM

7500 Parity and
PA Investment Protection

Black - shipping  Red - roadmap
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Summary

= IPJIBE MBIA0 CHet SB 2EE WSl S8 MilA 2H*H
-- HI0IH, 22, 89, B4, HEA0IN, HEXHT B4, L2 29T

= CUOH T 2tF0f Tt IS8 ¥4 AKX
-- 1GbE HAMIA, 915, HPt PoE, QoS 10GbE gi&4d

= OFEAQI HERID MHIAS B&0t= 40 AR

.l
-- 1ds, 1Jr8d, Z50! P_f [HE2t JIs
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