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SP DC Traffic HistorySP DC Traffic History
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2007 Uplinks 2008+ Uplinks
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N*10GE/???N  GE/10 GbE 

Aggregation

N*10GE/???

GbE/10GbE

Access

10GE/ ???

FE / GE

Servers
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IEEE HSSG (High Speed Study Group)IEEE HSSG (High Speed Study Group)
- 100Gbps / 40Gbps 

HSSG ( )
- Support full-duplex operation only 
- Preserve the 802.3 / Ethernet frame format 
- Preserve Min/Max Frame Size of current 802.3 Std 
- Provide Physical Layer spec which support 40 Gb/s operation

P id Ph i l L hi h t 100 Gb/- Provide Physical Layer spec which support 100 Gb/s 
operation
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http://grouper.ieee.org/groups/802/3/hssg/public/sept07/tutorial_01_0907.pdf



WANWAN 
-

ECMP LAG- ECMP LAG
WAN 2008 40G PoS
2010 40GE/100GE2010 40GE/100GE 

LAN 
-
- Core : 40GE/100GE 
- Aggregation : 10GE / 40GEAggregation : 10GE / 40GE
- Access : 1GE/10GE
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Fibre Channel Over Ethernet

T11 3

Fibre Channel Over Ethernet

T11.3 
FC-BB-5 WG: Defining the FCoE model and Encapsulation

- Support I/O over Ethernet Networks by defining a mapping of 
FC over EthernetFC over Ethernet. 
- Mapping to provide benefits beyond those related to FCIP and 
iSCSI as it provides a direct mapping to Ethernet (not IP or 
TCP) d tibilit ith t d i d tTCP), and compatibility with storage drivers and management 
tools 
- Current efforts include frame format, addressing, forwarding, , g, g,
N-port Virtualization, etc.
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Cisco 
CRS-1
- 40G PoS
- 100GE Capable100GE Capable

Nexus
- 32 port 10GE Now Available
- 100GE Capable (230Gbps per slot)
- Fiber Channel over Ethernet

Catalyst 6500
- 10GE Already Available
- 40GE Capable ( SUP )40GE Capable ( SUP )

Catalyst 4900M
- 10/100/1000 & 1GE & 10GE
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10/100/1000 & 1GE & 10GE
Already Available



ACE
- 16Gbps/ 6.5 Mpps / 345K L4 CPS/ 4M Session

Chassis 4- Chassis 4
- 4000 Vlan , 256K ACL , 1M NAT
- 250 Virtual Context

FWSM
- 40G- 40G
- 1K VLAN , 80K ACL , 256 NAT/PAT
- 256 Virtual Firewall
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??

Availability Downtime Per Year (24x365)

99.000% 3 Days 15 Hours 36 Minutes

DPM

10000

99.500%

99.900%

1 Day 19 Hours

8 Hours

48 Minutes

46 Minutes

5000

1000

99.950%

99.990% 53 Minutes

4 Hours 23 Minutes500

100

99.999%

99 9999%

5 Minutes

30 Seconds

10

1
High

Availability”99.9999% 30 Seconds
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DowntimeDowntime 

( %) Operational 
Process

40% Network
20%

(60%)

Software
Application

40%

Sources of Network Downtime *
*Source: Gartner Group

(40%)(40%)
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HAHA
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-

S t R ili F t

Hardware Architecture

System Resiliency Features 
Protect Against Any Node-

Related Failure

Switchover

N St F di (NSF)Non-Stop Forwarding (NSF)

Modular Software Architecture

I S i S ft U d (ISSU)In-Service Software Upgrade (ISSU)

Non-Stop Routing (NSR)
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IGP Fast ConvergenceIGP Fast Convergence

VSS Technology

IGP Fast Convergence –

HQ

VSS – STP 

DCDC 
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DDoSDDoS 
, Application ( : IPTV) 

SP DC Managed Security SP DCSP DC Managed Security , SP DC 

-
-
-
-
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:- : 

Attack Flow – Service 

, 

Cisco
Guard

Cisco
Detector
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:
CPU

- : 

DC3(config)# sh running-config int e 1/1

version 4.0(1)

interface Ethernet8/1

ip address 10.8.1.1/24

New Label for e1/1
New ACL on e1/1

Meanwhile in
ip access-group Try-Atomic in

DC3#sh access-lists Try-Atomic

IP access list atomic
Classification TCAM

Meanwhile in  
the Forwarding Engine...

Traffic 
into e1/1

10 permit tcp any any eq irc

DC3(config)# ip access-list Try-Atomic

DC3(config-acl)# permit tcp any any eq smtp
Interface

Property Table

Label for e1/1

It fits
1

ACL on e1/1
3

P PP
2

To the output

ACLs on other
interfaces

No Impact to Traffic

To the output
Interface

25
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:- : 

Deep Packet Inspection (DPI)Deep Packet Inspection (DPI) 

- ApplicationApplication 
- Time-Based 
- Application pp
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:- : 

Detects traffic anomalies & respond to attacks in real-
time
Technologies: NetFlow, IP source tracker, ACLs, uRPF, 

Defense in depth protection for routing control plane

QoS tools

Defense-in-depth protection for routing control plane
Technologies: Receive ACLs, control plane policing, 
neighbor authentication, BGP best practices

Secure and continuous management of Cisco IOS 
network infrastructurenetwork infrastructure
Technologies: CPU & memory thresholding, dual export 
syslog, image verification, SSHv2, SNMPv3, security 
audit, CLI views

27

audit, CLI views



:- : 
L2-L7 Load Balancing
HTTP/RTSP Application Load 

10GE/MPLS/IP Connectivity
ACE 250 Vi t l C t t

pp
Balancing
ServerFarm Failover

ACE 250 Virtual Contexts
ACE Resource Mgt per Context
Active/Active High Availability

ACL / L iACLs w/ Logging
TCP/IP Normalization
uRPF

SSL 3.0 TLS 1.0
AES, RC4, 3DES ciphers
RSA key / Digital Certs

28

NAT
Web Application Inspection

RSA key  / Digital Certs



Cisco 
CRS 1CRS-1
-
-

Nexus
-
-
- Atomic ACL

CCatalyst 6500
-
- (SXH)( )
- Guard & Detector

SCE
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,, 

, 

VDC
Prod

SP DC
-

VDC
Extranet

Prod

VDC
DMZ

- / SLB 
- Physical network islands are 

virtualized onto common datacenter 
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networking infrastructure



Application- Application 

Front Server 

App Server 

Context #1
Front Server

Context 
#2

Context 
#3

DB Server 

App DB

, , ,
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-
SAN Islands

2 -1 1

SAN 2 -

2 - 2 -

SAN Island Attribute

SAN 
/ (ILM)/ (ILM)
DR 

SAN 
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: 
VDC

VDC 10 VDC 20 VDC 30
FIB TCAM

VDC

Linecard 1 Linecard 2 Linecard 3 Linecard 4 Linecard 5 Linecard 6 Linecard 7 Linecard 8

VDC 10 VDC 20 VDC 30

FIB 
TCAM

FIB 
TCAM

FIB 
TCAM

FIB 
TCAM

FIB 
TCAM

FIB 
TCAM

FIB 
TCAM

FIB 
TCAM

128K 128K 128K 128K 128K 128K 128K 128K

ACL 
TCAM

ACL 
TCAM

ACL 
TCAM

ACL 
TCAM

ACL 
TCAM

ACL 
TCAM

ACL 
TCAM

ACL 
TCAM

34

64K 64K 64K 64K 64K 64K 64K 64K



- Lower CAPEX
- Flexibility
- Automation
- Lower TCO 
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Cisco 
CRS-1
- SDR

Nexus
- VDC- VDC

Catalyst 6500
- (SXH)
- vFW, ACE

Cisco MDS 9000
- VSAN
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SPSP 

WAN (OC768)
Dense 40GbE/100GbE ready
Fiber Channel over Ethernet

5 9s H/W, S/W 

Fiber Channel over Ethernet 
F/W ACE

Tunable FC VSS 
Atomic ACL

Front-End Back-End
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CRS-1
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SP

CRS-1

Catalyst 49xx
Rack

Catalyst 49xx
Rack

Catalyst 49xx
Rack
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