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» [|EEE HSSG (High Speed Study Group)
- PITH= 100Gbps / 40Gbps O[S0 LHEE ARE XM =

- HSSGQ SHE 019 28 (UL A

- Support full-duplex operation only

- Preserve the 802.3 / Ethernet frame format

- Preserve Min/Max Frame Size of current 802.3 Std

- Provide Physical Layer spec which support 40 Gb/s operation

- Provide Physical Layer spec which support 100 Gb/s
operation




TASK FORCE
Formed

PAR : Sponsor
Approved e Ballot

STD

2007 + I 2008 J ! 2009 l 2010 |

Begin tech

PAR Approved 802 3 Last New

B Plenary

PAR Approved LMSC € Interim

http://grouper.ieee.org/groups/802/3/hssg/public/sept07/tutorial_01_0907.pdf
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- Core : 40GE/100GE
- Aggregation : 10GE / 40GE
- Access : 1GE/10GE




XL o P
i

re Channel Over Ethernet
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* T11.3 92 IS0 BESH & =
FC-BB-5 WG: Defining the FCoE model and Encapsulation

= HEOF &Y U=
- Support I/O over Ethernet Networks by defining a mapping of
FC over Ethernet.

- Mapping to provide benefits beyond those related to FCIP and
ISCSI as it provides a direct mapping to Ethernet (not IP or
TCP), and compatibility with storage drivers and management
(0] S

- Current efforts include frame format, addressing, forwarding,
N-port Virtualization, etc.




CRS-1
- 40G PoS 0|0 XA &
- 100GE Capable

NS
- 32 port 10GE Now Available

‘ﬂ,{'ui i |- 100GE Capable (230Gbps per slot)
F,ﬁ,.i: ::ﬂ'l ':,; - Fiber Channel over Ethernet X|& 0I&

Catalyst 6500
- 10GE Already Available
- 40GE Capable (% SUP J|&)

Catalyst 4900M

- 10/100/1000 & 1GE & 10GE
Already Available

Cisco




- 16Gbps/ 6.5 Mpps / 345K L4 CPS/ sAl &% 4M Session

- Chassis & X 4% THX| 2=t
- 40007 Vlan Hl& , 256K ACL , 1M NAT ds Hl&
- X|[H 250 i Virtual Context

FWSM

- XIIH 40G HIZ

- 1KJH VLAN , 80K ACL , 256 NAT/PAT ds HIE
- N§ 256 i Virtual Firewall
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Availability DPM Downtime Per Year (24x365)

99.999% 5 Minutes

99.9999% 30 Seconds
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Downtime b

- LIEYT W ATEY0] 0S2AH0IM (60%) .« Operationa
Process :
OF= R Z0H 40% Network
ATEY0] 0} =
=3 S0H
M &1 8o 2 A

X 018 2X
Sources of Network Downtime *
*Source: Gartner Group
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Hardware Architecture
HIHEeF HIOIHE S 2
AR HZ&™ Switchover

Non-Stop Forwarding (NSF)

%

STANDBY
Route Processor

Modular Software Architecture

mZ>»r® rom-HZ0n

ACTIVE
Route Processor

In-Service Software Upgrade (ISSU)
Non-Stop Routing (NSR)

MZProv —SZmZmO>PZ><

[ LINE CARDS
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= |GP Fast Convergence

= VSS Technology
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Attack Flow




DC3(config)# sh running-config int e 1/1

version 4.0(1)
New ACL on el/1 interface Ethernet8/1

ip address 10.8.1.1/24

ip access-group Try-Atomic in

Classification TCAM F" DC3#sh access-lists Try-Atomic

IP access list atomic
10 permit tcp any any eq irc

DC3(config)# ip access-list Try-Atomic

| \QCS(config—aCI)# permit tcp any any eq smtp

ACL on el/1

To the output

Interface
No Impact to Traffic }‘
ACLs on other
interfaces




= Deep Packet Inspection (DPI) £ S8 HE2IHI0IM HS2
MO 2 HotY 201 0|12 S0Pt U4 R It IS
- Application & XIS%+ MH|A HIE
- Time-Based AH|A

- Application H[{ AMH|A

Both Directions Bandwidth per VoI Service

Glohal Hourly Call Minutes per VolP Service




» Detects traffic anomalies & respond to attacks in real-
time

= Technologies: NetFlow, IP source tracker, ACLs, uRPF,
QoS tools

» Defense-in-depth protection for routing control plane

» Technologies: Receive ACLs, control plane policing,
neighbor authentication, BGP best practices

= Secure and continuous management of Cisco 10S
network infrastructure

» Technologies: CPU & memory thresholding, dual export
syslog, image verification, SSHv2, SNMPV3, security
audit, CLI views




L2-L7 Load Balancing

10GE/MPLS/IP Connectivity
: : HTTP/RTSP Application Load
ACE 250 Virtual Contexts =% Balancing PP -

!
=

ACE Resource Mgt per Context 4 ServerFarm Failover

Active/Active High Availability EPG Servers

VOD Navigation

5TH Client

Broadcast Client U}

....f.....;........

YOD Client Ul

U EEEENIEEEENEEEEENEEE Wn m'mln!
Conditional Access {(key mgf) Servers

Video DeCrypt'Decoder

PYR/DRM

ACLs w/ Logging
SSL3.0TLS 1.0

TCP/IP Normalization
AES, RC4, 3DES ciphers uRPF

RSA key / Digital Certs NAT

Web Application Inspection
LIsco
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- DETHATEN ORI
- Atomic ACL 2 E°t H0t9| I|&5d

= Catalyst 6500
= |- ETHE 0|Z% Y UEYT HBQ 1 7184 1
= - DE3 ATEYN CIXFR! (SXH)

- ~“=V - Guard & Detector J|52 £ XI5 &0 JIs
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Context #1
Front Server

g

Front Server‘a\?,,

DB Server




HHRI TCO
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FIBd TCAMS| I} &E9
=d0l SRt =

Linecard 1 Linecard 2 Linecard 3 Linecard 4 Linecard 5 Linecard 6 Linecard 7 Linecard 8
FIB FIB FIB FIB FIB FIB

FIB
i TCAM TCAM TCAM TCAM TCAM TCAM

FIB

128K 128K

ACL ACL
TCAM TCAM

64K 64K




- Automation
H > Lower TCO
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Nexus
-DE0 ATEYN DX &V

= e, Catalyst 6500
| == - Ds0r ADEY0f LIXtR! (SXH)
=L VFW, ACE 58 E9 R X2

Cisco MDS 9000
- VSAN 52 S0t Jiaot 1|1 ¥
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WAN F219| SEHdE A%t J|= HIE (OC768)
Dense 40GbE/100GbE ready

Fiber Channel over Ethernet J|& HIZ
D=0 ARA DB F/W & ACE

5 9s 0l&9 MH|A JH2dE {48 H/W, S/W 0B 151
HES3 HS9 1II2dE #°f Tunable FC % VSS Jlg
Xt& &2t 8 Atomic ACLE 0|88t Hot0| X|5d
HE2II018 HIS2 SBf 2o HIE

Front-End ¥ Back-EndQl £ JHa0 £2M HiI2
JHOLE S0t 124 8 MHH|A T2
AMH[A & AMS0FAMHIA HIZ2 S 32t 8HH| 35
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Nexu& 7000

% 10GbE Core %

= - Catalyst 6500
10GbE VSS Agg
;RPG Services

Catalyst 6500 Catalyst 49xx CBS 3100
End-of-Row Rack Blade

1Gb Server Access

=54 0P8I 1

Glgabit Ethernet
] 10 Gigabkit Ethernet

—1 10GbFCoE

IP+MPLS WAN —— Flbre Channel
Agg Router

Nexus 7000
10GbE Agg
Catalyst 6500
DC Services

Nexus 7000 Nexus Nexus MDS 9500
End-of-Row Rack (Future} Blade (Future Storage

10Gb Server Access Storage
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