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Ethernet to the Factory (EttF)

SONA (Service-Oriented Network Architecture) Framework

Instant Meeting
Messaging Place

Video

SCM IPCC Delivery

Middleware and Application Platforms

Application Delivery Application-Oriented Networking
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Corporate Network
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Corporate Network
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) Office Back-Office Mainframes and
Back-Office Mainframes and Applications, Servers(ERP, MES, CAPP,
Servers (ERP, MES, CAPP, :
o Intemetworking, PDM, etc.)
M, etc.} Data Servers,

Storage

Programmable Logic
Contrallers PLC)

o
Programmable Logic

Controllers (PLC)
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Robot
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w -.,1 Sensors and other InputiQutput Devices Sensors and other Input/Output
F\g‘# Devices
& Control Network
— Device Level Network
Ethemet Ethernet

Traditional Ethernet-based
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= Unique Traffic Protocol
CIP (Common Industrial Protocol), EtherNet/IP,...
= Real-time Application 2+
Process Automation ~ 1 Sec or longer
Factory Automation ~ 10-100 ms
Motion Control ~1lms
= EC|E SE -=2/s/d
= 2& =2 Security 2+
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Level 5

Level 4

\ Plant IT

Email, Intranet, etc

Site Business Planning and Logistics Network

Enterprise
Zone

-
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/ Terminal Patch AV
% Services % Mgmt Server
I DMZ
Historian Web S_ervices Application
\E Mirror /A== Operations F— Server )
¥ A
Level 3 Manufacturing
(MFG Zone
Svr) N
Level 2
(HMI)
Cell/Area
Zone
Level 1 Batch Discrete Sequence Continuous Hybrid Basic
(PLC...) Control Control Control Control Control Control
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[ Sensors Drives Actuators Robots eSS
Level O L y, )




EttF QIE<|I 3

indows 2003 Servers

- Remote Desktop Connection
-WNC

Windows 2003 Servers
= REBlrware Historian
- REMACC

~ RS Ass etBecurity

- REWView SE

- BSLogix

- RELInx

= B Sctive Directory

- SO
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- DNS, DHCP, Syslog
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A A D Catalyst 2955 &t & O|H4S! AL X

Ruggedized, Hardened Switch dards-based enhanced redundancy
Port Density: 12 RJ-45 10/100 TX gRE=ei802. 1w), VLAN support, IGMP

. Snooping, Storm Control
Uplinks: 2 10/100/1000 TX, 2 100 Mbps S

Multi Mode (MT-RJ), 2 100 Mbps Single [l ig‘é“”ty V&Iitpf'ss?" SNMPv3, MAC
\YileYo = (MT-RJ) ress Notification

Operating Temp (C): -40° to 60° Multiple alarm monitoring tools

Relative Humidity: 5%-95% non- Dual relay output for alarm granularity
condensing DIN-Rail dual mounting orientation

Dimensions (inches) hxdxw: 3.75x5x8

»= Cooling: Passive (no fans)
= Shock: 50g




MAZ O|EHY (Ethernet) 20t 918§ 24
IEHE ZAAE 24

=] A Ml HE
=/8E0| 2 A (DoS)

YERETE Dl Vg | oI B
Zeiol A _ N EE




XMEtE ol 2ot A

— L 7

Manufacturing Zone & DMZ
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L2 Security

Port Security (MAC filtering)

End-point security

CSA (Cisco Security Agent)
HAIA M

ACL/Firewall
2ot/ g &l

IPS
CS-MARS

2ot JHIA D} Control Zonel
Operation/IO TrafficOll 2 &2
A= oHE

.
JStandard DMZ Design Best Practices |

ACLs
Firewall
IPS

CS-MARS &~ Sctiring
ASDM jons & Control

CSA MC

Cisco Security
Agent for
Windows-Based
Devices

Level 2 — Area Superfisory Conirol

Cisco
Security

Agent for

Windows-
Based
Devices

Layer 2 Security,
Port Security

Remote {0 Chassls
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RF Capacity 22l

A0 +=2 &l GUI

Cisco 2700 &4

Cisco WLAN
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RFID Tag
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= & (Track) %_E(Alert) k2| (Manage)

...current and historical  ...the site manager if a ...the status and number ...movement and status
location of equipment, piece of equipment is of parts, and report on data into existing ERP
from a Web interface removed from the usage by zone system to trigger work

staging area orders
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10-20 Percent
oft Orders Are
Generating
Exceptions

Leverage Palicy,
Sernvices to Enable
Real-Time
Collaboeration
Between
Necessary: Parties
to) Resolve Order,
EXceptions

Machinery: Breaks

Down,, Difficult to

Reach Proeduction
Managers

Leverage
Presence Senvices
and Video to
Locate and Alert
the Closest Person
to the Preblem and
WalkiThreugh
How to Eix It

Inventoerny,
Shortages

Leverage Speech
and Media
SEIVices 1o
Instantly Interact
With' Product
Specialist, Lecate
andiShip/Nearest
Inventeny

Changes in Demand
or Inventory, Traffic,

Truck Malfunctions

[Ceverage: Paolicy,
andMebility;
Senvices torSend
an Automated Call
to Tiruck Drvers in
Real=Time with
New Route
Information
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Rockwell Partnership

= http://Iwww.rockwellautomation.co.kr/




Cisco — Rockwell Automation Partnership

LogIn | Register | Contacts & Feedback | Help | Sie Map | Zelect a Location ! Language
1
CISCO \Search

Praducts & Services | 'i:i'r'n:iering_ | Technical Support & Documentstion | Learning & Everts | Pattniers & Reselers | Abo
ABOUT CISCO Hews@Cisco
NEWS@CISCO News Release
Corporate Information +
Cisco and Rockwell Automation are Collaborating to Integrate
Features Manufacturing and IT for Seamless Connectivity Throughout
Hews + the Enterprise
P'_’d"‘ms and RSS + Cooperation on reference architectures and market education results in best
Midens practices for global manufacturers leveraging EtherNet/IP standard networking
technologies.
My News@Cisco Wire

HAMMOWVER, Germany April 16, 2007 - Rackwell Autamation, a global provider of power, contral and
The latest Cisco information solutions. and Cisco, a global provider of networking solutions for the Internet. announced
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Cisco & Rockwell Automation

~

Enterprise Systems

Enterprise Networks
* IT Domain
* Gigabit Backbones
Cisco + Self-Defending Networks

— Ethernet to the Factory —
* Network Management

. g""“chting Network
e -DeCurl
- Wireless Convergence

» VVoice over IP
* Video
e Etc ...

Rockwell

Automation Networks Automation
» Control Functionality / Real-Time Performance| _ EtherNet/IP —
- Safety =

« Environmental / Form Factor i « Standard,

Unmodified
* Ease of Use
) . Ethernet
* Legacy Migration

K“IT Compatible” 14 ﬁ/ * Integrated

Control
AND

\ The Factory information
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