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1
BE

ZDRF21AURTIE. Cisco Stealthwatch Cloud License v1.0.0 8&UZFDI— o bDA
UAR—ILEIBEBREFIBIZOWTHBALES . COT TV 5 —2aviE. 559K O XF LD
FINAZDSD IPFIX T—42ZIELET, SO TN RIZIE, F—4%av U —4
[EETBI5Y9R I—StU AV R h—ILanEd . avb UL —4l%. T—4%
Stealthwatch FlowCollector [ZZEELE T, XOEIL. VAT LEEHERLTLVET,

FlowCollector

ShealshWatch Deployment

@ Cloud agent @

@ Cloud concentrator

RD IPFIX FZ4—ILRIE,. T—Y M &k>TURESH, Cloud License & FlowCollector [Z
SOTUIEBEINFET,

Z'Bka)L (Protocol)
J—XIP

%18 5tR—bk (Source Port)
585t IP (Destination IP)

58 5c7K—h (Destination Port)
/N1~ (Bytes)

Ny b

Z0—0D 1k

JO0—nf=1k

75 (Direction)
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IREF & Tl Stealthwatch Cloud License [&. Linux A RL—F 424 L X T L0 RedHat
Enterprise (5 ~ 7) & CentOS (/N\—23> 5 ~ 7)EHHR—KLTULVET , Windows (X5 & D
J)) —RATHR—,ENBFETYT,

F:ZOFFAURTIE, HlELT CentOS Z2FALET .

SEE

CDRF1ARE, Stealthwatch Cloud License DEEFEIH L EEWNRELTLNET,

AR

Stealthwatch Cloud License #&ET A2 RDELDHABHETT,

e Stealthwatch System v6.7.1 LI%
e Stealthwatch Management Console (SMC) & FlowCollector
o RETSAR—k UFIRNVPCANDEFXTHFv+IL (VPN Fi=[& DirectConnect)

o AU O—RELUTItEUR £U2—D')2 % ([Downloading and Licensing
StealthWatch ProductsIDERBAIHE> T4 AEEFL TZELY)

o HYR—IFENEITVF H—N

o SSHOZAT7UNPUTTY &) EEITIT U347k
e Amazon Web Services D7 H >k

e Cloud License 2>t rL—%(Amazon AMI)

F7otvXareO—)L YRk
Cisco Stealthwatch Cloud License IZIZRDHR—FARBETT,

957K T—Txk:

o TIONNGUR A4I(TEBDBFT I, FEIAVEN—FD IP TELAAN)
92K avteUrL—4:

o AUNTIURA43(T—V o TRy, FEATEEDBZFTIND)

o ALINHUR:22(SSH/IEE TVt RXA)
o TFHk/NHK:2055(FlowCollector WAt kL—AMNSNDT—2DEREIZFER)
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e TFb/NHK:8080(stamp-agent.sh RV TN I—CxobOTOEDI= T (2

=R)

TOERADOBE

Stealthwatch Cloud License DB ETA+LRATIE. ROFIBEZETITAINELBHYET ., =
NEDFIEIZDOWNTIE, COHARTELGRBALET,

1.

2.

Cloud License 1> RAVREB AT 3,

Cloud License aA>t > bL—3%/RET D,

AV REHRL AV A—ILT D,

959K I—xobEH—ERXR RAMN AV RAVRIZAVA—=ILT B,

Final Steps:7/RRAk ¥ IL—T&BML. REZHERT S,
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2

CLOUDLICENSE f Y R AR VADEA

Cloud License #8 A9 3IZ(X,. XDOFIEZETLET,

1. AWS OF7hookbzad /4L, [H—E X (Services)] FKAYTH Y AZa—hi
[EC2] #ZIRLFET,
2. ERIDFD [4 A= (IMAGES)] D TFIZH S [AMI(AMIS)] #01)vILET,

AMis
Bundle Tasks

3. ELEOROYTEDL YRS [FTZA4R—k 4 A— (Private Images)] #:#IRLET

Private images =

4. BHDO AM DF IRy I REFIZLT, [YEf (Launch)] REVESYVILET,

5. [MVRBVR B4 T Ds&EIR (Choose an Instance Type)] R—U T, /INT+—I U RE
HIZBELE=Y A XDF VIRV IREAVIZLT [ROFIE: AV RAE XD MO K
7 (Next: Configure Instance Details)] #2)vILET , YA TBEHIZDLNTIE,
ROEREZSELTIZSL,

a Compute optimized c4.large
HRIND REDREBF7FISATUAR
TI—Sxok | AWS AU RS —
A . TARY rYRT—4H
YZDA4F | CPUIATF *EY(GB) (GB) .
1000 c4.large 4 250 Mbps

© 2016 Cisco Systems, Inc. All Rights Reserved
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I
Clsco

#EEIID REORB7IS1472 A
G ';Wxsa,;;?j? CPUIF | AEY(GB) 7‘-;«(;;9 *‘:,ﬁ';;pga
2000 c4.xlarge 4 8 16 500 Mbps
4000 c4.2xlarge 8 16 32 1 Gbps
10,000 c4.4xlarge 16 32 64 2 Gbps
20,000 c4.8xlarge 32 64 64 4 Gbps

6. MWEBHAVRAVRERTE/INTGA—R%EERTEL. [FERE/ER (Review and Launch)] &%
Yy LET,

[MVRE R DL E 12— (Review Instance Launch)] R—UM\BHEET,
7. [EF%2)T4 JIL—T (Security Groups)] £9>3a> T, RAIZHB [EFalT4 JIIL—
T D #RE (Edit security groups)] U299 vHoLET,
[¥2T+ JIL—FDELTE (Configure Security Group)] XR—Uh\BEET,

8. [JL—ILM3EN(Add Rule)] RKEYFH Y YRNES)yHL, [HTTPS] BIRLET .

9. EFXaUTA TIL—TDI—ILDTIAHINTTIMNDUR TORREHTT 515,
UDP 2055 & TCP 8080 D7/ N\ UR JL—)LIEFFRETT,

10. [MEEE & 1ERL (Review and Launch)] BV &S wILET,

(MU REREBEDLE 21— (Review Instance Launch)] R—U\BEEET,

1. [¥ER (Launch)] &49)voLZET,

12. [BEFDF— RXT7EEIRT L. FLLF— RT7EERLET . (Select an existing
key pair or create a key pair)| # A 7Y hFAZEET, CCT. BIFEDF— R7%=FEA
THM. FLWOEF— RFEERLET,

13. F— RT7ZEERL. [1RE ADER (Launch Instance)] 91y ILE T,

[#ERAT—4A A (Launch Status)] R—UA\BEE T,

© 2016 Cisco Systems, Inc. All Rights Reserved
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14. AVRAR=ILENTZAVREVAD) o 9ED)IILET,

[42 2B ZDYERK (Launch Instance)] R—UABHEE T,

15. [E%BH (Description) ] R—C D TFERIZEHS/3T1)v%9 DNS IP FRLRED)vILET,

AVY—IVEENFEEFEY,

© 2016 Cisco Systems, Inc. All Rights Reserved
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CLouDLICENSEaA VY FL—E DERE

ZMDt4Y 3 TlE. Cloud License vt hb—3 AV REAV ANV AT LERY LT
VhEREERAC A (FQDN)ZFERAL T, ARFL T—U M (RPM A X =)L
T7AIVIZH LTYUREAHMLTSE Yo 0—RLET, Chiz&Y, hREL T—Jx Uk
M\ Cloud License Ot bL—3 AV R AV RIZFEEUF T NFET,

Cloud License At rL—ATROFBEMT T LTSI EFREZEL TS,

1. LRNZEIRLI=F— R7ZEFEHBALTLARIZ{ER L= Cloud License vt kL—4
[ZSSH ZERALTa Y1 LET,

bash-3.2$ ssh -i keypair.pem admin@swcconc.example.com

2. hostname A< KRZERALTIVEUFL—420 FQDN #5RELFE T, ChIZld AWS
TE|YYToHNT- FQDN F£f=IEHhRET A X Sh1-fiZiR o g7 FQDN 2 HETE% 9,

-bash-4.1$ sudo hostname swcconc.example.com
3. 1127.0.0.1147Ca>thL—%2®D FQDN % /etc/hosts Z7AILIZEMLET,
127.0.0.1 swcconc.example.com localhost -

4. RDITZEEMTHETE>TaArvtErL—42D FQDN %
/etc/sysconfig/network Z7AILIZEMLET,

HOSTNAME=swcconc.example.com
5. B 7. B4V LEELT.FQDN DEENZITANON=ZEEHRLET,

-bash-4.1$ hostname
swcconc.example.com

© 2016 Cisco Systems, Inc. All Rights Reserved

1"



nImin
CIsSCO . o . NN
Cloud License A 274F a2l —33> AR

979K Tz AVRM—IL RPM [TH LT U RER/MT B ROFIEEET
LET,

1. Cloud License At kL—4 SxjLizAT 4L, ROAXUREETLTHLL
H—/\ F—LAAEFERLET,

sudo /opt/swcconc/bin/gen-keypair.sh -d [public.DNS.name] -I

HROBIL. RDELYTY

-bash-4.1$ sudo /opt/swcconc/bin/gen-keypair.sh -d
swcconc.example.com -I
Generating new key pair for host swcconc.example.com

Created new keypairs
Hostname: swcconc.example.com

JKS keyfile: swcconc_example com.jks

P12 keyfile: swcconc_example com.pl2

Expires in : 1000 days from now

Key strength: 2048 bits

Passphrase: rdmyz8ff5yESDfyb

Thumbprint: £56664120cf21dc89£0188878c7557d575485ef4
SHA1l (P12): 2ccbb441eb50e7430£787840££30al164ce6d921d
SHA1 (JKS): ceeelb8792e032783a897£68810531e981130c0f

Changing SSL keypair served...

Setting SSL keypair to

/opt/swcconc/ssl keys/swcconc _example com.jks
Changing settings in Jetty's SSL config file
Restarting service swcconc

Stopping [done]

Starting [done]
The Jetty KeyStore has been installed and Jetty has been
restarted

~bash-4.1%

2. /opt/swcconc/bin/stamp-agent.sh AZYFrEEFTLT, AVt N —4H
[CEREIN-T—V D rpm 774 )LE sweagent.conf 77 JLICH LT %
L. #ro>O0—KLET ., .conf T7AILIE, rpm [ZEZAFEN-EDEFLCT, &
ADEEHEEZEDD=DICOAREINTOET,

12 © 2016 Cisco Systems, Inc. All Rights Reserved
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BROBIE. RDEEBYTT,

-bash-4.1$% sudo /opt/swcconc/bin/stamp-agent.sh
[SUCCESS] Files below are available for download!

/opt/swcconc/agent/1.0.0.490 swcconc.example.com swcagent.conf
/opt/swcconc/agent/swcagent-1.0.0.490 swcconc.example.com.rpm
-bash-4.1$

3. /opt/swcconc/agent TALOMNIDAREHRELET,

BROBIE. RDEBYTT,

-bash-4.1$ 1s /opt/swcconc/agent/
1.0.0.490 swcconc.example.com swcagent.conf

swcagent-1.0.0.490 swcconc.example.com.rpm
-bash-4.1$

FlowCollector [CT—4%iR I =Dt L —3DERTE

70—% FlowCollector E£7=I& UDP Director IZ3%{§9 A& 3IZ Cloud License at>k
L—AR%ERETHICIE. ROFIEEETLET .

1. Cloud License At kL—42 T FEDTF AN TF 4% (vi, nano. Emacs %&)
#FERALTRODI7AIVEREET,

sudo vi /opt/swcconc/swcconc.settings

2. FlowCollector(F7=I& UDP Director) D IP PRLRAZFERALTRDITEREL. fRE
LT7ZrarvklzEd,

HBROBIE. RDEELYTY,

IPFIX COLLECTOR HOST=<FlowCollector IP/FQDN>
IPFIX COLLECTOR PORT=<FlowCollector Port>

3. I7ANVERFELT. HLET,

© 2016 Cisco Systems, Inc. All Rights Reserved 13
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4. Cloud License vt L—3DSA VR AT —RAREHERT H1-0IZ.
/opt/swcconc/bin T4LIM)IZH S sweconc RO TREFFUHLET,

-bash-4.1$ sudo /opt/swcconc/bin/swcconc --describe-server
19:56:55.275 ZSERVER [main] INFO com.ziften.server.cli.Cli -
Cli started.Options: [--describe-server]

Showing server info

{

"serverHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0AD752B36CD3",
"licenses": [
{
"license": {
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0AD752B36CD3",
"feature": "ZFLOW_I PFIX_CONCENTRATOR" ,
"maxAllowedAgents": O,
"licenseSource": "nolLicenseAvailableSource"
b
"utilization": {

"limitExceeded": true,
"maxAllowedAgents": 0,
"connectedAgentsNumber": O,
"overLimitAgentCount": O,
"connectedAgentsGuids": []

]
}
-bash-4.1$

Cloud License At hL—RIZEHLESA U XD =8, "limitExceeded" D
[ElXTtrue JIZERE S, "maxAllowedAgents" DIEILI0JIZREShTLVET,

X :hostlD (FBERFICT T SATUADV) T ILESELTHEREINSXFITY,

5. Cloud License avt o h—4 H—ERZHBREEIFLET,

-bash-4.1$ sudo service swcconc restart

Stopping [done]
Starting [done]
-bash-4.1$

14 © 2016 Cisco Systems, Inc. All Rights Reserved
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AVE L3 SAEVADA VAR M—LE

fiERE

Cloud License >t b —2DS5A U RERMEGETBIZIE. ROFIEEZEFTLET,

1.

A4t RERGFT 57812 hitps://lancope.flexnetoperations.com (Lancope D%
VUA—RBELUVIMEIR £UE— [EEDISTIEALET . AT 12 XR—UHFHE
FY9,

AT A2 ID &/XRT—FEZETHT4—ILRICAAL, [BF 1> (Login)] 9wl
F9 ., HAR—LR—UNFHEFET,

hostID Z{# L T. Cloud License 2>t kL —42 8 QD EEKIZHELFIEIZHEL
FY9,

FAUA—RYMIT A TERLCloud License av U rL—E2D5A U AEERT 515
BlE. F0I)7IILEEICEAER TSN TLVS Cisco Stealthwatch Cloud 54+t X 74 )L
ERDOFTH I O—KRLTLESN, A TSAVTODIM U ABRERE TTHIZIE. ZOT74
JL% Cloud License a>to hL—RIZERHET AHELHYET .

4. AR —XYMZITHIEATESIEET Cloud License a>t N —42 SA U REHE

AT BICIE ROATRERITLET,

sudo /opt/swcconc/bin/swcconc —-lancope-fetch-license

HROAIE, RDEEYTT,

-bash-4.1$ sudo /opt/swcconc/bin/swcconc --lancope-fetch-
license

04:21:03.184 ZSERVER [main] INFO com.ziften.server.cli.Cli -
Cli started.Options: [--lancope-fetch-license]

Fetching Lancope license from licensing server
{

"licenseServerUrl":
"https://lancope.flexnetoperations.com/control/lncp/deviceservi
ces",

© 2016 Cisco Systems, Inc. All Rights Reserved
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"applianceHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-
1235C96A0B59",
"featureCount": 1,
"features": [
{
"name": "CloudLicenseAgents",

"agentCount": 10,

"issued": "2016-05-12 12:00:00+0000",
"startDate": "2015-11-03 12:00:00+0000",
"expiration": "2016-11-03 11:59:59+0000"

5. #7542 IBET Cloud License >t h—% SALUREBERATBIZIE. S
R I7AILESESHO—KL, X217 aF—IZ&-T .bin F7AILESSYR oty
I*l/—/)'”::lto—bf_g—o

bash-3.2$ scp —-i keypair.pem CLVE-EEC19E60-CADE-4BC5-AF6D-
OAD752B36CD3.bin admin@swcconc.example.com:~/.

Cloud License At hL—48 ST )L T, ROATUKREETLET,

sudo /opt/swcconc/bin/swcconc —-—lancope—-load-license <filepath>

HROHIE, RDEEYTT,

-bash-4.1$ sudo /opt/swcconc/bin/swcconc --lancope-load-license
~/CLVE-EEC19E60-CADE-4BC5-AF6D-0AD752B36CD3.bin

20:12:58.018 ZSERVER [main] INFO com.ziften.server.cli.Cli -
Cli started.Options: [--lancope-load-license, /home/admin/CLVE-
EEC19E60-CADE-4BC5-AF6D-0AD752B36CD3.bin]

Loading Lancope license from file /home/admin/CLVE-EEC19E60-
CADE-4BC5-AF6D-0AD752B36CD3.bin

{

"applianceHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-
OAD752B36CD3",
"featureCount": 1,
"features": |
{
"name": "CloudLicenseAgents",

"agentCount": 10,

"issued": "2016/05/19 12:00:00+0000",
"startDate": "2015-11-03 12:00:00+0000",
"expiration": "2016-11-03 11:59:59+0000"

]
}
-bash-4.1%

16 © 2016 Cisco Systems, Inc. All Rights Reserved
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6. XMDATUKFEFERALT Cloud License avthL—4 H—EREZHIZELET,

sudo service swcconc restart

HAFOTHLRDIATUFEEITLET,

sudo /opt/swcconc/bin/swcconc -—describe-server

X :Cloud License avthL—4 H—E XD #EAEA5E T 3B RiIIZ ~describe-server
OVURERITTHE. EHRENAEEIN-CEETRT Java BN BRRESNDIGENHYET,
F0HEIE LIESKLTHhLES—EHLTESLY,

“limitExceeded”: Falsel&EWWDAYt—U8FR[SNAI—U TV MOEMMER
RENEd,

HEROBIL. RDELYTY

-bash-4.1$ sudo /opt/swcconc/bin/swcconc --describe-server
18:26:22.610 ZSERVER [main] INFO com.ziften.server.cli.Cli -
Cli started.Options: [--describe-server]
Showing server info
{
"serverHostId": " CLVE-EECl19E60-CADE-4BC5-AF6D-0AD752B36CD3",
"licenses": [
{
"license": {
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-22000B480702",
"feature": "ZFLOW IPFIX CONCENTRATOR",
"maxAllowedAgents": 10,
"licenseSource": "flexnetTrustedStoragelLicenseSource"
}y
"utilization": {
"limitExceeded": false,
"maxAllowedAgents": 10,
"connectedAgentsNumber": O,
"overLimitAgentCount": O,
"connectedAgentsGuids": []

-bash-4.1$

© 2016 Cisco Systems, Inc. All Rights Reserved
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HB—EXRAFASAVRBIDRADITHEF
I—Vxz MDA R =)L

959K I—xbEADUA—RLTH—EXR FRRAM AV RFVRITAVRM—)LT BIZIE,
ROFIEERITLET .

1. %27 aE—(scp) C&>TarvteohL—aMLRAMII—Vz o EaE—LE T,

BROFIE. RDEEYTT,

bash-3.2$ scp —i keypair.pem
admin@swcconc.example.com: /opt/swcconc/agent/* .
swcagent-1.0.0.490 swcconc.example.com.rpm 100%
bash-3.2$

2. Y—ERXR KA AVREVAT, ROARVKEEFTLTTI— MMV AM—ILL
*9,

RedHat/CentOS DiZE:

-bash-4.1$ sudo rpm -ivh swcagent-
1.0.0.490_ swcconc.example.com.rpm

Preparing... AR
[100%]

Updating / installing...

l:swcagent-1.0.0-490 HHtdaH S haAAHHE4H4H4
[100%]
-bash-4.18%

3. EB)I—CxUhDAVAM—ILATET LIz6, ROARFZERTLT, VATLD
BRI —EXNEHTHLIITHKELFET,

SysV RA—ZADY AT LDEE :

-bash-4.1$ sudo chkconfig —-add swcagent

18 © 2016 Cisco Systems, Inc. All Rights Reserved
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systemd R—XDL AT LDIGE:

-bash-4.1$ sudo systemctl enable swcagent.service
-bash-4.1$ sudo systemctl daemon-reload

4., T—Tx b H—ERFREETHHIC. ROIATURERITLES,

SysV R—XDI AT LDIGE :
-bash-4.1$ sudo service swcagent start
systemd R—XDL AT LDIGE:
-bash-4.1$ sudo systemctl start swcagent.service

5. I—UxV M AVRAVREOAV UL —EDBEDEGEERT D=0, curl £=1%
wget ZE AL THEHZ®ERLE I, 1401 Unauthorized | ELVS HTTP Ayt—U MK
RehET,

-bash-4.1$ curl -k "https://swcconc.example.com"

<html>

<head>

<meta http-equiv="Content-Type" content="text/html;
charset=UTF-8"/>

<title>Error 401 Unauthorized</title>

</head>

<body><h2>HTTP ERROR 401</h2>

<p>Problem accessing /.Reason:

<pre> Unauthorized</pre></p><hr><i><small>Powered by
Jetty://</small></i><hr/>

</body>

</html>
-bash-4.1%

6. 70— T—4AH Cloud License Avt 2 hL—RIZEESNTWNAIEEZHRT 510
[Z. tcpdump AV AM—ILTEET,

-bash-4.1$ sudo yum install tcpdump

F IV b AURAVREAV VL —EDREIDEIE L. HTTPS (tcp/443) =L TiTH
nxEd,

© 2016 Cisco Systems, Inc. All Rights Reserved
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7. 939K =V b AVRBVANORDAREERTLT, v L—RITEE
SNBIEFILEINT= HTTPS(443/tcp) b5 74 v0ERRLET,

sudo tcpdump -i ethO0 port 443

FAREGBADOSZEE. ChoDFBFIEZEETOE P3=25 Fi& (Puppet. Chef,

Ansible, Elastic Beanstalk &) (A AL HELAHYET .

© 2016 Cisco Systems, Inc. All Rights Reserved
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=HRFIR

TOtADERDFIETIE, KRR TIL—TZERL, REEHERLES,

RAM T I—T DR

RIETSAR—k HS59K(VPC) DTS5AR—k IP PRLRAZELTHRAN T I —TZ2ERLET .
RAR TIL—TH#ERTBIZIE. ROFIEEETLET,

1. SMC 95472 b A23—TJxA AT, [f£% (Enterprise)] R— YI)— A=a—h\b
[RERHRZ (Inside Hosts)] 74 LA E9)voLET,

2. [RERRAR K (Inside Hosts)] 1A~ 4 IL—FEH S w4L. [EXTE (Configuration)] >
[RRk 5" )L—F DB (Add Host Group)] DIBIZEIRLET,

.5 Enterprise
SHC

[ f SMC (Primary)
----- Sj SMC Failover (Secondary)
= e ber
(== P!B Host Groups
ER MY vsice Fogg
EP catc @8 Host Group Dashboard
-- %P By Fu Top 3
- AP By Lo
5%5 ™ Status ¥
- €, Outside H Security >
""" % bgd Bogo Hosts >
----- Iy ot Comr ;
_____ 'CP‘! £ Tor Traffic >
B (G Netwark Dev Reports *
U.j WM Servers Flows »
[t ﬂ,g Maps - - -
- 5 FlowCollector Configuratien * | [£] Host Group Properties
[ [ Identity Serv Expand All Ctrl+Shift+E
External Dew .
o Py L}dev Collapse All Ctrl+Shift+C | [ Host Policy Manager...
Refresh Tree Add Host Group...
i Edit Host Groups...
Host Locking Configuration...
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[RRK JIL—TF 03BN (Add Host Group)] #4705 B\ BRZEET,

1= Add Host Group ‘ 28 ‘
Host Group
d:
Name:
Parent: | ) Top-Level Host Group
0 Qutside Hosts Browse...
Ranges
Import Ranges...
Advanced Policy Options
Enable baselining for Hosts in this Group: =
Disable CI Events using excluded services:
Disable flood alarms and CI Events when a Host in this Group is the target: ||
Trap Hosts that scan unused addresses in this Group: (]

3. [4&FI1(Name)] Z4—ILRIZ, BI0F BHRRE 5 IL—T D &1 (] : Partners) Z A 1L
EXI®

4. [#(Parent)] Z4—ILET, HILWKRRL T IL—TDHEV)vILES (T I+ IE
LLGELMEE) .

5. [#:F (Ranges)] 74—ILRIZ. BEL IP PRLADEHEEANLET . COKRRAN S
IL—TDIP FRLADREENTWSERED I7MILEHLEE L. [EEHE AV R—k
(Import Ranges)] 2"y L%Ed,

6. [FE#R1)S— AT 3> (Advanced Policy Options)] £43a> T, #HLLVKRR L &
W—TIBRT B4 T avw 0)vILET,

7. [OK] &9y 9LT [{RRk FIL—TF DB (Add Host Group)] #4705 #FLCE
T, [1B % (Enterprise) ] R—2 W) — AZa—HBEMICEHFIN., FHILLVKRAN S
W—THEENET,
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BREDRESR
ZDtH 3> Tl&. Stealthwatch Cloud License D& E MR T HAEIZDLNTEHBALET,

AU —ATROATIRERITLT, H—ER AV REVRADS HTTPS #ALTT—4
ERIELTVAILEHRALET,

sudo yum install tcpdump
DOVT, ROATFEEFTLET,
sudo tcpdump -i ethO port 443

Ff=. AVt —EATROATUREEITLT, F571 995" FlowCollector (F7=I& UDP
Director) IZEE SN TWNA I EZRERLET,

sudo tcpdump -i eth0 -n dst host <FlowCollector IP>
959K T—Ux T, AWS A5 NetFlow ZZEL TSI EFREELET .
IR

sudo yum install curl

RD curl ARUREETLT. 2D 11MB D774 )LEF 2 A—K (/devinull ~N)LET,

curl http://speedtest.wdcO0l.softlayer.com/downloads/testl0.zip
>/dev/null

Inbound (+) and Outbound (-)
350k:

300k
250k 4
i ]
2 200k 4
2 ]
v 150k 4
£ ]
© 100k 4
= ]
50k-:
o}
50k - . ; u
18:00 19:00 20:00
[ HTTP (unclassified) [ HTTPS (unclassified)
[ NetFlow/sFlow [ DNS (unclassified)
] SSH/SCP (unclassified) ] NTP (unclassified)
[ Undefined UDP

© 2016 Cisco Systems, Inc. All Rights Reserved

23



nImin
CIsSCO . o . N
Cloud License Av74Falb—3i3> Ak

Top Conversations - 2 records

+ | % of Bytes ¥ | Host = |Host R...¥ | Peer s | Port % ]Byt...¢ |

1 100% N 10.151.1.11 Client  speedtest.wdcO1l.softlayer.com 80/tcp 11.4M
(208.43.102.250) (http)

100% 1 Total (1) Client Total (1) Total (1)  11.4M

FSTNa—T4o T DI=HDIT—2x b GUID DRER
Y—ER /—RIZAVRR—)LENTWSEZZIZLS GUID DHEAIZFERT HICIE. ROF
IEZETLET .
1. BB®DO/—FIZSSH TAYAULET,
2. ROFIDEIIZ, /var/local/swcagent/agentguid DAHRBFRANET,
-bash-4.1$ echo $(cat /var/local/swcagent/agentguid)

{15FB0832-5112-435E-B87A-5F7E030DA371}
-bash-4.1$

FIRKBRELGEADGAX. BEICIGCT, SNEE=R)2T AD=XLITEMT 2HELNH
UFEd, =&AL, Puppet ZERT 558 1&. BBEI7VM% Facter ITEBMLET,

SMC 9S5ATF U AV B3—D A ATHIO—DHER
FlowCollector [Tk TIA—MNZESN TR LFHERTBHIZIE. RO FIEFEFTLET,

1. SMC 9547 A 3—Jx(RIZAT AV LET,
2. [f% (Enterprise)] *Y')—T. Cloud License 7O—fIZ$§7E L 1= FlowCollector #:&
RU. [RT—R A (Status)] #BRLET .
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Cloud License A 74F¥al—ay A4A4K

I
Clsco

Inteface Current NetFlow Average NetFlow
Count Trattic (bps) Traffic (bos) Tradfic (bps) Rate (1ps) Flons
MP-FC-0-155: 45 1914 2044 9.2mM 207 28.96M

Maimum NetFlow verage Flow Total

Flow Rate (fps)

06:20 5 0700 0710 07 " ‘ 0300 0810 08:X0 0830 0840 08:50 0900 0910 090 030

o FlowsSensor MetFlow v9 109 4622 4 0% ]| 0%C— NiA
S| [ Powersor | I I I T T WA
! FlowSensor L1 we— | 1. — | N
' w6 | Bpoter | hefww | 29| 8956 1 £ — 0% Nok confiqured
! uz-ﬂ-lbiﬁlinx}mu!-l Exporter L1, — | [ s | Not eonfigured
1135.21)
(I | eoute | I I I == == T
i 512 Exparter 3 0% | 0% Mot configured
[ wis2 | osmash | Wl | ) L T T WA
v 101 ASA | MeFowsd | 9 521k [ | 17— nin
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&%

Ay —2 A 7Y L—K 7a+X

CCTIE. B arvE rL—EnnH LAV UL — A EI—U T U MBEEHBLEND
HFLWOAMI ZFERALTIV VN —4%F 7 YT L— RT3 A 54 BEICHBELES , IR,
It RL—EDE))—RRAIZEHLL AMI AMERENTWNVET , COTAERATIE, L3
R —AED LS| ERNTHIFTIDELAH LI EDICDONTEHLSEGRBALET £z, 2D
TOERIE, T—Ux MO bL—4% LR 126HIZIRE T Route53 DNS FfzI&
Elastic IP BMERASNTWSIEFFHRELTVET , ChodELLELENMESE,. Z0TOEX
(FHEEE T, 7Y T T L—F TR FiLL av e L—ahnEfEn D, LT
SN2 ETYoad R ELRHBYET,

AR

LTOHRBE. ROZEZRHRELTVET,

o BHFEMIVEURL—AEM, KBINT= AMI ZFEHLT Amazon AWS 24X +—)L
SINTLVS,

o BIFEDIVEVN—ALT RREEINT p12 7ML FREENBERIZE>TERE
iz .p12 774 ILIZ&DT gen-keypair.sh R TEHNEITSNTEY., FD p12 A
/ opt / swcconc / ssl keys IZHFEHET S,

o I—TxUhHY, Route53 DNS [Z&->THERAIRELRRR M F [ Elastic IP h 5 E|
YETENT= IP PRLRIZKY., RIDRHR TR 7z .p12 DH LTI REFERAL T,
BEFEDaV R L—4F ED stamp-agent.sh MHERSNTLVS,

o TAEUAM, --lancope-fetch-license #9O—K AT a a2 EHALTHRE
DAVE—RITEMEIN TS, AU —2ICEE7YTA—FSh, --
lancope-load-license A7 avEFERALTEMINTINS,

o IOEUFL—AM, UDP JO—ZFaLVARIERETAEIIHZESNTLNS,

o I—Tx hM avtUhL—RIZTILENTz LTI IMEN Tz rpm FET
LTHEY. T—2%LER—rL TS,

TRERDHI

FIEFI TEAT HEHRE. RORITRLET . BEDRRDEZ. FIRFISRSATNS T«
LOT47ELVAT R TEEHMAE TRAL TS,

syl RIS ZEiL BE. I—2 1 DN 749 9ERELTIO—FaL V2R
L—4 LTWWBdartohb—4, Thld, BELKLSELTWAaV VR
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I
CIsCO

FLivartok
L—4%

BHFEOaV U
L—3®D AWS 1>
X&22X 1D

#FHLhvartok
L—2®M AWS 17>~
XE2X 1D

FLivaz ok
L—3D/NT )y
DNS

BYETEAD
Elastic IP

FlowCollector @ IP

FlowCollector @
R—k

AWS T+ —

syl AT
L—2® 777X 1D

#FHLhartok
L—42D 7/v7X 1D

AMI D 7Y L—KF|E

B

i-de4c0d58

i-81470507

ec2-54-172-250-
45.compute-
1.amazonaws.com

52.206.4.227

52.200.4.202

4739

example.pem

CLVE-EEC19EG60-
CADE-4BC5-AF6D-
0AB936671551

CLVE-EEC19E60-
CADE-4BC5-AF6D-
0A685706A535

I/—’)"'C“ﬂ'o

BEFEOI U —42ERRT S, B SN zO—FEEDa +
UhL—4&, Chid, BEOIV U —42ERILI—CT 0k RS

J4v9%EZF AN, JO0—2[ECALIRIERET D ESICHTES

hFEJ,

BFEOI UL —EM Amazon 412 RAF X D,

gL a2 b—42M Amazon 12 RAE2 X D,

FLvartEoh—42m/3TJ1) w9 DNS,

ZOBITERFEOIV VN —RIZE->THEASNTEY. #FHLva
Ut L—ARIZEIY B THFHET Amazon Elastic IP 7L X,

ZDHID FlowCollector M IP 7RL R, ADI 2 NL—3
M, IJO—FERE T S5-I ERRTEDINELHYET,

Z D 1IT FlowCollector 70— FS570v5% )y R BR—k,

FTRTDAVRBVAEENT- Amazon 1V REVRIZTHERT
BlE=HIZFERAINEF—, mADIV U FL—4(Z admin 1—
HELTSSHTRY AL, 7ML EEF 17 aE—T B1=0IC
FRINET,

BEDI R —EDT /3L X ID &L T Flexnet Operations
[CEH>THEASNEGVITILES.,

LWLV L—2DT /34 R ID LT Flexnet Operations
[C&>THEAINDIITILES,

UTOFIETIE, T—xo b oo b —2IZE T 2EREBRT DHEDHIETRT 1=
&I1Z Elastic IP ZEHALET . E|Y L THEHAD Elastic IP HEEFENIEUL—ED AWS
AVRE2 R D IZBEER TN TEY . £0D Elastic IP A gen- keypair.sh X9 TRZES
NBRARE (-d 7T a) ELTHERASNTLVET , AWS O Elastic IP DFFH#IZDULNTIE,
CHELDREXAAVESBLTIEEL, COH AR TIX, AWS O Elastic IP DEIY LK TIZDOL

TIEFHRBALFE A,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html?icmpid=docs_ec2_console

nImin
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1. BEFEOaV AL —2IZO5 4Lz, --describe-server AYUREETTH
ElIZ&Y LTSN T —O o MLAR—RLTEY  BFEOa VR
L—3DTNARID #ZBELTWNBEEERTEET,

-bash-4.1$%$ sudo /opt/swcconc/bin/swcconc --describe-server
20:33:36.776 ZSERVER [main] INFO com.ziften.server.cli.Cli - Cli
started.Options: [--describe-server]
Showing server info
{
"serverHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0AB936671551",
"licenses": [

"license": {
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0AB936671551",
"feature": "ZFLOW_IPFIX_CONCENTRATOR",
"maxAllowedAgents": 50,
"licenseSource": "flexnetTrustedStoragelLicenseSource”

3
"utilization":

"limitExceeded": false,

"maxAllowedAgents"”: 50,

"connectedAgentsNumber": 26,

"overLimitAgentCount": O,

"connectedAgentsGuids":

"{18452185-4AB7-4418-BC43-E3C3B8FEE6F2}"
"{0242282F-3134-11E5-8796-0021CCCDOCB6}"

"{88524BF3-A5A9-11E5-825F-78DDO8C2B587}"
"{028434DE-3243-11E5-9390-60D819B073C2}"
"{02F093F4-352A-11E5-B49F-5C514F796ACA}"
"{9CB50BFA-A9AE-11E5-8260-3402867A79C4}"
"{03497CA3-3460-11E5-B42F-28D24477FE3A}"
"{93A58D60-3244-11E5-8363-28D2443C25EF }"
"{2995AA3A-3462-11E5-A758-E4D53DD6C8F3}"
"{D5B3AFB2-A@3A-11E5-825F-DC53600B1CCD}"
"{040735CD-345B-11E5-8537-28D2447D3918}"
"{061DDDE4-345C-11E5-A2B1-3C970E8965CB}"
"{26610E7C-A8B6-11E5-825F-C417FEF4E667}"
"{087DD36E-324D-11E5-828D-CC3D8252545D}"
"{08C07C19-3460-11E5-B620-F4B7E2E88FBF}"

"{2F47A685-1177-11E6-9D74-7CE9D3DFC979}"
"{900CBF24-A886-11E5-8260-28B2BD76AA29}"
"{A6457C8A-5C97-11E5-8266-3CA82ADE3958}"
"{0AB466C7-3243-11E5-8743-F4B7E2E669A2}"
"{EE273CAC-0562-11E6-8264-A434D9EBEOB9 }"
"{131D114B-3242-11E5-A3C1-00247EGDD5C3}"
"{0D3852FC-944D-11E5-8260-40F02F040877}"
"{eDC47012-3273-11E5-A1D2-7CE9D3E30548}"
"{AE6E61BB-345E-11E5-8247-28D24402522F}"
"{115BF95F-32EA-11E5-84A4-0021CCCDOCO8}"
"{0C4591F7-3472-11E5-A1F5-2016D8D864E4}"
]
}
}
]

}
-bash-4.1%
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2. AVt —4 H—ERFEFILLET,

o I—TIUMIE AvtE—CHEIEABIENTELRLYET , TIAHILLNTIH, T—
UM 7 BEIFERIX 125,000 DAYE—C DNy IOTERFLET, K AY
=TI EROTO—FELENTE, RRY A XL 1472 181+ TT,

o I—TxU NI . aVEIMN—EAD HTTPS EfFEICKKT DL, TIAILLNTIES
SEFHLTERTLES,

o EHEAFLLIVEUIL—FIZETINSFNIAYVE—DNVTNODLEMEZE
BZ25E I—UxUME AvtE—Y Fa—ARADRIEVAVE—DFBELET,

-bash-4.1% sudo service swcconc stop

Stopping [done]
-bash-4.1%

AVt RL—3®D /opt/swecone/swecone.settings 274 ILTIL,
FlowCollector THR#IZIELRENT-FFRAT 2 DOREMNMEESNE T, oD
EFFLWNA UM —RIERE T DREAHYET . iKY FLL 3=V
L—4TH, 70— RICALVRIERESNE T IO DFREIEERICITEEDA
ETT—hATTEETH., ZOHITIE,. TNODREEZT7AILDG grep BHREL. £
NOEHRTHERATESELSIC txt T7AIVIZEEAHFT,

3. EDKILAXEFERTHEETH. ThobFHLivar e f—4TRESh, 3
ShADERBYEST, T, .t T7AILOARICHLT cat av U REFEHALTE
EZ=HEZELET,

-bash-4.1$% sudo grep 'IPFIX _COLLECTOR' /opt/swcconc/swcconc.settings >
~/flowCollectorSettings.txt

-bash-4.1% cat ~/flowCollectorSettings.txt
IPFIX_COLLECTOR_HOST=52.200.4.202
IPFIX_COLLECTOR_PORT=4739

-bash-4.1$%

4. ssl_keys TsLUK)& agent TALUR)D p12 KU .txt & admin DR—L T4
LoR)IzaE—LES .
P12 (X, av =B E2TCI—D RN E=OIZERESNET , D pl12
. FLWavE b —RZ&S T BBFEDI—U M EREETES Java ¥—ALT
ZEMTAOITFERSNET  agent TALIVRIIZIE. 2OV —E2D, YL
TRt ImENTz rpm 7 AL E BER TSz .conf 7ML (Z—D Uk
1.0.0.490 LI MEFENTUVET, CholE RV EICHELIBEICHATT —HA
TENFET,
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5. %TLkd, admin Dh—L FALIMN OREEHRBLET .

-bash-4.1% sudo cp -v /opt/swcconc/ssl_keys/52 206 _4 227.pl2
/opt/swcconc/ssl_keys/52_206_4 227.txt ~

" /opt/swcconc/ssl_keys/52_206_4 227.pl2' ->

" /home/admin/52_206_4 227.p12'

" /opt/swcconc/ssl_keys/52 206 4 227.txt' ->
*/home/admin/52_206_ 4 227.txt'

-bash-4.1% sudo cp -v /opt/swcconc/agent/* ~
*/opt/swcconc/agent/1.0.0.490 52.206.4.227 swcagent.conf' ->
“/home/admin/1.0.0.490 52.206.4.227 swcagent.conf'

" /opt/swcconc/agent/swcagent-1.0.0.490_52.206.4.227.rpm' ->
*/home/admin/swcagent-1.0.0.490_52.206.4.227.rpm’

-bash-4.1% 11 ~

total 1620

-rw-r--r--.1 root root 4450 Jul 13 22:11
1.0.0.490_52.206.4.227_swcagent.conf

-rw-r--r--.1 root root 2592 Jul 13 22:10 52 _206_4_ 227.pl2
-rw-r--r--.1 root root 305 Jul 13 22:10 52 _206_4 227.txt
-rw-rw-r--.1 admin admin 82 Jul 13 20:47 flowCollectorSettings.txt

-rw-r--r--.1 root root 1633741 Jul 13 22:11 swcagent-
1.0.0.490_52.206.4.227.rpm
-bash-4.1%

6. LWLV —RIZERET B=-OITDBELRIFAINET—NA4ITLET ., COHFIT
(%. tar Aa<vFEERALET, 1=, FlowCollector R EZBRHIBIETESLSIZ. F
g 3 THERLT= txt D7 AINET—HATLET £l END tar T7AJLIE admin D
R—L TALOMNIIZRESNET,

-bash-4.1% tar -czvf ~/i-de4c@d58 archive.tar.gz
1.0.0.490_52.206.4.227_swcagent.conf 52_206_4 227.* swcagent-
1.0.0.490_52.206.4.227.rpm flowCollectorSettings.txt
1.0.0.490_52.206.4.227_swcagent.conf

52_206_4_227.pl12

52_206_4_227.txt
swcagent-1.0.0.490_52.206.4.227.rpm
flowCollectorSettings.txt
-bash-4.1%

7. tar 7—h4AT T4 )LEO—HIL SRTFLIZEH>O—KLET,

joes-mbp:~ Joe$ scp -i ~/.ssh/example.pem admin@52.206.4.227:~/1i-
de4cod58_archive.tar.gz ~/Desktop

i-de4c0d58_ archive.tar.gz 100% 1575KB  1.5MB/s ©00:00
joes-mbp:~ Joe$
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AWS THLWAV UM —R AV RBVREERT BICIE ROFIREEITLET,

1. AWS M7 H T, Updated Concentrator AMI Z{E AL THLLVA 2 REU R
4 LET, Stealthwatch Cloud License AMI WAV RAV REER T 515
Bl BEORX 1AV T—avITRENTVAFIBIZHE>TEELY,

2. EFENBAFHLLAVEINL—EDAVREVR D E/8T1) 949 DNS #EZZF8B
THEFET,

o ZOFITIE. EFRESNBFHLLVI UL —FD AWS A1V RFV X ID &
i-81470507 TY,

o ZOBATIX. HILLMURHL R T gen-keypair.sh E1=I% stamp-agent.sh
FFEALEL T,

o ZOEFRTIE, ALYAZEIELTRT KOITEHELLZELTIZELY,

AVARBVREH|[TAV A RIELET . cOBITIE ARV RIZIE, BBFEOaVEUR
L—A2ELRCHZELX—DIexample.pem 1 ZERALT7 7 EATEET,

AWS THLWAV UM —R AV ARV RZERET BITIE. ROFIREEITLET .

1. tar 7 I)LEE—L=A—H)L SR T LT, tar Z7/I)LEHLL VAV —EIC
7v7O—KL%ET, Elastic IP PFLRIZFEEHLLV VUM —ZICBEESF [THN
TWEL=8, HILLavtE b —2IZEZET BICIE/8T1)v- DNS 2FERALET,

joes-mbp:~ Joe$ scp -i ~/.ssh/example.pem ~/Desktop/i-
ded4cod58_archive.tar.gz admin@ec2-54-172-250-45.compute-
1.amazonaws.com:~

i-de4c0d58_ archive.tar.gz 100% 1575KB  1.5MB/s
00:00

joes-mbp:~ Joe$

2. /\T1)v%- DNS & SSH f## F— (example.pem) AL THLL VA UL —4IZ
admin 1—#&LT SSH TRV AULET,

3. LWL AL —RIZTT—AATNIE—SN TSI LERERLET,

-bash-4.1% 11

total 1576

-rw-r--r--.1 admin admin 1613043 Jul 13 22:06 i-de4c@d58_ archive.tar.gz
-bash-4.1%

© 2016 Cisco Systems, Inc. All Rights Reserved



nImin
CIsSCO . o . o e
Cloud License A 274F a2l —33> AR

4. T—hAT=EMERLET , H hEHEZELET . flowCollectorSettings.txt BEFENT
WAIERIE. ROFIETERT A=HI. EORBITHL T cat Aav U FEFERALET .

-bash-4.1% tar -xvf i-de4c@d58_archive.tar.gz
1.0.0.490_52.206.4.227_swcagent.conf

52 _206_4_227.pl2

52_206_4_227.txt
swcagent-1.0.0.490_52.206.4.227.rpm
flowCollectorSettings.txt

-bash-4.1% cat flowCollectorSettings.txt
IPFIX_COLLECTOR_HOST=52.200.4.202
IPFIX_COLLECTOR_PORT=4739

-bash-4.1%

5. sudo FL Iy REFEALT Vim GBEDTHRAN TT4RT
/opt/swccone/sweconc.settings 77 ILERE, IPFIX COLLECTOR HOST &%
E & IPFIX_COLLECTOR_PORT X EZ#msEL T, #MAJ % FlowCollector MEXEIZL
F9,

BEMATUIAAEIATINS THED # HVEIBREINTINS) ZEEHRBLET,

b. HERIZTIFAINERELET . REIT7MIILDBREZENIZT BIZIE swecone
Y—ERZHEHNTILELHYETH. ROFIET gen-keypair.sh X9 T+
[C&->THRBEINSZET, CNARTEINET,

6. 9 TIZ admin DR—L TALIMIZREFESNTWS, 7T—hHAT SNtz p12 L BT
DAL —E2D ss|_keys TALIN)WDT—AA4TENTz txt T7AILIZHD.
ZHICBEEM T ENTz/ SRT—REEHL T, gen-keypair.sh Y1) T+E#EFTLE
T, -d RAMGA T3V ERL Elastic IP PRUARZEFEALET . -h AT a3z &4)
[CEFTFLTALT Ao —LERAEERTT HIENTEET,

-bash-4.1% grep 'Passphrase' ~/52_206_4 227.txt
Passphrase: H16pwmMsLoQvAcCLM

-bash-4.1$% sudo /opt/swcconc/bin/gen-keypair.sh -d 52.206.4.227 -k
/home/admin/52_206_4 227.pl2 -p 'H16pwmMsLoQvAcLM' -I

Converting supplied keystore...

Entry for alias 52.206.4.227 successfully imported.

Import command completed: 1 entries successfully imported, © entries
failed or cancelled

“/home/admin/52_206_4 227.pl1l2"' ->

" /opt/swcconc/ssl_keys/52 206 _4 227.pl2’

“/home/admin/52_206_4 227.jks"' ->

" /opt/swcconc/ssl_keys/52_206_4 227.jks’

*/opt/swcconc/ssl_keys/52 206 _4 227.jks' ->
*/opt/swcconc/jetty/etc/keys/52_206_4_ 227.7jks’

Created new keypairs

Hostname: 52.206.4.227

JKS keyfile: 52 206_4 227.jks
P12 keyfile: 52_206_4 227.pl2
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Expires on : Tue Apr 09 ©3:51:30 UTC 2019
Passphrase: H16pwmMsLoQvACLM
Thumbprint: dc936dbb9d7c5b8616fOba78b7955c2c25d4cf99

SHA1 (P12): 4bffedcalleSbfc49a022180e795777F5elc22ec
SHA1 (JKS): 07df4dfb241533b0c038dal7390f427c6bab5125

Changing SSL keypair served...

Setting SSL keypair to /opt/swcconc/ssl_keys/52 206_4 227.7jks
Changing settings in Jetty's SSL config file

Restarting service swcconc

Stopping [done]

Starting [done]
The Jetty KeyStore has been installed and Jetty has been restarted
-bash-4.1%

7. Jetty DHEIENTETITEIET2 ~ 3 NFLET, TDE. -—describe-server O
TUREEFLTHLL AV BN —E2DT/NAR ID ZERELET .

-bash-4.1$% sudo /opt/swcconc/bin/swcconc --describe-server
22:54:08.581 ZSERVER [main] INFO com.ziften.server.cli.Cli - Cli
started.Options: [--describe-server]
Showing server info
{
"serverHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"licenses": [

"license":
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"feature": "ZFLOW_IPFIX_CONCENTRATOR",
"maxAllowedAgents": 0,
"licenseSource": "nolLicenseAvailableSource"

B

"utilization": {
"limitExceeded": true,
"maxAllowedAgents": 0,
"connectedAgentsNumber": 0,
"overLimitAgentCount"”: O,
"connectedAgentsGuids": []

}

}
]

}
-bash-4.1%

8. RDEH 3> D=MHIZ serverHostld(T/AA R ID)EEZBHTHEET,
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Flexnet TEFHLW VAV UL —2%FF 5T HICIEX. ROFIEEFEITLET,

1.

2.
3.

Flexnet Operations M3 /—)LIZA%5 AL, [Z4 > X (Licensing)] = [7 547
V AM% % (Register Appliances)] DIEITEIRL T, FILLWT/NA X ID &8 LFET,
BFEDIEINL—AD I TIVEEEI )V ILET  BEED—BHRTINET,
[HBEDHIIER (Remove Features)] 2R T. [HIBR I 5% (Quantity to Remove)]
RYVRIZHIBRT HHEBEDHE A S, [HEEDHIBR (Remove Features)] K22 %9
)L THIBRLET

BEOIV N —AOMEEDEEICEAD T, [t ADF Hra—k
(Download License)] Z:&IRLET , CNIZKY. TNEDTM 2 ABERBFH DHEEE
ZEMDSA o RABEADT=HIERATEDRIIHYET,

CZIT [RA 7TZ4T7 R (My Appliances)] ITRY., HFiLL var o bL—2DF /N
AR ID ZERLET,

[#EBEDE NN (Add Features)] U2 9% 01)vo LT, BN 5% (Qty to Add)] Rvo
AIZIBINT ZHEEDEEASL. [HEEDEN (Add Features)] 4y oL THFHLLT
DBV —EDBREICSA U REBERALEY,

FAEVRIE FAEVRDR—=U oA orO0—REndh, Ao —42(2&>T
TILENBET, [EEESNTLVEL (not generated) ] ERTRENFET,

HLWSA U REH LWV AN —2EBEERMTBIZIE. ROFIEFEITLET,

1.

BFEDORF1AT—2avITRENTOBDFIEIZHK T, FHITY oA—FLIz54
toREFHLWOVAVEURL—E(Z 7y TA—KTEH, AVt N —RIZS( BV RE
Flexnet Operations MSEETILSEET,

o W .SAEVAMBEMEIZHLLNIAVELML—FT swecone H—ERZEiE
B (sudo service swcconc restart) L TLIEELY,

o ZMHITIL, --1ancope-fetch-license ARZFFERALTH LIV IV AL—4F
S4BV RETILEEET,

o ZOHINI. ALV ADBMBAIIAEVANFEELIGENILEERT=HD -
describe-server AXVREEFENTWVET,

-bash-4.1$% sudo /opt/swcconc/bin/swcconc --describe-server
22:01:06.767 ZSERVER [main] INFO com.ziften.server.cli.Cli - Cli
started.Options: [--describe-server]

Showing server info

{
"serverHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
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"licenses": [

"license":
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"feature": "ZFLOW_IPFIX_CONCENTRATOR",
"maxAllowedAgents": 0,
"licenseSource": "nolLicenseAvailableSource"

B

"utilization": {
"limitExceeded": true,
"maxAllowedAgents": 0,
"connectedAgentsNumber": 0,
"overLimitAgentCount": O,
"connectedAgentsGuids": []

}
}
]

-bash-4.1$% sudo /opt/swcconc/bin/swcconc --lancope-fetch-license
22:01:52.348 ZSERVER [main] INFO com.ziften.server.cli.Cli - Cli
started.Options: [--lancope-fetch-license]

Fetching Lancope license from licensing server

"licenseServerUrl":
"https://lancope.flexnetoperations.com/control/1lncp/deviceservices”,
"applianceHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"featureCount": 1,

"features": [

{
"name": "CloudLicenseAgents",
"agentCount": 50,
"issued": "2016/07/15 12:00:00+0000",
"startDate": "2015-11-03 12:00:00+0000",
"expiration": "2016-11-03 11:59:59+0000"
}
]
}
-bash-4.1%

2. Flexnet Operations DY/ MMIRY . FHLL a2 L—2DT/AA X ID IZRIZ5A
EURANERSW TSI LERRETEET,

3. £5—JE --describe-server IZ&2TSAM U ROBEEH#EZRLET,

-bash-4.1$% sudo /opt/swcconc/bin/swcconc --describe-server
22:04:34.595 ZSERVER [main] INFO com.ziften.server.cli.Cli - Cli
started.Options: [--describe-server]

Showing server info

{
"serverHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",

"licenses": [
"license": {

"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"feature": "ZFLOW_IPFIX_CONCENTRATOR",
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"maxAllowedAgents"”: 50,
"licenseSource": "flexnetTrustedStoragelLicenseSource"

¥

"utilization": {
"limitExceeded": true,
"maxAllowedAgents": 50,
"connectedAgentsNumber": 0,
"overLimitAgentCount": 0,
"connectedAgentsGuids": []

}

}
1

}

-bash-4.1%

AL REFNZTHE=HIZH LAV A —2EBREHLET,
-bash-4.1% sudo service swcconc restart

Stopping [done]

Starting [done]
-bash-4.1%

COFFRT.FHLL Ayt bL—421E, FL FlowCollector Z$5LRY &£3I<

swcconc. settings CEREMNTHY. BEFENDIV U RL—2EFL Java F—A N7 #1RH
LET . HoTWLAEXEIL, FEARAF D Elastic IP PRLRZ#HLLNVIV U FL—2D AWS 12
ARV A D IZEEMFGET ELITTY,

Elastic IP 7RLRZ#FHLLVAV U RL—2D AWS AV XAV X ID IZEEERITRETIZIE.
ROFIEZERITLET

1.

2.

36

AWS DEEILY—LIZEY. [H—E R (Services)] — [EC2] — [Elastic IP(Elastic
IPs)] DIBIZERLET

IPD—EDLIZHABRFE/N—T., BEFEOIVEUN—Z2IZEEMTLONATLNS IP %
BELET . IP DEICHEIFVIRVIREAVICLT IP ZREARTLET,
BRERN—DLIZHSB [TV 3 (Actions)] REZET1)woL ., [FRL RO BEER T
(Associate Address)] #RIRLET,

FLOLVAOVERL—E2D AWS A1 RZ3VR ID(EFHLLER RSN F-a> e —2 42
REAVAMIB) EANLET,

e Elastic IP ZEH LW VRV RIZBEES THEZETRT -0 [BEERM T
(Reassociation)] Ry I R&AUITLET,

o [BEEST(+ (Associate)] RAVEHIYVILET,

IP 7KL A, Elastic IP D—E&IZHHFHLIL a2 —2 DAWS A2 XA22 X ID

EELEITONET,
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ARRDESIC, T—Ux I BEARDNSE, AU —2EDERZE 5 D TEIZHIT
LEYT . EDF=&. Elastic IP PRLADBEEM TEI—V U bDN\VIFTHFZEEHED
EI—CIVIDBRENBRTIETIZERKX 10 20N DGEENHYFET,

E:/801ys DNS AL THLLI UL —4IZ SSH TAST AV LTWVEBE L. F0
EHD/NLTH Elastic IP PRLADBEY B TIZL->TEAET, HFiLLV IV —4EIC
SSH TR AULEETHENHBYETH. SEIEFNIC Elastic IP PRLRAZFERTEET,

I—Cx bDRIEZHERET DICIE. ROFIRERTLET .

1. #FTL<BAES(TIH4 B LT- Elastic IP PRLRZE{ERLTEHRLLNV AV L —2(Z SSH
TRTAULET,

ATy aEmEICHLLD AV EV L —EADOTNA R ID RBRENDCET. BB
T HEERTEET,

joes-mbp:Downloads Joe$ ssh -i ~/.ssh/example.pem admin@52.206.4.227
Linux 2.6.32-573.26.1.e16.x86_64 #1 SMP Wed May 4 00:57:44 UTC 2016
x86_64

ip-10-0-24-247

Welcome to the StealthWatch Cloud License Concentrator
Version 1.0.0 - Build 560
Serial CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535

Agents Connected: 8
Agents Licensed: 50
-bash-4.1%

2. ZOHABITIX. 8 DOI—U Vb T TITEGEZBHEIZL, LV L —4
[CLAR—RLTWNB I EEERTEE T, SHMZEANBIZ(X. —-describe-server AT KR
#ETLET,

-bash-4.1$% sudo /opt/swcconc/bin/swcconc --describe-server
22:27:43.701 ZSERVER [main] INFO com.ziften.server.cli.Cli - Cli
started.Options: [--describe-server]
Showing server info
{
"serverHostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"licenses": [
{
"license": {
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"feature": "ZFLOW_IPFIX_CONCENTRATOR",
"maxAllowedAgents": 50,
"licenseSource": "flexnetTrustedStoragelLicenseSource”

}s
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"license": {
"hostId": "CLVE-EEC19E60-CADE-4BC5-AF6D-0A685706A535",
"feature": "ZFLOW_IPFIX_CONCENTRATOR",
"maxAllowedAgents"”: 50,
"licenseSource": "flexnetTrustedStoragelLicenseSource”

}s

"utilization": {
"limitExceeded": false,
"maxAllowedAgents": 50,
"connectedAgentsNumber": 8,
"overLimitAgentCount": o,
"connectedAgentsGuids": [

}
}
]

}
-bash-4.1%

"{EE273CAC-0562-11E6-8264-A434D9EBEOB9}"
"{08C07C19-3460-11E5-B620-F4B7E2E88FBF}"
"{115BF95F-32EA-11E5-84A4-0021CCCDOCO8}"
"{0D3852FC-944D-11E5-8260-40F02F040877}"
"{88524BF3-A5A9-11E5-825F-78DD0O8C2B587}"
"{9CB50BFA-A9AE-11E5-8260-3402867A79C4}"
"{2F47A685-1177-11E6-9D74-7CE9D3DFC979}"
"{900CBF24-A886-11E5-8260-28B2BD76AA29}"

3. FlowCollector ZFART. HLWL VO UL —ENSTO—NELE SN TINDAILERE

BLET.

38
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