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CDORFIAMZIDINT

ZDORF 2 ANE, pxGrid (platform exchange Grid) 218 1L 7= Cisco Identity Service Engine (ISE 1.3 LAK%) & Cisco
Firepower Management Center (FMC) 6.0 O3 AIZBLDOHLHY AT 2o V=T LB EME R REL TV ET,

pxGrid &€= — /L1 Cisco Firepower Management Center FMC 6.0 TIZ VR —hS 72N EITHERE L TIEEW,

Cisco Firepower Management Center (FMC) 6.0 (3. pxGrid % CTHI|H fJ #8872 ISE &y av BIEEHRIZE ST
AR OEF 2V T 4 RV —ZFITTELIDNTRELZ, ZNHDEF 27 1 "YU —IZ, Cisco Firepower (24X,
BHLRIE D NGIPS £ —=° ASA with Firepower —E A2k L Tl B X OVEITTH2 L3 TEET, ASA
with Firepower %—ER|{Z1X, ASDM Z /L CZNHDORI Y —52a— /L CEBTLIA T varb b Ed,

ZORFa AT, B OBARENEEIIRERER (CA) BA M EFEAELM H 95 ISE AZ R RV BB TO
Cisco Firepower Management Center (FMC) 6.0 D&% i 33 X O ISE & pxGrid Oft & DX E I DV TRERIZRLI L F
7, ISE OFEBMBEREEIZ pxGrid ZE AT 25411,

http://www .cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf ZZ L TI7ESWY,

ZDORF=2 AR TIL, ASA Firepower (sfr) &= —/L&{# 1L T ASA with Firepower " —E 2% E L. Cisco
Firepower Management Center (FMC) 6.0 |28k L T, $E & BLS 4172 Cisco Firepower Management Center 7RV
=2 L E T, £72. ASA with Firepower $—E 2|3 FMC &I3HSZL 7 Firepower 1R ARY T — &7 7 Al
L —NEERAL CTHY Ry 7 A CTRIESIET,

Cisco Firepower Management Center & BRI Gt 27 ¢ RUT —& ASA 74 7R A Firepower Management 7RV
X, FEED Web 72V ~DT 72 AEHE R T 57280 DR ARV —& Employee SGT 77 -& A Hillf#l/L—/LC
MRS ET,

ZORF2 A RO 1, ISE, Cisco Firepower Management Center, pxGrid (Z&DFEFEFEEL TWAZENMEETT,



http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
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Y )a1— a3 DEE : pxGrid Z# AL ISE B LT

TrustSec & Cisco Firepower Management Center 6.0

Cisco Firepower Management Center (FMC) 6.0 |%, 2 ARV —ET7 7B A Hill{#l/L—/L % NGIPS o — LT
ASA with Firepower %—E A2 § 52 L2k T MO X 2D 71 RV —2EPEBLL | EITLET,

FMC 6.0 TlZ, rov NV —2fHEE AL C=—% ID fFHRE B L £, $/2, 22— I T 2O/ 7e it g
HOEFHIZIL, SFUA (Sourcefire +—Y =— = b)) M SV E T, SFUA 1T, =2—H-IP v v 72 BfG 95
7= AINET, —EIEH TEADIL, SFUA £721X ISE DWW Td,

U RA—L AD £721E LDAP LV ATRGES AL, 2— 7L =7 (RIS ST MO EF 207 ¢ Y
=G LT 74 /VRDRY L —I3 Cisco Firepower NGIPS 2 —%7213 ASA with Firepower #—t 2 {Z5# S
NET, ZOEX2DT 4 R —ITZRARI S —2EOHILNTE, 22— VA —TEAEOT 7 AL —v
EEBIZ, TVBYR LAV DNRTUADEN e F 2 )T 4 KB A RE T,

Cisco pxGrid (platform exchange Grid) |3, X =U7 ¢ 7 /L—7" %7 (SGT) , TV RIRA Uk a7 7 A T34 A
¥} Cisco Firepower Management 6.0 77 ZAHIEHIRY > — L—/ L CE &S0 —ar [P 72RE, iBIO ISE
)t R 7 I S

SGT (kF=UT ¢ 7 /Vv—7 27) 1%, ISE TEFESIZ, TrustSec DAL R—RED 1 DT ID 77 EAZE TS

MR DEX2VT 4 RV — TSV TRAIRY S —E LU TISE IZEASNET, 722X, SR T /S A% ff

HF 2T _XTOF R —IL, ISE BHOFRFEN KT 5 &, Employee SGT #7 MMt G- Ed, StLIEHERET
NARZAE T DAV LA — L, FRAED KB T 5 &, Non-Employee SGT #7 )3Mf B-SivEd, ZibD=—
1L, Firepower Management Center ISE L' /L AZFFAEL CTWOD ML EINRHDF T,

FMC 6.0 1Z, ZNHDEXaVT 4 TN —7 ZT7ITHASNT, 772 RGN — V2 ] T&ET, 72, FMC 6.0
(21, Firepower Management Center 6.0 7R U —% 27X ARNE#AIC T 572812, ISE pxGrid JBHEZEMNT5Z
EHTEET,

Cisco Identity Service Engine (ISE) I&, ID YV = —3 a3 LN Cisco pxGrid (platform exchange Grid) 7L — AU —
It L £,

Cisco Firepower Management Center 6.0

Cisco Firepower Management Center (X, Firepower 77747 . A (NGIPS) 35 (O} Firepower #—t 2% B4 57
DD Web A2 F—7 = A A& LT P RAE B Y — VAR L £, Zoasy— g BEHUE, 508, LR —b
DEZATDFATIMERNSIET, BEIZ RA, T, A0 =7 it B, "7+ —~ 0 ADE T —H
ZEERIL CRIEATT 21TV FRE DRANMIXS T 54N MO 2 B2 T 5130, R ADIRBI D& H7RAMISZ 7
JEATOET,

Cisco Systems © 2017 5R—
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Cisco TrustSec

X aUT 4 7L —7 %7 (SGT) IZ. Cisco TrustSec VY =—arD—ETd, SGT L ISE TEFI41. A1 (R
N — I ~DFEE) RRIZEHSIVET, SGT 1L, —% | T RRALRT NAR TA L FT BV RRREDT )L—
TEFTIENTEET, ZTOHE, SCGT X, *vhV—7 T8 A RV —Z#E S, Ry T —7 TRA A5
TSN TEREREN TOIL, FvhT—7 A TTANT I F ¥ 2RICDTZ> T 72 AR — & 745
ZENTEET, SGT 1T X274 J N —TIZEY THNL—ED 16 EvhDEX 2T Z NV —TFKHFTT,
X2 U7 I NA—T 1R BWRE R T IORARIEE Y THZ L TEET,

SGT 1L, Mk DX 2T 4 B —A EFHT AN — A NSRER SN TS ISE ZFa[RU L —D e[S a7 7 A
JVELTERS L, BEINET,

SGT 1. MERD Ry FT— 7 A TCR— D a—r it 2T 4 RS — 2R ECTXET,

ZDORF2 AR TIL, /users/domain Windows 7 /L —F\ZFTJE 5= R —H N IEFIZFRFES LD E, T
Employee SGT #5217 A EH1Z ISE R Al AU > —AMERSIVET, 2D Employee SGT (%, AR —IU 7 A7 47,
BT =T TV —ary Ny x T AT AR XTI T AVASOT 7B RE ST HT201T
Cisco Firepower & Hxf 57 7 Al — /v R —TEHASIET,

Cisco Identity Services Engine (ISE)

Identity Services Engine (ISE) (%, ©¥=2U7 1 RV —DEHBIOTAT v TA4T74 T BAOEBEETHIT TV E
Td—2 IV a—a T3, ISE 1, 802.1x f&GE, FANEHRY L — IRAF ¥, /T4 7 F Freva=r7 BX
O TrustSec NV —ZEFR/FAT/HEM T 52 LIZE > T— BB EZEBLL £, ISE Bviar 7427, pxGrid
R CTar 7 ANEHERE AR — 525G 057201 2T V) 2— 3 T F ATEE7ZR IEEE 802.1x 78k —
WZRET 28 E R T AMER AL ET,

XSIZVISE AR . 7AYL A, BLO VPN #2612 W TO T 7RGS0 2V T 2L I T 2 A% AL,
L. DXV T 4 R — 2T 2E0 AL R —RLET,

Cisco pxGrid

Cisco pxGrid (platform exchange Grid) 1%, 72¢ 2 1E, ¥F2VT 4 T=HU T ERMT AT I, Kb —27 R —
TN T d—b, Ty MBI OMAEREE ., ID BLXOT 7 AEHOT T h 74—, 2B NABB I OZED
D IT IEH T TV 74— L0 E T A T TANG I F ¥ DK TO~NVTF XL —DIaA FFy 7 4—5
FV NI = VAT A TOaATRL—arZREICLE T,

EVURA EFITEN EO=—X0 R A LT-A | Firepower Management Center 6.0 0TI AT A /X —h ) —7¢
E.vARamtxalr g V) a—a Tl pxGrid 2L ABREIZIT Y T AV T4 T DOFELZ B TarT7F A
TH iz L ET,
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BT HEE

Cisco Firepower Management Center 6.0 (%, pxGrid 7747 > h& LT ISE pxGrid /—RIZE &KL, ISE A DR
TROMEREICY T AT A7 L TCISE Byl aif@ae=z TR ET, 2Oy afFMIZiX, Firepower Management
Center 6.0 O7 7B AflfHm— L CEHESND X 2T ¢ F—7 27 (SGT) . TV RARA LN T 077 A0 T34
AIER, TURRAU S B —2a WEEILTHET,

‘i Identity Services Engine Home » Operations » Policy  » GuestA = administration  [ERCITeT YIS @  Lcensewaming &

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGnd Serices  » Feed Senice  » Identity Mappifig
@Enable Auto-Registration

Live Log

WfEnable @Dsabe Qhoorove @ Gowp WDscine @YDelete v §PRefresh | Total Pendng Approval(0) ~ 1-110f11  Show 25 «
O Chent Name Clent Description Capabities Status Chent Group(s) Log
O b se bl I y Onine P ——— -
O D iew
O~ 0.lb9.com-97563 ( 0
Capability Detail ry -
1-30f3 Show 25 + perpage Page |l ~
Capabiity Name Capability Version Messaging Role Message Fiter
) EndpointProfileMetaData 1.0 Sub
essionDirector s

TrustSechletaData

ZNHDORE Y7 OREEEIZIRDEBVTT,
e TrustSecMetadata 1§ ¥k, ¥ =274 7V —7 2T DF S EHALARRLET,

SecurityGroup : 1d=150138d0-cfc7-11e3-9e0e-000c29e66166, name=Engineering, desc=, tag=3

e EndpointProfileMetadata, ISE 7’07 7 AU 7 RV —~DEHELEIE/RE D ISE = RARA U R —
iRt L £,

Endpoint Profile : id=886£f7570-bd0c-11e3-a88b-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice

e SessionDirectory, L—W LT NAAFRRE DORBFES NIy av BIEEHREABRLET,

session (ip=192.168.1.14, Audit Session Id=0A0301030000001EOOFEBAD7, User Name=jsmith, Domain=lab4.com,
Calling station 1d=00:0C:29:77:A8:C7, Session state= STARTED, Epsstatus=null,Security Group=Engineering,
Endpoint Profile=Microsoft-Workstation, NAS IP=192.168.1.2, NAS Port=GigabitEthernetl/0/9,
RADIUSAVPairs=[Acct-Session-Id=00000027], Posture Status=null, Posture Timestamp=, Session Last Update
Time=Tue Apr 29 15:11:46 GMT-05:00 2014

Cisco Systems © 2017 7 R—
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TIT 4T a—W yiarO—§EZ 7 m—RiX, Cisco Firepower Management Center 0D iz BfjiE<0 Ff il B |2 52
ITENET, ByvaAf@o—#EX 7 m—RiL, ISE RESTful API #H T ISE MNT /—R)bX U —RIiLE
T, 2Oy vaAERIZIE, 2—HF 4 IP TRV A, SGT, = RRAV N a7 7 AOVINEGENET, RITBAESIL
72 ISE 2 —WoBEAFD SGT DEE /2L D FFNMFAET D454 Cisco Firepower Management Center (DR 7
YT RIVTva A& TNEDEFENIT VEA L TETSNET,

G Downloads bulk active user sessions
isco & -

: - * ISE MnT
FireSIGHT .

Management FMC 6.0 registers -

Center 6.0
Subscribes to SessionDirectory, TrustsecMetaData, EndpointProfileMetdata 2

ISE pxGrid

‘b Recieve ISE session information, username, IP Address, 5GT, endpoint profile,

-
% *

ISE /50 ISE &y a A& #HiL, Firepower Management Center DL— 777 (7 4B I FKRINET,

Overview IENEITICE Polices Devices Objects AMP Der % System Helpv admin v
Context Explorer Connections v Intrusions v Files v Hosts v Users » User Activity Vulnerabilities ¥ Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Seard

2016-01-11 20:25:00 - 2016-01-13 21:23:00 D

Event x Realm x Username x Iype ¥  Authentication * [P Address ¥  Description *

Security ¥  Endpoint Profile x Endpoint *  Device %
Type ﬁl Location

LDAP  No Authentication ol 192.168.1.13

-] No Authentication c50.1ab9.com
48 th t ol 192 M O 92.16 mes0.Jab9.com
19:19  Mew User Identity c60.1ab9.com
gin :55

Login LAB

ser Login LAB

=

r Logo 148

X User Loain Duiscov d 1 i{ LDAP

12:23  User Login LaB LDAP  Passive Authentication Emplovees  Microsoft-workstation 192.168.1.3 fmc60.ab9.com
13:30  user Login 18:67:28:2€:29:C8 LDAP  Passive Authentication Wl1%2.16806 000000 Gisco Devic 16 fme60.Jab9.com
198 ilear | nmin 4-FARR 4 AN NE = iman Daeeivm Suthanticatian @il 187 18R 1 RO Fiern. Wi CoIEAN . Sarise 187 1RR 1 2 frkD lah@ ram

ISE 75 IEEE 802.1x = —HWFBFEDL—H 4 D ZHH FMC 6.0 ARV —|Zii i 7T HEC 923, Firepower ISE L /LA
(CHFFEL TR D2 UCTER L TLIZEWY, TEEE 802.1x ¥ U REDRAM R MAC 7 RLAD 2—H4,
IZFMC 6.0 RV —IZiH TEEHE A,

Cisco Systems © 2017 8 R—
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Cisco Identity Service Engine & 4 F3v%9 €Xa)F«4 5
W—F 455

kOB 2T RV —X, BX 2T FV—TF 27 (SGT) IZHEASWTERTHIENTEET, D720
FRRI A N — I BRI [R— DT a— 3 )Vt 20T ¢ IR —%5% E TExE 9, Cisco TrustSec 75>¥E%&0)X4’/
FTHMNMII> TOBEAIL. 2D Xa) T TV —TF X7 32y —7 LT T&FE9, \@iE. A1 vTF.
=B TFAT I —NI2E DRy NT—7 T INAAZE 2 EVHreF 2T T N—T 2T P E5ESET,

ZORF2ANTIL, Windows —FDRA ZL—FIZR L, IEFISRIES = R— (| Z[Employee] DX A5
7 SGT NEM Y THILET, ZL T, 2D SGT 7* Firepower Management (D7 7 & AHl[fE/L— /Wi S, 2D T2
B AHEI/L— /L3 Firepower NGIPS {4824 — 3K Y ASA with Firepower r—E" |2t IS CFATSIVE T,

BIMOEX2VT ¢ 7V —7" 271X ISE BAIRV —OEERET DL, [V —7 &% — (Work Center) | ->
[TrustSec] -> [2> 7" —F >k (Components) | > [EF¥=UT ¢ 7 /L —7 (Security Groups)] A=a—%fF L CISE
MOEERTETDHIELTEET,

FIE1. Employee Security #7 Z{Ek L ET,

[RV < — (Policy) | -> [#& 7] (Authorization) | -> In > M DINEIZEIRL .

R AN LES,

[/V—/v4 (Rule Name) |: Employee
(B &4 (New Condition) ]: External Groups:equals:pxGrid_Users
[# A 7'17 74 /L (Authorization Profile(s)) ] : Employee and Permit Access

“Buch: Identity Services Engine Home » Operations » Guest Access » Administration » Work Centers " License Waming A

Authentication Authorization Profiing Posture  Client Provisioning » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andlor other conditions. Drag and drop rules 1o change the arder.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

| First Matched Rule Apples

* Exceptions (1)

1

a Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Access Edit| =
] Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit|
Profiled Non Cisco IP Phones Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones Edit| »

Done
7] Compliant_Devices_Access Network_Access_Authentication_Passed Compliant_Dewvices PermitAccess Edit| v
'Zjl Employee_EAP-TLS Wireless_802 1X BYOD_is_Registered EAP-TLS Permitdccess BYOD Edit| =
MAC_in_SAN
D Employee_Onboarding Wireless_802.1X EAP-MSCHAPvZ NSP_Onboard BYOD Edit | v

FIE2. [587 (Done)] ZEIRLF97,
(%17 (Save) | Z &R L F7°,
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B EZARATDRIE

H EEAGEWIEIL POC BREED A SILES . 20T, CA BAMNSTEAELEANT Y6, ARG ATRETT,

ISE 2.0 DEZE
H B4 FFHEX POC B TSN E T, ZOREDHE . ISEIZAX R T U #ERIE AShE T,

F:ISE13 4 ISE1.4 LELY, ISE BRERTATUTATAAAEE ISE SIPBEBEALNTICTIRAR— S 2R BEILLYELT,

FIE1. [P (Administration) | > [2 A7 A (System) ] > [2 A (Deployment) | Zi#R1% . /—R&Z8&R L C [fFse
(Edit) ] > 75 [pxGrid] 412U E T,

dodis identty Services Egine  Home  » O

=Sysem | » identity Management  » Network Resources  » Device Portal Management  pxGrid Sarvices  » Feed Senvice b Identity Magping
Depioyment  Licensng b Cerficates b Logging b Maimenance  Upgrace  Backup & Resire b AQMin Acoess b Setngs

FQDN i5820306.1ab8.com
1P Adoress 192.168.1.38
Noge Type 1dentity Services Engine (ISE)

*

Parsonas
¥ Agministration Roio STANDALONE sz primary
* Montoring Role | PRIMARY = Other Monitoring Node
Policy Service
/| Enable Session Services

FIFE2. [fR1F(Save) | ZEIRLFT,
FIE3. ARSI/ —F [pxGrid —E A (pxGrid Services) | ® FIZE/RIIL, #ERDHLZ AR LET,
[ 2 (Administration) | > [pxGrid H—E A (pxGrid Services) | Z 2R L £,

X ARSI/ —FBARTENZETICHERAI NS ENHYET , ISE VM /—K T sh application status ise #E1TL. pxGrid 4 —E R HBHIRFH
THHIEERERLTZELY,

FIE4 [BHEEEOH L (Enable Auto-Registration) | 24 Z0{LL£7,

‘Gaco’ Identity Services Engine Home  »Operalions  »Policy  » GuestAccess [ERSGRBIEVEIENNE » Work Centers @  Licensewaming &

@Enable Auto-Registratiorj C

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices » Feed Service  » Identity Mapping




tXa7 FHORRERRTH/N\IY—HAFK CISCO.

b [dentity Services Home

~ Administration

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Senices » Feed Senice  » Identity Mapping

@Enable Auto-Regist

Lve Log

fEnable @Dssbe @icorove @ Gow @Dedne (Joekte v FhRefiesh  Total Pendng Approval(0) + 1-11of11  Show

(] (oot Nam Clent Description Capabilties Status Chent Group(s) Log
(R » se-admin-ise20 Capabilties{4 Pub, 2 Sub) Online Administrator View
LY » se-mnt-se20 Capabilties(2 Pub, 1 Sub) Onine Administrator View

Cerrya Famn NTEED Fanshi#ined N Dudh 2 Cusk ) Nebna Carrian  \fiau -

FIE5  [pxGrid [ZH%5¢ (connected to pxGrid) | £72> CNDZ EEfERLET,

Firepower ISE L JL LD YER

ISE L /LA, ISE §8FEH CTHY . Firepower Management Center 6.0 ID 7RV —Cfif S ET,

FIE1.  [ZAT L (System) ] > [# A (Integration) | > [L- /L2 (Realms) | > Bl /L2 (New Realm) | B3R L £97,

Add New Realm
Name * LAB
Description
Type * AD v
AD Primary Domain * lab%.com ex: domain.com
Directory Username * fmc@lab%.com ex: user@domain
Directory Password * sssssssne
Base DN * dc=lab9,dc-com ex: ou=user,dc=csco,dc=com
Group DN * .dc-lnb9,dc-ccm | ex: ou=group,dc=cisca,dc=com
Group Attribute Member v
* Required Field
oK | Cancel

Flg2. [OK]ZERLET,
FIE3. [T L7 DENN (Add Directory) | 38R L, FQDN RANMA 721X fF A A TILET,

Cisco Systems © 2017 11 R=Y
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Hostname / IP 192.168.1.26

Address

Port 389
Encryption STARTTLS LDAPS @ None
S5L Certificate v

FIFga [T AN (Test) ]| BN FT, [T AMEREITED L £ L 7= (Test Connection has succeeded) | EF/nSi726
[OK] &R £,

FE HTOERIRESNIZZEE (X, [LILLERTE (Realm Configuration)] TTAL IR A—HRETALIR) IRRT—FHELWNZ EERERL TS,

FIES5  [OK] Z&ERLET,
FlE6. [fR1F(Save)] ZEEIRLET,

FIFE7. 7R T [IRHE (State) | AR L £,

Overview Analysis Policies Devices Objects | AMP Deploy o, IEEEEUE Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring * Tools *

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

¥ Compare realms J New realm

Name Type Base DN Group DN Group Attribute State

LAB Global AL dc=lab9,dc=com dc=lab9,dc=com member H e
FIEs. LA EIIVILET,

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

4 Compare realms (&) New realm

Name Description Domain Type Base DN Group DN Group Attribute State ‘

Lab Global AD de=IabB,de=com de=IlabB,de=com member @&D &L i 6

FIE 9. [—Y &7 1—F (User Download) ] #2727 L£7,

Overview Analysis Policies Devices Objects | AMP Deploy + I Gl Help v admin ¥

Configuration Users Domains Integration Updates Licenses ¥ Health » Monitoring v Tools v

Lab Dol

Lab

Realm Configuration IUser Download '

() Add directory
URL (Hostname/IP Address and Port) ‘ Encryption

192.168.1.50:389 nane & @

FIE10. [=—PFBLOYL—TDF 71—k (Download users and groups) | ZA4 L E T,
FIENM. [fEHFTEE722 /L —7" (Available Groups) ] 3T AZARL, [ EIZE ®5 (Add to Include) ] B L
Sy
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Directory  Realm Configuration User Download

@ Download users and groups

(Warning: You must enable the realm in order to perform an on-demand user/group download. Enable Realm)
Begin automatic download at |12 |+ | AM |v | America/New York Repeat Every 24 | Hours

h

Available Groups & Groups to Include (0)
‘ %, Search by name

e
g Certificate

e g

ice DCOM Access
% Read-only Domain Controllers
£ Print Operators

4 DnsAdmins

4% Domain Admins

F Add
& oS juses
@ Group Policy Creator Owners

; [ addte |
£ Event Log Readers ‘ Exclude ‘

b Pre-Windows 2000 Compatible Access
£ Replicator

7 Domain Computers

b Cert Publishers

@ Users
@ Guests
£ RAS and IAS Servers

FIE12. [PrfF (Save) | ZIBIRL £,
FIF13. RKPFTRSNET,

Overview Analysis Pelicies Devices Objects | AMP

Al System QLIRS 1R

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

L3
Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

¢ compare realms () New realm

e et Bgeste [z LYY s RoTYE SR |
Lab Lab Global AD de=1ab8,dc=com de=Iab8,dc=com member & 06

Firepower Management Center 6.0 D&% &

ZOITIL, ISE pxGrid /—FEETH L&A REFE L 4572912, Firepower Management Center (FMC) %
HELET, NS FMC 383" 72} Firepower Management Center [Z/ERKSAL, REAIEIC A H LI 7=1% , Firepower
Management Center D NERFERI AN IZA L AR —hEIVET, WNEE FMC ABHRER 31X ISE GEEE S AT A
ANTNZ I AR —PSIVET, ISE TAT T 47 1 H LB ABRRE E T Firepower Management Center {546 CA
ANTIZAV R —hSIET,

FIE1. [A7 =7k (Objects)] >[4 7T =7 MEEE (Object Management) | > [PKI] -> [N CA (Internal CAs) | ->
[CA DZEf% (Generate CA) | 8 R L, IR OFEHEFE®wAE AL ET,
ZORFITIEZ, NES CA IZ FMC60 EW) 4 Ria e EL TV,




AR AN
tXa7 FHORRERRTH/N\IY—HAFK cllsclou

Generate Internal Certificate Authority

Name: | FMCE0

Country Name (two-letter code): | US

State or Province: | Maryland
Organization: | Lab

Organizational Unit (Department): |Lab

|
|
|
Locality or City: | Germantown ‘
|
|
|

Common Name: |dram3.lab8.cum

| Generate seff-signedca || Cancel |

FIE2. [HCES CA DR (Generate self-signed CA) | Zi#IRL £7,
FIE3. THOMET A 27)y7 LT, CARMRET AN EF T n—RLET,

Overview Analysis Policies Devices [[elsjflae] Deploy , System Help v admin ¥

Object Management Intrusion Rules

| © Generateca || @ mportca | |4 Filter ‘

=2 Network
o port
FMC60 CN=dram3.labB.com, ORG=Lab, OU=Lab, C=US e i
&% Security Zones
Sl

FIg4 [V m2—F (Download)] ZE®IRLET,

Edit Internal Certificate Authority

Neme: | FmMceo

4 Subject:
Common Name: drama3.lab8 com
Organization: Lab

Common Name: dram3.lab8.com

Organization: Lab

Organization Unit: Lab
4 Not Valid Before:
Oct 31 19:27:38 2015 GMT
4 Not Valid After:
Oct 28 19:27:38 2025 GMT
4 Serial Number:
B617F5BFI43AB2F0
4 Certificate Fingerprint:
54:C7:E4:48:9A:15:AA:07:Ad:D2:F9:F5:48:2B:40:26:60:CE: 75:D5
4 Public Key Fingerprint:
51eqe85144baenBfe208bBcbba2b157304e772F

o

FIE5 b SAT—REZASL, [OK] Z27Vy7LE T, ZOFITIL, ciscol23 ZfHHL TW\ET,

*
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Encrypt Download File

Password:

Confirm
Password:
Passwords Match: &

FIF6. pl2 7y ANER—IVIRTFLET,

You have chosen to open:
B f4420706-8004-11e5-a50a-ff82dch91866.p12

which is: Binary File (2.5 KB)
from: https://192.168.1.90

Would you like to save this file?

[ Cancel ] w

FIE7. FEHALLTWIDINC pl2 77 ANV EEHLE S, ZOFITIX, 774470 fme60.p12 IZEESELTZ,

FINES.  WinSCP E7=135D 5 1k%{# L T, Firepower Management Console (27 7/ &7 7 a—RLET,

& 2dmin@192.168.190 | G New Session
CERERRE % Djadmin - (@B - - JE B Q@ | FFindFiles |5

- 2, C: Local Disk - B
“ £ Upload [l ||Z/T Edit 3 7 L3 Properties | £ [m) [+ £E@l Download | A Edit K iy L Properties |ﬁ (o~

MNVolume/home/admin
Name  Ext Size || Name  Ext Size Changed
& & . 10/22/2015 819
(3 fmc60.p12 25008 10/31/2015 2:43

. Cisco_Firepower_NGIPSv_VMware-6.0.0-972.tar

FIF9. Firepower Management Console (Z SSH THzfEL £7,

FIE10. *kDOa~vREATLT, pl2 774/V% CER BLWNKEY 77 A/VIZEHLET,

Cisco Systems © 2017
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EXaT PHERERET BAYY— HAE cllsclo..

F:CER BEUKEY 77/ AIFEETYT . TD p12 T7A)LIF fmc60.p12 ICBHIALEESINTLET , ZHIZ Sudo /SRT—KDAANKRDOLNE
Fo AVR—b NRAT—F PEM SARTL—XIZIE, FITAALIEBIEF— RRT—FEFERALET,

sudo openssl pkcsl2 -nokeys -clcerts -in fmc60.pl2 -out fmc60.cer
Enter Import Password:

MAC verified OK

admin@sd:~$

sudo openssl pkcsl2 -nocerts -in fmc60.pl2 -out fmc601.key
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

admin@sd:~$

FIE11. WinSCP % L T, fmc60.cer F3XL T fmc60.key 7 71 /L% Firepower Management Center 7>5H— 77
JLPCIZar’—LELE,

B admin - admin@192.168.1.90 - WinSCP =n Ech ="
Local Mark Files Commands Session Options Remote Help
M 55 E3 Synchronize | Bl i@ [ - & [ Queue ~ - Transfer Settings Default -
& 2dmin@192168.1.90 [ New Session
£, Ci Local Disk - = - na&| % | admin - (& 0 & @ FindFiles | 3o
Ef & @ Download é D’ Edit $¢ é Proper‘ties ﬂ E} =
Chdram3 MNolume/home/admin
Name Ext Size || Mame Ext Size Changed
. E 10/22/2015 8:19
~ Cisco_Firepower_NGIPSv_VMware-6.0.0-972.tar |_‘, frch0.key | 1958 B 10/31/2015 2:48
. Cisco_Firepower_Management_Center_Virtual_VMware-6.0.0-97... |;,§frncﬁﬂ.:er§ | 1512B 10/31/2015 2:47
Ef4420?06-8004-11a‘i-aSUa-ﬁ’BchbngﬁG.plZ 2509 B Efmcﬁﬂ.pll 25096 10/31/2015 2:43

FIE 12. Firepower Management P CA ABHRERAF1X ISE GEEE AN IC=/ 2R — S EL T,
[ £ (Administration) | -> [ A7 A (System) | -> [FIEH & (Certificates) | -> [ # CX55EH] #E (Trusted
Certificates) | C [ZM (Browse) | 2R L | fmc60.cer 27 v 7/ 0—RLET,

*
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el Identity Services Engine Home ( ons » Palicy G ~ Administration

- System » ldentity Management » Metwork Resources » Device Portal Management  pxGrid Semvices » Feed Senvice ¥ ldentity Mapping
Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Seftings
o
~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Browse... | fmcB0.cer
— [ rowse...|

Friendly Name |

System Certificates

Endpoint Certificates Trusted For: ;

Trusted Certificates
Trust for authentication within ISE
OCSP Client Profile

. o [C] Trust for client authentication and Syslog
Certificate Signing Requests

Ceriificate Periodic Check Settings [] Trust for authentication of Cisco Services

v Certificate Authority [ validate Certificate Extensions

Description |

Cancel |

FIE13. [ISE NFREEDO{E#E (Trust for authentication within ISE) ] 2412 L | [%58 (Submit) ] 27V 7L FE 4,
FE14. FMC iEHEOA LR —MHIR D Ay —U N FRENDLDO T, [1F0 (Yes) | BN L F9,

f . This Certificate has a signature that uses the SHA-1 hashing
algorithm and is considered less secure.

Are you sure you want to import this certificate?

el 1o

FIE15. [ 2 (Administration) | > [ A7 A (System) | > [RIEFA # (Certificates) | Z3&IRN L, ISE 74T > T 47 4 H
CBEAREEA RN T-% . ABF — LB — 0 5% [=7 AR —hk (Export) ] LET,

Export Certificate "'Default self-signed server certificate’
) Export Certificate Only
(®) Export Certificate and Private Key

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

[ Epot [T
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X : 774 L% Defaultserversignedcerti.zip 77/ LELTREFSNE T, 77/ ILEEEL., AFIBAZED PEM 774/ I)LDHA% FMC XM 7IZTHIR
R—bL TSN, Tz BUEEBRRICT B=0I2. T7MIILDBHI%E ISE 2.0.pem [CEETHIELLTEET,

FIIE 16.

FIEA17.

ISE H B4 T AT 747 7EHE% Firepower Management {5 #H CA ART|ZA AR —hLE T,

(47 =71 (Objects) | > [47 ¥ =7 Mg B (Object Management) | > [PKI] > [{5#H CA (Trusted CAs) | >
({54 CA DB/ (Add Trusted CA) | 3R, 1 f2 AL ET, ZOFITIE ISE PMEHSNTOET,
ISE DI k¥ — N ATV —R%& AJJL, [OK] 227Uy 7 LET,

Import Trusted Certificate Authority

Name: ISE20

~—--BEGIN CERTIFICATE-—-
MIIDMDCCANigAWIBAQIQV]FZOAAAAADIZNS 5] 36HTANBIKahKIGIWOBAQUFADAC
MROWGAYDVQQDEXFpc2UyMDMWNISSYWIALmNVBTARFWOXNTEWMigyMZIONDBaFWOX
NjEwMjcyMzIONDBaMBwxGIAYBGNVBAMTEWIZZTIWMzA2L mxhYjguY 29tMIIBAN
BokohkiGIwOBAQEFAAOCAQBAMIIBCOKCAQEAICY 7wdSNIZaF IEcaPQBW28Qs5rS
IWHEXWijt/aBSeH4zoVpQeBIzW2gN7 tD4OYNUCCEEYIQEI35 YndafrtIMOAVNZ
RfAIN61CIMCcatH8Ja4IsI3KDUGCKIOVOhBRHBINO3P) 1uHXQeh2NAPXCIFAJvL te

ZpWWiyRBfUFLZLBUIGY TSRIGWp9e0INQ7Zpk4g6bPBLKOYb3eW3GuLeD0esXIwx
00s4AbHPWKVS8]im3GavibWCKFB4t 3FqaG3Ene438/Y/ZLKR LxyQuPUIMQIDAQAB

024wbDAMBGNVHRMEBTADAQH/MASGALUdDWQEAWICT DAdBINVHQ4EFgQUeuB4D6ph
QQ5ThoDi+y7Ur09dfpowHQYDVROIBBYWFAYIKWYBBQUHAWEGCCSGAQUFBWMCMBEG

tM/gymf4ZRLFozpXpSaKbrilYFodzv/Db1XBIE003bIVYIYAGKNQIF3QIQRBAVIE
15MZmkBAr8FArFFrRG71QRY2+CCaSHelt+ TQ4VMI9hakszP6S IFhE/ZbCmoas
-

# Encrypted, and the password is: | sessesss ‘

Firepower Management PN CA D2 BH/F % ¥ — X7 % Firepower Management Center O PN FER]
ANTZA R —RLET,

(47 =2k(Objects) | > [PKI] > [N AEH] # (Internal Certs) | > [NHSREI E DB 1 (Add Internal
Cert) | Z3BIRL £,

X — IO W TH R FIRICHE WV ET,

X :——Begin Certificates H'98FE S FETD Bag BHEZHIBRL TZELY,

Add Known Internal Certificate 7 %

Name: FMCE0

Certificate Data or, choose a file:

BEGIN CERTIFICATE—
MIIDhjCCAMGgAWIBAGDIAL YXSb-+UOrLwMAOGCSqGSIb3DOEBBQUAMGoxCzAIBgNY
BAYTANVTMREWDwWYDVQQIDARNYXI5bGFUZDETMBEGA1UEBwwKR2VybWFudGO3bjEM
MA0GALUECGWDTGFMQwwCgYDVQQLDANMYWIXFZAVBgNVBAMMDmRY YWOzLmh Yigu
Y29tMBAXD TELMT AZMTESMjczOFoXD TILM T AyODESMjczOFowaiELMAKGALUEBRMC
VVMXETAPBGNVBAGMCELhenlsYWSKkMRMWEQ YDVQQHDAPHZXE YWS0b3duMQuwwCaYD
VQQKDANMYWIXDDAKBgNVBASMADxh YIEXMBUGALUEAWWOZHIhb TMUbGFIOCSib20w
ggEMANGCSqGSIb3DQEBAQUAA4IBDWAWIIEKAOIBAQDZEREVHO4/4XmUKTEEVWPS i

] »
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FIE18. [---Begin...] DRIDF— 77 A/LD Bag BIEZHIBRLE 7,

Bag Attributes

Key Attributes: <no attributes="">

~---BEGIN ENCRYPTED PRIVATE KEY-----
MBQGCCAGSIb3ADQMHBAGh72WWZBMMGGSCBMjooxQEN+/WWMHOGFH2e] +gAHKDOV3T
hHVa2py8G19IBecvSREIEYE0Y 2kpaYiRY 3jSkuCxGewtpUFWO3UVBHAe7E2vNpXP
mpYX25Zq0)/xuRhS7a3ihh9gq357iAAlecl+nJN1omMriX16r87VIKDRGCEI+HI

FIE19. </mo>bHHIFRLET

DPycz8/fK1JQWwWETY/65U0eQBhUMMaAeNYgfagADIhwntn/By+AGR3ytK4A0ZCtQ
SWQMizAIZNSIneQxj1450jnjUSiwgKHwB2wHFEFUSpREZMOoN 7xU3eYDI]/n15g0
ENIYYGFOjCs7kNxVwatc2 1FFQOURKEZ9jOUFU 5 5EqTdXxbCAFTTKmHZdOmCICA
3hOWUSIKHHTASKre05AYLellhW3xESqLByH5X0SfdREwg 1aX2GU4BEQqGMDtkGbg
D7w=

--==-END ENCRYPTED PRIVATE KEY-----

</no>

FIE20. KL SAU—REANLET,
FIE21. KPFRRSNET,

Add Known Internal Certificate ? X

Name: FMCE0

Certificate Data or, choose a file: | Browse... |

|—BEGIN CERTIFICATE-—

MIDhiCCAMGaAWIBAGIAL YX9b+UOLwMANGCSgG5Ib3DQEBBQUAMGOXCZAIBGHY
BAYTAN TMREWDWYDVQQIDARN YXI5b GFUZDETMBEGALUEBWWKR2VybWFUdGO3bIEM
MAOGALUECQWD TGFIMQuiwCaYDVQQLDANMYWIXFZAVBgNVBAMMD Ry YW0zLmeh Yigu
Y29tMB4XD TE1MTAZMTESMjczOFoXD TILM T AyODESMjczOFowaiELMAKGALUEBRMC
VWMXETAPBgNVBAGMCELhcnlsYWSkMRMWEQ YDVQQHDAPHZXIE YWS0b3duMQwwCg YD
VOQKDANMYWIxDDAKBGNVBASMADXh YiEXMBUGALUEAWWOZHIhb TMUbGRIOCSjb 20w
goEMAOGCSGSIh3DQEBAQUAA4IBDWAWIQEKACIBAQDZeREVHO4/4XmUKTEEV WPS -

| »

Key or, choose a file: | Browse... |

opuWPTLd6dny/8JHeWspHZgESk8/UHhaP/ 2o0f\VWiHEDKce7 SVb1WpBIRXGT 5/ Dy -
d9PdgfEmy2KsSLOICOBYS228RxmgXmKkKSFzzFP8WaqDmUdWUZPYmy TDpzb6fKWHKWE
0G26FK+uZ4YUmIAKZEYKra862tBwo CKGBM YulhvwGtsIVOFOcVLLKgO9i2gCyM
aVoFt+EnXr8ggUbndQacrLoYurkKaWK-+P9Z/ySUNFXEqs1 SMGEOLeS0fXZ9Fn chH
NO+V7EC1Q+arQYLyj4q6QQO0I30uPB45mArl Z0gFUBC++pR7VFbd/ +aQQKD1BSbg
Zbs=

--—END EMCRYPTED PRIVATE KEY-—-

[m]

Encrypted, and the password is: | essessse

Save | | Cancel |

FIE22. [1£AF (Save) ] ZEIRL £7°,
WRINFRENET,

Overview Analysis Policies Devices e y S Help v admin v
Object Management Intrusion Rules {E’)
| @ add 1nternal cert | | , Filter
(2} DNS Lists and Feeds  « [ yame value ‘
& URL Lists and Feeds N
FMCB0 CN=dram3.lab8.com, ORG=Lab, OU=Lab, C=US & O

[@ sinkhole
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Firepower ISE ID Y—X D EXTE

ID YV —A =V 3R E T, ISE pxGrid /—R#Eke/ X7 A—4  ISE MnT /—RGEHE, FMC 6.0 747 > 747«
FEEZ ERLET,

FIE 1.

g 2.

[T A7 L (System) | > [# 7 (Integration) | > [ID /— A (Identity Sources) | > [Identity Services Engine] %
EIRLET,

(7T A~V FRANA /P 7 KL A (Primary Host Name/IP Address) |: 77~V FQDN pxGrid 4 £7-1% IP
TRL A

[Eh o ZY RARL /P 7 R (Secondary Host Name/IP Address) |: &£ 24J FQDN pxGrid 4 F7-1%
IP 7RLA

*[pxGrid J—~X CA (pxGrid Server CA) ]:ISE pxGrid /—RiF# & (f> R —hLIZISE HEBL T AT
T AT AREE)

*[mnt —~ CA (MNT Server CA) ]:ISE pxGrid /—RFEE (1> R —hL7= ISE HE. B4 T AT~
T AT ARERE)

[MC H—/3FEBHE (MC Server Certificate) |: FMC O 7 A7 T 4T A FFHZE (L2 R —hLIZNEBEERA )

Overview Analysis Policies Devices Objects | AMP

Configuration Users Domains

Cisco CSI Realms Idanl:lh[ Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type | None | | Identity Services Engine | | User Agent

Primary Host Name/IP Address * 192.168.1.38

Secondary Host Name/IP Address

pxGrid Server CA * ISE20 v @

MNT Server CA * ISE20 > @

MC Server Certificate * FMCS0 ~ @

ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24, ...
* Required Field | Test |

[7 A (Test) | IR L F£7°,
WINFETRSINET,

Status

ISE connection status:
Primary host: Success




aljlal e
X7 FORRERETH/N\IY—HAK cllsclo..

FIE3. [OK] ZERLET,

FIE4 [PR1F(Save) | ZEIRLFET,

FIE5 [ AT AL (System)] > [E=#Y> 7 (Monitoring) ] > [Syslog] Zi#IRL £ 7,
FMC 78 ISE — NZIEF ICBfi s -2 L B L £,

System QLRERSEET L10L]

Configuration Users Domains Integration Updates Licenses v Health v Monitoring » Syslog Tools v

— " — Oct 31 2015 17:36:11 dram3 sudo: pam_unix(sudo:session): session closed for user roat
(] Case-sensitive [ Exclusion

| G

Oct 31 2015 17:36:11 dram3 sudo: pam_unix(sudo:session): session opened for user root by (uid=0) X

Oct 31 2015 17:36:11 dram3 sudo: www : TTY=unknown ; PWD=/ ; USER=root ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session closed for user root

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session opened for user root by (uid=0)

Oct 31 2015 17:36:10 dram3 sudo: www : TTY=unknown ; PWD=/ ; USER=root ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session closed for user roat

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session opened for user root by (uid=0)

Oct 31 2015 17:36:10 dram3 sudo: www : TTY=unknown ; PWD=/usr/local/sf/htdocs/events ; USER=root ; COMMAND=/bin/chown www:www fvar/log/CSMAgent. log

Oct 31 2015 17:35:36 dram3 SF-IMS[4114]: [4528] SFDataCorrelator:Userldentity [WARN] Unable to find realm for user AB:A6:68:9F: 50:5D, domain

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.ISEConnection [INFO] bulk download processed 3 entries.

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.ISESessionEntry [ERROR] Failed to parse session element: <session xmins="http://www.cisco.com/pxgrid/net'> <gid
xmins="http://www.cisco.com/pxgrid'>0A000001 0000001 A01077EAL < /gid> <lastUpdateTime xmins="http://www.cisco.com/pxgrid'>2015-10-31T18:37:29,520Z </lastUpdateTime > <extraAttributes
xmins="http://www.cisca.com/pxgrid'> <attribute > UGWybWIDQWN]ZXNz < /attribute> </extrattributes> <state >Started</state> < RADIUSAttrs> <attrName > Acct-Session-1d</attrName >
<attrValue>0000001C</attrValue> </RADIUSAttrs > <interface > <macAddress > 00:0C:29: 3C:FB:8F </macAddress> < deviceAttachPt> <deviceMgmtIntfID > <ipAddress xmlins="http:/fwww.cisco.com
/pxgrid’>192.168.1.3</ipAddress> </deviceMgmtIntfID><port><portld>GigabitEthernet1/0/11</portld></port></deviceAttachPt> </interface> <user><name xmins="http://www.cisco.com
/pxgrid'>00:0C:29:3C;:FB:8F</name> </user> <assessedPostureEvent/ > <endpointProfile>VMWare-Device</endpointProfile > </session >

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.LdapRealm [INFO] search ‘(| (sAMAccountName=Ida Skiber)(userPrincipalName=Ida Skiber@LABB))' has the following DN: ‘CN=Ida
Skiber,CN=Users,DC=lab8,DC=com’.

Oct 31 2015 17:35:36 dram3 SF-1MS[3800]: [10997] ADI:adi.[SEConnection [INFO] Captured Jabberwerx log:2015-10-31T21:35:36 [ INFO]: curl_easy_setopt() for CURLOPT_URL:
*https: //ise20306./ab8.com: 8810/ pxgrid/mnt/sd/getSessionListBy Time'

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996] ADI:adi.ISEConnection [INFO] Starting bulk download

Oct 31 2015 17:35:36 dram3 SF-IMS[4114]: [4528] SFDataCorrelator:adi.subscriber [INFO] ADI subscriber connected to ADI service at /tmp/vdi.socket
Oct 31 2015 17:35:35 dram3 SF-IMS[3800]: [3800] ADI:infra.ev-rpc [INFO) Started server ADI, listening for clients.

Oct 31 2015 17:35:35 dram3 SF-IMS[3800]: [3800] ADI:adi.RpcServer [INFO] starting rpc server

Oct 31 2015 17:35:35 dram3 SF-IMS[3800]: [3800] ADI:adi.ISEConnection [INFQ] ...successfully connected to ISE server.

FIE6. ISEICROIDIZFRRSNET,

» Operations « Administration

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Service  » Identity Mapping

©@Enable Auto-Registration Disable Au
Live Log k
fEncble @Disbe Qhoove @ Gow WDecne @Deete v EhRefresh | Total Pendng Acprovai(o) ~ 1-110f11  Show 25 + perpage Page |l =
] Chent Name Client Description Capabiities Status Cient Group(s) Log
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CA(RELm)- ERFEEHETDRE

ZOHETIL, ISE A% F‘Tﬂ/fmfii E 2.0 33X Cisco Firepower Management Center 6.0 %35 A\ J 5720 DFk
TFENZDOWTCEHEMIZRHBALE3, ZOH 5 CEARENELEATLGE B ATRETT,

CA BRBERITHhRETA X ENT= pxGrid T FL—bk

pxGrid 7747 I, Firepower Management Center, 33X TN ISE pxGrid /—R ] ® pxGrid #1EIZIX, 7747 MR
AlE&H—/NFEED] /7 D Enhanced Key Usage (EKU) Z£F> | I AX~ A A&7 pxGrid 72 7' L — R EE T,
Z 4, Firepower Management Center & ISE pxGrid @/ —R @i 53 [FIC CA 128> TEA SINIZFRGER (CA) &
Zl ﬁ%ﬁ?%‘g—@‘a‘o

FIg7. [&2Y— L (Administrative Tools) | > [F2lE /R (Certificate Authority) ] 23R, CA % —/SDE{D [+]
75_’7J w7 LT, Ray 72 YA [REHET 7 L —] (Certificate Templates) | 2457V~ 1LC,

(=gl (Manage)] ZIRIRLET,

3 AC ; =101
File Action View Help |
@ $ | | ol |=h | ﬂ B Certificate Templates Console
ﬁ Certification Authority (Local) File Action View Help
Hel lab7-WINATEL1SBAKTMC | gl =y || ol = H

|| Revoked Certificates =

[ Issued Certificates | el LS QIGERISRE | Template Display Name ~ | Minirmum Supported CAs

7] Pending Requests 5| Administrator Windows 2000

[ Failed Requests 5 Authenticated Session Windows 2000

| Certificate Templates 3 Basic EFS Windows 2000

3 CA Exd"lange Windows Server 2003 Ent..

FIES. H27VyI/LT, [2—VT 7L —rO#ER (Duplicate User template) | 3R L, [Windows 2003
Enterprise] 2R L T, [OK] Z7Vv 7L T,

I Certficate Templates (WIN-B67GP [ T isplay Name _~ | Minimum Supported CAs | Ver 4]
3] Domain Controller Authentication Windows Server 2003Ent.., 110
T £FS Recovery Agent Windows 2000 6.1
 Enroliment Agent Windows 2000 41
T Enralment Anent (Comouter) Windows 2000 5.1
6.1
You can create certificate templates with advanced properties. However, 71
not all Windows CAs support al certificate template properties. Select the 8.1
version of Windows Server (minimum supported CAs) for the duplicate 21
certificate template.
e
% Windows Server 2003 Enterprise 102
101
€ Windows Server 2008 Enterprise 10C
101
Learn more about Certificate Template Versions. 5.1
41
o] e | |2
1.
'3 subordinate Certification Authority Windows 2000 5.1
3 Trust List Sigring Windows 2000 31
B user Windows 2000 31
3 User Signature Orly Windows 2000 41
5 web Server Windows 2000 41
T Workstation Authentication Windows Server 2003Ent... 101
-
q | 4l e
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FIg9. FEAET LT —bDOAHIZATIL, [Active Directory DFIEFAE %5177 % (Publish certificate in Active
Directory) | #4712 C, A2 B IO M2 ELET,

101 x]
—Fb Properties of New Template x| |
e |m|E e | e | | TI-uH-I Ils-u-ul |
] Request Handing Subject Name: Server =
Template display name: [ “Certificate Templa...
[FGnd 6.1
f b More Actions >
Minimum Supported CAs: Windows Server 2003 Enterprise. 5.1 > y
4.1
Template name: o More Actions »
I‘ Gnd 7.1
8.1
2.1
Validity period: Renewal period: 11¢
5 [years ~ 52 [weeks = 102
101
10C
I Publish cenfficate in Active Directory 101
I Do not automatically reenrll it & duplicate certificate exists in Active 24
Directony 4.1
6.1
I For | of smart card certi the existing key 1L
if @ new key cannct be created 5.1
3.1
31
4.1
4.1
101
=
l | = OK | Cancel ooy | Hep | B

FIE10. [§5E (Extensions) | > BN (Add) | > [V —/ F23LE (Server Authentication) | > [OK] > [ A (Apply) ] D
EIZZV> 27 LU ET,

(B Certificate TemplatesConsole, g =[Ol
TR x
€m0 (Bm Cow | e | Subject ame | ls-w |
] Certifcate Templates (WINBGZGRL
To modify an extension, select it, and then click Edit.
Extensions included in this template:
| Application Policies
DEmchzm'l:
|| Certificate Template Information
| |lssuance Policies
Key Usage
Description of Application Policies:
Authentication =]
File System
Email
Authentication
i
q | 5 oK Cancel feoy | Heo
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FEg 1.

FIE 12.

atfren]e,
CISCO.

[ Y=/ 14 (Subject Name) | &2V 7L, [BERIZE F41% (Supply in request) | &4 AL £,

Il Certificate Templates Console

—1Oyx]

He  Act en i Properties of New Template ) x|

¢$||._;~?| Ismmceﬂemm'SmmdedTarplaaleﬂmslSeml

Request Handiing Subject N:
5] Certificate Templates (WINATELLS I ki e
¥ Supply in the request

il ze subject information from existing certificates for autaenrallment
IEHEWEI [EI]LIES k3

" Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certficate administration

Subject name farmat:
INnne j

I” Include email name in subject name

Include this information in atemate subject name:
™ E-maillname

I~ DME name

I™ User prinicipal name [WEH]

I™ | Service principal name (SEH)

Certificate Templa...

More Actions

4.1 More Actions »

[$E5E (Extensions) | > [381 T4 Y — (Issuance Policies) | > [ (Edit) ] > [T X THOHT

(All Issuance Policies) ] DNEIZZY 7L F T,

I Certificate Templates Console "l

Fe A Vi o Properties of New Template __N 5'

@!?H_Ilﬁlll_ Generd | RequestWanding | SubectNeme | Sewer |

Requirements | Superseded Edensions | Security
] Certificate Templates (WINATE11S i | e I

S e e e
Edit Issuance Policies Extension: i x|

Bdent  an ssuance policy describes the conditions under which
jﬁ a certificate is issued.

jEi .
jO lsm 41
.Ls mpoiqes 6.1
ke ies 7.1
8.1

7.4

11c

10¢

.

Desen 104

§
L

More Actions 4

TRY —

Cisco Systems © 2017
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FIE 13.

¥ 14.
FIIE 15.

FORMMEEE T 7 4 VDO EFIZLET,

El Certificate Templates Console 'l =[0] x|
e 51
@$||E|&‘ IsmmﬁeqwememalimersededTmplateledenaonslSewtyl
T Cortifcate Templotes (WINATELS O o | sucttlame | e
Purpose: Signature and encryption
™ Delete revaked or expired certfiicates (donat archive]
¥ Include symmetric: algarithms allowed by the subject
™ Archive subject’s encryption private key
4.1 More Actions 3
Minimum key size: IZMS i 6.1
7.1
8.1
7.1
11C
¥ Allow private key to be exported 10t
Do the follawing when the subject is enrolled and when the private key 103
associated with this cerificate is used 101
@ Enroll subject without requiring any user input :1
" Prompt the user during enroliment 6.1
ermH’\euseduhgermh’nedmdreqdreusermm‘enﬂne 11.
private key is used 5.1
3.1
To choose which cryptographic service providers CSPs. 3.1
(C5Ps) should be used. click C5Ps. a1
4.1
101
. » ok |[ cancel | Mooty |  Hep | w

[REFAET > 7L —] (Certificate templates) | 4527V 7L %7,
FAITTD [HRT 7L —b (New Template) | 21341 L, [pxGrid] Z3&R L £,

atfren]e,
CISCO.

f certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\ Templ =10)x|
File ~Action View Help
i A AN WE S [
ﬁ Certification Authority (Local) Mame | Intended Purpose |
Hel |_E!J?WIN4-TE 11SBAKTM-CA CEP Encryption Certificate Request Agent
J Revoked Certificates E Exchange Enrollment Agent (Offline req... Certificate Request Agent
L Issued Certificates ) 1PSec (Offiine request) IP security IKE intermediate
|| Pending Requests R T D S S P

] Failed Requests [N Enable Certificate Templates i x|

| Certificate Templates
Select one Certificate Template to enable on this Certffication Authority.
Mote: I a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain

All of the certficate templ ilzble to your CA.
Name Intended Purpose ;I
E Exchange User Secure Email
& 1PSec IP securiy IKE intermediate
E Kerberos Authentication Client Authentication, Server Authentication, Smart Card Logon, KDC Authent
I3 Key Recovery Agent Key Recovery Agent
E COCSP Response Signing QCSP Signing
E pocGind Server Authentication, Secure Email, Encrypting File System, Client Authentic:
E RAS and 1AS Server Client Authentication, Server Authertication
@ Router (Offline request) Client Authentication
E Smartcard Logon Client Authentication, Smart Card Logon
ﬁl Smartcard User Secure Email. Client Authentication. Smart Card Loaon | _ILI
A »

Cisco Systems © 2017
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FIE16. pxGrid DT T L —RERENET,

FH certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates] B = |EI|5|
File | Action  View Help

9 || o= |H

ﬁ Certification Autharity (Local) Mame | ntended Purpose |
Bl g lab7-WINATE115BAKTM-CA 5| pxGrid Server Authentication, Secure Email, Encry...
;l Revoked Certificates E CEP Encryption Certificate Request Agent
;I Issued Certificates ] Exchange Enrollment Agent (Offine req...  Certificate Request Agent
J Pending Requests E IPsec (Offline request) IP security IKE intermediate
% aile Requests E’ Directory Email Replication Directory Service Email Replication
g iteni=remeh E Domain Controller Authentication Client Authentication, Server Authenticatio. ..
E EFS Recovery Agent File Recovery
E Basic EF5 Encrypting File System
E Diomain Controller Client Authentication, Server Authentication
5 web Server Server Authentication
E Computer Client Authentication, Server Authentication
E User Encrypting File System, Secure Email, Clien...
E Subordinate Certification Authority <All=
E Administrator Microsoft Trust List Signing, Encrypting File. ..

ISE 2.0 DEETE

ISE pxGrid /—R&AZ R T a AR 351 HR8RER (CA) BA BRI ELE T, AIZ, TpxGrid |CSR ZR
N ISE /—RMNBARKEIL, pxGrid DA AF <A ZXSINT-T o 7L — el LT, CA — k- TEL SN E
T, AEBAEIIAAMID ISE CSR ERIZ AU REnEd,

CA /L—FGEBHEIX ISE GER EE AR T IZA R —hEiE T, ISE ID i BIREA EIX ISE GEBH L AT L ART
\ZZ I AR —RSHVET, ISE /—R1E pxGrid B/ERIZE LS ET,

FIE1. ISE pxGrid /—RIZ72% ISE /—KR® CSR ERAZ AL E T, [% P (Administration) | -> [ AT A
(System) ] -> [FIEAH & (Certificates) | -> [FIERA % 44 K (Certificate Signing Requests) | -> [A25%
(Generate) | Z 2R LF,

A GIHEORRIIBEETHAIENAVBETT , ChIE FMC 6.0 D7 IT4THE—FEFHoO0—K yiavITihBTY,

‘&% \dentity Services Engine Home  » Operations  » Policy  » GuestAccess [EREUUIUIENEILUNE » Work Centers @  icensewaming &

~ System * |dentity Management  » Network Resources » Device Portal Management  pxGrid Senvices » Feed Senvice + laentity Mapping

Deployment Licensing = Cenificates » Logging » Maintenance Upgrage Backup & Restore » Admin Access » Seftings
—
L] = ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality

- » ISE Intermediate CA - This is an Intermediate CA Signing Request
= Certificate Management §
« Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate thal is signed by
the ISE Root CAISE Intermediate CA
Ovenview

System Cerlificates Usage

Endpoint Certificates Certificate(s) will be used FarIAﬂ.mn 'I

Trusted Certificates

Alow Widcard Certificates [J
OCSP Client Profile

Certificate Signing Requests Node(s)
Certificate Periodic Check Seftings Generate CSR's for these Nodes
+ Certificate Authority Node CSR Friendly Name
[ ise20 ise20#Admin




tXa7 7OLRERBTHNIY— HAR

atfren]e,
CISCO.

FIE2. [FEAEDE R (Request a certificate) ] > [

FEBHED R DOFEHM

(Advanced certificate request) | %1%

RU. CSR A —L TV FHT, HAX~ AR LTz pxGrid 72 7 L — 3R C, [2415 (Submit) ]
DAV

Microsoft Active Directory Certificate Services -- 1ab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques

Request box.

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

G1A/OKOPkmzOVImr AHFW2K I QPPS52Z80gnzob0d /1]
SCTRUER6BIy+mOjVxEJHOE+r6QUEALEQOZY0kITd|
(FWG1BGLEWUbRYPT8n9u0eNIKNngD 2LIyFEPVRIub)
67vSh57URpcSZLhh6/Bj+/D2}1J/040d34zhovlp
8xr503L4yPLKMLUQ6L/QChpBVQ==

----- END CERTIFICATE REQUEST-----

FIIE 3.

g 4.

FIE 5.

Certificate Template:

| pxGrid :]

Additional Attributes:

Attributes: | J

| Submit > |

Base 64 745 b B D CA LV — X m—RLE T,

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this

ion authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certifi

CA certificate:

Current (12b6-WIN-49T17723U08-CA]

Encoding method:

ODER

(<) Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

CA /L—h% ISE ZERE(ZHEL AT A AT IZ T v 7 a—RLET,

800 Opening certnew.cer

You have chosen to open:
[ certnew.cer

which is: Document (1.3 KB)
from: http://192.168.1.14

What should Firefox do with this file?

(_)Open with| Keychain Access (default)
(+)save File

[_) Do this automatically for files like this from now on.

el |

[ ¥ (Administration) | > [Z* A7 A (System) | > [RIEB] Z (Certificates) | > [{5 #H T X 5AEH] E (Trusted
Certificates) | #1824, CA L —NiEELT v 7 m—RLET,

[ISE NRRFEDE #E (Trust for authentication within ISE) ] 412U [1%15 (Submit) | 227V 27 L E7,

Identity Services Engine Home » Operations

» Policy » Guest ~ Administration * Work Centers

tem b Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Identity Mapping

Deployment  Licensing ~Certificates  » Logging  » Maintenance

~ Certificate Management

Overview

System Certificates
Endpoint Cerificates
Trusted Certificates

OCSP Client Profile
Centificate Signing Reguests

Centificate Periodic Check Seftings

» Certificate Authority

Upgrade Backup & Restore  » Admin Access  » Seftings

Import a new Certificate into the Certificate Store

* Certificate File lafawye. To0L Cer .

Friendly Name

Trusted For: ;

[/] Trust for authentication within ISE

[ Trust for cient authentication and Syslog

Trust for authentication of Cisco Services
[ valdate Certfficate Extensions

Description |

Cisco Systems © 2017
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atfren]e,
CISCO.

FI& 6.

ISE pxGrid /—RGEHE% ISE GEE L AT L AT 2T v 7 m—RLET,

[‘& P2 (Administration) ] > [Z° A7 A (System) | > [FIEE & 4 O Z 2K (Certificate Signing Requests) | &
B, REW]EZ CSR ZORICANAURLET,

=l |dentity Services Engine

cisco Home » Dperations + Policy

=System  » Identity Management  » Network Resources

Deployment  Licensing = Certificates
—

»LOgOING  » Maintenance  Upgrade

= Certificate Management Certificate Signing Requests
Overvew

System Certificates

» Guest Access

» Device Portal Management  pxGrid Services

Generate Certificate Signing Requests (CSR)

= Administration » Work Centers

» Feed Service  » Identity Mapping

Backup & Restore » Admin Access » Seftings

A Cerlificate Signing Requests (CSRs) must be sent to and signed by an extemal authority. Click "exporf” to download one or more CSRs so that they m

request has been signed, click “bind” to bind the request to the signed certificate issued by that authority Once 3 CSR is bound, it will be remaoved from

Endpoint Certificates
Trusted Certificates
QCSF Client Profile

Certificate Signing Requests

Certificate Periodic Check Seftings

» Certificate Authority

FIg7.

) vew grEport M Delete W Bind Certificate s

Certificate Subject

CH=ise20.Bb%.com

Key Length Portal group t Timestamp

2048 Sat, 16 Jan 201¢

[ B (Administration) ] > [2*A7 A (System) | > [FIEF & (Certificate) | > [FIEHH £ 2 (Certificate

Management) | > [RIEFEE 4 DO EK (Certificate Signing Requests) | > [FEF]EE 4, 23k (CSR) DAL
(Generate Certificate Signing Requests (CSR)) | 3R L, fEHHEDO HREL T [ # (Admin) | 28R L

i‘j—o

Usage

Certficate(s) wil be used for |admn "]

Allow Widcard Certificates [J @

FIg 8.
FIR 9.

J—RaRIRLET,

DNS &4 %&BmLEd,

~ System » Identity Management  » Network Resources ¢ Device Portal Management

Deployment  Licensing = Cenificates » Logging » Maintenance Upgrade
—_—
L]
Node
= Certificate Management
Oveniew
System Certificates
Subject

Endpoint Certificates
Trusted Certificales Common Name (CN) | SFODNS

QCSP Client Profile

Backup & Restore

[T Y =7 MU 4 (SAN) (Subject Alternative Name (SAN)) ] ¢ [DNS 44 (DNS Name) | Z 341 L .

pxGrid Senvices » Feed Senvice » Identity Mapping

» Admin Access b Seftings
CSR Friendly Name

ise20#Admin

Organizational Unit (OU)

Certificate Signing Requests

Centificate Periodic Check Seftings Organization (0)

» Certificate Authority City (L)

State (ST)

Country (C)

Subject Alternative Name (SAN) [ DNS Name

v] [ ise20.2b%.com

Cisco Systems © 2017
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= IIE 10.
Fg 11.
FE 12.

FIE 13.

F g 14.
FIIF 15.

[1EA% (Generate) | Z 3R L F97,
[=7 AR —h (Export) | &R F T,

pem 77 ANVEFHE | csr BREZ AR — L THAZ VA AL pxGrid 7> 7'V — NI T £,

800 | '] ise20306Admin.pem
BEGIN CERTIFICATE REQUEST
4C

2
TAT

++VYBiQr9gHC
h

¥ 0
19TwAsHIJYSBI33PgEI+e Ag10s:
END CERTIFICATE REQUEST-

[RIEBH D EK (Request a Certificate) | > [RIEH EDE R OFEAMEL E (Advanced Certificate Request) | &
BIRLTHEOANT . HAZ~A XTI pxGrid 7o 7 L — @R L= | [24(E (Submit) | 227V v 7L E7,

Microsoft Active Directory Certificate Services — lab8-WIN-JSVUL3DQTBN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or |
Request box.

Saved Request:

Base-64-encoded
certificate request

Ry0SKng0f4UnKVGx]1wEPM7ydWpHBIAEYz6najPm
eJmRw5v+0GMw1 0WEMObev6 /dLgMf nMH2RKT sQuvgY
rgJl2vralwTimSDUyqQPMrjlysfwSM4nXBsjxeuTP

(CMC or nXyW9522CookbMyWiSGthTnyyNbeFb15jucLht jx
PKCS #10 or 19TwASHIJYSEI33Pg6T+e132TCof jEAg1Os=
PKCS #7):  |amaea END CERTIFICATE REQUEST—--—-o p

Certificate Templat:
[ pxGrid 3 ]

Additional Attributes:

Aftributes: | J

| Submit > |

({5 (Submit) | Z38RL £,
[Base 64 = 1—RTEZ 3 (Base 64 encoded) | # 2R L CiEAHEA X 7 u—RLET,

Microsoft Active Directory Certificate Services -- lab8-WIN-JSVUL3DQTBN-CA

Certificate Issued

The certificate you requested was issued to you.

(DER encoded or (»)Base 64 encoded

Download certificate
=1 Download certificate chain
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FIIF 16.

FIIE 17.

FIE 18.

FIIE 19.
FIIE 20.

atfren]e,
CISCO.

[Base 64 £ (Base 64) ] #1%#IRL T CA L —hEAEEZX Y O—RLET,

Microsoft Active Directory Certificate Services — lab8-WIN-JSVUL3DQTBN-CA

aCA i Certi Chain, or CRL

To trust certificates issued from this i ion authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.
CA certificate:

Current (1ab8-WIN-JSVUL3DQTBN-CA]

Encoding method:
ODER
(®Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain

Download latest base CRL
Download latest delta CRL

[ £ (Administration) | > [Z* A7 A (System) | > [RIEB] 2 (Certificate) | > [FiEH] E% 2 (Certificate
Management) | > [{5 #H CT&5aE E (Trusted Certificates) | DJEIZER L, /L—FEBHEEZ AR —RLET,

[ISE N O FEEEA Z1Z #8695 (Trust for authentication within ISE) | #4112 L £,

‘it Identity Services Engine Home  » Operaions b Polcy b Guest Access [ERFTASCA » Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

Deployment  Licensing _ ~Certificales  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Setlings
L]
- Certificate Management Import a new Certificate into the Certificate Store
o * Gertfcate File | Browse... | carootoer
System Certificates Friendly Name [
Endpoint Certificates
Trusted Certficates Trusted For: ;
(OCSP Client Profile ‘Trust for authentication within ISE

Certificate Signing Requests [ Trust for client authentication and Syslog.

Certificate Periodic Check Settings
J [ Trust for authentication of Cisco Services

» Certificate Authority
[ validate Certificate Extensions

Description |

€3 (=)

[25(5 (Submit) | ZERL F 9,

[& ¥ (Administration) | > [RIEB] 2 (Certificate) | > [FIEH] 3% B (Certificate Management) | > [RIEH] E5&
4 DEEK (Certificate Signing Requests) ] DJIEIZEIRL , CSR ZRAERINL /2% | [REFED /AR
(Bind Certificate) | Z&&R L F9°,

‘duty: Identity Services Engine Home » Operations » Policy » Guest Access = Administration » Work Centers

~ System » Identity Management » Network Resources » Device Portal Management pxGrid Senices » Feed Senvice ¥ Identity Mapping

Deployment Licensing +Certificates » Logging » Maintenance Upgrade Backup & Restore  » Admin Access » Seftings

 Certificate Managemest Certificate Signing Requests

Ovenview Generate Certificate Signing Requests (CSR)
System Cerificates

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority Click "export” to download one or more CSRs so that they m

request has been signed, click “bind" o bind the request o the signed certificate issued by that authority. Once a CSR is bound, it will be removed from
Endpoint Certificates

Trusted Certificates Jovien @oExport ) Delete S

QCSP Client Profile Certificate Subject Key Length Portal group t Timestamp

Centificate Signing Requests Ch=ise20.ab9.com 2048 Sat, 16 Jan 201¢
Centificate Periodic Check Seftings

» Certificate Authority
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FIE21. ISECA BALEXTAT T AT 4 EL Ty u—RLET,

“Sueh: Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senvice  » Identity Mapping

Deployment Licensing +Cenificates » Logging * Maintenance Upgrade Backup & Restore » Admin Access » Seftings
L]
~ Certificate Management Bind CA Signed Certificate

Overview lCenmcate File | Browse.. | fmc.ce I

System Cetificales

Endpoint Centificates Friendly Name i

Trusted Centificates
Vaidate Certificate Extensions [ (i
OCSP Client Profile

Ceificate Signing Requests
Usage
Centificate Periodic Check Seftings

» Certificate Authority 4] Admin

Submit Cancel

FIE22. [X/3 (Submit) ] ZIBIRL £,
FIE 23. ROAYE—UDRFRRINTZE, 1TV (Yes) | ZE&ERLET,

/@ Enabling Admin role for this certificate will cause an
L o application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under

s (0
FIg 28 KDOAE—URFERINZD, [1IF (Yes) ] B ET,

/@ The certificate you are importing or generating matches an

L5\ existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

yes= [Ty

FIF25. AT L0FEEISH, GULIZEVET,

l @ Identity Services Engine
4

Prablem logging in? '

logo are registered trademarks of Cisco Systems, Inc. andfar its

©2015 Inc. Cisoo, wilialin
affliates in the U5 and certain other countriss. cisco

y
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FIE 26. [P (Administration) | > [2-A7 A (System) | > [ A (Deployment) | Z i8R L, IR AN Z#RAEL T
[pxGrid] A4 AZLET,

‘il Identity Services Engine Home  » Operations  » Poliy b GuestAccess [ UL el * Work Centers
~System | » Idenity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping
Doployment  Licensing  » Certfcates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

FQDN ise20306.lab8.com
IP Address 192.168.1.38
Node Type Identity Services Engine (ISE)

Personas
| Administration Role STANDALONE  ("vaice primary |

| Monitoring Role  PRIMARY |~ Other Monitoring Node
! policy Service

/| Enable Session Services (i

Include Node in Node Group  None
/| Enable Profiing Service

[ Enable S¥P Service:

Use Interface | GigabitEthernet 0
[ Enable Device Admin Service
O nable Tdentity Mapping

pxGrid

FIE27. [{%1F (Save) ] 23R £7,
FF28. [ 2E(Administration)] > [pxGrid $—EZ (pxGrid Services) | Zi®INL , AP SN/ —EANRFREN
HILuERLET,

"ues- Identity Services Engine Home » Operations » Policy » GuestAccess [EESSUUTIEETNY » Work Centers

» System  » Identity Management  » Network Resources  » Device Pontal Management  pxGrid Senices  » Feed Senvice  » Identity Mapping

@Enable Auto-Regist

@ . ©  (JOekete ~ $Refresh  Total Pending Approval(0) = 1-110f11  Show

Chent Description Capabities Status Clent Group(s) Log

FERTRICIXERANBIENHYET , ISE VM Tlsh application status ise 1ZE1TL . pxGrid H—E XD FNHAL h TH S EEREERL TS,

FIg29. [HENVEEEOAZNL (Enable Auto Registration) | #H WL E9,

‘dice Identity Services Engine Home  »Operaions  » Policy  » GuestAccess [EEEGUGIEVEILUNN » Work Centers @  licensewaming 4

©Enable Auto-Registratior D

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices » Feed Senice  » Identity Mapping

FIE 30. [pxGrid [ZH%f¢ (connected to pxGrid) | £72> CWAZ L& fERLET,
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Firepower ISE L JL.LDYER

ISE L /LA, ISE §RFEA THY ., Firepower Management Center 6.0 ID 7RY > — T X E T,

FIE1. [ AT (System)] > [#A (Integration) ] > [L- /L2 (Realms) | > [HTRL /L2 (New Realm) | 28R L £,

Add New Realm
Name * LAB
Description
Type * AD v
AD Primary Domain * lab%.com ex: domain.com
Directory Username * fmc@lab%.com ex: user@domain
Directory Password * sssssssne
Base DN * dc=lab9,dc-com ex: ou=user,dc=csco,dc=com
Group DN * .dc-lnhQ,dc-com | ex: ou=group,dc=cisca,dc=com
Group Attribute Member o
* Required Field
[ oK Cancel

FIE2. [OK]ZERLET,
FIE3. [TV ZRNDiEN(Add Directory) | 23R L , FQDN ARANM, F21IfE @A A TILET,

Hostname / IP 192.168.1.26

Address

Port 389

Encryption ") STARTTLS LDAPS @ MNone
SSL Certificate v Q

FIE4 [T AN Test) | ZiRINLET, [7AMERELAKEIL EL 72 (Test Connection has succeeded) | &R RS20
[OK] ZigR L £,

FFATORBARSNIFZE L. [LILLERTE (Realm Configuration)] TTALIM) A—HHETALIR) RRT—FNELVDZEEHEEL TS,

FIF5  [OK] ZERLET,
FIE6.  [{%1F (Save) | IR L £,

FIg7. E 28R U C [IREE (State) ] Z AL £,

Cisco Systems © 2017
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Overview Analysis Policdes Devices P Deploy o, ISFEEUN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools v

Cisco CSI m Identity Sources eStreamer  Host Input Client  Smart Software Satellite

¥ Compare realms o) New realm

Name Type Base DN Group DN Group Attribute State

FIE8. LA/ EIIILET,

Overview Analysis Policies Devices Objects | AMP Deploy ), S\rstem

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

A

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

4 Compare realms (&) New realm

| Descrpton | pomain | 7vee L] | aroup o | roup misoute | mata |
Lab Glabal AD de=lab8,dc=com de=Iab8,dc=com member &0 PN

FIg9. [=—H X m—FK (User Download)] %7V 7LF 7,

Overview Analysis Policies Devices Objects = AMP Deploy s Gl Help ¥ admin ¥

Configuration Users Domains Integration Updates Licenses v Health = Monitering v Tools v

Lab (0 concet
Lab

(2L L T Realm Configuration IUser’ Download I

(& Add directory

umscoeee |

192.168.1.50:389 none & 8

FIg10. [=—VFBIOY NL—TF DX m—F (Download users and groups) | 4L FE T,
FIE11. [fHHFTEEZRZ /L —7 (Available Groups) | 7§ XT/ATZARL, [~EIZE ®5 (Add to Include) | Z 3R L
7

Directory  Realm Configuration USSR EETALET]

@ Download users and groups

(Waming: You must enable the realm in order to perform an on-demand user/group download. Enable Realm)
Begin automatic download at |12 v AM ¥ America/New York Repeat Every 24 v Hours

]

Available Groups (] Groups to Include (D)

‘ %, Search by name

T
b Certificate Service DCOM Access

&% Read-only Domain Controllers

@ Print Operators

@ DnsAdmins

% Domain Admins

4 IS_IUSRS

% Group Policy Creator Owners

b Event Log Readers

4 Pre-Windows 2000 Compatible Access
@ Replicator

% Domain Computers

£ Cert Publishers

£ Users

7 Guests

) RAS and 1AS Servers

Add to
Exclude
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FIE12. [PrRA7(Save) | ZEIRL £,
FIF13. RPFRSNET,

Overview Analysis Policies Devices Objects = AMP EYEIUN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v

LY

Cisco CSI m Host Input Client Smart Software Satellite

W Compare realms &) New realm

Lab Lab Global AD de=1ab8,dc=com de=Iab8,dc=com member & 06

Firepower Management Center 6.0 D&% &

Firepower Management Center (FMC) (333GIE)R) (CA) B4 GEA FE CTEMET 2I0ITRESN TV E T, Firepower
Management Center D F% X —& CSR Z K3 Firepower Management Center =22/ — /L (FMC) OB L F97,
CA $—/3N[F CSR ERIZEBA L, WAX~AXENT= pxGrid 7> 7 L — i L T, FMC #&BIFE B2 R4t
£

FMC FEE L FMC F—3 Wi J7 &b FMC WERRE EANTICT vy 7 m—RahvEd, CA /L —haE#EiT FMC 5
fH CA AN T v 7 B—REINET,

FIE1.  Firepower X —% AL ET,

22T RRT—RIE pxGrid T—C U MR ETESESNET,

openssl genrsa -des3 -out sourcefire.key 4096

FIF2. CSR EREAERLET,

FRNRT—REDAADKRDLNET  ChlE URTAALI=DLDERL/SRT—FTY,

openssl reqg -new -key sourcefire.key -out sourcefire.csr

FIF3. WinSCP Zfifi HHL T, Firepower Management Center (FMC) 7>5 sourcefire.csr 77 7 /L & sourcefire key
Ty ANER—IILD PClZat’—LET,

[ admin - admin®192.168.1.90 - WinSCP =N E5H =
Local Mark Files Commands Session Options Remete Help
[ 2 E3 Synchronize Bl Ff | - & [£f Queue - - Transfer Settings Default - -

| [ admin@192168.190 |F New Session | &
2, C: Local Disk CEE e D&% Ladmin - (2 [F] N2 B FindFiles |5
Ef Upload [§ | [ Edit 3 =4 (& Properties | £ (& :[#] [=] ¥ Efl Download ¢ | [ Edit ¢ =f [ Properties | £ [ =
C:\2.0306 /Valume/home/admin

Name Ext Size Mame Ext Size Changed )
P 4. 10/22/20158:19
7] caroot.cer 12828 || [ Sourcefire.csr | 17488 11/1/2015 4113
| sourcefire.cer 2672B || sourcefire.key 33118 11/1/2015 4:07x
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FIE4 T 4XEEHALTCSR ERAZBIE, CSR Fkaat'™—LET,

[ C\2.030B\sourcefire.cs - Editor - WinSCP

BBl XE|DC |8 & E Ecodng & | @

-----BEG ST-————
IIEOTCCArKCAQAWGYSXCZAIBGNVBAYTATVIMREWDWYDVQQIEWNNYX] ShGFUZDET
BEGATUEBXMKR2VYbWFudG93b ] EMMAOGAT UEChMDTGF 1MQuwCgYDVQQL EWNMYWTX
FZAVEQNVEAMTDMRYYWOzZL mxhy’ ﬂglﬁZQtMRBhHQ\ JKoZIhveNAQkBFhEQZ XEwawND
qﬁxhv]gm'ZBtMIIcIjANEgkqh 1GINWOBAQEFAAOCAGBAMTTCCGKCAGEAUF+X XFhpr
NG ZLM2d 8vD3 PpBAtS+FeF 30x5kiUF20INPB3y32qCkoo,/NCENM JkeyawzHT t+
IMIQRTFOWbzMaIH38Z GdSTy
IMNRKWKMXUNF 7 EKpp2wWw+T47M
\’CI\'hlakL\lektdFlar kcsAwgqva

Ps7Nhc] 'ItE\'McUaaEE 316h9
i qtm 7k

RGRZBNS FmAFhfngME
oh7LpwBN 1ZpXvikB i
3147 28PS T NkGZCXY

qIbmeYJii0iKINVpiPAROFNHYWLEbZod51PTEXEThNE
Zgohu)‘va, Fi E\CAhEAAaANWAOuC GSIb3DQEBBQUA

< h9IHxzZh+kIp3
c++Yh9e+qT+gg
KcChRQy7| bHSw

SRsVymJJIargueMj
cha\vanSkIfuMThwh Tu HLPD]LC- vakwyBT6GOLk4:
15gw8Z 1bifoTDNuMhoewF 7 dugtwBnNE 8V 3x7 3
‘Z;qu-ldumv Dcrg3 /RETQ4 cUsC 5Mh92QouxpM 1 cCPRTy4vQ5R0I7B6V30Ype
A NTeAJEXOL+wC]14TSiANmNKBYh+ /ASkP jeN1jE+FKH '\qug1
ODBOEC 5L auRD2M YSPSMyTBSMUT TS IHBEGUL XSGHDPXTFAKG
2kx0gqTOv7AdeIcaCcQeHVF+5riW7 BnkuyyMl3F9sTAPdKBY6XpO52n
/b2z1C84TY626 61 P 5U3Z 60xeYTOARXT XT-+Ws gwivgOyT+X 1R
4 rE3yTIQdKw/EPAL BwQ==

FIE5  HAX~AALT pxGrid 7 7L — e L, [FEFAEOE R (Request a certificate) | -> [FEfll o — Y E
3k (Advanced User request) | %R L C, FMC CSR ZRZ 0L fF1T7-%%, 515 L £, Base 64 £F 51k
RO EEZS T a—RLET,

Microsoft Ac

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

LFBEi+TWqpsuxWNTeAjExOL+wcjl4TSi4NnNkBYh =
Base-64-encoded apQG93zL0aSLiFXnDBOECS5LauR0ZMiYSpSmytBSH
certificate request u0xB2ATeTES2kxOgqriViAdeTcaCQeHVE+5rWTEn

(CMC ar DTuFkn¥XEc/b2zICE4fY62G2AUPQEx1PSUSZE0Xe

PKCS #10 or 06gk]Liz9knghJInoAuM4X1 P/ yTa84B/CrF3yTEQd [ |

PKCS #7) - END CERTIFICATE REQUEST-—---— i
L F—— v

Certificate Template:
pxGrid -

Additional Attributes:

Attributes:

FIg6. [2515 (Submit) | ZINLFT,
FIE7. [Base 64 (Base 64) ] # 8RN L CGiEBEEX VL a—RLET,

Microsoft

Certificate | d

The certificate you requested was issued to you.

= DER encoded or

Download certificate
Download certificate chain

Base 64 encoded

Cisco Systems © 2017 36 R—
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atfren]e,
CISCO.

FIES8.  Base 64 F LD CA V—FEEBHEAZA Y 0 —RLET,

Microsoit Active Directory Certificate Services - |ab8-WIN-JSVUL3DQTBN-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab8-WIN-JSVUL3DQTBN-CA]

Encoding method:

(DER

(=) Base 64
Install CA certificate
Download CA certificate
Dawnload CA certificate chain
Download latest base CRL
Download latest delta CRL

FIg9. CA /L—F3EAE% Firepower Management {548 CA AR 7 v 7 r—RLET,
[+ Y=k (Objects) ] > [PKI] > [{E#TZ5 CA (Trusted CAs) | -> [ TZ% CA DB (Add
Trusted CA) ] Z1BRL , 4 ATE AL TOV—b CAREFELZT v 7 u—RL7-%. [IR1F (Save) | ZIEIRL
ESE AN

Import Trusted Certificate Authority

Name: | MS_CA

~—~-BEGIN CERTIFICATE-——
MIIDATCCAIZGAWIBAGIQNUCQWCZBbtPDWKNIhjrGZANBgkahkiGIWOBAQSFADEN
MRMWEQYKCZImiZPyLGQBGRYDY23tMRQWEGYKCZImiZPyL GQBGRYELGFIODEGMBAG
ALUEAXMXbGFIOCIXSU4LSINWYUWZRFFUQK4tQOEWHNNMTUWOTIZMDAXNTMIWhCN
MjAWOTIZMDAYNTM1W) BNMRMWEQYKCZImiZPyLGQBGRYDY20tMRQWEGYKCZImiZPy
LGQBGRYELGFIODEGMB4GATUEAXMXEGFIOCIXSU4LSINWVUWZRFFUQk4tQOEWGgE
MAOGCSQGSI3DQEBAQUAA4IBDWAWGIEKACIBAQCSY TUoAYDTHKX+Q4/4exis/U4!
1ngHAJZCA3KSEICVDY TBAGBOKIMngyhddSKH4TbsyFghaBXrrRgBXQIAINBW3IA
HKZHKDMBIOPj4TvdBHONEdXsyLkdaSaQSy 8ssT+GIG4bQ +sd0dQAAXkalsCaOH

THUW/2MxeIH 0hdSdO Qis283QEI90Tr6jZXZSLI2
FsIIhXcHGeZTvjwE2Iab+gozsaxwF737NK7Cpg7pk6 LXnDQIa7LaXAT 28I pWO
HSAylztLTz)Eqrege1dUDEY-+zI 125vGhQpG7igHQ312an2GithxSPAMXpGVAGMB
AAG]UTBPMASGALUADWQEAWIBhjAPBGNVHRMBAFBEBTADAQH/MBUGALUdDgQWEBBRC
IDHLGMIF5SSNI9niPLIIFEIRLIAQBgKBIEE AYIIFQEEAWIBADANBgahKIGIWOB
AQSFAADCAQEAI7mWHXnecp1Iqun9yChs30DA72ZmOBX7TO32apY|/yiAjkNBKeaS
12XVFIXt6zl/ pRAL7jswhn55RU/SCKUChW2bCgQOMITHOWCIOImal62/ fatB+ufl

1GSCB7yelhJuiAylOH7pZFIXxkOy 1 tMM4qw3lamYLQu+AbD9IVGQy Bon1YR7sEYw

RuihriZy LA TinhRARACNAIT T 7 7n3

[ Encrypted, and the password is:

FIE 10. Firepower Management Center ABRAEFFH LA F—% FMC WEGEHFEANT 17y 7 m—RLE T,
(47 =27k (Objects) ] > [PKI] > [N#BER #E (Internal Certs) | 234 L, Sourcefire CER 771 /L &
Sourcefire KEY 7 7A /L A&B U721 [#RAF (Save) | Z 3R L £7°,
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Add Known Internal Certificate ? %

Name: | FMCE0

Certificate Data or, choose a file: I Browse... J
——BEGIN CERTIFICATE— -
MIHaTCCBIGgAWIBAQIKYSigVAAAAAAATANBakghkiG2wWOBAQsFADBNMRMWEQYK )

CZIMiZPyLGQBGRYDY29tMRQWEQYKCZIMiZPyLGQBGRYEDGFODEGMB4GA1LEAXMX
bGRIOCIXSU4ESINWYUWZRFFU Qk4tQOEWHhCNM TUXMTAYMDALMTUYWheNMToxM TAY
MDEWMTUYWCBizELMAKGA1UEBhMCVVMXETAPBgNVBAGTCEL henlsYWSkMRMWEQ YD
VQQHEwWpHZXItYWS50b3duMQwwCo YDVQQKEWNM YWIxDDAKBQNVBASTADXh YJEXMBUG
A1UEAXMOZHIND TMubGFIOCSib20xHzAdBakahkiGawIBCQEWEGDICHBP Y2hADGF

0C5jb20wgaliMADGCSaGSIh3DQEBAQUAA4ICDWAWGOIKACICAQT4XSCWGMS2PMsz -
Key or, choose a file: I Browse... J

—BEGIN RSA PRIVATE KEY-—— -
Proc-Type: 4,ENCRYPTED [

DEK-Info: DES-EDE3-CBC,FSAFE6540130D0DS

hdkqCOgta8ZEUUENfBgFhnwBPQe+]x+s5RI24253W0L+yDLIsnSWWaUPHCIBEXe
WhkzSz1+CZWQEevF20v2Met68Fdgwibc/SnnYBohGgsCoFpYfagoEKa/vHmiTHQ

dM1jM7 SJiBxvbRCE3kSnalivS3FsAKLERRIF TFbSW3jyuoSiLergflLwavdcla

ZPh/plAT+Ctb GGNUIpwwY 3yFddsmkfsizwt TYIc1 QxlissSGBMI7BA25UYZFFB] -

Encrypted, and the password is: ‘Olloooo.‘ |

{ Save J { Cancel

ISEID Y—X CA BA{FIZFEEAEDERTE

ID ¥V —A =V 3R E T, ISE pxGrid /—R#Ekt /X7 A—4  ISE MnT /—RGEHE, FMC 7 A7 > 7 47 4LV
EERLET, ZOBEF, ISE AXU R T 8BERICBIT5 CA BAMNEEREHA THLAICERL TLESN,

FIE1. [ AT AL (System)] > [#5 (Integration) | > [ID >— A (Identity Sources) | > [Identity Services Engine] %
EIRLE T,

[ T4~V FRANA/MP 7 KL A (Primary Host Name/IP Address) |: 77~V FQDN pxGrid 4 £7-13 IP
TRLA

[ A2V IRARG /P 7 R A (Secondary Host Name/IP Address) |: &4 # 'V FQDN pxGrid 4 F7-1%
IP 7RLA

*[pxGrid ¥ —~3 CA (pxGrid Server Ca) ]: /L —h CA F4 F&ED ISE pxGrid /—R& FMC Ol 5
*[mnt —~3 CA (pxGrid Server Ca) |: /L —h CA E4 {+&? ISE pxGrid /—K & FMC O 5

[MC H—/~GEB#E (MC Server Certificate) |: FMC @ CA B4 & T AT T 47 AR &

*CA 4 (1 5RbE
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Overview Analysis Policies Devices Objects | AMP

Configuratior

Cisco CSI Realms Iﬂanﬁtv Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type | mone | | Identity Services Engine | | User Agent

Primary Host Name/IP Address * 192.168.1.38

Secondary Host Name/IP Address

pxGrid Server CA * MS_CA ¥ ©

MNT Server CA * MS_CA v ©

MC Server Certificate * 'FMCe0| [~ @

ISE Netwark Filter ex. 10.89.31.0/24, 192.168.8.0/24, ...
* Required Field [ Test |

FINE2. [T AF(Test)] ZiERLFET,
D Art— NEoRSNET,

Status

ISE connection status:
Primary host: Success

FIE3. [fR1F(Save) | IR LFET,
FIE4. ISE pxGrid /—RIZRD ISR RINET,
[& ¥ (Administration) | > [pxGrid —t A (pxGrid Services) | Z %R L £,

& Identity Services Engine Home  »Operalions  »Policy  » GuestAccess [EEEGUGIEIEIEUNN » Work Centers @  Licensewaming &

» System  » Identity Management  » Network Resources  » Device Porial Management = pxGrid Senvices » Feed Service  » Identity Mapping

@Enable Auto-Registration Disa

T Lvelog
o @ o e L ] €Joekete - @ Refresh  Total Pending Approval(t) ~ I-Hatl Show!s «lperm
| Clent Name Clent Description Capabities Status Client Group(s) Log
CT - 5 Capabities(d F € ad ook "
e e
- 9
Capability Detail

1-30f3 Show 25 v perpage Page |l +|
Capability Name Capabiity Version Messaging Role Message Fiter

ecion

FMC 73 ISE pxGrid /—RIZIE# (25 §%S 41, EndPointProfileMetada, SessionDirectory. TrustsecMetaData #&AE(Z
YT AITATINFELI,
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Firepower Management Center

F S ESL: 1a: [OF-F:/L |
I NI =Tk ER T HE, 2—W ID RS FRtSnE T,
FIE1.  [KRUT— (Policies) | > [ 7 —7 4% H (Network Discovery) | Z8R L . E Z )7 LT [Py —L D

£E (Edit Rule) ] P& F9,
FIF2. [=—Y User)] x4 cLFEzT,

Edit Rule

Action: Discover

Zones  Port Exclusions

Available Networks € Networks

& 0.0.0.0/0

=0

FIF3. [R1E(Save)] Z&EIRL £,
WNFEREINFT,

Access Control v Network Discovery Application Detectors Correlation Actions v

Custom Operating Systems Custom Topology

Up to date on all targeted devices

[icors [

Q Add Rule

= 0.0.0.0/0
= /o

« Discover: Hosts, Users, Applications P |

ISE ID 7R1) $—

ISE ID 7RV —|%, Firepower Management Center 7 7 A4 /L DT 7B AHHIRY L — T, 737 ISE RikZ 7 7l 3572012
fEHEET,

FIE1. [KRU— (Policies) | > [ 77t AHilf#Hl (Access Control) ] > [ID (Identity) | > #7374V — (New Policy) ] >
[#r# ID 7RV — (New Identity Policy) | DNAIZE-RL | £ iz AJJUT=1% . [PRAT (Save) | R L £,
INPFREINET,




wlflal ]l
%27 FHRRERET BADY— HAR cllsclo

Overview Analysis [EIIISERN Devices Objects | AMP

Access Control » Identity  Network Discovery  Application Detectors  Correlation  Actions ¥

ISE © cancel
) sctive suthentication
O Add Category ) Add Rule
Source Dest Source Dest
# MName Zones Zones. Networks. Networks VLANTags  SrcPorts DestPorts  Realm Action Auth Type

Administrator Rules
Standard Rules

Root Rules

FIE2. [L—rDiEN(Add Rule)] ZZ=RLET,

FIE3. [4#71(Name)] | ISE Authentication & A /)L FE7,

FIE4 [77ar (Action)] T [73v 7 &G (Passive Authentication) | Z 2R L £7°,

FIES  [L/bA(Realm) ] Z5&R %, (BN (Add) ] 22U T, SBICEFL LT ISE WL AZRIRL £,
WRDIDNZEKRSIET,

Add Rule
Name ISE Authentication | Enabled Insert  into Category ¥ | Standard Rules v
Action | Passive Authentication ¥ Realm: LAB (AD)
Zones Networks VLANTags Ports Realm & Settings
Realm * LAB (AD) v | &

Use active authentication if passive authentication cannot identify user

* Required Field

Add Cancel

FIE6. ZAEF%A [fr{F(Save)] LE T,

TI7HIVE DT Ve AH AR S —

T I HNIDT 7R AHHRY S —IZI1E ISEID RV — "o iar a7 my 7§57 DT AR — g/ Rk
U—7f@o 77T aey i E, 77 A4 — /1 Firepower Management Center D2 AR —NE £V ET,

ISE ID 7RI —D:B N
ISEID RV —%FT 74V DT 7B A RIS —ITBIMLET,

FIE1. [RV— (Policies)] > [7 7 Al (Access Control) | ZiEIR L, T 74NV DT 7R R —ZfREL
7,
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Overview Analysis IEIEESE Devices Objects AMP Deploy L, System Help *  admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
Object Management Intrusion Network Analysis Policy DNS Import/Export
) New Policy
Access Control Policy Status Last Modified

Default Targeting 1 devices 2016-01-11 22:44:26 [
Default Up-to-date on all targeted devices Modified by "admin® 1 J

FIE2. [/2L (None)]> [ID ARV — (Identity Policy) ] DIEIZZV v 7L, RryFZ T A=a—7)5 ISE 23R L
7

Overview Analysis JEGIISEEE Devices Objects AMP ' System Help v admin v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions

Default ou have unsaved changes | [=] Save €3 Cancel

efau

SSL Policy: None

FIE3.  [PrAF(Save) | ZEINL£T,

FSURR—FEERYET—VBOT) IOy Y DERTE
ZNHOFKENL, Firepower & B SR AR L — 12X ChT 740/ BN Byl SAHIHICEBIINTOET,

FIE1. AR —ME/ RN =207V T uty hiREARELE T,

Overview Analysis JEIISEEN Devices Objects AMP System Help v admin v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions

Default £3.cagesl
Default
Identity Policy: ISE SSL Policy: None

Tg Inheritance Settings | [¥] Policy Assignments (1)

Rules Secunty Intelligence  HTTP Responses m

General Settings p Transport/Network Layer Preprocessor Settings
Maximum URL characters to store in connection events 2 Ignore the VLAN header when tracking connections Yes |_
Allow an Interactive Block to bypass blocking for (seconds) 600 Maximum Active Responses 25

FIE2. ROIDITHRELET,
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Transport/Network Layer Preprocessor Settings T X
Ignore the VLAN header when tracking v
connections
Maxomum Active Responses 25
Minimum Response Seconds

Troubleshooting Opbions -

Revert to Defaults oK Cancel

FIE3. [OK] ZE#ERL £,

TOYIRER—T DB

Firepower Management Center D7 7 Z AHHARY S —ZHANTT my 7 SiL7z Web 7T VIZ, AT LTS
DTy IR EN—VRIBINLET,

FIME1.  [HTTP J&% (HTTP Responses) | B IRL | JGE~N—VREELL TRODIINZATILET,

Overview Analysis JGIISECE Devices Objects AMP

Access Control » Access Control MNetwork Discovery Application Detectors Correlation Actions v
Default

Default

Identity Policy: [SE SSL Policy: None

Rules Securty Inteligence Advanced

Block Response Page
This page will be displayed when HTTP traffic is blocked.

System-provided b

Interactive Block Response Page
This page will be displayed when HTTP traffic is blocked, but the user may choose to continue.

System-provided w

FIg2. EH%[PR{F(Save)]LET,
FIF3. [EA (Deploy)] #i®IRL, ZEANEEE N —ICEBALET,




X7 7ORRERBTH/N\VY— HAF cisco

Access Control » Access Control Network Dis— =~ s

Jeploy Policies Version:2016-01-12 10:05 AM
Default Group Current Version
Default 2016-01-11 10:44 PM

Identity Policy: ISE SSL Policy: N
Tg Inheritance Settings | [%] Poli

Rules Security Inteligence BRI LDESS

Block Response Page 5 i
% Device Configuraton
This page will be displayed when HTTP traffic is block

System-provided

Interactive Block Response Page
A e e s ieeena et waa

FIIE 4.

G IDE csis LETENSE LENTET

MAART —Z A N—2 B R CTER 2R L £ 7,

Deploy #© | ystem Helpv adminv

-

AMP
Application Detectors

GUISEEN Devices Objects
Health | @ Tasks

Overview Analysis

Actions v Deployments

Correlation

Network Discovery

Access Control » Access Control
1 success

(1 total)

Default
Defouk
v 192.168.1.31 Deployment to device successful.

Employee SGT 44 7R H#HIL—ILDIERK

ko7 72T HT NV 22— A KRV —% T I2L—8F 5 Employee SGT 77 B ARIHIARY & —ZAER L £,
ZOTIETET N 2= AR —E, T TN AR X T A AN =T AT AT V=L A
FAT ETY—ET TV r—rar~Da—Y TI7v A A LET,

FIF1. [V — (Policies) | > [7 7 Al (Access Control) | > [7 7t AHill##l (Access Control) | > [/L—/L

(Rules) | 23841 L u 27V 7 U THRELET,

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Object Management Intrusion Network Analysis Policy DNS Import/Export
« New Policy
Access Control Policy Status Last Modified
Targeting 1 devices 2016-01-16 14:25:29
4 n all targeted devices Modified by "admin i ]

Default
Default

FIg2. [L—/rDiENN(Add Rule)] 2R L, [4 AT (Name) |(Z Deny Employee SGT Access EA LT, [77
3 (Action) ] T [7 27 (Block) ], [IPS] C [pxGrid {2 ARV — (pxGrid intrusion policy) ] Z iR L

%9, RIZ [URLs] > [#77 =V (Category) | Zi®IRL T, [F > 7 /L (Gambling) , [E7Y—E"T (Peer-to-
Peer) |, [AN)—3>7 E'F 4 (Streaming Video) |, [/~ 7 (Hacking) | Z#f&EL ., [/L—/VIZEN

(Add to Rule) | 23R L F9,

Cisco Systems © 2017
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Editing Rule - Deny Employee SGT Access ? %
Name | Deny Employee SGT Access 7] Enabled Move
Action | % Block v IPS: no policies  Variables: n/a Files: no inspection Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports m 1SE Attributes Ir Logging C:
Categories and URLs & [+] Selected URLs (5)
Y fs teg ® Gambling (Any Reputation) &
Category URLS ® Peer to Peer (Any Reputation) 5]
. . g
& Any (Except Uncategorized) 7 Streaming Media (Any Reputation) &
® Uncategorized ® Hacking (Any Reputation) &
or
 Abortion ® Malware Sites (Any Reputation) 5]
® Abused Drugs
® Adult and Pornography
® Alcohol and Tobacco
® Auctions
¥ Bot Nets
- Add

® Business and Economy

oK Cancel

FIE3. [ISE J&E (ISE Attributes) | > [ H Al §E72 ISE & a  J&E (Available ISE session attributes) | > [&
X2 U7 7 V—7" 57 (Security Group Tag) | > [F]H AI#E72 ISE A% 7 —# (Available ISE Metadata) |
%L, Employees 45 EL T, VL —/VIZiB1 (Add to Rule) | Zi& IR L £7,

Editing Rule - Deny Employee SGT Access ? X
MName Deny Employee SGT Access ¥ Enabled Move k
Action X Block | IPS: p es Vanables: n/z Files: pect Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports URLs Bty THEES Inspection  Logging  Comments
Available 1SE Session Attributes © Available ISE Metadata € Selected Source ISE Metadata (1)
- o Employees &

& Secunty Group Tag

B Device type
a8 Location IP

OK Cancel

FIE4 [=F 7 (Logging) | ZHRL, IROIITHRELET,

Editing Rule - Deny Employee SGT Access ? X
Name  Deny Employee SGT Access V| Enabled Move
Action | X Block v IPS:nop e Variables: n/a Files: spection Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports URLs ISE Attributes Inspection @EFT TN Comments

| Log at Beginning of Connection

File Events:

Send Connection Events to:

V| Event Viewer
Sysiog -
SNMP Trap v

OK Cancel
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FIE 5.

FIE 6.
FIg7.

FIE 8.

[OK] Zi®IR L £ 7,
WP FRENFET,

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

Default
Default
Identity Policy: 1S5 st policy: None
h g Policy Assignments (
Security Intelligence  HTTP Responses  Advanced
) Filter by Device O Add Category (3 Add Rule
Source Dest Source
w Mandatory - Default (-) 7
Add Rule or Add Category
. iing -
1 Deny Emplo T Access K o i

[*:1F (Save) | IR L FET,
BENRE P —ITEALET,
[ A (Deploy) | Zi# 1%, B —%HEL T [E A (Deploy) | #7Vy 7L ET,

CT T

Access Control » Access Control  Network Disr— -~
Deu\oy Policies Version:2016-01-12 11:01 AM

Default {v] Device Group Current Version
Defauilt 192.168.1.31 2016-01-12 10:16 AM
. e e D Access Control Pokcy: Default
dentity Policy: : Non
< @ L ntn lan: ecurity and Connectivity
© 14 ‘g Inheritance
m Security Intelligence  HTTP Responses © Lons It DNS Policy
raerbrome v add e [ oot
1© Device Configuration
w Mandatory - Default (1-2) -
1 Deny Employees Youtube Acce: ary an @youtube X1
2 ConnectionEvents an any i
¥ Default - Default (-)
There are no rules in this section. Add Rule or Add Cat
Salanced Security 2
1 Row Selected ing 1 -2 of 2 rules
Selected devices: 1 —

- IV 7T HERAT DAT —HANKIREINET, IENTE T L2 B L £,

Firepower pxGrid @ A7R!) &—

pxGrid 12 ARV —Z%A1ER L. Firepower NGIPS ARt —(ZE AL £4, ZORIT—(21%, [SERVER IIS
CMD .EXE access | /L —/V A& FITERY, = R2—F N7 Z7HIZ www.yahoo.com/cmd.exe EATIT5HE R A
ARVEIRRI T =S TA U TA BRIy 7 S 41, Firepower Management Console @ [{2 A A2 ~3#T (Analysis
Intrusion Events) | (24X MRERSIVET, ZORF2 AR CIE, pxGrid 12 ARV —12XD, ASA with Firepower
P ALEFERLET,



http://www.yahoo.com/cmd.exe

alllal ]l
tXa7 FHORRERRTH/N\IY—HAFK cllsclo..

Fo, ZORF AR TIE, ASDM B XY ASA with Firepower H—Y 224 L CTZDORY > —3 4L R ATHE
S ET,

FIE1. [V — (Policies) | > [1Z A (Intrusion) | > [ A7RY < — (Intrusion Policy) | > [NV —D1EK (Create
Policy) ] DNAIZIEIL | pxGrid_Intrusion_Policy & A JJL T, [>T A KFIZR 2>~ (Drop when Inline) |
A ATLET,

Create Intrusion Policy
Policy Information

Name * pxGrid_Intrusion_Policy

Create Policy | Create and Edit Policy | Cancel

FIg2. [ARUT—D1ERK (Create Policy) ] Z#27Vy 27 LET,

I 3. E Uy 7L T, R —EfRELET,

Policies [EelEU e e} ass
Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Import/Export Intrusion Rules Access Control Network Analysis Po

¥ Compare Policies || () Create Po

Intrusion Policy - Drop when Inline ~ Status ~ Last Modified |
& No access control policies use this policy 2016-01-15 21:23:44 — § -
pxGrid_Intrusion_Policy Yes Palicy not sppiied on any devices Modified by “sdmin® I .,-u

FINE4 [/L—/ 1 (Rules)] ZIRL . [7 1/ (Filter) ] I iis emd exe & A JJL T, IROIHITEIRL F97,

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: pxGrid_Intrusion_Policy

Policy Information Rules :
Rules Rule Configuration Filter: [iis cmd exe
Firepower Rule Content 3 selected rules of 4
@ Advanced Settings CRAY: - L 2 3w o (=13
app-delact “ Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Layers blacklist J Fj e sio e
browser-chrame T1 3193 SERVER-1IS .cmd executable file parsing attack
browser-firefox 1 1002 SERVER-11S cmd.exe access
browser-ie ¥ 1 23626 SERVER-IIS cmd.exe access
e M1 161 SERVER-11S cmd32.exe access

FIE5  [L—/LDARTE (Rule State) | > [/ DRy 7 L4 (% (Drop and Generate Events) | > [OK] DJIEIZ2
Uo7 LET,
BTSN ET,




wlflal ]l
EXaT PHERERET BAYY— HAE cllsclo..

LUEIEE Policies

Access Control » Intrusion  Network Discovery  Application Detectors  Correlation  Actions ¥
Edit Policy: pxGrid_Intrusion_Policy &
Policy Information. Rules <Bac
Rules Rule Configuration Filter: |us cmd exe
Firepower Recommendations Rl Content 3 selected rules of 4
Catego
@ Advanced Settings cgory R L A . ' R v Policy
Spp-deiac =, Rule State Event Filtering Dynamic State Alerting Comments
5 Policy Lays C
@ Policy Layers GID SID Madssce i B SCRT]

SERVER-11S .cmd executable file parsing attack
SERVER-IIS cmd.exe access
SERVER-1IS cmd.exe access

X xxxN

SERVER-IIS cmd32.exe access

FIgE6. KT [7+4/v# (Filter) ] IZ win gen buffer overflow & A /L C, [OS-Windows Generic Hyperlink
BufferOverflow Attempt] Zi8&R L E7,

Access Control * Intrusion Network Discovery Application Detectors Correlation Actions ¥

Edit Policy: pxGrid_Intrusion_Policy
Palicy Information Rules
Rules Rule Configuration Filter: [win gen buffer overflow

Rule Content

Firepower Recommendations Filter returned 7 results

Category
@ Advanced Settings v T v O~ v
—, Rule State Event Filtering Dynamic State Alerting Comments
3 Policy Layers L

GID SID Message o

browser-chrome 0S-WINDOWS Generic HyperLink buffer overflow attempt

FIg7. [L—/LDARKE (Rule State) | > [-A > hD Ry 7 LA 5% (Drop and Generate Events) | > [OK] DJIEIZ7
V7L FE7,

FIg8. [AU—1F#H (Policy Information) | #27Vv 7L E7,

Overview Analysis [SIISESN Devices Objects | AMP

Access Control » Intrusion  Network Discovery  Application Detectors ~ Correlation  Actions v

Edit Policy: pxGrid_Intrusion_Policy

Infor Rules.
Rules Rule Configuration Filter: [win gen buffer overflow
Firepower Recommendations  Rule Content 1 selected rule of 7
® Advanced Settings v L 2 v o . .
~. Rule State Event Filtering Dynamic State Alerting Comments
@ Policy Lavers E

GID SID Message a > (@
1 0S-WINDOWS Generic Hyperlink buffer overflow attempt x

nt buffer overflow attempt

ent buffer overflow attempt

FIH9. KRBFTRSNET,

Overview Analysis JEBISEEN Devices Objects =~ AMP

Access Control * Intrusion Network Discovery Application Detectors Correlation Actions ¥
Edit Policy: pxGrid_Intrusion_Policy
Policy Information Policy Information

Rules o

Firepower Recommendations

ptios
3 Advanced Settings
when Inline 7

@ Policy Layers

Base Policy
© The base palicy is

Commit Changes | | Discard Changes

FE10. [£ FAHeE (Commit Changes) ] 23R L FE T,
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FIE11. [OK]ZZVyrLET,
WP FRENFET,

Overview Analysis JUGIISTEEN Devices Objects | AMP Deploy b, System Help v admin v

Access Control » Intrusion Network Discovery Apphication Detectors Correlation Actions v
Import/Export Intrusion Rules Access Control Network Analysis Policy

# Compare Polices & Create Policy

Intrusion Policy Drop when Inline Status Last Modified
Used by 1 access control policy

pxGrid_Intrusion_Policy Yes

Policy out-of-date on 1 of 1 devices Modified by

FIE12. [EA (Deploy)]> [ ¥ — (sensor) ] > [2E A (Deploy) | ZFEEIRLET,
FIF13. [AU— (Policies) | > [7 7 Al (Access Control) | > [f=2 A\ 77 & Al f#l (Intrusion Access Control) |
DNEIZEIRLET, RO IR RINET,

Overview Analysis JUBIIEEEN Devices Objects AMP Deploy f, System Helpv admin v

Access Control » Intrusion Network Discovery Application Detectors ~ Correlation  Actions ¥

# Compare Policies &) Create Policy

Intrusion Policy Drop when Inline Status Last Modified
2016-01-16 15:

pxGrid_Intrusion_Policy Yes - 5 5 ' )
Modified by "admin

FF14. [ARV— (Policies)]> [T 7 A1 (Access Control) | > [7 7 A1 (Access Control) | Z 4R L £,
T IANNDT TBA R —NERRSNET,

Overview Analysis JEWITGGEN Devices Objects AMP

Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥

Object Management Intrusion Network Analysis Policy DNS Import/Export
o) New Policy
Access Control Policy Status Last Modified
Default Targeting 1 devices 2016-01-16 14:56:47 "
Default Up-to-date on all targeted devices Modified by "admin L

FIIE 15. u IV U T IANIDT IR R —afRELET,

Overview Analysis JRBIISEEE Devices Objects = AMP reploy f, System Help v adm)
Access Control * Access Control Network Discovery Application Detectors Correlation Actions v
Object Management Intrusion Network Analysis Policy DNS Import Ex)
w New Policy
Access Control Policy Status Last Modified

Default Targeting 1 devices 2016-01-16 14:56:47
Default Up-to-date on all targeted devices Modified by "admin i 4

FIg16. [T 74N bDOT 7 a (Default actions) | T, Ry 7427755 [pxGrid_Intrusion_Policy] A i8R L £7,
WNFRRSIVET,
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ew Analysis JUGIISEEN Devices Objects AMP . System Help v admin

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Default © Cancel

Default

Identity Policy: ISE SSL Policy: None

Tz Inheritance Settings | [¥] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced

# Filter by Device & Add Category &) Add Rule

w Mandatory - Default (-)
Add Rule or Add Category

w Default - Default (1-1)

*® Gambling (&
* Malware Site
1 Deny Employee ! ® Peer to Peer ¥ Block L o Z8
* Streaming ¥
*® Hacking (An

Default Action Intrusion Prevention: pxGnd_Intrusion_Policy

F T OGRS —DEMHARDONDZEAHYET . Chibld, Employee SGT ITEINTH TEMENET

FIF17. [RAF (Save) | 22V 7L ET,
FIE18. SGT 77 EAFIHIRY S —ZHREL T, pxGrid R ARV —ZHZOET,
FIE 19. u ([m¥>7 (Logging) ) &7V 7 L%E T,

Default Action Intrusion Prevention: pxGrid_Intrusion_Policy . m

FIE20. KOIDITHEL., [OK] ZZvI7LET,

Logging ? X

¥| Log at Beginning of Connection
¥| Log at End of Connection

Send Connection Events to:
| Event Viewer
[ sysiog v

SNMP Trap -

oK Cancel

FIE21. [AF (Save) ] 22V LE T,
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System Help v admin v

Sl Policies sl s Objects AMP

Access Control » Access Control ~ Network Discovery  Application Detectors  Comelation  Actions v

L3
Default © Cancel
Default
Identity Policy: ISE SSL Policy: None

Tg Inheritance Settings | [¥] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced
8 Filter by Device

v Mandatory - Default (1-2)
X Block o S8

& youtube

© Add Category () Add Rule

1 Deny Employee

2 Connectiontven AL o Allow §o £8
v Default - Default (-)
Add Rule or Add Category

FIF22. [EA (Deploy)] 227V LT, T AL AEERLET,

]
]
\

Access Control » Access Control Network o s
Deploy Policies Version:2016-01-15 10:13 PM ?x
Default 71 Liveice . e 1, Show Warn
e n—" 192.168.1.31 2016-01-13 10:45 PM
- - - D Access Control Policy: Default
P ¥ Policy: ISE SSL Policy: Hon © L Intrusion Policy: Balanced Security and Connectivity

D LIntrusion Policy: pxGrid_Intrusion_Policy Tg Inheritance Se

© i-1dentity Policy: ISE
© L ons Policy: Default DNS Palicy Add Rule | Search |

_ © Piatform Settings: Clock_Sync
© network Discovery
© Device Configuration

w Mandatory - Default () © ol

There are no rules in this section. Add Rule or Add Cat

w Default - Default (-)

There are no rules in this section. Add Rule or Add Cat

FIF23. [E A (Deploy)] #i®IRLET,

zigas. B 20000 FroDAT— s 2 FR L ET

System Help v admin v

AMP

Armnlicabinm Mabactare arralabioe Artinme -

Arrnce Cantenl & Arrace Cantenl Rlabunrk i,

E ARG RT—HREIVVITHE BAY AU RT—EABKRTENET,

T~ DEADPED LI EDTRENET,

Deployments

(1 total) 0 1 success © 0

+ 192.168.1.31 Deployment to device successful.
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Firepower {R 38+ H—IZ&k 3 Employee SGT —H DT
Ak

O HAITIE, = F=—IZ Employee SGT 23#[V X4 THiv, Firepower Management Center 7 27 - Al fHIAR
Vo —NEHINDHZ LI ~yF 7 AR X TN AN BTV =T TV =g AR =7 A
T4T TV r—ar~0 SGT ¥/ EWEEB DT 7 EANERSNET, Fo, BARI—NETSH, BF =
VT RESNTZ Web h—3~DT 7 AL EARSILET,

IEEE 802.1x |Z&»> CIEFIZRRREES Nz R —IZiE, IR T X512, Employee SGT 23|04 CTHIVET,

‘it Identity Services Engine Home - Operations » Policy » Guest Access » Administration » Work Centers IB License Waming &

RADIUS Livelog  TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops Client: Stopped Responding Repeat C1

0 0 5 8 0
[l] Show Live Sessions 3 Add or Remove Columns » 4 Refresh () Reset Repeat Counts Refresh | Every 1 minute v| Show | Latest 20 records - “"""nl
. LSS Repeat Count 1deNt&y | EndpointD ‘ Endpont Profle ' Authentication Pollcy ' Authorization Policy ' Authorization Profles ' Network De

All

2016-01-16 23:34:30.668 i ) 0 skber@kb9.com 00:0C:29:72:06:07 Microsoft-Workstat.. Defauk >> DotlX >> ... Default »>> Employee  Employees,PermitAccess

Firepower Management Center 6.0 |&, ISE By a1 RAE TG, [—% 7277 47 ¢ (User Activity) | Hi[i (2
e FoRLET

Overview JEUENSEE Policies Devices Objects AMP ef f. System Helpv admin v

Context Explorer ~ Connections ¥  Intrusions ¥  Filesy  Hosts¥  Users » User Activity Vulnerabilities ¥ Correlation v  Customv  Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

r Activity
View of Events > Users 016-01-15 15:53:00 - 2016-01-18 16:53:00 D
. Static
irch Constraints (Edit Search)
| vlima X Event x Realm * Username * Iype »  Authentication » [P Address »  Description *  Security *  Endpoint *  Endpoint
Type Group Profile Location

2016-01-16 18:34:30 New User [dentity 4 iskiber JLWDAP  No Authentication

LAE
LAB

Passive Authentication Employees Microsoft-Workstation

2016-01-16 18:34:30 User Login

ISE Bvrav gt (—Y4, %2074 I N—T 27 U RRAh 7a7r A/, TURIKRA s alr—al)
HERLET, BX 2T ZL—TF 2T D@L FMC 7 7B AHIFEARY S —OVER I S T ETS,
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T R—WFRTIUWERX poker.com (2T 7 EALET, TRy /I h T a3 KON Firepower

Management Center |Z R RSAVICN—V AR LET

& Access Denied - Windows Intemet Explorer [E=8 EoR ===
@\J' [ hty T >[4 [ x | [ 8ing o
i Fovorites | 3 [B Suggested Sites » @ G =
R
[#] Access Denied -8B - # - Pagev Safety~ Tooks~ @~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

TR —PRT TP EBIE, pwdumpT DX 7 m—RERHET,

‘& pwdump - Google Search - Windows Intemet Explarer

@@ ® | G https://www.google.com/searchThl=enfs

T T T 1
e v @ | 2| 4| X [/ 8ing

w Favorites = BB Suggested Sites 8| Web Shice Gallery »

& pwdump] - Google Search "-‘i‘ ~B - ®n v Page~ Safety> Tools~ g~
TR IV IS Dowioad 1ocal copy of pwaumpl 1easion 1.1 (900 RO]. pwauaimpl Works with s owin ‘
Past week filesytem driver (from rkdetector.com technology) so users with

Past month

Past year Pwdump - aldeid

https:/fiwww.aldeid com/wiki’/Pwdump ~
Apr 16, 2015 ... Descript Pwdump? uses rh
SYSTEM files from the system and extracts

Description - Installation - Usage - Example

tector engine to dump the SAM and
d hashes. This tool g

All results

Verbatim

pwdump - Wikipedia, the free encyclopedia
https:/fen wikipedia.org/wiki/Pwdump ~

Openwall p ord tools opies o

ymp, pwdump2, pwdump3, pwdump3e

i
d pwdump?

Pwdump Download
pwdumpdownload myfileget.com/ ~

passw windows named pwdump?

wdumpT and othe

TURZ—YE, Web RX—UIZUX AL VRSN, T7BARES SNET,

€ Access Denied - Windows Intemnet Explorer o |
@U @ | @ hitp//searchinweb.net/sn/mbn.cqibamecref = http -! & :«, x || ging D v
¢ Favorites | ok [ Suggested Sites » @] Web Shice Gallery =
€ Access Denied 5 * B - ® v Pagev Safety~ Tools~ @~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

Cisco Systems © 2017
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TR — M bittorrent ~DT T B RAZRIL T/ EARNEL SN ET,

& [ 45| x || 8ing

-

@ U w B http bittorrent.com
Favorites | 5 [ Suggested Sites = @] Web Slice Gallery »

& Access Denied f% ~ B -0 @ ~ Pager Safetyr Tools~ i@~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

TURAZ—H7 Web # M emd.exe ZfAL TEF 2V T AR EFSN Web — 232 —hL, 77 EANE
HENET,

‘& Intemet Explorer cannot display the webpage - Windows Internet Explorer
@Q' Ig__r_ http w.msn.com/cmd.exe

wi Favorites s [ Suggested Sites » @] Wet

p -

| [ A
- ¢r|,\ B cng

@ Internet Explorer cannot display the webpage " ~ B -~ ®m v Pagev Safety~ Tooks~ @~

Q Internet Explorer cannot display the webpage

What you can try:

i Diagnose Connection Problems

» More information

T RTHRBAFZEMEL TWHAZERDONNFET, T R2—F A %07 Web VA M7 78R TEE T,
E=N ECR =<~

€& M5N.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos 8 Videos - Windows Internet Explorer

@uo £ | http://waw.msn.com -I*-_ri x | IB Bing p -9
i Favorites | iz [ Suggested Sites » @ Web Slice Gallery »
& M5N.com - Hotmail, Outlock, Skype, Bing, Latest... f5 ~ B ~ 9 ®m ~ Page~ Safety~ Tools~ @~
’ msn b bing web sean s
Recent Searches: wwwyah... www.msn... Man
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TURA—=YRNNF T IT TSN I T 7B APER SIET,

"
€ hacking sites - Google Search - Windows Intemet Explorer [ ® =
p—— %] it
O@' G https google.com/search?q=hacking+si v & | B | 4| X || Bing P~

¢ Fovorites | 5 BN Suggested Sites » @] Web Shice Gallery w»

G hacking sites - Google Search Y v B * [ ®mm v Pagev Safety~ Tools~ i~

Past year =
Hack This Site!

All results https:/fwww.hackthissite org/ ~

Verbatim HackThisSite! is a legal and safe network secunty resource where users test their hacking

skills on vanous challenges and leam about hacking and network

Login - Register - About the Project - Forums

. - ues as normal then the database is
not winerable, and the website is not vulnerable to SQL Injection

TURA—=YRNF T ITT ~DBINERB LT DL, ZDOT 7 RABERINET,

I Access Denied x R ||| & 3

(‘ hackersonlineclub.com Ly - * E U ‘ ﬁ 9

b

Go back one page I
Right-click or pull down to show history

You are attempting to access a forbidden site.

Consult your system administrator for details.

T R2—H7) www.youtube.com ~DT IV EAZRAIHET DL ZOT 7 EADERINET,

€ Access Denied - Windows Internet Explorer — e @]
@'\J' B hit youtube.com v| @[ 4| x || Bing il
i Favorites i N Suggested Sites » B| Web Shce Gallery »
& Access Denied 55 ~ B ~ % =m0 ~ Pagew Safety~ Tooks~ @~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.
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Firepower Management Center 77 Z Al — FHEFHE A v 28— R TlE, 2— iskiber NHOIEGEHL72

i el TEET,

Overview EUEIEH

Dashboards » Reporting Summary ¥ |
nepy ey |
Access Controlled User Statistics L3
Provides traffic and intrusion event statistics by user
_Cli T T 4 Show the Last 1hour » M
&) Add Widgets

a5

Username ¥ Allowed Connections Username ¥ Total Bytes (K8)
{ unknown 308 a 4 exarid ((AB\owarid (DAY 1,683.21
4 pxarid (LAB\pxqrid LDAP) 247 35 s2% 5 ida skiber (1 i D 889.42
© =4 ida skiber (LAB\iskiber, LDABY 194 30 4 Unknown 672.44
-1 § 54 john eopich (LAB\ieopich, LDAP) m 25 +1 454 10hn epoich (LAB\ieppich, LDAP) 20.94
20
15
10
05
00
1808 1818 1828 1838 18:48

Last updated less than a minute ago

Last updated less than a minute ago Last updated 3 minutes ago

Username ¥ Denied Connections

iskiber DIEE SNt 4 7V v 358 HEHRSHZ URL A7 IVRERESNET, ZRHOESESN A7
1%, Firepower Management Center 72 & Al fl/L-— /L [ Deny Employee SGT Access] TiE#eS4L72 URL 72 %
FLET,

Analysis j
Context Explorer Connections * Events Intrusions Files » Hosts v Users v Vulnerabilities » Correlation » Custom v Search
Bookmark This Page Report Designer Dashboar
Connection Events ¢
© Info x
Event counts may differ from Dashboard as events
are pruned.

2016-01-1

1€

han

Connections with Application Details » Table View of Connection Events

» Search Constraints (Edit Search Save Search)

Jump to... ¥

Responder Ingress Eagress Source Port /
Country Security Zone Security Zone ICMP Type

3 Block lﬂ 192.168.1.10 @i 173.194.121.37 g USA Internal Internal 60425 / tcp
3 Block gl 122.168.1.10 @f 146.148.46.20 g Usa Ioternal Internal 60424 / tcp
L 8 Block gl 192.168.1.10 of 1461484620 5 ysa Internal Internal 60420 / tcp
' Block gl 192.168.1.10 8l 146.148.46.20 g USA Internal Internal 60396 / tcp
1 3 Block ﬂ 192.168.1.10 Wb 198.148.81.138 [W§ USA Internal Internal 60375 / tcp
3 Block gl 192.168.1.10 ol 69.28.187.228 g usa Internal Internal 60295 / tcp
' ) Block gl 192.168.1.10 ol 85.214.207.128 Ei@ GBR Internal Internal 60288 / tcp
L 8 2 18:48:04 Block ﬂ 192.168.1.10 ®H 74.125.226.39 W usa Internal nternal 286 /&

VLTI, Moz R~rLET,

Cisco Systems © 2017
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Connections » Events Intrusions v Files » Hosts v Users v Vulnerabilities v Correlation Custom v Search

d View Bookmarks Searchw

1:05:00 - 2016-01-16 19:02:17 D

Static
Destination Port /  Application  Client Web URL URL Category | URL Device Security
ICMP Code Protocol Application Reputation Context
80 (http) / tep ~] HTTP ] Internet Explorer ~] YouTube http://www.youtube.com/ Streaming Media lj Well known 192.168.1.31
80 (http) / tcp | HITP | Intern xplgrer W rgwsin bttp:/Swww. liveadexchanger.com/a/display.phpir=992... ll Malware Sites High rigk 192.168.1.31
80 (http) / tcp — HITP — Internet Explorer Web Browsing http://www.liveadexchanger.com/a/display.php?r=992,,, ll Malware Sites High risk 192,168.1.31
80 (hitp) / tcp | HTTP ] Internet Explorer Web Browsing Malware Sites High risk 192.168.1.31
443 (b & 1 HITPS ] 8 lien Hacking Well known 192.168.1.31
80 (bttp) f tcp — HITP — ] Internet Explorer [ BitTorrent bttp://www . bittorrent, com/ Peer to Pear Well known 192.168.1.31
80 (http) / tcp | HITP ] Internet Explorer [] Google http://searchinweb. net/sn/mbn cgi?6&seoref=http%3A.., [l Malware Sites High risk 192,168.1.31
443 (https) / =] HTTPS "] SSL client "] YouTube https://ima. com Streaming Media ll well known 192.168.1.31

Cisco Systems © 2017
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ASA with Firepower 5—E X

ZDORF2ARTIE, ASA 5506W &7 AN L CU EJ, ASA Firepower (sfr) B = — /L&A Ah—/L L,
LIFICBIL CT ARLELT,

B BTS2 Firepower pxGrid 12 AU —& Employee SGT 77 & Al {#l /L — /v

- AUy RE PSR Firepower pxGrid {2 ARV —& Employee SGT 77 & Afil4#l/L— /1

£ ch & Firepower Management Center 81— FH

ZZClX. ASA Firepower (sfr) 2 — /L&A Ah—/LLE T, B EMNSE I L7=5, Firepower Management Console
2 ASA 28GR F 9, T2 C, BHAI GO Cisco Firepower IRV —% ASA WNEITLET,

SE: S HEFR ASA with Firepower #—E ZD AT —k SAEVREEI5399 SAEUREBT A RAR—ILL TS,

ASA Firepower (sfr) > X —JL & Firepower Management Center ~ ) & §%

FIE1. ASDM 752 BIWNASA9S2%#X U a—RL, £ib%E ASA 7Ty 7 a—RLET,
FIE2.  ASA Firepower Va2 — /L&A Ah—/LLET,

ciscoasa# sw-module module sfr recover configure image disk0:/asasfr-5500x-6.0.0.img

FIE3. TAVTEIAALET, =T— A —UNRELERAEDOT R INEZITR0ET,

ciscoasa# sh debug
ciscoasa# debug module

FIg4.  ASA Firepower 7 —h A A—T %0 —RLET,

ciscoasa# sw-module module module sfr recover boot

FIES5  ASA Firepower T2 — /LS EE)THFETHI 5 ~ 15 535> Tob, BIEFEITH D ASA Firepower
TR AA=T DAY )y a A& ET, Enter F—AKEHIL T, U FOISIC AN LET,

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr.Escape character sequence is ‘CTRL_AX’.

Cisco ASA SFR Boot Image 5.3.1
asasfr login:admin
Password: Adminl23
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FIE6. TATLALAN—I A REEHL T/ 7 I 2T VAT A AA—T A ANV LET, IROFITIL
ftp 2MEHINTOET,

asa-boot>system install http://jeppich:password@192.168.1.8/asasfr-5500x-6.0.0.1img

KT LD, VAT LDV vy MO EFEENFEITINET, sfr BNEEENT 5 ETUIELEER 2330
F9°, ASA 5506 DA EFEEEIZ 30 43 LA BB ZEbH0ET, IRD I AL THERLE9,

sh module sfr

FVa— NEEN P ERRENE T, B a— A NELREREOSES . T a— UTB | EEEA A
=L T,

FIE7. ASA Firepower TV a—/L~DtviarZBixEd,

ciscoasa# session sfr console
Opening console session with module sfr.

Connected to module sfr.Escape character sequence is ‘CTRL- "X .

Sourcefire3D login: admin
Password: Adminl23

FIE8. EULA 8L CRIEL, AT LR ELE TLET,
FIE9.  ASA Firepower —t 2% Firepower Management 6.0 (ZiBJIL £ 7,

> configure manager add (ip address of Cisco Firepower Management Console) password

FIE10. ASA DEENRTA B ANAL A= N SN TNDZLERERBLET,
FE 11. ASA Firepower 7 7 A A% Firepower Management Center 6.0 [ZiB L, 7 /A AF#E AT LI=14 .,

T4 AEAIELET,
[7 734 A (Devices) | > [7 73 A% B (Device Management) | > B/l (Add) | > [T /XA AD;ENN (Add
Device) | Z1#RL £,
Add Device
Host. 192.168.1.115
Display Name: 152.168.1.115
Registration Key: password
Group: None b
Access Control Defauld 2
Policy
Smart *]
Malware: v
Threat: v
URL Filtering: v
= Advanced
@ On version 5.4 devices or earlier, the licensing options will need to be
specified from licensing page.
Register Cancel
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FIF12. [k (Register) | ZiRINL£7,
FIE 13.  ASA Firepower DB G TE T T HLRD IRV ET,

File Edit View History Bookmarks Tools Help
& Login % | & Cisco Firepower Managem... % | @ Identity Senvices Engine % | +

€ a 192.168.1.30

i ISE &5 Defense Center [
b, System Help v admin v

w Analysis Polices JIAUISEN Objects = AMP

Device Management NAT VPN Platform Settings

By Group b od Add...
Name Model License Type Access Control Policy
a | Ungrouped (2)
2 192.168.1.115 ASASS06W Protection, Control, Malware, UR. Default e a

192.168.1.115 - ASAS506W - v6.0.0

v l:?l.,ﬁﬂl-;“ NGIPSv for VMware = v6.0.0 NGIPSv for VMware Protection, Control, Malware, UR..  Default

B R Firepower Management 7R1) & —h 5D Employee SGT A—H DT R+

ZITHVRERREL T ISR e = R = ICAERLTZ FMC 6.0 AR U —%& 7 ARLES, T Ra—3
1 Z. ISE #B Al ARV —(ZF-S T 802.1x sRFESAL7-%% . Employee SGT 2347 fHFSivEd,

"dss Identity Services Engine Home [ERASIEURUENN » Policy  » GuestAccess b Administation  » Work Centers @  Ucensewaming &

RADIUS Livelog ~ TACACSLivelog  Reports  » Troubleshool  » Adaplive Network Control

Misconfigured Supphcants * Msconfigured Network Devices ¢ RADIUS Drops ! Clent Stopped Responding # Repeat Counter
0 0 3 1 0
[ Show Live Sessions 4 Add or Remove Columns * 45 Refresh  (§) Reset Repeat Counts Refresh | Every 1 minute v | Show | Latest 20 records < | within| Last 24
Status i i i i i i § 7
Time -~ e Detals Repeat Count Identty |Endponl D ‘ Endpoint Profie Authentication Policy ‘Aulhomamn Policy Authorization Profiles Network Device
2016-01-13 22:42:14.125 @ Xerox-Device Default >> MAB >> D... Defauk >> Basic_Aut... PermitAccess
- Xerox-Device Default >> MAB >> D.._Defaul >> Basic Aut... PermitAccess Switch

Q
2016-01-13 22:42:13.287 o
016-01-13 22:41:15.476 a
2016-01-13 22:41:15.217 E a

TURZ—PNTTUHEFIE www.youtube.com (I T 7 EATHE, T/ RANELRSNET,

Employees, PermiAccess

Microsoft-Workstat.. Default >> >> ... Defauk >>
Microsoft-Workstat.. Default >> Dot1X >> ... Defauk >> Employee Employees,PermitAccess Switch

G Google % | Access Denied x

€ youtube.com ] 8 U+ A =

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

Firepower Management Center C [/3#T (Analysis) | > [#%#¢ (Connection) ] > [-f X/} (Events) | Z3®IRL, 7T v/
NIZNTo I ar OFMAEIEZRLET,

Cisco Systems © 2017 60 R—
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Overview JGUEIVETE Policies Devices Objects | AMP Deg L, System Help v admin v

Context Explorer Connections » Events Intrusions*  Filesv  Hostsw Users ¥  Vulnerabilities » Correlation v Customv  Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search w

Connection Events

2016-01-12 21:33:00 - 2016-01-14 22:33:00 D
Connections with Application Details » Table View of Connection Events - -

Static

» Search Constraints (Edit Search Save Search

Jump to... ¥

| | = Eirst Packet Last Packet Action Reason Initiator IP Initiator  Responder 1P Responder [ngress Egress Source Port /  Destination Port /
Country Country Security Zone  Security Zone ICMP Type ICMP Code
3 2016-01-13 17:50:15 Block B 192.168.1.11 WA 74.125.220.200 5 USA 22760 / tcp 443 (https) / tcp
 § Block ol 192.168.1.11 @i 74.125.228.200 15 ysa 52759 / tco 443 (https) / tcp
1 9 Block o 192.168.1.11 WA 74.125.228.200 N5 USA 52758 / tcp 443 (https) / tcp

LUF O Ot X2 www.youtube.com 23 F/RIFLTWNDD D0 FET,

System Help v admin v

Hosts *  Users v  Vulnerabilities v Correlation v Custom v Search

Application  Client web URL

Protocol Application
HITPS — ] S50 chent ] YouTube bitps://www.youtube.com
HITRS 51 client ] YouTube  hitos://www.voutube.com
HITPS T S5L dient YouTube  hitpsi//www.voutube.com

Firepower Management Center C [#f% (Overview) | > [# 3 =7h—F (Dashboards) | > [7 7 AH|HIS L7z —H
#eat 1% (Access Controlled User Statistics) | Z 38R L, pxGrid (Zxt 75 [—WBIOHES SN2 #¢ (Denied
Connections by User) | 27Uy 7L F7,

Overview Pglicies Devices Objects AMP A elp » admin v

Dashboards » Reporting Summary ¥

&) Add Widgets
Allowed Connections by User [“umaue vsersover time Y Trafic by imtintor User

Username ¥ Allowed Connections 45 Username ¥ Total Bytes (KB)
4 Unknown 8,141 40 + 1900 _eppich (LAB\epoich, LDAP) 110,390.89
4 pxarid (LAB\pxgrid, LDAP) 5,076 35 4 Unknown 39,303.26
4 iohn eppich (LAB\ieppich, LDAP) 2,711 30 | 4 pxand (LAB\pxgrid, LDAP) 20,918.29
4 LAB\administrator (LDAP 666 25 1 4 No Authentication Required 11,966.50
4 Ng Authentication Reguired 418 20 11 4 LAB\administrator (LDAP) 786.32

15 |

; |

1
0s 11
00

Ao H 0t n

Last updated less than a minute ago e o [ T T

Last updated less than a minute ago

Username v Denied Connections

4 LAB\administrat

www.youtube.com (2Rt L T 7 ST B A R R FRREINE T,



http://www.youtube.com/
http://www.youtube.com/
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Overview JCUEIVEEN Policies Devices Objects AMP Deploy ‘ System Help v admin v
Context Explorer Connections » Events Intrusions v Files Hosts v Users v Vulnerabilities » Correlation v Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search w
Connection Events
© Info x

Event counts may differ from Dashboard as events
are pruned

Connections with Application Details » Table View of Connection Events

Ingress Egress Source Port /  Destination Port / m
22760 / tcp tto: HTIPS

S / tep ittp: o HTTPS

https) / tcp HITPS

ARy X Firepower 7R1) & — & I8

ZOIETIZ. ASDM #&Hi D ASA with Firepower ¥ —E 20D AL 7Ry 7 ZE BB+ 2 EEMICOWTERAL 7,
7272L. ASDM #%H C Firepower IRV —Z i 354 L Ry 7 A ASA DT A ANRBNI M /05 SIEREL
TLIZE, F72, ASA with Firepower $—E A(X CA B4 EEBREHICGRESNTWET,

Firepower Management Center 6.0 75 ASA ZHllB&

FME1.  ASAS5500 7 /31 A% Firepower Management Center 6.0 2>HHIFRL E7,

[7 734 A (Devices) | > [T 73 A% B (Devices Management) | &R L, %2707 1T ASA 5500 &
I —AHIBRLET,

$E:ASA TR ZAH FMC 6.0 MSEIBREN TLVELVE S . ASDM (& ASA Firepower SREDEMERERT 2 ENTEF A, ThICIF. ARV R B
IZBT3RDSMtY R ByMSRETT,

ISE L JLLBRTE
ZZTIXISE ETISE LV AZRELET,
FIE1. [ASA Firepower 7% i& (ASA Firepower Configuration) ] > [L- /L' (Realms) | 23R L £,

ASA FirePOWER Configur... 3 §
- ¥ DO roecy - -
%, Device Management
+ -3 Object Management
¥ =™ Local
System Information
Updates
A Licenses
7 {5 Tools
4 Integration

D Remote Management
|4 eStreamer




tXa7 7OLRERBTHNIY— HAR

g 2.

FIIE 3.
FIIE 4.

FIIE 5.
FIIE 6.

FIg7.

[HHHL LA (New Realm) ] 38 4R L, LIV AR EDFEMAE AT LET,

Directory Realm Configuration ] User Download |

AD Primary Domain * ab9.com ex: domain.com

Directory Username * pxgrid@lab9.com ex: user@domain

Directory Password *  esesssss

Base DN * de=lab%,dc=com ou=user,d di

Group DN * dcmlab,dc=com ex: oumgroup,dc=cisco,dcmcom
Group Attribute Member h

User Session Timeout

Authenticated Users 1440 minutes

Faled Authentication Users 1440 minutes

Guest Users 1440 minutes

* Required Field

[OK] Zi&4R L, [IRFE (State) | 227V 7L CL VLA ELET,

[T 4L 7N DIE NN (Add Directory) | Z3&IRL ., LA FOIF#HRE AN LET,

Hostname / IP 192.168.1.26|

Address

Port 389

Encryption STARTTLS LDAPS '® None
550 Certificate w

+]

[7 AN (Test) ] ZiRINL , BAEL R LIz Z L2 B L £,

atfren]e,
CISCO.

[—H DH 7 m—K (User Download) | #27Uv 7L, [2—V BIOT V—TF DX 1—FK (Download
users and groups) | 4 N2 LT2% . [5 T <X U 2—R 9% (Download Now) | > [~ EIZE $5 (Add to

Include) | Z &R L F 7,
Labl

| Directory ] Realm Configuration lu-;pr l')nwnlnadl
e'.vrluad users and groups

Begin automatic download at 12

Download Now

v | aM v America/Mew York Repeat Every 24 v |Hours

Available Groups &

3
a
B Group Poli 3
& Crypl hic r
Add to
Addte | &5 -
| Exclude
- Add

[ASA Firepower D72 B O A7 (Store ASA Firepower Changes) | #27Vv 7L %9,

Cisco Systems © 2017
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ISEID Y—RXMDEEE

ID Y —ADFEIZIX, ASA with Firepower $—E A& ISE pxGrid /—R O] O/ ST A—2 NG FEIVET, ASA
IZ CA BANMTETEREDRH L EHERBL TSV, FEHFEDO A AN—/UTHHBEL TORWE AT, CA B4 D
BEZ SR TIZE N,

FIE1. [ASA Firepower 3% & D% ¥ (ASA Firepower Configuration Changes) | > [ID »— A (Identity Sources) ]
DINAIZIRINLF7,

ASA FirePOWER Configur... o' 0
e ""_-lJ'L'F‘TFLE\" | =
+ [l Device Management
+ 13 Object Management
+ 4™ Local
System Information
Updates
g Licenses
v ﬁTm}s
¥4 Integration
@ Cisco €SI

FIE 2. [Identity Services Engine] Zi%RL . LL N D EHIZ ISE pxGrid i E4 ATILET,

A EHOERMPEEFIT CA ELMHEAHEICEHT HENGEHEFERE A DL TS,

Cisco CS1 | Realms I Identity Sources ] Remote Management I eStreamer ]

Identity Sources

Service Type None | | 1dentity Services Engine User Agent |

Primary Host Name/IP Address * 192.168.1.15

Secondary Host Name/IP Address

pxGrid Server CA * CA_root v
MNT Server CA * CA_root v @
MC Server Certificate * ASA_Cert v @

ISE Network Filter

* Required Field Test |

FME3. [T AN (Test)] Z&INL . ISE pxGrid /—R~O ki@ L E7, IITIHIZERINET,

Status

i ISE connection status:
\J) Primary host: Success
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FIE4.  ASA Firepower 73 pxGrid 77 A7 he U CIEF IR GRS 2L 2R LET,
[%& # (Administration) ] > [pxGrid ¥—E & (pxGrid Services) | Z3&R L £,

[ Clents  JEEYTY

FEna @ Disal @oorove @ Group WDecine YDelete v EhRefresh | Total Pending Approval(o) »

O Client Name Clent Description Capabilities Status Clent Group(s)

O

]

O Sessior

0w

Or o« Sessior

J »

O» Sessior

0O » g .
EPS

FIES5  FAITICERRLESGAT.
ZF g 6. [E=#V> 7 (Monitoring) ] > [ASA Firepower D-E=41>"7 (ASA Firepower Monitoring) | Z 2R L F
T, ZAUCEDFEM A MR T T,

% REOAEREHEOBECTT .
ISE ID R1J—

ISE ID RV —IE, 7o 7 3BRE AR E S 41, Firepower Management Center @ ISE #8REIZEE 957 74V 8 77
BAHIE L — TS ET,

FIE1. [ASA FirePOWER & (ASA Firepower Configuration) ] > [A8U< — (Policies) | > [ID 73U — (Identity
Policy) ] DNAIZEIRL £7,

ASA FirePOWER Configur... &' 0
15) Polices
B access contral Policy
+ & Intrusion Policy
Fles
SSL

[L /LA (Realm) | DNEIZERL F9,

MName  ISE ¥ Enabled
Action | Passive Authentication v

| Zones I Networks | Ports |
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FIE3. [ASA Firepower DA B DLREAT (Store ASA Firepower Changes) | Z 8 R L F7°,
FIF4. [E A (Deploy)]> [Firepower D% ¥ D& A (Deploy Firepower Changes) ] > [ A (Deploy) | DJIEIZ 3
1%, [OK] ZEIRL £,

[a Cisco ASDM 7.5(2) for ASA - 192.1681.1
File View Tools Wizards Window Help

@Hm U;‘-‘a,c:quubm L] Monitoring Moo Deploy ~WCW Refresh °m P

Bookmarks & 8 % | gl Deplo, FirePOWER Changes | CtrleD |

— | To bookmark a page, right-chck on a Save Running Configuration to Flash Ctrl+S
¥ | nade in the mavianatinn ras and calact

ISE ID 7RI —D:B N

ISE @ ID 7KUY —% Firepower Management Center D7 7 4/Lk 727t A RV —|(TBIMLET,

FIE1. [ASA Firepower % & (ASA Firepower Configuration) | > [~V — (Policies) | > [7 7 B AH|HIRY L —
(Access Control Policy) ] DNEIZERIRL £7,

ASA FirePOWER Configur.. 5 §

Files
4 55L
Actions Alerts
Identity Policy
i) DNS Policy
= I Device Management
W Device
8 Interfaces
# @ Object Management
W
B

FIE2. [ASA Firepower] > [/L—/L DB/ (Add Rule) ] > [ID 7" YU — (Identity Policy) ] > [72L (None) ] DJIEIZ
HRL, Fay 7 X ouinG, [7 740k ID AR — (Default Identity Policy) | Z3&IR L £97,

Identity Policy ? X
Default Identity Policy v &
Revert to Defaults oK Cancel

FIE3. [OK]Z#EIRLET,
FIF4.  [ASA Firepower D% B DLRAT (Store ASA Firepower Changes) | #27Uv 7L %7,
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FSURR—FEERYRD—OBDT) Ty Y DERTE
ZNHDFEIL, Firepower 2 AR —IZHEASWTRYNT —7 T/ EREZT 0y 7T HIITETIINTNET,
FIE1. [FEM (Advanced) | > [F7 AR —NE/ 1y "I —7 g7 ) 7 a3 5% i€ (Transport/Network Layer

Preprocessor Settings) | VL IROIINCRELET,

Transport/Network Layer Preprocessor Settings

Ignore the VLAN header when tracking L

FIE2 [OK] Z#ERNLET,

TOYIBER—T DB

VAT LTREESND T By VIRE R =V Ty 7SN E LT Firepower 7 27 B A7 7 A WTIB IS
TWET,

FIE1. [HTTP )i (HTTP Responses) | 27U 7L, IRDIHZ AL ET,

Identity Policy: Default Identity Policy SSL Policy: None

I Rules l Security Intelligence I HTTP Responses I Advanced l

Block Response Page
This page will be displayed when HTTP traffic is blocked.

System-provided v

Interactive Block Response Page
This page will be displayed when HTTP traffic is blocked, but the user may choose to continue.

System-provided w

FIF2. [ASA Firepower D% B DLRAT (Store ASA Firepower Changes) | 27Uy 7L F 7,

ASA {ERLD Employee SGT 245 D7 /R HlfHIL—IL

ZiH0 Employee SGT #2777 B Al — X, ZHEDOT 787 4TV 2= A RV —%5REL, ~NyFo T
AR, AN =T AT 4T BT V=T TV r—ar, <Al AR X¥o TN A -~DT I8 A%
HEELET,

FIE1.  [ASA Firepower % iE (ASA Firepower Configuration) | > [7 7 & A #4175V < — (Access Control Policy) ] >
[ASA Firepower] DJAIZEIRL , /L—/LE2BILET,
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Flg2. [pLr—/rDiEN(AddRule)] Zi®IRL, [4 HiT (Name) {2 Deny Employee SGT Access EASILTC, [T7/ =

> (Action) ] C [7 2L CYtvh(Block with reset) ], [IPS] C [pxGrid 12 A7RU — (pxGrid intrusion
policy) ] Z3&IR L £, ¥KIZ [URLs] > [ 72V (Category) ] Zi&IRL T, [Fv> 7 /L (Gambling) , [T —

7 (Peer-to-Peer) |, [AR)—327 &7 4 (Streaming Video) |, [/~ 7 (Hacking) | Z+5E L . [PRAT
(Save) | 23R E 9,

Editing Rule - Deny SGT Employee Access

Name | Deny SGT Employee Access # Enabled

Action | J§ Block with reset hd IPS: Variables: Files: Logging:

[ Zones [ Networks I Users [ Applications ] Ports I URLs [ ISE Attributes ] [ Inspection ] Logging ] Comments I
Categories and URLs & + Selected URLs (5

® Gamb ng {Any Reputation)

gl |
[ Category ] URLs | 5 Hacking (Any Reputation 3 |

# Any (Except Uncategorized : Malware Sites (Any Reputation 3

® Uncategorized Peer to Peer (Any Reputation) 3

® Abortion ® Streaming Media (Any Reputation 3

® abused Drugs

® Adult and Pornography

- [ Add_

Save || Cancel |

FIE3. [ISE JEM: (ISE Attributes) | > [F] ] Al HE72 ISE &> a @M (Available ISE session attributes) | > [&Z

X271 7 —"7 #7 (Security Group Tag) ] > [ FIHE72 ISE A% —%4 (Available ISE Metadata) |
%R L, Employees Z 8 EL T, /L —/WIZIEN (Add to Rule) | Z 4R L £9,

Editing Rule - Deny Employee SGT Access

Name Deny Employee SGT Access ¥| Enabled Mowe

Action X Block v IPS: Variables: Files:

Zones Networks VLANTags Users Applications Ports URLs
Available ISE Session Attributes C Available I1SE Metadata ©

Logging: connechions: Event Viewer

Inspection  Logging Comments

Selected Source ISE Metadata (1)

& Employees la ]
& Secunty Group Tag

& Device type

8 | ocat ] >
s Location IP

Add

OK Cancel
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g 4.

[#F 7 (Logging) | Zi#INL , IROIDITHELE T,

Editing Rule - Deny SGT Employee Access

Name  Deny SGT Employee Access # Enabled Move

Action | J{ Block with reset v | IPS: Variables: Files: Logging:

] Zones [ Networks I Users [ Applications ] Ports ] URLS [ ISE Attributes [ Inspection I Logging ] Comments I
Log at Beginning and End of Cannec tion

* Mo Logging at Connection

File Events:

Send Connection Events to:

Save || Cancel

FIIE 5.

Identity Policy:

[fR7F (Save) | Z3&IRL £9°,
WINERSNET,

Default Identity Policy SSL Policy: None

[ Rules I Security Intelligence I HTTP Responses T Advanced 1

s Add Category & Add Rule

Source Dest Source Dest
# | Name Zones Zones Networks | Networks | Users Applica... Src Ports Dest Ports | URLs Action
Administrator Rules
Standard Rules
® Gambling
® Hac
1 Deny SGT Employee Acce * Mal il u
P
Streaming |

I 6.
FIg7.
FIIE 8.

FIR 9.

[PRAF (Save) | R ET,

[ASA Firepower D% 5 D{#AF (Store ASA Firepower Changes) | Zi® R L £7,

[E A (Deploy) ] > [Firepower (D% B D& A (Deploy Firepower Changes) | > [“& A (Deploy) | DIIHIZ 5
%, [OK] Z@&IRLET,

[E=4V>7 (Monitoring) ] > [ASA Firepower ®-E =417 (ASA Firepower Monitoring) | > [# A7 DA
7—4 A (Task Status) | Z1RT5H&, WART —HXANFRINET,
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ASA Firepower pxGrid @ AR —

ZOIETIL, pxGrid 12 ARV —ZAERLL ., Firepower £ —(ZE AL £4, ZORVL—(Z1%, [SERVER IIS
CMD .EXE access | /L —/V A& FTERY, T R2—F N7 Z7HIZ www.yahoo.com/cmd.exe EATIT5HE, 1R A
ARSI =S TA L TA IR By 7S 41, Firepower Management Console @ [{2 A1~ R3 4T (Analysis
Intrusion Events) | (ZA XU M3V RSIVET,

FIE1. [ASA Firepower D% iE (ASA Firepower Configuration) | > [{2 ARV — (Intrusion Policy) | > [RU I —
DAERL (Create Policy) ] DNEIZE-INL , IRDIDITHEL T,

Create Intrusion Policy T X
Policy Information
Name * pxGrd Intrusion Policy
Description
Drop when Inline L
Base Policy No Rules Active bl
* Required v
Create Policy | Create and Edit Policy | Cancel

FIg2. [ARV—DERK (Create Policy) | 7V 7 L %7,
FIF3. IRBPEFRINET,

¥ Compare Policies | | ) Create Policy

Intrusion Policy Drop when Inline Status Last Modified
wGrid Latraston Pelic " No access control policies use this polic 2016-01-16 13:46:37 I .
e Y N Policy not applied on device Modified by "admin - .

FIg 4. D o) U T R —EMRELET,

> Intrusion Policy > Intrusion Policy

v t’.mank?ohues s Create Policy

Intrusion Policy Drop when Inline Status Last Modified
. No access control policies use this policy 2016-01-16 13:46:37
Grid Intrusion Polic Yes ) I
a o Policy not applied on device Modified by “admin =Y

FIES5  [/—/v (Rules)] ZEIRL ., [74/L# (Filter) ] IZ iis emd exe & A JJ LT, IRDIHTTEIRLF T,

Rules
Rule Configuration Filter: [iis cmd exe
Bple Confont 4 selected rules of 4
Exispory = v - CRJ O L
app-detect Rule State Ewvent Filtering Dynamic State Alerting Comments
v GID SID Message
4 3193 SERVER-IIS .cmd executable file parsing attack
L | 1002 SERVER-11S amd.exe access
L 4 23626 SERVER-IIS cand.exe access
¥ 1 1661 SERVER-IIS cmd32.exe access
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FIE 6.

FIg7.

FIE 8.

FIE 9.

FIIE 10.
FIE 1.

[L—/L DR TE (Rule State) | > [/ DRy 7 LA 5% (Drop and Generate Events) | > [OK] DJIRIZ2

Uo7 LET,
WNFERENFET,

Rules

Rule Configuration Filter: [iis cmd exe

Rule Content 4 selected rules of 4

Egtepery =+ v r- C R | i Policy
app-detect Rule State Event Filtering Dynamic State Alerting Comments
blacklist < GID SID Message a =
br chrome - 3193 SERVER-IIS .cmd executable file parsing attack X

er-firefox ¥ 1 1002 SERVER-11IS cmd.exe access X

Drowser-ie ™ 1 23626 SERVER-1IS cmd.exe access X
browser-other 4 1 1661 SERVER-IIS cmd32.exe access A

WKIZ [74/v% (Filter) ] |\Z win gen buffer overflow & A /)L T, [OS-Windows Generic Hyperlink

BufferOverflow Attempt] Z &R L E7,

Filter: [win gen buffer overflow
1 selected rule of 7
— T - g TR L
Rule State Event Filtering Dynamic State Alerting Comments

GID SID Message &
f 1 17410 0S-WINDOWS Generic HyperLink buffer overflow attempt

[L—/L DR KE (Rule State) | > [ hD Ry 7 L4 5% (Drop and Generate Events) | > [OK] DJIRIZ7

Uo7 LFET,

Rules
Rule Configuration Filter: |[win gen buffer overflow
Rule Content 1 selected rule of 7
Cat
egory e v 3w 0 -
app-detect Rule State Event Filtering Dynamic State Alerting Comments
blacklist GID SID Message &
browser-chrome ¥ 1 17410 0S-WINDOWS Generic HyperLink buffer overflow attempt

[V —1& ¥ (Policy Information) ] 227V 7L TE B ZfEELET,

Confiquration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information Rules

[Z£ % % fife £ (Commit Changes) | > [OK] 227V 7L %7,
WRINFRENET,
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Confiquration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy k
& Co
Intrusion Policy Drop when Inline Status Last Modified
> - Mg access control policies use this policy 2016-01-16 21:40:52
xGrid Intrusion Polic e .
" ¥ ! Policy not applied on device Modified by "admin

FIE12. pxGrid RARIL—%T 74V DT 7B AFIHARY > —(ZB ML E T,
[ASA Firepower D% iE (ASA Firepower Configuration) | > [A"U — (Policy) | > [7 7B AHIHHIARY - —
(Access Control Policy) | DNEIZIRINL, Ry 72w (12 ARG : pxGrid 12 ARV — (Intrusion
Prevention: pxGrid Intrusion Policy) | Zi® R L =7,

Root Rules

FIIE 13. ﬂ ZERLUT, mX VAR ELET,

Nienlsaina 1 - 1 &fF 1 rFlas Dasa 1 wFa -

FIF14. KOOIV ETELET,

Logging ? X
® Log at Baginning and End of Connection
Log at End of Connection

Mo Logging at Connection

E Send Connection Events to:
¥| Event Viewer
Syslog (Connection Event only)

SNMP Trap

| oK __ Cancel |

FIE15. [OK]ZZ7Uy27LFET,

FIIE 16. [ASA Firepower D% B D47 (Store ASA Firepower Changes) | Z#27V> 27 L E 7,

FIE17. [E A (Deploy)]> [Firepower D% B D A (Deploy Firepower Changes) | > [F& A (Deploy) | DJIEIZi8
Ri% . [OK] 28R £,

FIE18. [E=%VU> 7 (Monitoring) ] > [ASA Firepower OE=%41>"7 (ASA Firepower Monitoring) | > [# A7
(Task) | ZiBIRT DL, BART —FANFKRSINET,
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#A >R wH X Firepower Management 7R') S —Z# L T-
Employee SGT —H DT Xk

HEZE BT ISE TGS LA E . Employee SGT 2804 CoHhuET,

‘ases IdENtity Services Engine ACLUEUEIERN  » Policy  » GuestAccess  » Administration  » Work Centers @  Licensewaming &

RADIUS Livelog ~ TACACS Livelog  Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants Misconfigured Network Devices * RADIUS Drops ! Client Stopped Responding * Repeat Counter !
0 0 5 9 0
Show Live Sessions 4 Add or Remove Columns * & Refresh () ResetRepeat Counts Refresh | Every 1 minute v | Show| Latest 20 records ¥ | within| Last 24 hours M
Status : : ! : ( £
T v "5 Detais Repeat Count AdentEy Endpoint ID __Endpoint Profie Authentication Policy *  Authorization Pobicy Authorization Profiles *  Network Dey
2016-01-17 03:19:37.647 ) Q 0 jeppich 00:0C:29:D9:54:82 Microsoft-Workstation Default >> DotlX >> ... Defauk >> Employee  Employees,PermitAccess

0C:25:09:54:82  Microsoft-Workstation Default >> DotlX >> ... Default >> Employee  Employees,PermitAccess Switch

o Jeppich@Bb9.com

em Help v adminv

Context Explorer Connections v Intrusions » Files v Hosts v Users » User Activity Vulnerabilities v Correlation v Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search

User Activity

Table View of Events Users

2016-01-16 21:22:33 - 2016-01-16

No Search Constraints (Edit Search)

Passive Authentication 168.1.5 Microsoft-Workstation 192.168.1.3 fmc60.lab%.com

Userlogin LAB

PEE BN www.poker.com 2T 7 ®ATHE, ZOT 7 RATHELRINET,
1 - oiEd

| Access Denied X \+

| € poker.com e |[as ol = + A O® =K

| :
i Access Denied
F

% You are attempting to access a forbidden site.

Consult your system administrator for details.

e B D www.bittorent.com ([Z7 V7 ERTHE . FOT /A THEEENET,
_omm

Access Denied < |+

bittorrent.com E0rc ﬁ' B O 3 i & =

+

Access Denied

You are attempting to access a forbidden site. p

Consult your system administrator for details.

[ N1 . ...E_ -
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WEEB N NyX T 757 www. hackersonlineclub.com (S NLLHETHE, FDOT 7w AITELEEINE T,
T

Access Denied < 4

i || € hackersonlineclub.com B8 QO 4§ A S —

You are attempting to access a forbidden site.

R w s

Consult your system administrator for details.

F7- FONEEBE N T TUYIZ www.msn.com/cmd.exe ZHEALLIETHE, FOT 7B RATIERSNET,

wvwB @ 4+ & O

(' msn.com

@ The connection was reset

The connection to the server was reset while the page was loading

® The site couid be temporarily unavailable or too busy. Try again in a few
moments.

® |f you are unabie to load any pages, check your computer’s network
connection

» |f your computer or network is protected by a firewall or proxy, make sure

that Firefox is permitted to access the Web.

Cisco Systems © 2017
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[ASA Firepower L' 7R —7 (7 (ASA Firepower Reporting) | CLR—ha RAHZENTEET, HEE I Web 7
Y Mo rvar LiRBE NI — N IS-Web &7 R F v 2B L £ T,

File View Tools Wizards Window Help

Type topic to search

1 = !l' !llll
8 rm ot (5 s s - Qo Qo O | P '

cisco
g [Bookmardks & 8 X | —
= To bookmark right-chck I r > T ¢
|| et e e bt £ Device Dashboard | 2, Firewsll Dashboard | 9] ASA FirePOWER Dashboard [ ASA FirePOWER Reparting | () ASA FirePOWER Status
£ "Add to bookmarks™, Network Overview

Time Range | Last 30 minutes - Sat 1/16/16 10:10:00 PM (EST) to Sat 1/16/16 10:43:09 PM (EST) 4,
Yrannm‘ Data usage Al - Ymuum' Data usage Al - Transactions ‘ Data uzage Al
Policy hits View more Users

WS Applications

[l

Uninovn(0) I
Default Action I o
ial I . N 10K Bl |
Default Action I 15k | Fpecelldentitiesinin,

Transactions Tnmﬁhls|D.s-..| usage All .l | ‘I'umhu‘um usage

Signatures View more

“SERVER-IS omd.exe . NN 3

[# B (Threat) | LAR—F~D F&2)w 74 2%5E, SERVER-IIS D7 2 F ¥ REREINFET,

File View Tools Wizards Window Help

|®u— %wm[am () Pesiov -Gmm|°m onwad| ?Hub

Type topic to search

tl'lil'lo

cisco

, (Bookmarks & & x| ﬂ
% | ro bookmark a page, right-cick on a - - - = Y
| el — £ Device Dashboard | 2, Firewal Dashboard | [ ASA FirePOWER Dashboard [ ASA FirePOWER Reporting | (%) ASA FirePOWER Status
5 “Add to bookmarks™. Metwork overview Users Applications Web categories Policies  Ingress zones Egress 2ones Destinations  Attackers Targets Threats Filelogs DNS record types
5| @ co [ Delete

Threats

Time Range  Last 30 minutes = Sat 1/16/16 10:10:00 PM (EST) to Sat 1/16/16 10:44:52 PM (EST) A,

Items shown: | 10

Message Total Transactions

1 "SERVER-IIS cmd.exe access” .

Cisco Systems © 2017
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Z—WRNIL R — BRI 58514, [jeppich] 227Uy 7 LE T,

File View Tools Wizards Window Help

Type topic to search

5 o] 8y cotorn (] s (oo - Qs Qe s P e

i
cisco

Bookmarks 3 e x |fMeme

5 7o bookmark a page, nght-clck on a

Inode e padigia X Device Dashboard | €3, Firewal Dashboard | [ ASA FirePOWER Dashboard 7 ASA FirePOWER Reporting | (%) ASA FirePOWER Status %
mbw Metwork overview Users Applications Web categories  Policies Ingress zones Egress zones Destinations Attackers Targets Threats Filelogs DNS record types
[;}|.c.e W pelete
Users

Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:46:07 PM (EST) A,

Users

User Transactions Allowed Transactions Denied Transactions Total Bytes
1 Special Identities/Unknown I 12K 0 63.6M8
2 Labljjeppich . 372 339 1 129M8

DT T g Web BT, TV r—ar inFoRENET,

File View Tools Wizards Window Help Type topic to search

= nII !lll!
@mo&wm[am gm-°w|°m¢°w*w‘?u¢ y

€iIsco
. : meme
< |To bookmark a page, right-dick on a Device Dashboard | [E%) Firewall Dashboard | {53 ASA FirePOWER Dashboard (9% ASA FirePOWER Reporting | [(4) ASA FrePOWER Status
£ node i the naviagation ree and select & [& (8 a @ L3
& ["Add to bookmarks”™. Users > Labi/jeppich
| @ Go [ Deet= i
Time Range | Last 30 minutes Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:47:05 PM (EST) A,
Lab1/jeppich It Allowed Denied Transactions Total Bytes Total Bytes Received Total Bytes Sent
mn 339 3 12918 121M8 7686 KB
Transactions | 0sts usage All - Transactions | Dot sage - Transactions | Dats usage
Policy hits Viewmore | | web categories Viewmore | | Applications
Computer and Interne . [INEEG_— 7
SGT ac. 30 : Unknown(0) I
Dery ST Employee Ac.. Uk - s categer, I 5
Internet Portals NG S HTTPs
o = SearchEngre: I 5 -
e
Uncategorized NI 7

TV —varER R TALR—MHET,

Items shown: | 10

Total Bytes Received
43M8
121 M8
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File View Tools Wizards Window Help Type topic to search

Go
: : nmm
@r—a&wm[am gn‘by -Gm‘o!&ofwwaﬁ‘ ?u‘ cISCo
g """““""""m'ﬁ*"ﬂ“_“_ g} I =) 7 ASA FrePOWER Reportng | (%) ASA FrePOWER Status
£ |"Add to bookmerks™. Network overview  Users Applications  Web categories Policies Ingress zones Egresszones Destinations  Attackers Targets Threats Filelogs DS record types R
[;]!.5-: W Delete
Applications
Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:49:01 PM (EST) A,
Applications Items shown: |10 ‘
Application Allowed Dented Recewed
|
1 pws . 980 ° 3%8.518 msans |
2 MR | 388 354 3 12218 1L6MB |
3 MTTRS | | FEE] 133 ] 9532 K8 751848 ‘
4 Unknown{0) n 13 131 2 07K 13258
5 NP I 8 8 0 1468 7208 |
€ Unknown(65535) | 1 1 0 62418 3518
7 Citrix GoToMeeting Platform | 1 1 ° S16.5K8 296%8 ‘

if:\ /_ﬁous/_&:%/j‘[/ \“’Cl/ﬂ{b—}\%%ﬂ—\"@%ij‘o

I

File View Tools Wizards Window Help [Type topic bo semch alvl
|@m@&wm@m gnqlw B QW‘OMOFW‘vd ‘?H:b cisco
| Bookmarks @ 8 % |[Weme

g obodkmmk s pos, bt dkena £, Device Dashboard | €2, Frewal Dashboard | [ ASA FirePOWER Dashboard (7 ASA FrePOWER Reporting | () ASA FirePOWER Status
,§ “Add to bookmarks”. Network overview Users  Applications Web categories  Policies Ingress zones Egress zones Destinations Attackers Targets Threats File logs B’s record types
5] @ co [ Deete
Web categories
Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:49:55 PM (EST) A,
Web categories Items shown: | 10 iz
Web Category Transactions Allowed Transactions. Denied Transactions Total Bytes Total Bytes Received
1 Unknown - Web category N ¢ 13K 0 636M8 PET
2 Uncategorized 1 57 57 ] 104 M8 10.1 MB
3 Search Engines 1 55 55 0 296548 27748
4 Internet Portals | 54 51 3 4422¥8 305 KB
5 | 7 27 0 15328 1136 K8
6 Web Advertisements | b 25 0 4215k 3724 KB
7 Business and Economy | 2 2 0 818 2524K8
8 | 17 17 0 389.6 KB 348.2 KB
9 | 16 0 16 113K8 18
10 Social Network | 15 15 0 3MLIKB 3144 KB

SHIZ, RV — ey ME#H (Policy hits) ] HHVET,
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File View Tools Wizards Window Help Type topic tosearch |
(@) Home %wm@mm i Do -GWZOMOWWQ ?H&

= bl
_ Bookmarks @ %%

cisco
|| e rm—————r e b
£ |node in the naviagation tree and select

X, Device Dashboard | €3, Firewall Dashboard | £ ASA FrePOWER Dashboard £ ASA FirePOWER Reporting | [( ASA FirePOWER Status.

g "Add to bookmarks™. Metwork overview Users Applications  Web categories Policies Ingress zones Egress Tones Destinations Attackers Targets Threats Filelogs DNS record types
[5l| ® Go [ Delete

Policy hits

Time Range  Last 30 minutes -

Sat 1/16/16 10:20:00 PM (EST) to Sat 1/16/16 10:50:56 PM (EST) /4,

Policy hits Items shown: | 10 .
Policy Transactions Allowed Transactions Denied Transactions Total Bytes Total Bytes Received

1 Default Action I 15K 3 764 M8 16318

2 Deny SGT Employee Access | £l 0 30 211¥8 19k8
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NIV a—T425

ISE pxGrid /—F
pxGrid 2B/ —FRFTREN T, pxGrid BEHEHIZLY

ISE 1.3/1.4 ® B B4 FEHEZMHHL QD54 1L, pxGrid 28 ML 5R1Z, ISE HE B4 T AT~
T AT AREHES ISE VAT MEHANT IZ I AR —MNE A THDHI AR L TS0,

CA BT EFEFZME 2% 6 1%, pxGrid ZH 2T DRI, DAZ~A XTIz pxGrid 7> 7L —F
= RFRREE T TAT U RERED [ 7 D EKU ZFf> TN DI LR L TLIZEW,

pxGrid % EBBEREE IS AT 5581, 5 ISE pxGrid /—R03Z DA B —/FhEF — ~X7 % PPAN
J—RLPMNT J—RIZA VR —MNEHR THHZEEMETBL TLIZE, pxGrid 77T A7 [AZ L 734 D3 A X
WA AIE, B Y pxGrid /—RBABF—/FlEX—%2t 2 SPAN /—RE&Eh 4
SMNT /—RIZAV R —ME A THLZENLETT,

77747 bR HE7R pxGrid /—R L TdD 7, application status ise Z3fTLC, ISE pxGrid /—RB7 7747
=R THLHZEEHETRL TTZIN,

ISE O EA 712 ThHHREA 2L £, application stop ise/application start ise Z521TL £ 9,
F72, ISE A3 pxGrid D377 7 LU Chbit Al RE TH D414, ISE —E A% 1£ L9512, ISE /—F
2D pxGrid Z N LT 526 TEET,

Ao —RUTZEEAEIT Base 64 = a—REX THHAZENMETT,

Firepower Management Center 6.0

AT LA ISE SEBAET XK T S

H OB ELHEH 222 R 7 POC BREETISE 1.3/14 2L, 7I7A~UEL TRELTLAR
WAL, —EF T a—R ot a Nl ET AR O T RHD £, 20D/ T FQDN fIEED AN T
TET, TSV ET HIETHRIEINET, ISE2.0 TIEZOMEITRAELEE A,

CA BA T EFEAEDERIEF O AZ R T L B 5i T ISE 24 45384 1%. CSR R BN EH TH
V. pxGrid TIXRWIEEHEFRL TESWN, ZAUL, 77747 i — X U m—R La—R By al THUA
<7,

CA BAMEEEDLGA

HOBABRIEOLS:

FMC 6.0, ISE pxGrid /—R, 7 /31 A3 T DNS fifiR I RE THHZEMMEL T,

ISE SRS AR MR Z ALY

FMC & ISE O CREZIDB RIS TWVAZ LA FERE L TLE &0, EZIIE, FMC &9 X TOXRGRF A7 /N
AADMTHRHISN CNDZENME T,
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ASA with Firepower —E X

Firepower Management Center [CBERF A D ASA T/INL RINTGA—REE B TEELY

e Firepower Management Center EMDiiE )72 ASA E7 /U T DU/ T NAR TA VL ARHDHZ L%
L TLIZEN Y,

SFR MEIEREBDFEEHLLEL

e SFR AV AM—=/VEEIITLTZEN, ZHUTIZIUIESL BB 2300 F9, BETFED ASA 5506 Tl 30 45 LL
EDH0FELTZ, sh module sfr 2317 T, BEIL TWAZEATEZRL TEE0,

ASA Firepower LIR—MZFS 7099 RRINELN

e ASA Firepower % —ERIZFT X TDOIN 7 v 7& g% E L TTEENY,
o WEBIZLLTIORLET,

ciscoasa# conf t
ciscoasa(config)# sh run policy-map
|
policy-map type inspect dns preset dns map
parameters

message-length maximum client auto

message-length maximum 512
policy-map global policy

class inspection default

inspect dns preset _dns_map

inspect ftp

inspect h323 h225

inspect h323 ras
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inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options
|
ciscoasa(config)# policy-map global policy
ciscoasa(config-pmap) # class class-default
ciscoasa (config-pmap-c)# sfr fail-open
ciscoasa (config-pmap-c) #
ciscoasa (config-pmap-c)# sh service-policy

Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 5531, lock fail 0, drop 0, reset-drop 0, 5-min-

pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
Inspect: ftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate O

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: h323 h225 default h323 map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: h323 ras default h323 map, packet 0, lock fail 0, drop 0, reset-drop 0, 5

-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
Inspect: rsh, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate O

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: rtsp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: esmtp default esmtp map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-

min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: sglnet, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: skinny , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sunrpc, packet 0, lock fail 0, drop 0, reset-drop 0O, 5-min-pkt-rate O

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: xdmcp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: sip , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: netbios, packet 15, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0

pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: tftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0
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pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Inspect: ip-options default ip options map, packet 0, lock fail O,

drop 0, 5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
Class-map: class-default

Default Queueing SFR: card status Up, mode fail-open
packet input 250, packet output 250, drop 0, reset-drop O
ciscoasa (config-pmap-c) #
ciscoasa (config-pmap-c)

ciscoasa(config-pmap-c)# sh service-policy sfr

Global policy:
Service-policy: global policy
Class-map: class-default
SFR: card status Up, mode fail-open
packet input 264, packet output 264, drop 0, reset-drop O
ciscoasa (config-pmap-c)# sh service-policy sfr

Global policy:
Service-policy: global policy
Class-map: class-default
SFR: card status Up, mode fail-open
packet input 290, packet output 290, drop 0, reset-drop O
ciscoasa (config-pmap-c) #

drop O,

reset-
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FEEDRRR

pxGrid & Identity ?vE > H—E XN BIREEIT S

FFA FERTE ISE BB OE AN oA L R — M EIXHI RS L7254 | ISE pxGrid /—R T pxGrid & Identity
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4y 8% ISE B2 52T pxGrid D% IE :
http://www .cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf

Cisco pxGrid (ZXAFEED R 714, CA %44 ISE pxGrid /—R B X CA B4 pxGrid 7747 > MO IE
http://www .cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo0-89-
CA_signed pxGridISEnode CAsigned pxGridclient.pdf

Cisco pxGrid (2L 2REHEDJEBA )71k, ISE pxGrid /—R & pxGrid 7747 > M35 H O &4 fE E:
http://www .cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowT0-90-
Self signed pxGridClient selfsiened pxGrid.pdf

Cisco Firepower Management Center 6.0 5% &% F

http://www .cisco.com/c/en/us/td/docs/security/Firepower/60/configuration/guide/fpmc-config-guide-v60.html
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