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SMC £ LU ISE pxGrid /—KFT®D CA ELA {ZEEHED
5

ZOIETIL, SMC IZ CA BAHEGFEIAELZE AL, Java 7747 U M 3 2 FNEIZOW TR L £,

CABRAEBERIZTHRETAXENT= pxGrid T FL—Fk

pxGrid 77 A7 >k, SMC. ISE pxGrid /—R[HT® pxGrid BAETIX, 7747 > MRREE Y — NFEAED [ )5 D
Enhanced Key Usage (EKU) Z #2912 pxGrid 7> 7L — e DAZ <A X FTHMLERHVET, 2L, SMC &
ISE pxGrid /—F O W 53 [AUFERER (CA) IZE > TEASND CA BAREITHNATT,

ATFvF 1 &Y —/1 (Administrative Tools) ] -> [#2IE)7 (Certificate Authority) ] ZEER L, CA Y — SDRED
[+ &2V 7 LTtk Ray 2o YRR [REET 7L — (Certificate Templates) | 24527V 27
LC, [% 2 (Manage) | #3®N L F7°,

Fi certsrv - [Certification Authority (Local)\lab7-WIN-LTEL1SBAKTM-CA\Certificate Templates]| o ] B3
File Action View Help |
* $ | ﬁ | Gl = | ﬂ 5] Certificate Templates Console

ﬁi] Certification Authority (Local) File  Actio hea EEE

B g b7 WINATELISEATMC (g o (71| c) = |5

|| Revoked Certificates

[ Issued Certificates Certificate Templates (WIN-LTE11S§ [ te Di Mame = I Minimum Supported CAs
7| Pending Requests Administrator Windows 2000
[ Failed Requests 5 puthenticated Session Windows 2000
7 Certificate Templates 3 Basic EF5 Windows 2000
Hca Exchange Windows Server 2003 Ent..

|

ATYF 2 57V LT [2—H T 7L —hD#E R (Duplicate User template) ] 38R L, [Windows 2003
Enterprise] Z34R L T, [OK] 27Uy 27 LET,

& Domain Controller Authentication Windows Server 2003Ent... 110
T £FS Recovery Agent Windaws 2000 6.1
3 Enrolment Agent Windaws 2000 4.1
] Frollment Anent (Comniiter) 'M’viﬂwc 5.1
%

You can create certificate templates with advanced properties. However, 71

ot all Windaws CAs support al ertificate tempiate properties Selectthe | .1
version of Windows Server (minimum supported CAs) for the duplicate 71
" 11¢
(%" Windows Server 2003 Enterprise 103
01
(" Windows Server 2008 Enterprise 100
01
Learn more about Certificate Template Versions. 5.1
4.1
o] o | |5
1.
) Subordinate Certification Authority Windaws 2000 5.1
5 Trust List Sigring Windows 2000 31
] user Windows 2000 31
5 User Signature Only Windaws 2000 4.1
5 Web Server Windows 2000 4.1
T Workstation Authentication Windows Server 2003Ent... 101
-
Prr— | of
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ATYT 3 FEAET T — D4 AR AT L, [Active Directory Tt #% %8179 % (Publish certificate in Active
Directory) ] #4712 C, [ 2hiifH] (Validity period) ] 35 X8 [BETH[#] (Renewal period) | 45 EL£77,

B2 Certificale Templates Cansale ] =lol =i
@a o [ [IET L [ || Sievmreen i | Torchues | | Sacummy
T Cortficate Templates (WIH-8G 765 Veinsaet Honding | Sutioct Hlame | = Srvw [ ver +] [Actions
Temnplate deplay name. 110
61
2= a1 Mare Actions L3
Mirsmum Supeoned Cha: Windows Server 2003 Enterprise 51
4.1
Teemplate rame &1 More Actions 3
JoGnd 71
a1
71
Validty pencd: Fenewal penod: 1c
[ Shews =] [~ 52 [oeeka =] 18
101
10C]
I~ Fublish cenficate in Active Directory 103
T o o saliony ot (pmee ot 1| @ dutphihl s cestilicate el irr Aciive oty
sty 4L
6.1
For ol senmt caed T 1.
T £ newe e cannot be crested o ke 51
: 31
31
4.1
4.1
101
«f 1 ] I OK I Cancel I Aooky l Help I 2
I

ATY7 4 [{E3E (Extensions) | -> (BN (Add) ] -> [—/\G&FE (Server Authentication) ] -> [OK] -> [ FH (Apply) |

DNEIZZY 7 LET
@ |[@|E= Jlm | G | Reques Handing | SubjectName | lS'rur i
A Certificate Templates (WIN-BG7GPt iz |
To modify an extension, select it, and then click Edit.
Bdensions included in this template:
Application Policies
DEascCon:ﬁu"ﬂ
|| Cenificate Template information
Dlsmmce?oicse:
Key Usage
Description of Application Policies:
Authertication =
File System
Email
Authentication
L]
ol { oK Concsl | tonly Hep |
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ATYF 5 [T V=714 (Subject Name) ] 227V w7 LT, [ERIZE £45 (Supply in request) | 2412 L T,

: : -1001.%]
e x
General Handli Subject Name Server
"5 Certificate Templates (WINATELLS | Request Handing ]
' Supply in the request ‘ Certificate Templa...
UUse subject information fram existing eertificates for autoenmallment
I renewal requests, More Actions
" Build from this Active Directory information .
Select this option ta enforce consistency among subject names and to il More:Actions: P
simplfy certificate administration. 6.1
Subject name format: ;1
INone j =0
I nelude e-mail mame i subject rame 11C
Include this information in attemate subject name: ﬁ;
™| E-rniail name: 101
= BE name 51
[T Wser prinicipal frame (UEH] 4.1
7 Sewice principaliname (5PH] 6.1
1L
1
3.1
31
4.4
41
101
) » TEK [ cancel | ol Hep | 5
T

ATw7 6 [§53E (Extensions) ] -> [F1 TRV L — (Issuance Policies) ] -> [#fE (Edit) ] -> [T X TDOIITHRI > —
(All Issuance Policies) | DNEIZZY v 7L FE T,

[ Certificate Templates Console == = i E&X
) : X
Fle = View Help Properties of New Template ) |

¢!p||@| " Gereral | RequestHanding | sugeawame_l Server |
5] Cortifcats Templates WINATELES oUance s | Terpites  Btensens | :

MOrths = atarsinn, calart # o thar ik Edt ; Certificate Templa..
Edit Issuance Policies Extension I x|

Bxens An issuance policy describes the conditions under which
A & certficate is issued

More Actions

a1 More Actions 3

¥
0

a1
pdd. | Bt | Remove | i

I Make this extension critical

OK Cancel | El 3.1

. Wi oK Cancel Aoply Hebl_,l;

Cisco Systems © 2017 7TR=D
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ATFYT T BRI (Request Handling) ] 1£7 74V hDEHICLET,

[ Certificate Templates Console i —10] x|
e - x
Ii—g;,l IsmmﬁemmalSmesededTandaesl Ex‘lensnonslSemtyl
Request Handling Subject N: Server
] Certificate Templates (WINATELIS I =
Purpose:
™| Delete revoked or expired certificates [do not archive)
¥ Include symmetric algorithms allowed by the subject
[~ Archive subject’s encryption private key
41 Mare Actions »
Mirimum key size: | 2048 ad 6.1
71
8.1
7.1
z 11
¥ Alow private key to be exported N
Do the folowing when the sublect is enrolied and when the private key o
associated with this cerfficate is used 101
' Enroll subject without requiring any user input 3‘ 1
" Prompt the user during enroliment 6.1
‘s Prompt the user during enroliment and require user input when the i1
private key is used 5.1l
3.1
To choose which ographic service providers CSPs. 31
(C5Ps) should be used, click C5Ps. a1
4.1y
101
=
. o oK |[ Cancel | Aoy | Hee | i

ATvT 8 [FEHET 7L —} (Certificate Templates) ] 24577V 7LET,
RATYT 9 BITTD5 [HT 7L —hk (New Template) | 21341 | [pxGrid] Zi#IRLET,

f&3 certsrv - [Certification Authority (Local)\lab7-WIN-L TE1 15BAKTM-CA plate o [=] S|
Fle Acton View Help
|| al=|H N

_W:,TJ Certification Authority (Local)

: Name | Intended Purpose I
=] G:I! lab7-WINLTE 115BAKTM-CA

lat 5| CEP Encryption Certificate Request Agent
|| Revoked Certificates E Exchange Enrollment Agent (Offine req...  Certificate Request Agent

J Issued Certificates 1 1Psec {Offline request) IP security IKE intermediate
|| Pending Requests = BT

7| Failed Requests [N Enable Certificate Templates _ X

| Certificate Templates
Select one Certificate Template to enable on this Certification Authority.
Note: If a cerfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain cortrollers.
Al of the certificate templ i izati be available to your CA.
For more information, see

] petGrid

[ RAS and IAS Server
E Router (Offline request)
E Smartcard Logon

Fll Smartcard User

Mame | Intended Purpose :l
E Exchange User Secure Email

& 1PSec IP securty IKE intermediate

E Kerberos Authentication Client Authertication, Server Authentication, Smart Card Logon, KDC Authent

E Key Recovery Agent Key Recovery Agent

E OCSP Response Signing QCSP Signing

Server Authentication, Secure Email, Encrypting File System, Client Authenticz
Client Authentication, Server Authentication
| _>l_I

Client Authentication, Smart Card Logon
Secure Email. Cliert Authentication. Smart Card Logon

Client Authentication
ok | Cancel |

Cisco Systems © 2017
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ATYF 10 pxGrid DT 7L —FRFERENET,

rﬁ certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates] Bl i |E||5|

Fie | Acton View Hep
ke AN NN 7|
_ﬁ Certification Autherity (Local) Mame | intended Purpose |
Bl g lab7-WIN-ATE11SBAKTM-CA prGrid Server Authentication, Secure Email, Encry...
J Revoked Certificates 5] CEP Encryption Certificate Request Agent
[] Tssued Certificates ] Exchange Enrolment Agent (Offine req... Certificate Request Agent
J Pending Requests E IP5ec (Offline request) IP security IKE intermediate
:—] aile Requests E Directory Email Replication Directory Service Email Replication
| it e E Domain Controller Authentication Client Authentication, Server Authenticatio...
E EFS Recovery Agent File Recovery
] Basic EFS Encrypting File System
E Domain Controller Client Authentication, Server Authentication
5] web Server Server Authentication
E Computer Client Authentication, Server Authentication
E User Encrypting File System, Secure Email, Clien. ..
5] subordinate Certification Authority <All=
E Administrator Microsoft Trust List Signing, Encrypting File...

ISE 2.0 DEESE

AL R T u AR ORERER (CA) B4 BRBE I ISE pxGrid /— &R ELES . &I, TpxGrid) CSR ZER 75 ISE
J—RBAERS, pxGrid DI AZ <A XENTZT T L — i IL T, CA B —NICE> TELA SN ET, FEHE
[THAD ISE CSR ERIZAARENET,

CA v —REB IS ISE GEE R AN 1A R —hSET, ISE ID BIREH F (T ISE GEFH L AT L ART
[Cm 7 AR —bENET, ISE /—RI3 pxGrid #BIEFICE LS ET,

AFYF 1 ISE pxGrid /—RIZ725 ISE /—R® CSR TR A4 L £,
[ 21 (Administration) | -> [ A7 A (System) | -> [FIEB & (Certificates) | -> [RIEFH E5 4 K
(Certificate Signing Requests) | -> [42)% (Generate) | 23R L £7,

S EIREORARIIEBATHLIZENABETY, ChiE. FMC 6.0 TOT YT+ —$EX 90—k £y av THETY .

‘Guce’ ldentity Services Engine Home » Operations » Policy » Guest Access - Administration » Work Cenlers & License Waming &
~System  » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Senices  » Feed Service  » Identity Mapping
Deployment  Licensing « Certificates » Logging » Maintenance Upgrade Backup & Restore » Admin ACcess » Seftings

SE CA functionality.

= Certificale Management

esponder cerificale that is signed by
Ovenview
System Certificates Usage

Endpoint Centficates Certificate(s) wil be used I'Orlb\ﬁmﬂ 'I

Trusted Certificates

Alow Widcard Certificates L)
OCSP Ciient Profile

Certificate Signing Requests Hode{s)
Cenificate Periodic Check Seftings Generate CSR's for these Nodes
» Certificate Authority Node CSR Friendly Name
[ ise20 ise20%Admin

Cisco Systems © 2017 9 R—T
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ATYF 2 [FEHEDZER (Request a certificate) ] -> [FIEFAZ D ER DO FEMER & (Advanced Certificate request) |

ATv73

ATy 4

ATvF5

IZ CSR 1582 at"— L CREDAHT . I A~ AR LT= pxGrid 7 7L — MER LT, [1412 (Submit) ]
VI LET,

Microsoft Active Directory Certificate Services - lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques
Request box.

Saved Request:

T [G12 /0KOPkmz0V Tmr dHFW2K] QPES5280gn20b0T /1

S:rii?"m‘;::ec;::sdt SCTKUER6BIy4mO{Vxf JHOE+r6QUEAL F00ZY0kITd|
WG 1BGLAWIbRY PT8n9u0eN TR ngD2LIyFBEVR Tub

(CMC or 67v5hSTURpCSELhRG /B1+/D2313/040d34zRovTp,

PKCS #10 or Exr503LAyPLKMLUQE 1 /QChpavo==

PKCS #7): | END CERTIFICATE REQUEST-----

Certificate Template:

| pxGrid 3 |

Attributes: | J

| Submit > |

Base 64 52 LIERD CA L —h a7 m—RLUE T,

Microsolt Active Directory Certificate Servioos — labS-WIN-48T17723U08-CA

aCA Chain, or CRL

To trust cortificates issued from this cerification authority, install this CA certificate.
10 Ogpening

To download a Ch contifi ifh chain, or CRL, select the corti L3

You have chosen to open:

CA cartificate:
CErnEW.Cor
e which is: Document (1.3 K8)
from: htpef [ 192.168.1.14
What should Firefox do with this file?
DER () Cpen with | Keychain Access (defaul)
Sbiase 04 ()Save Fite
Install CA certificate

Download CA certificate Do this automatically for files like this from now on.

Download CA cartificate chain

Download latest base CRL i
e . Cancel oK
Download latest delta CRL l—

CA /V—N ISE GEIEE IS AT b AT T v 7 m—RLET,
[& B (Administration) ] -> [ A7 A (System) | -> [RIEB] 3 (Certificates) | -> [{5 #H CZ55EE (Trusted
Certificates) ] Z#3R L, CA L —FEHELZT vy 7o —RLET,

[ISE NFEREDAEHH (Trust for authentication within ISE) | A2k L, [25(5 (Submit) | 27V 7L E 7,

“Huts: Identity Services Engine Home » Operations » Policy » GuestAccess  [RFTINEIETIEN » Work Centers
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Senice  » Identity Mapping
Deployment  Licensing = Certificates  » Logging  » Mainlenance  Upgrade  Backup & Restore  » Admin Access  » Seftings
o
- Certificate Management Import a new Certificate into the Certificate Store
Chiantiiie * Centificate File

System Certificates Friendly Name |

Endpaint Certificates
e : Trusted For: ;

Trusted Certificates

(/] Trust for authentication withn ISE

OCSP Client Profile
(] Trust for clent authentication and Sysiog

Certificate Signing Requests
Coricats Periodic Chveck Selings ] Trust for authentication of Cisco Services

+ Certificate Authority [ valdate Certificate Extensions

Description

Cisco Systems © 2017 10 R—
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ATYF 6 ISE pxGrid /—RFEHEZ ISE GEET AT A ARNTICT v 7 a—RLET,
[& ¥ (Administration) ] -> [ A7 A (System) | -> [RIEB] EE 4, D ZK (Certificate Signing Requests) | &
BIRL ., FEIEZ CSR ZRIZ AV RLET,

sl identity Services Engine Home

ci8co » Dperations + Policy » Guest Access = Administration » Work Centers

= System  » ldenfity Management  » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Sendce » Identity Mapping

Deployment Licensing =Centificates » Logging * Maintenance Upgrade Backup & Restore » Admin Access ¢ Seftings
L]
~ Certificate Management

Certificate Signing Requests

Ovendew Generate Certfficate Signing Requests (CSR)

System Certificates A Certificate Signing Requesls (CSRs) must be sent to and signed by an external authority Click “export” to download one or more CSRs so that they m

request has been signed. click "ind™ to bind the request to the signed certificate issued by that authority Once a CSR is bound. it will be removed from
Endpoint Cenfficates

Trusted Certificales 4'View gleExport  {Delete S

QCSP Chient Profile Cartificate Subjact Key Length Portal group t Tmestamp

Certificate Signing Requests CN=5e20.ab9.com 2048 Sat, 16 Jan 201¢

Certificate Periodic Check Seftings

» Certificate Authority

AT T & H (Administration) | -> [ A7 A (System) | -> [FIEF 2 (Certificates) | -> [FIEH £ D& H
(Certificate Management) | -> [FIE B 3555 4, 23K (Certificate Signing Request) | -> [RIEH] &4,
3R (CSR) DA % (Generate Certificate Signing Requests (CSR)) ] 23R L, REBED HikéL
T [E B (Admin) ] Z1EIRLET,

Usage

Certficate(s) wil be used for [Admn -]

Alow Widcard Certificates L] 7
RATYF 8 [/—F (Node) | iR L £,

ATFYF 9 [T/ bDI4 (SAN) (Subject Alternative Name (SAN)) ] C [DNS 4 (DNS name) ] 38R L,
DNS 4 ZiBLET,

= System » Identity Management  » Network Resources » Device Portal Management  pxGrid Services » Feed Senvice » Identity Mapping

Deployment  Licensing  + Certificates * Logging * Maintenance Upgrade Backup 8 Reslore » Admin Access » Seftings
o

Node CSR Friendly Name
~ Certificate Management

e
Overiew

Systemn Certificates
Subject
Endpoint Certficates

Trusted Cerificates Common Name (CN) | SFODNS | ¢

OCSP Client Profile

Organizational Unit (OU) |

Certificate Signing Requests

Certificate Periodic Check Seftings Organization (0} |
» Certificate Authori r
S City (L) ]
State (ST} |
Country () [
Subject Alternative Name (SAN) |" E&E’Fl“a-m_e_ - BEED—EI;!R;\_

ATYF 10 [k (Generate) ] 3R F3,
ATYFT 1[I AR —h (Export) ] &R ET,

Cisco Systems © 2017 11 R=
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ATYFT12 pem 77 A NVERRE, csr WA IE — L CHAX~A ALz pxGrid 72 7L —MI AT £,

8006

| 1 ise20306Admin.pem

BEGIN
MIICSjCCAC
b

CERTIFICATE REQUEST
4CADAWHDE aMBoGALUEAXMRAXN 1M i AzMDY ubGFi0C51h2@
QU w

END C

Ny (W1
18TwAsHIIYSEI33Pg6I+e

wagEiMADG
1

i/

\/Raz|
whxk4fonr

£137T
ERTIFICATE REQUEST:

b a8t
F+k+DQ5A
) T

riuleMral
YROZHEA31ZT

ATV 13 [FGEHEOE R (Request a certificate) | -> [FIEHA R OFEHIER E (Advanced Certificate request) ] (ZHE
DEFTT-% . WAX~A ATz pxGrid 72 7 L — iR R L, [15(5 (Submit) ] #27V> 7L E7,

Microsoft Active Directory Certificate Services — lab8-WIN-JSVUL3DQTBN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or |

Request box.

Saved Request:

Base-64-encoded
certificate request

Ry0SEng0f4UnKVGx j1wEPM7 ydWpHBIAEYz6na Pm/
e JmRW5v+0GMWw1 0WZMObewe /dLgMfnMHzRKI sQugY
rqJ2vralwTimSDUygQPMrjlys fwSM4nXBsjxeuTP

(CMC or nXyW9S2ECookbMyWi SGEhTRyyNbeFb15jucLhNix
PKCS #10 or 19TwAsHIJYS6I33Pg6I+el32TCof jEAGlOs=
PKCB #7): |————- END CERTIFICATE REQUEST---—-
Certificate Template:

[ pxGrid :)

Additional Attributes:

Aftributes:

| J

[ Submit > |

ATvF 14 [1%(Z (Submit) ] IR £,
ATvF 15 Base 64 £ 5L R DOFEAEE X 7 m—RLET,

Microsoft Active Directory Certificate Services -- lab8-WIN-JSVUL

Certificate

Issued

The certificate you requested was issued to you.

(_DER encoded or (sBase 64 encoded

Download certificate
==1 Download certificate chain

Cisco Systems © 2017
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ATFvwF 16 Base 64 TR0 CA L —FEEHEAZ Y 0—RLET,

Mizrasaft Astivn Directary Cactiients Saevieas — InbB-WIN-SSVUILIDOTEN-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this ification authority, install this CA cedificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.
CA cortificate:
Currest [lab8-WIN-[SVULIDOTEN-CA]

Encoding method:
DER

(@ Base B4
Install CA centificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delia CRL

ATYF 1T [EH (Administration) ] -> [ A7 A (System) | -> [FEI 5 (Certificate) ] -> [FIEFH D& H
(Certificate Management) | -> [{5 #H CZ HREIFE (Trusted Certificates) ] DNAIZIEINL | /L—FERA
ErAR—RLET,

ATv7 18 [ISE WNFEFEDIE#E (Trust for authentication within ISE) ] ZH kL £ 9,

«Symem  » ¥ . ' [ + icantity Mapping

Coploymant  Licensing  +Cenficams  » Loggng o Mainenance  Upgrade  Backup & Resiom  » Aomin Access  » Samings
e —

~ Cartificass Managemant Import a new Certificate into the Certificate Store

Chervien " Cortitcate Fio | growse... | carctoer

System Certificates Friandty Mama

Endpont Geraficalis

Trusted Cortificates Tresind For: 7

OCSP Chent Profits [F Trust for authertkakion within 15E

Canficas Sering REgses

[T Trust for chent authantication and Sysiog

ACMY.F oG VoK Secnes (] Tnase for sushentication of Cisco Senices

» Cartificate Authority
[] validate Certificate Extensions.

sl

ZTwF 19 [25(5 (Submit) ] 23R L £,

AFvF 20 [EH (Administration) ] -> [FE]E (Certificate) | -> [FEF £ D% B (Certificate Management) | ->
[T AT LFE]E (System Certificates) | -> [FIEF] #5544 23K (Certificate Signing Requests) | DJIAIZ
IR, CSR ZERZEIRL T, [REIE%E 1R (Bind Certificate) ] 27U/ L E T,

ity Identity Services Engine Home » Operafions » Policy

» Guest Access ~ Administration » Work Centers
~System  » |denfity Management  » Network Resources ¢ Device Portal Management  puGrid Senices  » Feed Senice  » Identity Mapping
Deployment Licensing = Cerificates » Logoing » Maintenance Upgrade Backup & Restore » Admin Access » Seftings

~ Certincats Management Certificate Signing Requests

Ovendew Generate Certfficate Signing Requests (CSR)

System Certificales A Ceificate Signing Requests (CSRs) musi be sent to and signed by an external authority Click “export” to download one or more CSR! at they m
request has been signad. click "bind™ o bind the request to the signed certificate issued by that authonity. Once a CSR is bound. itwill o ed from

Endpoint Cerificates

Trusted Certficates 4/ view  @eExport  J{ Delete S

QCSP Chient Profile Certificate Subjact Kay Length Portal group t Tmestamp

Certificate Signing Requests CN=15220.b%.com 2048 Sat, 16 Jan 201¢
Certificate Periodic Check Seftings

» Certificate Authority

Cisco Systems © 2017 13 R—=
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ATFYFT 21 ISECA BAMNEXTAT U TATAHELT 7 a—RLET,

iy |dentity Services Engine Home » Operations + Policy » Guest Access ~ Administration » Work Centers

= System  » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Identity Mapping
Deployment  Licensing = Cerlificates » Logging » Maintenance Upgrade Backup & Restore » Admin Access » Seftings
—— ey
L]
 Certificate Management Bind CA Signed Certificate

Oveniew Cetificate File

System Certificates

Friendly Name

Endpoint Certificates
Trusted Cerlificales
Vaidate Certificate Extensions L '/
OCSP Client Profile
Certificate Signing Requesis

Usage
Centificate Periodic Check Seftings

» Certificate Authority [+ Admin

G

ATwF 22 [i%/5 (Submit) ] 3 IRL F7,
ATV 2B ROAE—UPNRRENTH, [T (Yes) ] HBIRLET,

Ij" Enabling Admin role for this certificate will cause an
L application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under
Trusted Certificates
)

RTFUT 2 KD AT —DRERSITD, (10 (Yes) | ZRILET,

/@ The certificate you are importing or generating matches an

L5 existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

(o)

ATFYFT 25 AT LNEEEBISI., GULIZEYE T,

[ togn | i
Problem logaing in? ‘

© 2015 Cisco Systems,Inc. Cisoo, Ciem Sy d I Cisca Systems,Inc. and/or s atlrafie
affiates in the US and cartain other countris. cisco

l @ Identity Services Engine
| 4

4

Cisco Systems © 2017
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ATwF 26 [ FE (Administration) | -> [ A7 A (System) | -> [ A (Deployment) ] Z38&R L, FRANG & fRELT-14.
[pxGrid] 412l E T,

Gl WenttyServices EnGe w1 Oparatora v Pty + Gomstacoens. [ERRELRVEIR ) v o]
~Syem | b ' . * Faed . g
Degiymor  Licoraing  + Comficates  » Logging  + Maistorance  Upgrode  Backup B Rosiom  + Admin Adcoss ¢ Saftings

FODM isaT0306 188 com
I Agdress 192.168.1.38

Pode Type Identity Services Cngina (15T}

Personas

| pdmistsrion Foig STAMDALONE " joups prmary

— Fiole PRIMARY - Othar Maniaring Nada

ATVT 21 [{#7F (Save) ] ZiBIRLE7,
ATwF 28 [ H (Administration) ] > [pxGrid $-—t A (pxGrid Services) ] ZiER L, ABHSNIZ P —EANE RS
NTWDHZEAfERLET,

‘Hus. Identity Services Engine Home » Operations + Policy » Guest Access - Administration » Work Cenlers

» System  » Identity Management  » Metwork Resources  » Dewce Portal Management  pxGnd Services  » Feed Service.  » Identity Mapping

@Enable Auto-Regist

@ Gow WOsine @neete v Refresh | Total Pending Approval() « 1-11of11  Show

Chent Description Capabilties Status Chient Group(s) Log

FRTINDETIZHB AN DENRHYZETS, ISE VM Tlsh application status ise IZFETL. pxGrid —E AN FHALh TH D EZREEL TS,

ATvF 29 [HEEERDO AN (Enable Auto Registration) ] 4 0L E 7,

“dece ldentity Services Engine Home  »Operslions  » Policy  » GuesiAccess [RSSWIIEEUEUNN » Work Centers @  Llicensewaming &

@Enable Aulo-Registrationfl O

» System  » ldentity Management  » Network Resources  » Device Portal Management | pxGrid Services  » Feed Service  » Identity Mapping

ATV 30 pxGrid [IZHEHSN TNAIEEMERLET,

onnecled to pxGrid

Cisco Systems © 2017 15 R—
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SMC 74T UT14T4 AR DER S LU CAJL—FEBAED A HoO—K

ZZ T, SMC B F—3 LY CA Jalo o TEA S HRE-IEE 4 EoR (CSR) 2B AL E T, pxGrid HD CA 7
T —NMNZIE, pxGrid BAEIZA N2 TAT L NRBREE Y — SFERED [ 7 D EKU 33 FAVTWDMENRHIET,

ATv7T 1 SMC THAEX—Z2Ek L £,

openssl genrsa -out smc.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

ATYT 2 CAV—ZE-oTELEND SMC CSR ERAERHK L £,

openssl req -new -key smc.key -out smc.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

ATYF 3 SMC ~D/)L—h 772 AZEAFL ., SCP Zf# L T SMC.CSR LU SMC.key 771 /L& F T 72
PC (Zat’—LFE9, 2D PC I, pxGrid WAZ~A X T 7L —hDFEMl = — P ER(IZ SMC.CSR %=
v — L CHEOHT A7 S £,

X Win SvThyTEFERLTVSESE. SSH Y—EXZ AV Xb—ILF 5 freeSSHA &fzld1—T 1) T4EF IV A—KFLT. Chio®I74 /L% SMC
MBS Win SyThyF2aE—3 %EEF(2 SCP aE—%#HERATEAL3ITL TS,

RTvF 4 Base 64 TFALIEROIEELZF 7o n—RLET,

RTVF 5 2D X509 AL EFIT Base 64 Fi 5L TH UL m—RENTNDTe0D, 77 AV DA RiT% .cer 1)
Bt ICEELET, ZOAFMEERD ot 77 A/WE, SSL ZIAT Vs TAT T4 T A7 EA
Ty 7 a—RT LIS ET, ZOREAEX, pxGrid 7747 U NRREICE SN E T, 2
IL. StealthWatch 6.7.1 DHTHERETT,

ATYT 6 CANV—hiFHEEZF Y 0—RLET,
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SMC {E¥8XF7~ D CA JL—MEEABRO7YTO—F

ATYF 1 [EHE 2 —V (Admin User) | -> [7 7 T4 7T > AD 4 # (Administer Appliance) ] -> [F% E
(Configuration) | -> [FGE/RREE: (Certificate Authority Certificates) ] -> [Z i (Browse) | Z13¢
RL. root.cert 77 A /L% T 7 ua—RLET,

ATYF2 BAEANLET, 7o ¥ —Aa7 L A= IEA LW TLTESW, FEEZ BT 5L 00T

DIDNFRENET,
E‘li'l:&gg—g” StealthWatch Management Console VE

Certificate Authority Certificates

Number of Records. 3

3 [ A [
id-1000 2011-04-04 Lancope Lancope
10:51:02
1 ms_ca_rool_cen 2020-12-01  lab3-WIN- 1ab3-WIN-
20:0235 182PDH1PNGR-CA  182PDH1PNGR-CA
lancope 2035-01-01 Lancope Lancope
05:10:10

SSLH—/\ID AD SMC ZA T T4 T4 EBHAED7Y7O—FK

ATwF 3 [EHE 2= — (Admin User) ] -> [T 7747 L AD % B (Administer Appliance) ] -> [F% &
(Configuration) | -> [SSL FEFH#: (SSL Certificate) ] -> [SSL #—~3 ID (SSL Server Identity) ] &
BRL, SMC APREHEEREF— DT 27 v 7 n—RLET,

StealthWatch Management Conscle VE

SSL Certificates

B SSL Server Identity

Use this section to upload the certificate the SMC will present to authenticate SSL connections

Target Certificate File{PEM-encoded)
Certificate Chain(PEM-encoded){Optional)
Browse... | No file selected

Private Key(Not Encrypted)(PEM-encoded)

... | smc key
Upload Certificate

ATvF 4 [FEHEDOT v 7 m—Nk (Upload Certificate) ] #2727 L %7,
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SSLOSAF R ID AD SMC 7A T T4 T4REATO7Yy7O—F

ATV 1 [EEH = —5 (Admin User)] -> [T 7747 A0 % B (Administer Appliance) ] -> [F% &
(Configuration) ] -> [SSL iFBHE (SSL Certificate) ] -> [SSL 77717 >~} ID (SSL Client Identities) ] Z &R L .
SMC ABHRERE crt 77 ANV EREX— DT 2T 7 ua—RLET,

Upload an Identity

Friendly Name

pxGnd_client 1

Target Certificate File(PEM-encoded)

Certificate Chain{PEM-encoded){Optional)
Browse... | Mo file selected

Prvate Key(Not Encrypted)(PEM-encoded)

Browse... | smc kay

Upload Certificate

ATYF 2 [7VRVU4 (Friendly Name) | Z AL E T, 7o H—AaT7 I HL, AX—Z 3 H LW TZEN,
ATYF 3 [FEHED T~ 71—k (Upload Certificate) ] 7V L7,

ISE M5D Syslog 1 XD Z(E

ATYF 1 SMC ([ZuZ AL, [Y— v (Tools) ] -> [&% & (Settings) ] -> [Cisco ISE ? #% & (Cisco ISE
Configuration) | Z#ERLET, WOIIRRENEKRINET, L FDOAyE—UNRRINTD,
CA /L —REBED SMC CA ARTIZT y 7 u—REHR ThHHIEZMERL TTESNY,

E:CCTIE, BTILIZEREE. RADIUS 7HI 7425 TAT745 1. BB EDEE syslog Avt—TH UDP 3514 T SMC [TEESNDESIZ,
ISE W9 TIZREFATHAH_EERHRELTVETS,

TEALTH =

G 1ab9.com | Cisco® ISE Configuration
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RATYF 2 CAV—NEAEEL SMC 127y 7 a—RLET,
AT 3 [V—/L(Tools)] > [ (Settings) ] Z3R L, ISE MnT /—RIEFHAE AN LET, L FOIIICE RSN
E3 8

STEALTH =
[ WATEN

= -

L4 lab9.com | Cisco® ISE Configuration

[ Cisco ISE Configuration Setup @

Cisco ISE Cluster

SMC Local Port

3514

User Name Password

.........
Deployment Nodes: @

Primary Node Name Primary Node IP Address

5020 1ab9 com 192 168 1.15 e

ATYF 4 Cisco ISE 37447 —avAiBINL. pxGrid client]l E£721ZLARTTERR L7270 RUA A &INL £,

F:[FS54<') PAN /—K4£ (Primary PAN Node Name)] [£F54 <) ISE pxGrid /—FDZ&TT,

& Cisco ISE Mitigation @
Certificate Selection. @

I pxGrid_chent1 I

Mitigation Nodes @

Primary PAN Node Name [Primary PAN Node IP Address
®
=
Secondary PAN Node Name Secondary PAN Node IP Address

(Optional) {Optional

ATYF 5 [fR1F (Save) | 27Uy 7 L9,
ATFYT 6 LU FOIICERENET,

Success

The connection to the ISE mitigation node{s) was successful

ATFYF T [OK] 227Uy LET,
ATwFT 8 SMC 7% pxGrid 7 7A 7 > heL TR SRS ET,
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CISCO.

~Administration
» System  » Identily Management  » Network Resources  » Device Portal Management | pxGrid Serices  » Feed Senice b Identity Mapping
@Enable Auto-Registration
N vews
e @Duable @iopove @G WRDedine (pelete v {HRefresh | Total Pending Approvalln) » 1-120012 Show 25 =
O Chent Name Chent Descrption Capabities Status Client Group(s) Log
O » se:admn-se20 Capabiities(4 Pub, 2 Sub) Onine Administrator View
O ¥ ge-mnt-se20 Capabiities(2 Pub, 1 Sub) Onine Adminstrator View
O » 9.com-f8lcce Capabiities(0 Pub, 3 Sub) Onine View
O » fresightisetest-frepower-97563 Capab#ities(0 Pub, 0 Sub) Offine Vigw
(I 2 seagent-frepower-9756389529 Capabiities(0 Pub, 0 Sub) Offine
O » seagent-fmc60.b9. com-07563 Capabiites(0 Pub, 0 Sub) Offine
O » fresghtsetest-firepower-7de80 Capabitties(0 Pub, 0 Sub) Offine
O » seagent-frepower-7de80a5382 Capabities(0 Pub, 0 Sub) Offine
O P fresghtisetest-asafp.bba.com-f Capabiities(0 Pub, 0 Sub) Offine
O » fresghtsetest-fmc60.bg.com- Capabities(0 Pub, 0 Sub) offine
L) P solnkl 5(0 P b Offine
m » sme01 Capabities(0 Pub, 0 Sub) Offine

RATYT 9 BERF A D Lancope sme-01 77 A7 " EPS 77AT vk 7 N—FIZBEILET,

[smc-01] > [Z /L —= (Group) | Z8&R L T [Basic] ZHIBRL7=t%. [EPS] -> [f#1F (Save) | Z3&INL £7°,

ATYF 10 smc-01 77A T ") EPS 7 /L — 7 ICRBEISNET,

» System

DO0CO0O00OO0O0oO0oOo0oD s

]

»
»
»
»
»
»
»
»
»
»
»
>
L3
»

I ﬁ sme-01

» Identity Management

Lve Log
Douste Grovove |e_

Client Name

ise-admin-ise20

ise-mnt-ise20

ise-sup-ise20

Iseagent-asafp 1ang com-81ee. ..

firesightis etest-fmcB0 lab9.com.
splunk1
firesightisetest-firepower-97563
iseagent-firepower-975638952
fsmc-agent-sourcefire3d
Iseagent-fmc60.13b9 com-9756.
firesightisetest-firepower-TdeB0.
iseagent-firepower-7deB0a538

» Network Resources

Client Description

Cisco FireSIGHT Management

# Devica Portal Management

i WDedoe (Y0edete v Refresh  Tots Pendng Approvallo) =

Capatilities

Capabilities(4 Pub, 2 Sub)
Capabilities(2 Pub, 1 Sub)
Capabilities(1 Pub, 1 Sub)
Capabilities(0 Pub, 3 Sub)
Capabilities{0 Pub, 0 Sub)
Capabiiities(0 Pub, 0 Sub)
Capabilities{0 Pub, 0 Sub)
Capabilities{0 Pub, 0 Sub}
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)

paGrid Services

(‘&SEMQSIDWD. 0 Subl Offline

+ Feed Senvice

Status
Onling
Onling
Oniline
Online
Offline
Offiing
Offine
Offiine
Offine
Offline
Offine
Offine

» Identity Mapping

Cient Group(s)
Administrator
Administrator
Adminisirator
Session
Session

EPS

Session
Session
EPS

Session
Session
Session

EPS

@Enable Auto-Regit

1-140014

Show |25
Log
View
View
View
View
View

View
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SMC 254 F7 >k -ikAk Java A7 T CA SEBAE A {189 51-O DERTE

E:CADNZEDIL—FELTIRED AR CA ZH-WMEE. Java 7547 U MERKIZIE, KRR Java A7 A CA L—MEAZZEETHLIICRET
PRELBHYET

ATYF 1 SMC Java 7747 U M efA& | Java 2 — VEFIELET,
ATwF 2 Java 2V —/LC, TrustStoreHelper D/ A& HFFEL F T,

6 INFO [SimpleSMCClient] https://172.25.73.134/smc-client/app
8 INFO [XMLBindings] jar:https://172.25.73.134/smc-client/app/lc-core.jar!/xml/bindings.xml
5 INFO [X¥MLBindings] jar:https://172.25.73.134/smc-client/app/sw-manager-client.jar!/com/lancope/sws/smcClient/bindings.xml

[TrustStoreHelper] 5y5tem CA trust sture Loaded frum:!Library!IntErnet Plug-Ins/JavadppletPlugin.plugin/Contents/Home/1lib/security/cacerts

1 WADR Tannshda el TEam Fhamnta Aman eaceimn 1 © mrametinn far nearnama and maceunr

AFwF 3 AN LT, HIJ@XT/7 ’CfFffKEbﬁ cacerts 77/(/1/ CA V—FEHELZ AR —FLET, 1FEAL
D cacerts 77 A/VDT 7 H/VE 7XAT —RX [ changeit] T,

keytool -keystore cacerts -importcert -alias myca -file myfile

where: myfile represents the CA root certificate (i.e. root.cer)

ATv7 4 SMC Java 7947 " EBI L £,

SMC 547D

SMC Java 77 A7 N IE IR BN T5121%, CA /V—MEHES cacerts 7 7 A /WA R —kRL, AT 5 PC
(2 Java BHFEF N (IDK) A AR—/L L ET,

ATYF 1 Oracle Java BT v X 0—RL T AR—LLE T,

ATvF 2 IDK /3R GO ET,

ATYF 3 Java a2V — L EF L TERLET,
[T-XTDO7'12 7 A (All Programs) | -> [Java] -> [Java DX E (Configure Java) | -> [7F#H (Advanced) ] ->
[Java =22/ —/L (Java Console) | -> [ —/L & F 7~ % (Show Console) | -> [3# H (Apply) ] -> [OK] D
JNELZIEIRL £,

ATYT 4 LI TDIHZ AL T, caroot.cer (CA root.cert) & cacerts 7 71 /LA R—hLE T,

C:\Program Files\Java\jrel.8.0 66\lib\security>path=c:\program files\java\jdkl.8
.0_66\bin

C:\Program Files\Java\jrel.8.0 66\lib\security>keytool.exe -keystore cacerts -im
portcert -alias myca -file caroot.cer
Enter keystore password:changeit
Owner: CN=1ab9-WIN-I82PDH1PNGR-CA, DC=lab9, DC=com
Issuer: CN=1lab9-WIN-I82PDH1PNGR-CA, DC=lab9, DC=com
Serial number: 913b274e6a35eal34efcdfédadfedfle
Valid from: Tue Dec 01 19:52:35 GMT-05:00 2015 until: Tue Dec 01 20:02:35 GMT-05
:00 2020
Certificate fingerprints:
MD5: FD:26:D1:EQ:FA:C5:31:79:DC:5A:1E:BA:DD:91:03:D7
SHAl: 22:2A:22:11:3A:00:50:67:AD:83:85:80:A9:41:25:4A:DE:C0:91:2A
SHA256: 98:8E:A1:63:AB:C6:22:2B:50:A7:4A:25:77:03:84:E9:9E:95:B7:E8:45:
86:5F:58:77:04:42:D2:A3:82:BB:71
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00
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#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: AB D9 CE DB CD 58 19 4A 42 A6 BF 68 7A 96 FF 91 ..... X.JB..hz...
0010: 1F 73 BC 67 .5.9

]
]

Trust this certificate? [no]: yes
Certificate was added to keystore

C:\Program Files\Java\jrel.8.0 66\lib\security>

RFYF 5 [SMC 7T74 7 > hOEEHE) (Launch SMC client) ] #27Uy 7L E,
WNRFRENET,

I« StealthWatch Management Console (admin - smc-01.lab3.com) @@@
File Edit View Top Status Security Hosts Traffic Reponts Flows Configuration Heip

Search: -

[ o gre— [} D005 Alarm Dashboard X | [2) DDoS Traffic Dashboard X | 7] Cyber Theeats X Trm

» MC
(s StealthWatch Labs Inteligence Center
+ Ty lab9.com

Reputation i Recomaissance 4 Dataloss g Malware g Botnet

Suspicious Internal Hosts - Today T 5 .ty Targets of Attadk - Today + 5 kN
Host Groups & Host 2l an — Alerts 2 |l Host Grouos ¢ Host . % - Alerts ¢

AFYF 6 2L — VTR DIHNCERENET,

Java Web Start 11.66.2.17

Using JRE version 1.8.0_66-bl7 Java HotSpot (TM) 64-Bit Server VM
User home directory = C:\Users\jsmith

c clear console window

f finalize objects on finalization queue

g garbage collect

h display this help message

m print memory usage

e} trigger logging

p: reload proxy configuration

q hide console

r reload policy configuration

s dump system and deployment properties

t dump thread list

v dump thread stack

0-5: set trace level to <n>

Missing Application-Name manifest attribute for: https://smc-01.lab9.com/smc-client/app/guava.jar
StealthWatch detected JRE version 1.8.0 66
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2016-01-31 00:34:39,306 INFO [LogManager] resource=jar:https://smc-01.lab9.com/smc-client/app/sw-manager—
client.jar!/com/lancope/sws/smcClient/log4j.xml

2016-01-31 00:34:39,306 [LogManager] level=default

INFO [SimpleSMCClient] https://smc-01.lab9.com/smc-client/app

2016-01-31 00:34:39,306 [XMLBindings] jar:https://smc-01.lab9.com/smc-client/app/lc-

INFO

2016-01-31 00:34:39,311 [XMLBindings] jar:https://smc-01.lab9.com/smc-client/app/sw-manager-

client.jar!/com/lancope/sws/smcClient/bindings.xml

2016-01-31 00:34:40,230 INFO [TrustStoreHelper] System CA trust store not found, or could not be opened with
given password at:C:\Program Files\Java\jrel.8.0 66\lib\security\jssecacerts

2016-01-31 00:34:40,240 INFO [TrustStoreHelper] System CA trust store loaded from:C:\Program
Files\Java\jrel.8.0 66\lib\security\cacerts

Jan 31, 2016 12:34:40 AM java.util.prefs.WindowsPreferences <init>

WARNING: Could not open/create prefs root node Software\JavaSoft\Prefs at root 0x80000002.Windows
RegCreateKeyEx (...) returned error code 5.

2016-01-31 00:34:40,343 INFO [JRMProxyInvocationHandler] /smc/public/opendrmService/getBannerMessage
2016-01-31 00:34:41,195 INFO [JRMProxyInvocationHandler] /smc/jrmService/userService/getUserProfile
2016-01-31 00:34:41,352 INFO [JRMProxyInvocationHandler] /smc/jrmService/objectService/get
2016-01-31 00:34:41,459 INFO [SMCClientObjectModel] added LObjectKey:{Domain:{143}}

2016-01-31 00:34:41,460 INFO [SMCClientObjectModel] added LObjectKey:{SMC:{0}}

2016-01-31 00:34:41,460 INFO [SMCClientObjectModel] added LObjectKey:{Domain:{143},CiscoISE:{162}}
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SMC £ & U ISE pxGrid /—FTOH B ELKSIAZEDFEH

ZDIETIL, StealthWatch SMC FX OV ISE pxGrid /—R TOH B B4 FGEHEEFE IOV TRALET, A2
FAREAFIL, FIC PoC (2 BT RERE) DT AN HESHVES, ISE pxGrid /—Rid, AZRT7 U BREICE
AENFET, ISE OFEBERE A TlE, pxGrid XA /—RIZR25 SICEEL TLIEEN,

B EAMBEERAD ISE1.31.4 DERE

ISE 7A 7T T AT AREAFIE SN L ENHY | APHFEZE L ISE 51 AT LAGEHEANT (Z2 7 AR —hE
NAHMERBHYET, 2, ISE 2.0 TIEAETT,

¥ ISE 1.4 TIXIDARATYTDRITNTELZEANHYET, ISE FATUTATAEAEN T TIZEBFEIN TWLIEABYET,

ATvF 1 [% B (Administration) ] -> [2- A7 A (System) | -> [FIEFH 3 (Certificates) | -> [ A7 AFE 2 (System
Certificates) | Z &R L, ISE 7 AT > 7T AT AAEEZBRIRL T/ AR —RLE T,

— .
7> Home Operations| ¥  Policy| ™  GuestAccess| ™  Administration | ™

5 Identity Management B Network Resources [8] Device Portal Management [&5] pxGrid Services [&5) Feed Service 4% pxGrid Identity Mapping
Deployment Licensing Logging Maintenance ackup & Restore Admin Access Settings

Certificate Management System Certificates /. For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

[/ Edit |[dF Generate Self Signed Certificate | [ Import | [ Export | [3€ Delete | [, View |

Overview
Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
EAP
Endpoint Certificates Default self-signed server ¢ Authentication, Default Portal Certificate =
Mon, 2 May 2016  [E4
~ Al Admin, Portal, G [ ise14.lab6.com ise14.lab6.com Sun, 3 May 2015 or,, 2 May B
pxGrid

EAFEABEOHETIRAR—FLES . TIAIOAER FEETEET . COFITIL, SEAZERA isel4.pem [CEBEEhTLET,

ATwF 2 [P (Administration) | -> [ A7 A (System) | -> [FIEFH & (Certificates) | -> [{5 #6 C& DA E (Trusted
Certificates) ] -> [f > A" —h (Import) ] -> [FEBHE 7 71 /L (certificate file) ] 28R L | [ISE WNFEFEDIE
#H (Trust for authentication within ISE) ] 2412 T, [1£{5 (Submit) | ZE&RL F 7,

4 Home  Operations | ¥  Policy| ¥  Guest Access| ¥ Administration | ¥

+#- System £ Identity Management B Network Resources |28] Device Portal Management | pxGrid Services & Feed Service 24§ pxGrid Identity
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Amport ajnew Cortincats into the Cortincate Stord

* Certificate File | Browse... | isel4.pem

Overview
Friendly Name |
System Certificates
Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[ Trust for client authentication and Syslog
Trusted Certificates
[ Trust for authentication of Cisoo Services
i DlleiBithe [ Validate Certificate Extensions

Certificate Signing Requests Description |
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pxGrid D EF 1L

pxGrid BE O 2G4 8{EL £97, pxGrid ¥—E AL ISE WCTBAAT DXL ERHVET,

AT 1 [ (Administration) ] -> [/ A7 A (System) ] -> [ A (Deployment) ] Z &R L, [~V (Personas) |
O [pxGrid] ZAZL T, [PRAF (Save) ] IR £77,

[ ——
3 i) Home  Operatons| ¥  Policy | ™ GuestAccess|Y  Administration | ¥
5 Tdentity Management i Network Resources |22 Device Portal Management &) pxGrid Services G Feed Senvice +{8 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

e Deployment Nodes List > ise14
= & & Edit Node
» 3z Deployment
o%e PAN Failover
Hostname isel4
FQDN ise14.labG.com
IP Address 10.0.0.58
Node Type Identity Services Engine (ISE)
Personas
(¥ Administration Role STANDALONE | Make Primary
. ¥ Monitoring Role | PRIMARY 7| Other Monitoring Node
[v] Policy Service
¥ Enable Session Services
Include Node in Node Group | None - @
¥ Enable Profiling Service
pxGrid

ART9F 2 pxGrid »—EAREMEINTODZ LR L £7, [ P (Administration) ] -> [pxGrid —E 2
(pxGrid Services) ] Z1ERL £,

FE SR 1 DIFEERHBAIMNDIENHYET, ISE pxGrid /—F Tlapplication status ise [ZE{TL T, pxGrid —E XA MNEALh THIHEEHER
LTS Y—ERD BRI NG S (L, ISE TA T TATAEAEZ ISE BBV AT LBAZER NP ICTIRR—IL TSN,

/> Home Operations|¥  Policy| ¥  GuestAccess|¥  Administration | ¥

ofa System Z Identity Management i Network Resources [ Device Portal Manageme% 5] Feed Service 48 pxGrid Identity Mapping

©IDisable Auto-Registration
s
4 Enable @) Disable @Approve @ Group W Decline ebebdz - %Refresh Total Pending Approval(0) ~ 1-20f2 Show is ~ perpage Pag
[] | ClientName Client Description Capabilities Status Client Group Log
O ¥ ise-admin-isel4 Capabilities(3 Pub, 1 Sub) COnline Administrator View
O b ise-mnt-isels Capabilities(2 Pub, 0 Sub) Online Administrator View

ATFvF 3 [HEEEDO AN (Enable Auto Registration) ] 4 20 L £,

ETEBZZINEMEINTULEWNESIE., pxCGrid V547U ERDARBFORETRRINET,

,,,,, 7> Home Operations|Y  Policy| Y GuestAccess|Y  Administration | ¥
of System 5% Tdentity Management i Network Resources [22] Device Portal Management ] Feed Service £48 pxGrid Tdentity Mapping

L3
©Enable Auto- i i isable Aut gistrati
View By Capabiliti

s 105

ofEnsble  @Disable  @Approve @ Group W Decine (@ Delete v | B Refresh | Total Pending Approval(D) v 1-20f2 Show |25 v perpage Page B of 1
[J  Clent Name | Client Description | Capabilities Status Client Group | Log |

O » ise-admin-ise14 Capabilities{3 Pub, 1 Sub) Online Administrator View

O » ise-mnt-ise14 Capabilities{2 Pub, 0 Sub) Online Administrator View
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B EAMBEAZERHAD ISE2.0 DRE

X ISE BERBATATUTATAEBAES. ISE 1.3 H&U ISE 1.4 D &LSIT ISE SEAEEBEANTICTIRKR— T BRENLEHBYEL =,

ATYF 1 [ F (Administration) ] > [ A7 A (System) | -> [ A (Deployment) | ZZ4R L, /—RA&IR% | [fRE
(Edit) ] % f C [pxGrid] Z4 2L ET,

=Gysem ¥ Kensty Manager v ' ¥ FosgBorvon 1 booneny Mappng

Depioymect  Lconarg b Corlfcalss b Loggrg  § Mailenace  Upgrade  Uachp & Restorn  # Amin Access.  # Setrgs

FOON i8e20304 1ab8 com
P Andross 192.188.1.38
Mo Type Tdentity Services Engine (ISE)

Personas L]
! agministration o STANDALONE a0y rimary
= pontcring Rolp PRUMAY = eher Maniioring Nade

= oy Servicn
' Eratie Sesson Sergces

Inchude Node 1 Node Growp Mo
! Enatie Profing Senvce

5 eratte 90 sarvicn
st lrletacy  (pabiIFTnemer 0

) Enabie Device Admin Senvice

ATV 2 [{R7F (Save) ] ZIBINL £,
ATV 3 A&/ —R) [pxGrid ¥—E A (pxGrid Services) | IZFE ARSI, #EH SN WD 2 EEMERLET,
[ B (Administration) ] -> [pxGrid ¥—E A (pxGrid Services) | Z &R L £7,

F ARSI/ —FARTENSZETICHEBAI NS ENHYET , ISE VM /—K T sh application status ise #1795 &I2&Y, pxGrid H—E X
MEEEH THAHIEFHERL TS,

ATvF 4 [BEEGED AN (Enable Auto Registration) ] Z AL E T,

abats |dentity Services Engine Home

» Operalions » Policy » Guest Access * Agministration » Work Centers License Waming 4

» System  » identity Management  » Network Resources  » Device Portal Management  pxGrid Services ) Feed Senice b Identity Mapping

‘hiise Identity Services Engine Home » Operations + Policy » Guest Access - Administration » Work Centers

» System  » Identity Management  » Metwork Resources  » Device Portal Management  pxGnd Serices  » Feed Senice » Identity Mapping

@Enable Auto-Regist

e Woedoe Qpelete v PRefresh | Total Pending Approval(d) = 1-11of11  Show

Cient Desaiption Capabiities Status Chent Group(s) Log

SN Dadh 2 i

ATwF 5 [pxGrid |28t (connected to pxGrid) | LR RSN TNDI LA RERLET,
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SMC ~D ISE PA T TATAIEBABRDIIVRKR—

RTYT 1 ISE TAT v T 4T 4Rk E %A SMC §8RER AR 1A AR —hLE T,

ATv7 2 [ (Administration) ] > [3* A7 A (System) | > [AIEFA #: (Certificate) ] > [ A7 AGEI E (System
Certificates) ] DNEIZEINL F T,
WNFRINET,

aletbi.  [dentity Services Engine Home

» Operations » Policy » Guest Access ~ Administration » Work Centers . License Waming &

» ldentity Management  » Network Resources  » Dewice Portal Management  pxGrid Senaces » Feed Senice » Identity Mapping

ployment  Licensing - Cenificates » Logging » Mainlenance Upgrade Backup & Restore  » Admin Access ¢+ Seftings
—
- Certificate Management System Certificates For disaster recovery it Is recommended to export cerfificate and private key pairs of all system cerificates
Overiew r 4 <= Generate Seff Signed Certificate | (<= Import | o b4

F .
System Certificates Friendly Name

Endpoint Certificates
Trusted Cerificates

OCSP Client Profile

ATw7 3 [Default self-signed server certificate] 3R L, ABFEAZED HZE I AR —IL£7, PEM 771V 4
EDPORTVALANCEER T HZEH TEET,

ATYF 4 SMC %#BR&, [ HE = —5 (Admin User) | > [7 7 T4 7 > ADE B (Administer Appliance) ] ->
[3X € (Configuration) | -> [F&RIE/RIREM]# (Certificate Authority Certificates) ] -> [Z R (Browse) | %
BIRL, AT 3D ISE TAT v T AT AiEHEET v 7 m—RLET,

isemnt 2017-12-15 ise20.l1ab9.com lab%-WIN
7] ? 15:55:16 IB2PDH1PNGR-CA
lancope  2035-01-01 Lancope Lancope
05:10:10

Select SSL centificate to add

Browse... | ise20self pem
Name
ISESelfSignedCer

ATV 5 GEAZICARIZ AT £, ZOBI T, ISESelfSignedCert W) RITTTY, A2 BT DM AHY
T, TUH — AT IEATEET R, AR IEHTEER A,

ATwF 6 [FEIAEZBNN (Add Certificate) | Z36R L £, RERENIEFIZIBNNSNDE, MERAYE—V N T RSNET,
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SMC A B EA AR DIERK

ZZ T, pxGrid 77 A7 ReL T SMC D B B4 REHEZERR L £9°, SMC TO/L—k 778 ZRME T,

FE:ChoDRTYTFE SMC DBEEERIEHEDALTIZEBHSNTOET,

ATYF 1 SMC OR#EX —ZERLET, ROFIHTHEN T2/ 27 —ZAD A B ROOLNET,

openssl genrsa —des3 -out selfsmc.key 2048

RPFRSNET,

Generating RSA private key, 2048 bit long modulus

Lt

e is 65537 (0x10001)

Enter pass phrase for smcl.key:

Verifying - Enter pass phrase for smcl.key:
smc: ~#

ATv7 2 HOBAGEHEZR (CSR) KL ET,

openssl req -new -key selfsmc.key -out selfsmc.csr

F:[FrLP /SR —FK[|(challenge password [])] & [&%14[](company name [)] Z&E. T _XTHOIT— LD WBATY,

RNFRSNET,

Enter pass phrase for selfsmc.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:Maryland

Locality Name (eg, city) []:Germantown

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lancope
Organizational Unit Name (eg, section) []:Engineering

Common Name (e.g. server FQDN or YOUR name) []:smc.lab6.com

Email Address []:jdoe@lancope.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

smc:~#

ATY7 3 OB EL AR LET,

openssl x509 -req -days 365 -in selfsmc.csr -signkey selfsmc.key -out selfsmc.crt

RNFRSNET,
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Signature ok
subject=/C=US/ST=Maryland/L=Germantown/O=Lancope/OU=Engineering/CN=smc.lab6.com/emailAddress=jdoe@lancope.com
Getting Private key

Enter pass phrase for selfsmc.key:

smc:~#

ATV 4 AN USRI — R U ET,

cp selfsmc.key selfsmc.key.org
openssl rsa -in selfsmc.key.org -out selfsmc.key

RPFTRSNET,

Enter pass phrase for selfsmc.key.org:
writing RSA key
smc:~#

RATYFT 5 froot/sme T AL ZIIZLL TR HZEEMERLE T,

smc:~# ls
selfsmc.crt selfsmc.csr selfsmc.key selfsmc.key.org
smc: ~#

selfsmc.cert 33 LN selfsme.key Id, SMC @ SSL AEBED FIZ Admin User L CT7 v 7 m—RSiuET,

ATwF 6 SCP 2 FHL T, selfsmc.crt 7 7A/L I L N selfsme.key 7 7 AV ER— )W Zat’—LEd, B—70
/L PC ~Da — IR ARG SN GG L, 18k DITMAC TD SSH O AWM 1 22 B T<
k=A%

SMC ~DBEEERATO7yIO—F
ZITIE HEBAGEHAEDOAREAELME T — D7 % SMC |27 vy 7 m—RLET,

ATYFT 1 [EHE = —Y (Admin User) | -> [7% i€ (Configuration) ] -> [SSL IEBA 3 (SSL Certificate) ] -> [SSL
H—/NID (SSL Server Identity) | 23841 L . selfsmc.crt 331N selfsme.key Z 5 EL T [REBHZEDOT
7'v1—R (Upload Certificate) | Z i8R 1L F7,
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STEALTH | StealthWatch Management Console VE
( WATCH

SSL Certificates

SSL Server Identity

Use this section to upload the certificate the SMC will present to authenticate SSL connections

Target Certificate File(PEM-encoded)
Browse... | selfsmc.crt
Certificate Chain(PEM-encoded){Optional)

Browse... | Mo file selected

Private Key(Not Encrypted)(PEM-encoded)

1 Browse... | selfsmc key

Upload Certificate

ATYF 2 [REHFEDT 71—k (Upload Certificate) ] Z 3R L 7,

ATV 3 GEFHENEFICT vy a—REh, BEBPLETHLI 2R T Ay —URERINET,

RTYF 4 SMC Y —EADBHIASNTZD, HERT AL L TITAT VN TAT o T4 T 4iEE BN ET

ATYF 5 [EHE = —V (Admin User) | -> [3% € (Configuration) ] -> [SSL FE#H 3 (SSL Certificate) ] -> [SSL 2
Z A7 >~ ID(SSL Client Identities) ] 2L, selfsme.crt 355 selfsme.key Z457EL T [FEHED
7w 7'm—K (Upload Certificate) ] Z 3R L £,

Upload an |dentity

Friendly Name

pxGrididentitySelfSigned

Target Certificate File{PEM-encoded)
Browse... | selfsmc.crt

Certificate Chain(PEM-encoded){Optional)
Browse... | No file selected

Private Key(Not Encrypted)(PEM-encodad

Browse... | selfsmc key

Upload Certificate

ATYT 6 TLURUAEBINL, [REFEDT 71—k (Upload Certificate) ] Z3#IRL £7,
RTFYFTT 7o a—RUEFBED SSL 7947 R ID O FICE RSN ET,

SSL Client Identities

Use this section to upload centificates the SMC will present when performing client certificate authentication
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CISCO.
_ peGrididentitySelfSigned  smc-01.1ab3.com sme-01lab%com  02-08-2017

ISE {EEE AT LEFBHEXN7AD SMC EE2ZE&BHEND7Yy7A—K

ZZTlE. SMC H B B4 GEHES ISE 1Y AT LB FEAEANTIZT v a—RLE T,

ATFvF 1 [ FE (Administration) ] -> [ A7 A (System) ]-> [AEH # (Certificate) | -> [{E#H CE 5L &
(Trusted Certificates) | DNAIZEIRL , SMC H B A EHEZ AR —RUET, [ISE NFEAE
D{E%H (Trust for authentication within ISE) ] 242U, [ (Submit) | #27Vv 27 LT,

-;l'ul‘;- lgentity Services Engine

- Administration » Work Centers o License Waming &

= System » |dentity Management » Network Resources » Device Portal Management  pxGrid Senvices » Feed Senvice » |dentity Mapping

Deployment  Licensing - Cerfificates » Logging  » Maintenance Upgrade Backup & Restore » Admin Access » Seftings
—

« Certificate Management Import a new Certificate into the Certificate Store
* Cenicate Fileffl Browse.. | seltsmcart |
Owendew
System Certificates Friendly Name |
Endpoint Certificates Trusted For: 17

Trusted Cedificates o
[ Trust for authentication within ISE
OCSP Client Profile
[[] Trust for chent authentication and Syslog
Certrficate Signing Requests

’ tion of
Certificate Periodic Check Setlings [ Trust for authentication of Cisco Services
» Certificate Authority [ vabdate Certficate Extensions

Description |

Z2FwF 2 SMC N ISE pxGrid /—RID8ERSNET,

etk identity Services Engine Home

» Operations Gue a5 = Administration » Work Cenlers o License Waming &

» System  » |dentity Managemeni  » Network Resources  » Device Portal Management  pxGrid Senvices | » Feed Senice  » Identity Mapping

@Enable Auto-Registration Disable Aulo
Lve L3g
Sl S P Aoy | i S Dk e | i M| Vot TR Mol 1-3013  Show 25 +| perpage Page [1 3|
- Clent Name Chent Descrption Capabites Status Chent Group(s) Log
ew
W
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i s B oy T — 2l 1 (ANC) DFZHE

ZOIETIL, ISE 1.4 TOHE S R b —Z1ill4#H (ANC) OFZNMbL . FR AR — DR BNVt BAL F 97,
ANC 2. ISE 1.3 T3y RARA Y MY —E 2 (EPS) EME T TUWVEL -, ISE 2.0 LI TIZ A T/ . B E)
Mz E S ET, 72720, ISE BEFE AR L — %2R ET DM ENHVET,

ATwF 1 ISE 1.4 T ANC 2823 5121%, [ EE (Administration) ] -> [2 A7 A (System) ]-> [% i€ (Settings) |
> [ R N — 7 1ill4# (Adaptive Network Control) ] -> [ %5/t (Enable) ] -> [#&1F (Save) ] DJIEIZ
EIRLET,

/) Home Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

B Tdentity Management BB Network Resources |28 Device Portal Management ) pxGrid Services [&Feed Servit
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access

Settings Adaptive Network Control i

FIPS Mode
= Alarm Settings
v [ Posture
i= Profiling
» [ Protocols

Service Status Enabled =

Save Reset

AT97 2 ISE 1.3 TEPS AN 9 5121%, [% B (Administration) | -> [ A7 A (System) ]-> [#% & (Settings) ] ->
[T RARA L MY —E (Endpomt Protection Service) ] Z1&RL | [ —E 2 X7 —HZ A (Service
Status) | Z A Wb L7 [PR1F (Save) ] ZiBINLE£T,

m‘ &'"‘Mw'-.
J g 7> Home  Operations | ¥ Policy | Y  GuestAccess| ™  Administration | ¥
£ Identity Management BB Network Resources |24 Device Portal Management |& pxGrid Services | Feed Service 2

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access

Endpoint Protection Service @

Service Status Enabled =

Save Reset

RAFvF 3 RV — (Policy) ] -> [RU—H 3% (Policy Elements) ] -> [#& % (Results) ] -> [#8 7] (Authorization) ] ->
[ R[22 77 AV (Authorization Profiles) ] -> [iEJ1 (Add) | DNAIZEIRL , [4Fil (Name) | | Quarantine &
AJILTC, [2515 (Submit) | 27Uy 27 LET,
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/0 Home  Operations | ¥  Policy | ¥  Guest Access | ¥ Administration | ¥

[] Authentication [#] Authorization [5] Profiling ) Posture Client Provisioning = TmstS@
Dictionaries Conditions

Authorization Profiles > New Authorization Profile

Results
( ) Authorization Profile
= * Name uarantine
av|E B Lo l
» [ Authentication PRzt |
~ [ Authorization * Aceess Type [ ACCESS_ACCEPT 7]
* [ Authorization Profiles B
Service Template ||

() Blackhole_Wireless_Access
(& Cisco_IP_Phones
@ DenyAccess

ATYF 4 [RU— (Policy) ] -> [# FJ (Authorization) ] -> [f54} (Exceptions) ] Z3#R L, RO IHTEINL £,

5 — ; i Home  Operations | ¥  Policy | ¥  Guest Access | ¥ Administration | ¥
| Authentication B Authorization [+4] Profiling [l Posture [&] Client Provisioning [E] TrustSec &Y, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

[ First Matched Rule Applies ~|

* Exceptions (1)
Status Rule Name Conditions (identity groups and cther conditions) Permissions
ANC [ Session:EPSStatus EQUALS Quarantine then  Quarantine

ATYF 5 [JL—/L4 (Rule Name) ]: ANC

ATYT 6 FHLWEIL— L OB L EMEAE : Session: EPStatus: Equals:Quarantine

ATYF T [HEFR (Permissions) ]: [/ 27 7 /L (Profiles) |: [ #E (Standard) ] : [#)% (Quarantine) ]
RATYF 8 [52 T (Done) | > [f#77 (Save) ] DIEIZZV w7 LET,

ISE 2.0 TiX, T 74NV IDWFEES AT I SGT 2L CIROIDZERSINT=AR) o — & Bk cEE T,

Ak igen fvices Engine » Operations 5 » Work Centers

(43 24

Authentication | Authorization = Profiling Posture  Client Provisioning  » Policy Elements

Authorization Policy

Define the Authorization Poli
For Policy Export go to Adm

by configuring rules based on
stration = System > Backup & Restors

[ Fst Matched Rule Apples v

¥ Exceptions (1)
Slatus Rule Name Cendifions (identity groups and other conditions Permissions

ANC Session EPSStatus EQUALS Quarantine Quarantined_Systems
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CA BAZEEHELXFEAL-TAF

WO AR Tl = RRA L NORE B fEERE TV ET,
ATYF 1 SMC b, [FvhV7—7 (Network) ] -> [5AR (Hosts) ] 238N, #9252 RARA U RERIRL F97,

o« Launch SMC ~ & - Q Help =

1

- lab9.com | Hosts (14)

= Current Fillers B Hosts

Mo Filters Selected Sorted by overall seventy @
< Host < Host Name = = = - = = H = = = = H
Address First Last a T RC Cac EP Ds oT DH EX PV
Sent Sent
T Filter Results By 2516 | 2516 | 19 1%
345 4.09
PM PM
Alarms v
250116 2/5/16
2 345 409
2) PM PM
2/8116 2516
Command & Control (0) 3:51 409
Data Hoarding {0) PM PM
Exdiltration (0)
DDoS Sou asafp lab3 com

DDoS Target (0)

Alarms by Type (last 7 days)

j i 192 168.1.10 Chart title
e Z 7 e
View Flows Classy History
Status: Active @ Catch All United States @
Hostname:
192.168.1.10
Host Groups: Catch All
Location: RFC 1918 s e
ata to display
Last Seen: 2/23/16 11:58 AM
Policies: - @ Multicast
MAC Address:  00:0c.29.72 d6:07 (VMware, Inc.) OBroadcast
Quarantine Unquarantine
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ATYT 3 B ERNEF ICRESNIEER T Ay E— U R RRINET,

Host Summary

Success

Quarantine request successfully sent to ISE. To wew the curent gquarantine status of the host
you must go to the Cisco ISE dewce or contact your ISE administrator

View Flows Clas
Status: Acl
Hostname: :

ATvF 4 [OK] Z&ER LT,
ZATvF 5 ISE O [#:1E (Operations) ] 7>5 [RADIUS Livelog] B2 —% &N 4 5L, T RRAMAESNZZE
R CEET,

‘;',',‘;f;‘ identity Services Engine = Operations » Policy G o » Administration \ @ License Waming &

RADIUS Livelog  TACACS Livelog Reports  » Troubleshoot  » Adapiive Network Conirol

Misconfigured Supplcants ¢ Msconfigured Network Devices RADIUS Drops * Chent Stopped Responding ! Repeat Counter *
0 0 2 2 0
@ Show Live Sessions > Add or Remove Columns ¥ g% Refresh @ Reset Repeat Counts Refresh | Every 1 minute *| Show| Latest 20 records ¥ | wathin| Last 24 hours ”

Status i i i i 0 i i '

Tené = e Detaks  Repeat Count Idantity iEndpont D ‘Endpont Profile Authentication Policy |r\ud\orﬂt|un Polcy : IAuthnrlzatnn Profies ‘Network Davice Device Port
4 > [ | :

2016-02-23 17:06:12.238 L Workstation Defauk >> DotlX >> ... Defauk >> ANC Rule  Quarantine PermitAccess

2016-02-23 17:06:11.292 a LAE 7 iH : Waorkstation Defauk >> DotlX >> ... Defaukt >> ANC Rule  Quarantine,PermitAccess Switch

ATYT 6 WIT, TURRANORIEEIRIRLE9, U RRANERINL, TR A#ZER (Unquarantine) | 23R L £,

FE:ISE 2.0 TIE, TURRAUNEF B CHRERKR T 2HE I HYFEE A REMERIT SMC WoETTIRENHYET , F=(E. EPS REHER
RESTFUL API 29 5AEbHYFET . SERCORBEEITHIET 2/ \WFARKITENESFETY,

Alarms by Type (last 7 days)

h I
[;B 192.168.1.10 Chart title

View Flows Classify History
Status: Active @ Catch All United States®
Hostname:

192168 1.10

Host Groups: Catch All
Location: RFC 1918 Vs s e
Last Seen: 2723116 11:58 AM
Policies: - © Multicast
MAC Address: 00:0c29:72:.d6:07 (VMware, Inc ©Broadcast

CQuarantine Unquarantine
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Success

Unquarantine request successfully sent 1o ISE. To view the current quarantine status of the host
you must go to the Cisco ISE dewce or contact your ISE admunistrator

View Flows Clag

Status: Al “

Hostname:

ATvF 8 [OK] ZEIRL£7,
ZAT97 9 ISE O [#:1F (Operations) ] 7>5 [RADIUS Livelog] B =—% 184K L, = RRA L OB NMERSN-Z
LEAETRLET,

o [

cisco  loentity S es Engine ome = Operations Policy » Adminis

RADIUS Livelog ~ TACACS Livelog  Reporis » Troubleshoot  » Adapbive Nebtwork Conirol

Misconfigurad Supplcants Msconfigured Network Devices / RADIUS Drops * Clent Stopped Responding * Repeat Counter
0 0 3 2 0
E Show Live Sessions ) Add or Remove Columns t‘ Refresh o Reset Repeat Counts Refresh :“E.\.lery 1 ﬁmute v-! Show .[;;tg.st. zu !eto!.d.s v: within | last .;_;4
Status 1 [} M 1 - J] aiea [ i [}
Tera = o ' Detaks | Repest Count lldentty : Endpont ID . | p Profile _Authenbﬁ‘tnn Policy Polcy Authorzation Profies Network Davice
[ =

0 LABO\skiber
LABY\skiber

00:0C:29:72:D6:07

loye

... Default >> Employees

2016-02-23 17:12:31.686

00:0C:29:72:D6:07 Defauk >> Dot1X >> Employees,PermitAccess Switch

ATYF 10 SMC @ pxGrid 77 A7 >k Live Log ZHER L £ 3, ZAUE, SMC 32 RARA > MR — B ARHE
\ZHTRAITAT L, IRE A NT — 7 (ANC) DT 47— ay Torvar Thbh, RIEE ik
BraBRAR L TR 2 R L COVET,

ices Engine Ope 8 = Adminisiration

» System  » identity Management  » Nebtwork Resources  » Device Portal Management = puGrid Senices | » Feed Service  » Identity M:

cers [T

@)Clexriogs FyResync i Refresh

Client Name Capability Name Event Type Timestamp C
smc-01@ngrid cisco.com Client offine 51226 PMUTC, Feb 23 2016
smc-01@xgrid cisco.com EndpointProtectionSemnvice-1.0 Client unsubscribed 5:12:26 PM UTC, Feb 23 2016
smc-01@ngrid cisco.com EndpointProtectionSenvice-1.0 Client subscribed 51225 PM UTC, Feb 23 2016
smc-01@ngrid cisco.com Client online 51225 PM UTC, Feb 23 2016
sme-01@ngrid cisco.com Client offline 50246 PM UTC, Feb 23 2016
smc-01@xgrid cisco.com EndpointProtectionSenice-1.0 Client unsubscribed 50246 PM UTC_Feb 23 2016
smc-01@ugrid. cisco.com EndpaointProtectionSendce-1.0 Client subscnbed 50243 PMUTC, Feb 23 2016
sme-01@xgnd cisco.com Client online 5.02.42 PM UTC, Feb 23 2016
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ATYFT 1 SMC O [Fvh7—7 (Network) | -> [FRAR (Host) | A==—7>5 192.168.1.9 ARARZ IR F9,

STEALTH
(WATEH

L lab9.com | Hosts (14)

= LA V

No Filters Selected

Sorted by overall seventy @

+ Host * Host Name = - : = s s = s = : H =
Address First Last c mn RC CEC EP |3 oT DH EX PV
= Fiom seat sent
Y Filter Resulls By:
Alarms 4
2 smc0labdcom 2516 2416 1%
% (2) 340 409
arget Index (2) M PM
Anomaly (0)
Exploitation (0) 192,168 2516 516
Command & Control (0} 345 409
Data Hoarding (0) PM PM
Exfiltration (0) =
DDeS Source (0) _ 215/16  2/5/16 1%
D0oS Target {0) 337 409
Palicy Violation (0) P M

ARTYT 2 WOIDITERRSNET,

View Flows

Status:
Hostname:
Host Groups:
Location:

Last Seen:
Policies:

MAC Address:

Classify

Active

Catch All

RFC 1918

@ 192.168.1.9

History

Traffic by Peer Host Group (last 12 hours)

Alarms by Type (last 7 days)

Chart title

2/22116 5:52 PM

© Catch All United States @
©Multicast 192 16819
©Broadcast
No data to display
lreland @

United Kinadom@
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Success

Quarantine request successfully sent to ISE. To view the cument quarantine status of the host
you must go to the Cisco ISE dewice or contact your ISE administrator

View Flows Clag
Status: Agl m
Hostname: -

3 = —— i —— T E T ER]

RATvT 4 [OK] Z IR L7,
RTFVT 5 BESNI- = RRA MR L ET,

"duihe ldentity Services Engine Home »Operations » Policy » Gues! Access » Administration » Work Centers o License Waming &

RADIUS Livelog TACACS Livelog Reports » Troubleshoot » Adaptive Network Control

Misconfigured Supphcants Misconfigured Network Devices * RADIUS Drops Clent Stopped Responding ! Repeat Counter
0 0 1 0 0
[ Show Live Sessions  {3f Add or Remove Columns = £ Refresh ) Reset Repeat Counts Refresh | Every 1 minute = | Show| Latest 20 records  ~| withn| Last 2
Status i i i i i i ) : i
Time = “ Detaks Repeat Count ::Identr)r i Endpoint ID : IEndpqnt Profile Authentication Policy Authorization Policy Authorization Profies Network Device
2016-02-22 23:58:17.169 | 0 Microsoft-Workstat.. Defauk >> DotlX »>> ... Default >> ANC Quarantned_Systems
2016-02-22 23:58:17.021 a Microsoft-Workstat.. Defauk >> DotiX >> ... Defaulk >> ANC Quarantned_Systems Switch
J016-02" SIS - rs) s e e
2016-02-22 19:03:00.172 a LAB\skiber 00:¢ Microsoft-Workstat.. Defauk >> DotlX >> ... Defauk >> Basic_Aut... PermtAccess,Employees Switch

RATFYT 6 TURRALMDOBREERERTHIZ1E, SMC O [#E (Operations) | A==— 5 [FE kR
(Unquarantine) | Z8&4RL E 77,

Traffic by Peer Host Group (last 12 hours) Alarms by Type (last 7 days)

m 192.168.1.9 Alarms by Type

View Flows Classify Histary
Status: Active
Hostname:
Host Groups: Catch All
- 192.168.1.9
Location: RFC 1918
No data o display
Last Seen: 2/22/16 6:59 PM
Policies:

MAC Address: 00:0c:29:72:d6:07 (VMware, Inc.)

Quarantine Unquarantine
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Success

Unquarantine request successfully sent to ISE. To view the current quaranting status of the host
you must go to the Cisco ISE device or contact your ISE administrator

View Flows Clag
Status: Adl n
Hosiname: -

Z2TwF 8 ISE A==—O [{#{E (Operations) ] T [RADIUS Livelog] Zi#IR 45L&, T RIRA L SORE DM
SN2 AR CEET,

‘tuis Idenlity Services Engine Home ~ Operations + Policy » Guest Access » Administration » Work Centers. i License Waming &
RADIUS Livelog TACACS Livelog Reports » Troubleshoot » Adaptive Network Control
Misconfigured Supphcants * Misconfigured Network Devices * RADIUS Drops ¢ Chent Stopped Respondng ! Repeat Count
0 0 1 0 0
[ show Live Sessions 53} Add or Remove Columns ¥ b Refresh () Reset Repeat Counts Refresh | Every 1 minute ~| show|Latest 20 records v | withn| Las
Statu i i i . i i " i .
Tine v 22H5  Dstals Repeat Count Identity Endpoint ID .Endpont Profie Authentication Policy Authorization Policy Authorization Profies Network Device

Al

Defauk >> DotlX >> ... Defauk >> Basic_Aut... PermtAccess,Employees Switch

[*]
UI0-U2 23 noeur . - o
Q

2016-02-22 23:58:17.021 Microsoft-Workstat.. Defauk >> DotlX >> ... Default >> ANC Quarantined_Systems Switch

LABD\skiber

ATYF 9 SMC @ pxGrid 7747 b Live Log ZHEiRL £9°, 2L, SMC N RiRA L M —E 2B
TAITAT L, ANC DIT A7 —ay TIvarThd, MR MRE B LU= 2R CET,

abib. - |dentity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers
» System  » Identity Management  » Metwork Resources ¢ Device Pontal Management | prGrid Senices » Fead Serdca ¢ ldentity Mapping
Chernits

P Cearlogs FResync B Refresh

Chent Name Capability Name Event Type Other Attrbutes
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services-engine/products-implementation-design-guides-list.html

o  pxGrid IZXDFEAEDE A : H B4 pxGrid 7747 MBI OV H 284 ISE pxGrid /—RFEAZED

fii

o pxGrid IZXDREHIEDE A FBFER (CA) B4, pxGrid 7747 > MK OVH L4 ISE pxGrid /— Rk
ik
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http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
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MAC T® SSH O E®E

ATv7 1 MAC T SSH #H 3L E7,

Johns-Macbook-Pro:Utilities jeppich$ sudo launchctl load -w /System/Library/LaunchDaemons/ssh.plist
Johns-Macbook-Pro:Utilities jeppich$

RFvT 2 SMC 75 —H/L PCIZ 77 AN Eart — L E7,

Dddd smc:~# scp smcl.crt jeppich@10.0.0.5:/Applications/isel4 certs/
Password: -

smcl.crt 100% 1.3KB/s 00:00
smc: ~#

jeppich@10.0.0.5 smcl.crt smcl.csr smcl.key smcl.key.org

smc:~# scp smcl.key jeppich@l10.0.0.5:/Applications/isel4_certs/

Password:

smcl.key 100% 1675 1.6KB/s 00:00
smc: ~#
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pxGrid 79747 RAVINAERTE DER

ISE O AT L2 FHT&% pxGrid /—FR1X 2 DDA TF, 1 DD ISE pxGrid /—RK D & T 7747 TEET,
lapplication status ise ] Z{# FHL T, IELV) ISE pxGrid /—RB7 77 4 7 LSNTNDI EE MR L TTZEW,

SMCANC ST —33y T5— Ayt—U ISEADREERDEEICEKBLELS-
(Quarantine request failed to be sent to ISE)

[& £ (Administration) ] > [pxGrid #—E"A (pxGrid Services) | Zi#IR L, SMC B¢k #2747 N EPS 7 /L—7
WZEID Y TLTEEN,

ISE pxGrid /—KIZ pxGrid ~ D EFRAERLY
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.ﬁﬁﬂizn ISE VAT LGEBH EARNTIFAET DI EEMER L TLIZEW, pxGrid 774 7 > REREIZIX, 7947
nu nEk‘]j‘_‘/\nL‘ nE@ﬁﬁji@ EKU 75“,[4 g‘(j—

ISE H O BAGEHEDYL S BOBAT AT VT AT AGEHEN S AT LFEHEANT DT/ AR —k&H, ISE
M AT LFEFIHEARNT AR =PI TCWAZENVETI, 24U, ISE 2.0 TIEARZETT,




