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1 Image Name Envelope Profile Image Actions
Showing 0 image(s). Back to Accounts List

EFIgs5 Tyv7u—FRTsra 77 ANEZRL T [AddImage]l %7 Vv 7 L E7,
~

GE) 7 7ANLHAR1L102,400 A FEBZTIWT EHA 2T 77
ANLDO60Xx 160 B 7B EZMZ N &b HEEL £,
DI CIXMEEOREO 7 7 AV EFEHTEEI N BB T Y
Tl GIF.JPEG.PNG.BMP, £ 721X WBM FEROAFHTE £4, 72
L. a2—YREEERAT27 70 CHR— SN TWE7 7 A
W BATORMENT D &2 HERL £3 (il GIF,JPEG, £721%
PNG),

ETXT7Hho2 NEBEDEMN

T HY L NMEHEEEZBINT I RO FIEEZFEITL £,

FIg1 X757 b Administration Console 227 1 L 9,

FIE2 [Accounts] ¥ 7 %7 Vv 7 L ET,[K2-212777 & 9 2, [Account Management]
NR—=URFREINET,
FIE3 THULIEEOYV L 7E 7Yy LET,

~

GE)  HECITGEE L OORETHY L NRH Y 9,
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FIE 4
FIES

FlE 6

FIg 7

77 b O [Details] ¥ 7 NERSNET,
THU L RO [Groups] X7 &7 Vw7 LET,
[Manage Users] 7 A 2> %27 Uy 7 L ET,

FEMIZ DUV T, [ Administration Console D7 A 22 2OWC k7 3 >
(2-7 =) EZHL TIEE W,

[Group Membership] ~*— T 7 v v MNEHE L L GEINT 588k
EHa—Foa—HFIDzAHL ET,

[Add to Group] 27 U v 7 L £,

FTOoTL—FDHREZTARX

ZFIE 1
FIE 2
FIE 3

FIE 4
FIES

FIE 6
FIg 7
FIE 8

FIE 9

FIE 10

BEHA Y T—DT T — 2 AR A RXTHITIE RO FIEE ELT
L\i—g—o

W27 B 7 N D Administration Console (21227 A4 > L £7°,
[Accounts] # 7 % 7 U v 7 L 79, [Account Management] “~X— T 3B & £ 97,
TAV NEEOV &7 )y 7 LET,

~
GE) BHEIZIZ. BEAOODOEET I IR FT,

T H 7 kD [Details] Z 7 258 & £,
THD RO [Templates]) ¥ 7 %7 Vw7 LET,

[Base Template Set] K2 v 74w YA ML abt—357 7L —h%
BIRL LW T 7V —h 2y bOZ A PLEATLET,

[Add] &7 U > 7 L £,
BMLETy 7 —bDV 2% 70y 7 LET,

T — NI ERalr—nNVE 7Yy 7 L E7, [Edit Template] ~X— T
B E£,

VIS T CHTML] B LW [Text] 7 4 — /L F OB REREL £7°,
[Save((RTF) 1 227V v 7 L FE7,
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FIE N1
FIE 12
FIE 13

g 14

[Back to Templates List] 227 U v 7 L £,
[Back to Template Set List] 7 U v 7 L £,

[Active Template Set] K2 v 7 X 72 URARNNG MERT 7L — |k &
WL £,

[Save fRTFE)1 &2 27 Vw7 LT,

FHOORTP7OTF4ETA4DE=ZRY VY

IronPort E A—/ X o2 VT 4 T 74T 2 AL BESALOERICEET 5
MR AR L 3. e T B O Ay E—VE =TT 52
VT T4 NEIZEAT AV RN EERT D XTI IAT U AE
fEHTXET,

TTTATVAWERT DL AR — b %MD 7292 . CRES TIIMB¥(ET Y
YhOT 7T 4T I - RIERARML 9, 2 OEHRIX
Administration Console THEFR T X £9°, 7" — L ~X—7D [Monitor Accounts]
BTV T T NDOT 7T 48T 4 ICET O ERBRRSNET 2 &
ZIE =BG u 7 A B HEE B L OEEEFAR LAy BT
(BEkF AN —)ICET HHMEHER E R H D £,

F 72 [Accounts] ¥ 7 Tl Account Usage L' " — ks # K /R CTX £9,CRES D
LAR— R DFEMIZOWTL 3 E, [LAR— M ZZRL TIEIN,

Ayt—INER

FIE 1
FIE 2

FIE 3

WET T NEREIZ. TP EEHLTEESND Ay E—VD
AT =B A RRBLOEHTE 7,

Ayt —VEEHRT LT ROFIEEZETL £,

37 H 77~ @ Administration Console (272 27 A > L £,

[Accounts] # 7% 7 Vv 7 L E7, X 2-2 12" L H 12, [Account
Management] “X— U BR R I N E T,

[Manage Registered Envelopes] ¥ 7% 7 U v 7 L 7,
[Manage Registered Envelopes] ~— Y NERINET,
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FIE 4

Manage Registered Envelopes

Search

Keyward 1 [ ] in|—Select One — ~|
Keyword 2 [ ] in[—Select One— +|
Date From (05/30/2010 07:41:15 F| B4  Date To [0a/30/2010 d@41:15 7 B 0 Sant ~
S T—
Include anly keys with lock reasans [
Search
Search Results
Update Expiration Dates | Lock/Unlock Envelopes
Last
O Erom To Subject Sent Opened Expires Locked Lock Reason

Ho Registered Envelopes Found

[Search] 7V v 735 & wED 1 HREICEEEINZTXTO Ay BT
ERALET, FRIE MRS EATIL T [Searchl 27V v 795 L
EDAyv—V%FERLET,

EEWA BB WA Ay = 0FGHIR Ay E—C 0y
THRRE B A=V DAT =X APBBRRICEREINET,
AR Z R ET HITIE 1 DL ED A v £—T 28R L | [Update Expiration
Dates]| V> 7% 27V v 27 LET,

Ayvk—Vauy 7 EliFey ZERTHI2E 1 DU EO Ay E—D %
IR L | [Lock/Unlock Envelopes] V > 7 %27 Vv /7 L ET, 2o Xe—7%
By 735X X my 7OBBEANTEET ZEEN= X —T%
BlZ 9 tTaLxic BNy Rae—T €& RENET,

NRAT—FEZROEHOER

[Security] % 7 CTix, 2—H N B A X LDO/RAT — K fEBREOEM % EFHRT D
e EHNELFBECEES. T =T NAD [Sort] ¥ T THELTARF v T
Ry 7 AT NCTHI LT AAT—NERBOERAZ LT X £,
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[Advanced registration process] = v 7 R v 7 A& A L= Ee . 22—
[T ERRFIC N AT — R FEGRIRF O RIZEIE L fHADO 'S o )74’ =
REANNTHUENSOD ET . 20F =y 7 Ry VT RAEF 72T 5L,
2—WFEeX 2 VT s OEMICEX D L BETEET, Fz,
[Advanced Settings] 7 4 — A IZAJJ L T/ 8A T — KRR O E R RIZ T
T ETEHE S L—T B L TV W T o —H % [Edit Profile]
NR—=TT/RRAY — R ERREOE M %2 o T& £,

& 25 /Y T— R EZERFDE D EEF

alir]
C|5C°

Home L.lsers | Reports' Accounts
I Manage Accounts Manage Registered Envelopes

Account Management - 1234 Example Account

Details || Groups || Tokens || BCE Config || Images || Features || Security || Templates |

Security Questions
Allowr Users to Define Custom Security Questions v
Require filling in advanced settings during registration [

Enzble open envelopes with social credentials

= Questions
¥ What was the last name of your third grade teacher?
7 On what aidine did you fly on your first vacation?
¥ What is the point of this security question?
¥ What was the first album you purchased?
s If you needed a new first name, what would it be?
7 What was the most memorable day in your lifa?
F What iz the farthest from home you have traveled?
¢ What was your favarite toy when you were a child?
¥ Type a significant date in your life (YYYYMMDD).
7 What is the name of the first politician you refused to vote for?
¥ What award are you most proud of ?
¥ If you had a magical power, what would it be?

At least 5 questions must be salected.

Cisco Registered Envelope Service 5.31 7 Ay F BEEH A K
nl. [




| #28 wE@e

IR — BB DOEKRTE
[Manage Accounts] ~X—® [Security] % 7 Tld, 2 —% L EFHF D/ X
N AR AR ECE ET,
INAT — R OFMYIRZFHHCT DT RO FIEEZFEITL ET,

FIE1 [Enable password expiration] = v 27 Ry 7 A% AL £,
FIE2 RKOT A—VFICANAT=FRHRUINERDETOREEATIL £7,
e [Password expiration for users]

e [Password expiration for administrators]

FIF3 [Password expiration warning] 7 4 — /L K IZ, 2 —HF 2 XA T — K EH %KD
HLEHDIEESINDOETOHBEATIL £7°,

FIE4 [Save(BRTF)1Z7 Vv 27 LET,

& 2-6 IR T— R EHHRDETE

Password Settings
Enable password expiration ¢

Password expiration for administrators, days: 90

Password expiration for users, days: 180

Password expiration warning, days: 30

Password expiration enabling date: 16.06.2016 17:29:56 EET

NAT)—FEHDEH
SAT =R R ERE BT DA AT — K RO B2 i3
Lol TLEE N,
o NRATU—KR T BEHFETHHILERDY T4 (WH),
o NARAT—=RNIFIRUFL/NTENKBEINDILENRD D 3 (WH),

o RRAU—KNIT/ILF RKRLF BT FHEXTFDH>H. 32U LT
B AT NG ihéﬁ%#&‘o@i‘f
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|

i

=

o NAT—F|ZiX 3 [ELLEE
XFEHAL

o NRRATU—RKNIZFa—VLAFLRENEBELZa2—FLEEDDHZ LITTE
FH A,

o NNRT— R |ZIXICiscol. Tocsic| DLFHNEFEHT A2 Lid T
Ao BT ARO LTFHNO/NLTFERLFICEELZL O =T,
M NNCEZRA TS D Tol ZTONTE MR T2 O [s) 2 T§ITHE
¥z b Db EHATEERA,

2ODNRAT—REBEHOLT 7 )V TRESNTWET, ZDHoA+ 7
arvEBIRL T 2— Vo2 —REHAFEECX T,

[Manage Accounts] ~X—37 @ [Security] # 7 CT/NA U — N B4 FH T X
F9,

LTV RSN LTEEZDDHZLIXT

& 27 IWRT—FBHDEE

Check Rules

Enforce Alphanumeric Password

Enforce Mixed-Case Password

Require at Least One Special Character in Password

Require at Least Three of Lower Case Letters, Upper Case Letters, Digits, Special Characters
Password Must Not Be "Cisco” Or Its Variants

Password Must Mot Contain Repeated Characters

Require Case-Sensitive Password

Allow Maximum Password Length

The password rules settings will not apply to all users automatically, only when a user changes a password to @ new one.

Save Back to Accounts List
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Y=ox )Ry FD—YDEREREFERALTOIUA

0— 7Bt

[Manage Accounts] ~X— @ [Security] # 7 TlL,. ¥ = U 7 1 TR#EI N
A=V =¥ Ry U= OBKRIEREFEHL TR Z &
MTELLIICEETEXET,Google AL T A E—VEACZ ENTX
% DL Gmail Z{E#H OB TH, = —HF 2 CRES (28 &k STV Google
THUY NEFIAL TWAHEE. T2 —F T Xa—70 [Sign-up
with Google] R ¥ > % 7V v 7 L CTHRET HMENH Y T, 8855 &
Google TH AL AL L TEXF 2T 4 TIRESNTZA Y E—VZERT
XHEICRVET, ZOFT Y 3 U NEMIT - TR WA [Sign-in
with Google] R ¥ IFRRINFHA, A v =T EAICIZ. FDO2—WF
®D CRES WAT =R Z AT H0E R NH Y £,

ZDOF TV a rEAMNITT HITIL, [Enable opening envelopes with social
credentials] ¥ =~ 7 Ry 7 A& A 2L £9,

& 2-8 V=Y NEBERERAL TOI > ~NO—THHDEE
Security Questions
Allow Users to Define Custom Security Questions "
Require filling in advanced settings during registration

Enable opening envelopes with social credentials

A—HDEE

G

[Users] # 7 TIEV AT LD 2—HV#EFHTEET, 20X T TlE2—FD
ERSCHRB . NXAT—=FD )y b I —T ~Oa—F BN BNz~
PO LN TE FT,

THY Y MCEEMMTENER AL IO TOha—FEEMTX F

TR AL ET AT MIEEM T 208N D 55613, YR — b I
LTL7Zan,

RAABT Ty 2 MZBEEM T BRI AT DIMFHET D2 —F
T HT L MIBITTOBERD Y 3, N AL OFEA T Z2ERT S
EEIBMBFEO—YNRH LN E I E Y AR—MIBMbLELIZE N,
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21— DERR
AR B kO TR £,

FIF1 [Manage Users] X— 3 T [Add User]| #7 UV v 7 L £7,
FIE2 74— AIZHEREATLET,

~

GE) NAT—RF VAN AT—REMRZHED LERH Y £, 3¢
AZ DWW N AY — N ERRFOEMOER | 272 a v
2-14 X=)EZZBL T,

& 29 [Create User] X—°
[ e
Usernarme®

First Mame*

Last Mame™

Cornpany Mame

user st hove |

Customn Data 1 | |

Customn Data 2 | |

Customn Data 3 | |

Password® | |

Confirm Password™® | |

Personal Security Phrase | |

Confirm Personal Security| |
Fhrase

Enforce Password 0
Expiration

Bypass security questions
when I forget my

password, (Browser O
cookies must be

enabled.)

Do Mot Create Mailbox O

Save Return to User Search
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FIE3 NAU—FOFHHIREZEATL . XAV —F Uty MRFIZNNAY — KB
REFDOBERDONANRA e 22— T 5 FFEL—TF DA — LRy 7 A
DIERREEWTEREDH AL L F T g v ZHRETEET,
EIg4 [Save((R1E)1 27V v 7L ET,

~

) T L22—FIE BEOOESF AN FAS BT OILERDY
\35—;_‘0

A—HFNRRT—FD) vy b

=P KRDOV 7 EFEHL TR —RZ Uty FTXET,
https://res.cisco.com/websafe/pswdForgot.action

PR BERE A SIS L T NA Y — R 0 ERICEIA T 5 ML EMR
&)Di‘j‘o

e Simple: /N AU — R EGBRFOERIIA T v 3 v T, 2—P(F AT —
ROV By MZHZ) /RAY — Nk ORI EE 3 5 L E T H
D EHA,

e Advanced: /N AU — RERREOEMIIMHATT, 2—FII AT —F %
T OB AT — FHERRFOERNICEIZE L < TER Y £H A,
INAY — R RO EM DB Z DD 572 WA, & B T3
HLWLENH Y ET,

~

() Advanced THEkL 7z —HIZxf L #1272 > THh 5 Simple Bk

BN LU T=GE . F D2 —3 % Advanced T DB ERIF IZTRINEIR L
72X AY — KRR OBEMICHE T2 0EB R’ H Y £97,

Fx L VOBEMOEKZ 2B HE R WA EEE A X —T = A A
B Ca—YoRRT—FRZ2 )y b TxET,
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A—PFDONRAT =R &)ty T OIIEIROFIEZFEITL £,

FIE1 —VEEKNL £9 ([Manage Users] <— ¥ THEERO 22— 4% 7
Uy 7 LET),

FIE2 [View Password Challenge Answers] 7 U v 7 L £,
FIE3 [Reauthenticate] #27 Vv 7 L £,
FIE4 [Next|] 227 Vv 7L %7,
FIES5 [ResetPassword] %27 U v 7 L £,

N

GE) RNAU—FZVEBYPLEL 2=V EHLVASRY —F 2{ERKT
BEODY) I REREEINTZE ANV EZEL ET,

FI—F~AD1—H0ehm
=Y E I NL—TITEBINL T(ERIF2—F 27— 5 IR L ) F
Da—FIBMOMHERE 5252 EINTEET,
Z—=FDTN—T A R— T EERT DL RO FINEEZFEITL £,

FIE1 =—V & ERL £9 ([Manage Users] <— TR RO —V 4% 7
Uy Z7LET),

FIF2 =—3 D [Actions] 5T [Groups] T A 2> %27V v 7 LET,
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]

& 2-10 22— X FD[Groups] 713>

Search Users by Role

Role | account Admin ~

Search by Role

Search Results
Add User |

550
O First Last Auth Created Modified
Username Account Name Name Status Type Date Date Actions

[ user?@example.com Test Example User Active CRES 06/22/2016 06/22/2016 F+

Account 07:10:44 07:10:44

PM EEST PM EEST

[ useri@example.com Test Example User Active CRES 06/22/2016 08/05/2016 Fi+

Account 07:10:24 01:25:31

FM EEST PM EEST

FIE3 [Group Membership] X— U NERRI N E T EDAR » 7 AT —H 0 A
UN=THLITN=TNERINET AHDOR Y 7 2T OO A]
REZR T N—T NERENET,

FIEs 7 N—T%7V v 7 L GERL AELITAERRIZ )y 7 LT A—F
Z2ODRy 7 AMTBEIL £7,

EIg5 [Donel 7 Vv 7 L TEREREL £,

1—HDELE
—FIC 22— DT H T N ERENCTILERND DL N £,/
Lo iE o RIS B 0 E, P A BT B I KD
FIEE EFFLET.

FIE1 —VEEKNL £9 ([Manage Users] <— ¥ THEERO 22—V 4% 7
Uy Z7LET),
FIE2 [Modifyl %27 Vv 7L %E7,

- L

FIF3 [User Status] % [Locked] \IZXEL £79,
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|
21 I—YDIXT—H X% [Locked] I-RE
User Status Au:twe =
Custormn Data 1
Suspended
Custormn Data 2 Blocked
Arctive
Custarmn Data 3
FIE4 ZEHEEZRFLET,
TLS BL{Z DA

Transport Layer Security (TLS) {5 CIX.CRES " HLRIE D Ay &B—Y
(?%1)T%%%éﬂtﬁh&k)%I/mm%7%ﬁ%ﬁT_ﬁhﬁb
ALK FALL THUE TE £,

TLS EE{D %'Ti)ﬂ—g—ﬂ i 'A:E’%}\——‘/I/%Ea,fqué X ) T/f{%n%éﬂf_ji
Bt TE =2V F 22— PRE ANV EZETZDICCRES ICr 7 A
L7 Yk 1'K7774’/’8/]’/ZF*—/I/Lf_bﬁ‘ézgﬂ‘i%@iﬁ/vo

TLSIZ. 7 H v T EICEMCENET . 77 M T EICTLS K A A
RIS oEEE 1 SLLEREL £,

TIS FASVDEMET X K

THAT RO TLS ZHMITHIT DR EL 1 D2OR AL &2BMNT
DMERDY ET R AL EBIMNTDHETLS YR —FDDIZR ALY
MAF YL ENDE T AN L T3, K A A %8BI BRI TLS
KAALS Y TANZEBTOILERDD £7,

TLS K A A2 7 A TlX CRES — %A L THEBRSCBE 2 MR L
T ZDOF =y V7T UTORZHREL £9,

o RAA = RN LB#ET A MX La—RBGFEETHI L

e MX L a—R|ZIP 7 KL AR TE & MX L 22— RN IZIZEEHE T
SNTEEMEL TWA A— L =R H D2 &
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EEME

e CRES H— N\[ZAHR—F 25 CTLERED A —/L H$— 3 LD SMTP #f5 % Fe 57
TExHZ L
o [EHDFK A—)L H— 3L STARTTLS ¥LiEZVHR—F T+ 52 &

o If%IT.CRES — NI MX L 22— R 2425 5% A — /L F—~0D
TLS #ft & IEH M TE 5 2 &

¥ 2 U7 4 RS N T2IRIGIC TLS &9 21213, [ Cisco Email
Encryption Compatibility Matrix]® [ Supported Certificate Authorities for
CRES|EZ v a2 AR ENTVDIWTNNDGEREICL > TELSH
TWSREAE . E1T T OFEAFEICHER S L TV D REHEZ 2 4%
B EFT, E RPN TORWGEREZEN T2 XLERH VD £7°,
AERAEIE TLS #Ee MERR S N7z & & 0 B RS EEEO A M T2n
A IR AT TV E T,

KA A2 D TLS 7 A MMI G AKHE(—HEHK) RKIEWS 3 50F %

SNAFERDIH 1 &AL 77,

o A MXLa—KRHNDTRTOV—NNTTALBREKLTEHEE.R X
AVIETLS T AMCAKLIZE RSN FET,TLS 7 A MMIAKT D
RAALNITLS R AL E L TBMEN  DAXw— P HR—FTED
HAGBOFHE T, [Processing] AT — X A& IFHD £7°,

o KMEE: A< EH 1 DOEEMT BT AL =TT R R RS
BLTZL OO B LN A= b —R"NH DA S RITRMT
ThDHERREINET REEDRK AL X T 74NV N TTLS K A A
VELTEMENEEAMBRICE RS 1L D [Request Approval] N & 2
IV I LT REEDR AL ZEBNTEET N AL 2BINT
RETCHLIHEBEEZANL.EEL FT,

o KR AL ITEEMIT O N E D A=) — 3% TLS Z KR — |k
LBWEA R AL I T ARMCRKRL EL7,TLS 7 A MZKRKL 7=
FAALUVIZTLS R AL E L TEMENETEA,

EME AL LT LI RE— YR —F Ty ERAF—T 2 L RHEER

AA L DBERITARIERNA—T L LET R AL RNBEINENEZZ L%

HMOEDLEF AN FERITR AL T HEEMIEREERT 5 EF

AL NEE SN ET,

[Add Domain] R # > Tid 72 < [Test Domain] ™ # > Z{FEH L T, TLS K A A

VOUYRRNIEMETICR AL ETANTAILLETEET , TARE

NHERE ALK L THR—FERIZA—T L EHA,
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B2E EEMEE |

TLS R AA Y ZBIMEITT AN T DX ROFIEEZFEITL E7,

FIE1 [Accounts] ¥ 7 C.[Manage Accounts] ¥ 7 & &R L £,
Flg2 T7TAHUFESEZ Y v L T, [Features] # 7 #EIRL £9°,

&2-12 [Account Management] X— @ [Features] % 7'
[ Details [ Groups [ Tokens | BCE config [ 1mages [ Features [ security [ Templates

TLS Feature

Domains®

Add Domain Test Domain
Mote: you can add or test several domains at once by separating them by
commas, semicolons or line breaks. Before domains are added, they are tested
for TLS readiness. If you are testing a few domains at once or you have many
mail servers serving a domain, it can take a few minutes. Your patience is
greatly appreciated.

Back to Accounts List

FIE3 FNAASEZANLET,
a N AAU%TANT5IT0E. [Test Domain] %7 V v 7 L £7,
b. N A A2 ZBINT 5121, [Add Domain] %7 U v 7 L £7°,
FIEs FRERTAvE—URERINET,

FIES BIMINER AL BEHT 5 L [Domain] U A k(T [Processing] A7 —
ZATERISNET,

FIE6 TIFT A E2I7U v I LT RALEHIBRL £7,

GE) TLS =7 —MBLOEEDIREZ B2V TL W Gz >V T,
[TTLS — T —DMLEE | (25 *—) |2 L T &,
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TLS =5 — Q4N

G

FIE 1
FIE 2

TLS BlE WEMEZ A 192356 (T2 & 21X WO O RE E 23 5K \ TLS
=T — R A F ﬁiﬂ’?ézﬁﬁ)% » &9, [Bounce Messages] ¥ 72 1% [Fallback
to Registered Envelope Delivery | % %R T & £,

TLS &3 R O EE 7% & % [Fallback to Registered Envelope Delivery | IZ5% & 5

5%AiHﬂx—w#~ﬂfﬂsmmﬁ7/a/%nsﬁ% IEFELT
<TZEVY,

[Fallback to Registered Envelope Delivery]: TLS E2f5 23 K3 5 546 (72
&I HWIRUINOFEAFENFK) & 2T JMIBEKFH T Na—F D
EEICRY £,
¢ [Bounce Messages]: A v & — /%‘:/\‘7/%?‘5&9 CRESINT=T Y
> FOE TLS FEAEMT 2 & 1 R 2 LT HRRAT S 41,24 Fefif#
AT APFEL ET BRBREFELT L N0 =TT =Ny 7T D
EOERESNTZT Y hOE20 752 LIZHRIT I 1 FFHE%
27—y I FEAL £7,

TAY Y FOTLS =7 —HOMEZIFE T 52T ROFINAEZIATL £

[Accounts] % 7 C,[Manage Accounts] ¥ 7 Z IR L 7,
T NEEE Y w7 L. [Details] # 7 #3#IRL £7°,
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& 2-13 [Account Management] N—=°

Details "| Groups x|§‘ Tokens | [ BCE Config "|E-Images Features || Security ‘| Templates

Account Number 1234

Account Name™ Example Account
Description Example Account
Status Active bl

Enzble Auts Provisioning
FuleSet All v

Enable Sender

Registration

Make Secure Compose 7
Available

Supprass Java Applet in 7
Envelope

Account Certificate Regenerate

On TLE failura choose one of the following delivery preferences

s Fallback to Registered Envelope Delivery

Bounce Messages

If TLS failure delivery preference is set to Registered Envelope, please remember to
change the TLES delivery option to TLE Preferred on your in house mail server

Authentication Method CRES v

Save Back to Accounts List

FIF3 TLS BEERROEEHRELZEIRL £,
EIg4 [Save((R1E)1 27V v 7 LET,
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EEEDEZRDAMIE

ZFIE 1
FIE 2

FIE 3
FIg 4

T AT NN TREEORGEE BRI T 2 X0 AT A ERE
TEET, LGS L ENTZ A— L ZEET D72 IZEBAE CRES % /1)
LTWARWETF A—LEEZFICCRES 77 vk 2+ 25510 %57
HET BT D EEEFEHFI B LENTZ Ay =V EHI#ET 572012
EHARE AT v a v O E B TE 7,

T OMREER AN T D & EEHIL CRES 4 —A_TT H Y7 vk &2ERT 5
ORI HIEF AN AvE—VE2ZELET EEET.2NHD
W% 30 HZ S ICZE L 728 BAFICEEO BRI - THREICA 7 b
TURNTEXET HEOHEIIETTX EHA,

TAY N DEEFEEORGEEANTT DI ROFIEZEITL £,

[Accounts] % 7 C,[Manage Accounts] ¥ 7 & RN L 7,
ThU U EEE Y v 7 LT, [Details] # 7 #EIRL £7°,

B 214 ZEEDERDEIE

[ Details Groups Tokens | BCE Config Rules | Profiles

Account Number Users

Account Name™ Users

Description Default account for users
Status Active v

Enable Auto Provisioning

RuleSet All v

Enable Sender 7
Registration

[Enable Sender Registration] = v 7 &R v 7 A% A2 L £7,
[Save((RTF) 1 227V v 7 L FT,
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JavaZ7 7L v FDEDE
N

GGE) I HEHENTWA T IS TiE. Ex 2T 4 FOBEEBIZLY Java 7T
Ly b BN > TV ET,

R —7FWNThH Java 7 7L MEIT 7 30 b TEIT/R > T ET,
Java 7 7L P AT A KROFIEEZFEITL £9,

EFIE1 [Accounts] ¥ 7 C.[Manage Accounts] = 7 U v 7 L £,
FIE2 7THUr b ESE2Y v LT, [Details] ¥ 7 #i®IRL £7,

& 2-15 Java 7FL v F DEHE

Details | | Groups | | Tokens | | BCE Config | | Rules | | Profiles | | Images |

Account Number Users

Account Name* Users

Description Default account for users
Status Active hd

Enable Auto Provisioning
RuleSet Al L

Enable Sender
Registration

Make Secure Compose 7
Available

Suppress Java Appletin 5
Envelope

Account Certificate Regenerate

On TLS failure choose one of the following delivery preferences
Fallback to Registered Envelope Delivery

® Bounce Messages

If TLS failure delivery preference is set to Registered Envelope, please remember to
change the TLS delivery option to TLS Preferred on your in house mail server.

Authentication Method CRES L

Save Back to Accounts List
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FIF 3 [Suppress Java Applet in Envelope] &= v 7 Ry 7 A% A 72 £79,
FIE4 [Save((RfA) 1227V >y 27 LET,

| DR OB SN
CRES (213.3 2D R 5 2 — WG ENHEI TV ET,
e Google Bk
L4 CRES nu i
o SAML Aty n

CRES |28k LTV 5 Google 7 4 7 > b & Ff> T 5854 [Sign-in with
Googlel " ¥ v % 7 U w75 & Google #BAE % i f L C Websafe (21 7 A
VCEFET, E/2.Google BAEEMHAL C. 28X =2V 7 o CHRES N
Ne—7ZH b TEETFMCONTL Y =3 %L Ry U —
I OERKEREFHAL COz RN —TRE (2-17 X—V) 2B L T2
0,

FRREY B A DL GIE Z MR T 25613 . CRES @il i H T £7,

SAML (I3 70 A A (SSO)HDO XML 77 or—v 3 > T9,
CRES 12517 % SAML FRAED F3E HIEDOFEMIZ DWW TIX . SAML ZfiH L
7RFE(2-30 =) BB L T2 &0,

Cisco Web EX = U 7 777 A7 > A £ 721X PingFederate % SSO @
SAML 7 A7 7 47 4 7uXAZ—=L L THTTIHEHL TV 5EE1E
SAML N—2DBFEZE T2 Z &b TE LI 7MW T,

PingFederate @ 77 7 k URL O IE (2-43 ~—V) 2 Z ML T 7ZE W,

CRES #7lE & SAML BRAEDFMIC S TR U F 2B L TR &,
e CREST7H7U vk amﬁﬁ@a&E(zso R
e SAML 7 # vV v b #BFEDFKIE (2-33 X—)
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B2E EEMEE |

CRES 7 ho > +FEEEDERE

FIE 1
FIF 2
FIE 3
¥lE 4

THY Y kO CRES BiEZ % T DICIX KO FIEEZFEITL £9,

[Accounts] % 7 C,[Manage Accounts] ¥ 7 Z IR L 7,
T NEEE Y w7 L. [Details] # 7 #3IRL £7°,
[Authentication Method] Y A h C,[CRES] %7 VU v 27 L £7,
[Save (RfF) 1 227V v 7 L E7,

SAML % {5 L 7=525E

SAML D E

SAML |Z.CRES 72 88D Web —E AT K o— W24+ 5 LD
B HFETHAEY 7 A A2 (SSO) TEICHHA SIS XML R—
A DOAEAET BFEIL.SAML 2.0 DN R — Kk K ET,

TN YA F TR 22— TIETAT T 4T 4 T aN A F =R
L OREEZTAEHIC1I B A LET, FORIT.FEe S A4
T —E R T a XA =D FSERY—EREMEHLET, 2D
A =0 = SRS/ = /A v/ N N/ i Nl N U=

Thizky a2—HF 7 2y o 2RNEELLINET, . 2 — 3

B —bv 200l A HMERZ TBBRERRLS b2 . X2

7 4 A L £9, CRES @ SAML ¥R — ki ¥l L OBEfED CRES —

‘//\“m—7°f“’r“4% EL £9.SAML #FEIX. R¥ET AT b I SN AR
T BMHERLYET NN RBTLEL  FOT7 AT FOTRTHOL—

P2 SAML CiRFESNDOMLENH Y T3, 20T o> b BFTAL TV

We—Y i 5 &t & CRES sRiE&2 AL £,

SAML TIX . B2 tx a7 23y hU—2 (X274 KA LD
MR 37) B CRGER X Rl 77— ¥ & AH T & £, % SAML (3,
Web 77U HEERAL TRy =7 BIOR AL NICT 78 ATH2—
PR OOR A A NHFETHHEAITER S NLET,
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TN A A FATT HIZIX.SAML ¥ A 7 v 7 3RO HEE %
LTCERAA VDT AT 4> THARAEN TV DOLERH Y F7,

TATYT AT 4 TangFd—dP) T AT T 4T 4 T A

X —ILSAML 7H—v a v aAlT 520747 4 CTH . TAT v
TAT 4 TRANAE =L SAML 7H—3 3 VEAKT HEICZ R
2—WEFIAEL £FT,CRES (XTEAEDSAML20 7 ATV T 47 4
TaNA X — L HETHNENH Y 97,7272 L . Cisco IronPort Web =
X2 UT 4 775 A7 A Active Directory Federation Services (AD
FS) .3 & U PingFederate 721 £ #9252 ENFBEE SN TWET,

P—E R FaNAF—(SP), ¥ —E X T u/N X — T SAML 7 ¥ —
VarvEWEETAZUT AT AT R a1 IT AT
VT AT 4 TR = FHL TR :L~*)“%§%ié%ub\%®%i%u
% SAML 74— a >V TR 9. —E R e 14—
TOTY— g N ESWTT 7 A AREL £97, SAMpr
DAERN2BE . CRES I3V —b 2 a4 48— L L THREL £,

SAML 7% —2a X 7AT T 474 7angd—LH— R 7N
467“%!%30) SAML R B X WSETCEINAEROa T T, 7 —
/3/ XY —E 2 FugF—nT 7 2HEOREIFE AT 5

FAUDNGRREAT —F A FRFFAIAT — b AV P)BREERTVE

ﬁ“ 77‘5‘*—“/ 7 1% <saml:Assertion> #Z 7 CThEE Y £9°,

SAMLZ A7 aZii7a—LiFEn. 7a—3E8bon7 a4 —T%
Bl TE £,

P—E R FunfF—BHETEI 77— —E R T a7 —
JYAEBERT LR 2—Fnb50MWEbEE%ZT . 747

T AT 4 TN, =D 2—F OFRINE R E T2 X o Iy
AOETSAML X A7 a7 ZtGL 9, —E R 7 a1 42—
Wi 57 n—0a. = K = —% 3 http://www.serviceprovider.com/
REDOY—ERTaNAF—DRK AL %ET URL ZFEH L TH—
ERA TR L =T VAL 9,

TAT T AT 4 TanNAF—=PBHRBTD570 =T A7 T 474
TN =X =R 2= o> TH—E X F a7 —(C[H
WEDETT 7 BAZERT LI L TSAML Y (7 0 7 6L %
T T AT T AT 4 T Z =Rl 7 m—0E6 =R
= — X http://saas.example.com/ 72 £ @ — 1)L K A A > % & T URL
EHEALTCH—ER TS —ZT 7 EALET,

CRES (I, V—E X Fu A X =N T27a—DkhEHdR—rLET,
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B2E EEMEE |

BH

AEEE

GE)

ZO® 7 v a T SAML DU LB 2 RET5b 0TIE R T AT
CTATABIOEXR 2T 4 e A X =S HAIZEBET D kR R
THOTIED Y FHAGEMIZ OV T,
http://saml.xml.org/wiki/saml-wiki-knowledgebase # ZH L T 72 &\,
TATUT 4T 4 TanNfZ—=LLTWebtxal T4 777472
Z A3 5 3R DU T [ Cisco IronPort AsyncOS for Web User Guide ] (V
Y —Z 7.0 LLK) @ FE T Controlling Access to SaaS Applications ] &2 L T <
720,

CRES #%—bE X Fu A& —& L T SAML RiE& T2 121X kDB
BEmzTNERNL D £T,

e CRES T/Z.Cisco IronPort Web ¥ = U7 4 775 A7 > A Active
Directory Federation Services (AD FS) , & 721% PingFederate ™ %% BI{E 7
AT T 4T 4 Tunf =L L THATEET,

o TATYT 4T 4 TaNRNAL—DSAML 07 A AH =X LT,
JavaScript 72 L TEMECEZ HLE R H Y £,

o TATUT AT 4 TN AF =T . SAML2.0 2R —hrT50ENH
nE9,

e SAML 7 ¥ —3 3 > TiX.SAML NamelD £/~ I1ZBMEICEFA—/L TR
VARG ENDILENL D £7,

SAML i Y nﬁ%ﬁﬂﬂffé L %@EE$IE75“/\ < DMNH Y i—gﬁ
e SAML X . =¥7H 7 b WZEBNC AT AR H Y £,

e SAML ®Ou 2 A2 ~R_—) i\CRES“Gif£< SAML 7 AT YT 47 4
7°D/<4§7“ AL L £, ZHUL.CRES 2 X 71X SAML ® a7 A
WHEHTERWZ E . BLOe S A ORBEIZSAML 7 A5 T 4

74 TanNAL —ICRETILERH DI EEEKRL 7,

o NAV—REZENTHREDOREIERCNNATY —ROEERE a2—% )RR
U—RK®D AT F 2 AL, CRES Tid7e < SAML LS N/=T h v v
FNOZ—=YDT AT T 4T 4 TaNAX—RETEITINDNLEN
HYFET,

o THUUVINE-THR Y ZEINRWEHIITT S0, SAML #FIEILE
BT ho b (EHERTE)ICKH L TEDTEH Y A,
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o CRESFRFESNI=T I b EITEALRY SAMLBAEESNTT BTk
A TEEEA,

e CiscoIronPort Web v =207 4 T ITAT UV ANT AT T AT 4
TangEF—Lt L THEHINLIGE. n7 A X—UBNIEL <HRET
% 728 JavaScript Z RN T D MENH Y £F,

e CiscolronPort Web ¥X¥ = V7 4 T T FAT LV ANT AT T 4T 4

TanA =L LTSN HE NATY—FEF vy ashd,
=PIty a T EICRAESNDILEND Y 7,

o TATUT 4T 4 TunNA X —IIRERS B5HE . SAML = —H (17
v%“w/wwﬁ‘iﬁéﬁfv%of%mﬁf%f;u\: ERHD FT,

o TATUT 4T 4 TuNAFX—RNRm2HEHATER LI o551
muniEji/ﬁff CRES | BTEL/T :L"—"j_ﬁ)muuﬁéﬂz)ct T HREN
%D \ij_o

o EHEIZ. TAT T AT 4 TN X —5 L T.SAML #—t &
WCER D D BE50T T — b 4L F9,

o TR 2—HDILT UV XAREITHSTH. TATYT 4T+«
TaRAE—|ZREND D EEIT—E R T 7 ATERVATREN:
N £9,

A—HFIHVARYIVR

SAML FBAED 2 —H =7 A~ Y = A% JavaScript AN TH L0 E 5
M AL EDZEENNDNE S, FI3ZEENBCCZEETHLI M
EOMITHBRRS IFEALERIL T, 2a—Hidm o Xe —7 (FIEEAN
ANVTNAAYR—FMDS) V7)) #HE BoO2—Y 74T T ¢
TAERTLIPMLELE TESF AN TRV RAEZREL. TAT
TATA 713/\4’5' ZHWU CRIESNET, £721X. Web 7 7 7 H T
https://res.cisco.com (ZBE L (EF A~V TRV REANL . TAT VT 4
T4 T anNAH— PEMAL CREETE 7,

SAML 7 h7 > b BBEEDHRE
KOOI BLWTIUNDT AT T AT 4 TanA X —mllT 25X
SAML FBREZ R ETE £77,
e Active Directory Federation Services (AD FS)
e CiscolronPort Web ¥ = U5 ¢ 77T AT A
e PingFederate
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B2E EEMEE |

INEDTAT T 4T 4 TaXAF —5HHTDH00FTEFNEL K
DO s arTHBEL FET,

e ADESH 7 AT T 4T 4 TaxAZ—L 1L THHTHEDSAML
THT N RBAEDORRE (2-34 RX—)

e Cisco Ironport Web % = U 7 777 A 7 A £ 721% PingFederate %
TATUT 4T 4 T ungF—L L THAT 580 SAML Y 10
b RRREDFRIE (2-40 ~<—37)

ADFSZF7ATUT AT« FANAF—LLTHERTZHZEAEDSAMLT Ao FBIDHRTE
SAML ZAFA2 BT D L XX ADFS 7 H 7 v F DREICEDLET
CRES 7TAHUV NEBRETDHI EBREETT,
R OTEH (AD FS IZB T B RIZEDE®R) DL ETT,
o —Vv R FunNAE—DxT 4T 4 IDSaaS TV r— a4 F
7213 8Ek¢ ID)

o W AX~— Y —E XURL(EZ V7 )V ¥ A4 URL/X— A URL)
o TATUT 4T 4 T unNAFX —ORRFEIEE

o (AT val)REDETFA—IVEMEA (SAML BYEEIXE T A—L
TRLR)

ADFS 7 AT v T 4T 4 7u XA X —L L THATDHEHED SAML 7
By NEBEEOFIEIZ kDEZ > 3 TEHAL 97,

e ADFS OV L —IDOEHEDHIE

o FERNA—INVDOFRE

e ADFSDSAML 7H#—3 52 a3y a—~v T2 RRAL LB
e ADFS b BAGHED T 7 AAK—h

e CRES DT

e ADFS B4 D% iE

e SAML v 7 A > DA%k

e LDAP 7L T ¥ v /L Z&MH L 7= Web Safe ~D> a2 A
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ADFS @) L —RIDIEFE DL

FIF1 ADFS 2.0 Management > —/L & EZ# L £7°,

FIE2 [Add] %27V v 7L %7,

FIE3 [Welcome] i T, [Start] 227 Y » 7 L £,

FIE 4 [Enter data about the relying party manually] Z 3L \[Next] 27 U v 7 L
£7,

FIgES5 CRESSP DX E AL [Next] 27 V7 LET

FIE6 [AD FS 2.0 profile] 23R L ([Next] 27 U v 7 L £7,

FIE7 [Enable support for the SAML 2.0 Web SSO protocol] Z IR L F 1,

FIE8 [Relying party SAML 2.0 SSO service URL] C lhttps://res.cisco.com/websafe/ssourl |
AL Next] Z 27 Vw7 LFE9,

FIE9 [Relying party trust identifier] Clhttps://res.cisco.com/] & AL [Add] % 7
Uy 7 LET,

FIE10 [Next] 27U v 7L £7,

FIF 11 [Permit all users to access this relying party] Z 3R L . [Next] %27 U v 7 L
ES N

FIE12 HTELZMERL . [Next] 27 Vw7 LET,

¥FIE 13 [Open the Edit Claim Rules dialog for this relying party trust when the wizard
closes] Z3i®R L [Close] 7 V v 7 L 1,
FERIL—ILOBRE

FIE1 [Edit Claim Rules for CRES SP] % A 7 1 2 238V 7= & | [Issuance Transform
Rules] # 7 %% L [AddRule] # 27 U v 7 L £7,

FIF2 [Claim rule template] C [Send LDAP Attributes as Claims] % 3R L | [Next] %
7y 7 LET,

FIE3 [Claim rule name] Z AJJL £,

FIE4 [Attribute store] T, [Active Directory] Z&ER L 77,

FIES5 [LDAP Attribute] ¥l T, [User-Principal-Name] ¥ 72 1% [E-Mail Addresses] % 3%

WL £7,
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FIE 6
FIE 7
FIE 8

FIE 9

FIE 10
FIE M
FIE 12
FIE 13
FIE 14

FlE 1
FIE 2
FIE 3
¥l 4
FIlF 5
FIIE 6
FIE 7

FIE 8

HESE{IT [User-Principal-Name] T3, 24113, Active Directory 77 & 1 77 N
T RCO—W|ZEFATE F9,SAML FFEF . CRES & Active Directory T
Da—HFH L a—HDCRES T AT v b E&EEEL £,

[E-Mail Addresses] il % 55 J 9~ 5 1214, [User’s Properties] #% &€ @ [General] %
TNWZH D [Email] 7 4 —/VRIZEF A=V TRV REANTEHLERH Y
%7, CRES TlX Active Directory WO Z—HF DT B RNipbEA A—/L
7% vx%ﬁ E+ 50T A7 gD [Email]l 7 4 — /L FE RN T_TO
WHLTELSEEINTWARWEEIZZ T —0nBAEL £7,

[Outgoing Claim Type] %1/ . [E-Mail Addresses] Z &R L £,
[Finish] Z#27 Y >~ 27 L [[AddRule] 27 UV v 7 L £79°,

[Claim rule template] "C [Transform an Incoming Claim] % i L | [Next] % 7
Uy 7 LET,

[Claim rule name] Z A1 L $£9°,

[Incoming claim type] C [E-mail Address] Z &R L 1,
[Outgoing claim type] C [Name ID] ZiZIR L 7,

[Outgoing name ID format] C [Transient Identifier] Z 3R L £,
[Pass through all claim values] % 3%&R L £,

[Finish] # 27 UV v 7 L ¥£79,

ADFS DO SAML 7H—3 3> avva—< IV RRAY FDBM

[Relying Party Trusts] C. B/l & #17- [Relying Party Trust] %R L £,
A~ A > T, [Properties] Z IR L £,

[Endpoints] %Z 7 C.[Add] 27 U v 7 L £,

[Endpoint Type] C [SAML Assertion Consumer] % %R L 7,

[Binding] C [POST] Z# R L £,

[Index] T [1] ZEIRL £,

[

URL] Chttps://res.cisco.com/keyserver/saml/saml-resp | & A7 L [OK] % 7
Uy 7L ET,

[OK]&ZZ7 U vy 7 L%ET,
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ADFS /> B & EHED T 9 AHK—

FIF1 ADFS 2.0 Management > —/L & EZ# L £7°,

FIgE2 MDA T, [ADFS 2.0] > [Service] > [Certificates] & 3R L £,

FIE3 [Token-signing certificate] % &R L £,

FIEa HROLA 2 T, [View Certificate] 7V v 7 L £7°,

FIgS5 [Details] ¥~ T.[CopytoFile] #7 U > 7 L E£7,

FIF6 [Welcome to the Certificate Export Wizard] i C.[Next] 27 U v 7 L £,

FIF7 =7 AKR—bF 77 ALEKIZOVT [DER excoded binary X .509 (.CER)] %
BIRL  [Next] 227V v 7 L FT,

FIE8 TIVAR—bF 77 ANDEHET 7 ANLEATIL [Next] 7 Vw7 L
ESg AN

FIE9 [Finish) 27 VU v 27 L %7,
CRES D% E

FIE1 BEHET AV POV T UYL EMEM L TCRES IC0 7 A L E9,

FIE2 [Accounts] ¥ 7 C,[Manage Accounts] ¥ 7 &N L £,

FIE3 TAHVIEEFEZ Yy LT [Details] #7 @R L £7,

FIF4 [Authentication Method] T.[SAML 2.0] Z3#&R L £,

FIE5 [SSO Alternate Email Attribute Name] T. 2D £ £ L £,

FIE6 [SSO Service Provider Entity ID] Clhttps://res.cisco.com/] & AJJ L £7°,

ENE7 [SSO Customer Service URL] T, lhttps://AD FS/adfs/ls] & AJ1 L £,

FIE8 [SSO Logout URL] T, Thttps://AD FS/adfs/Is] & AJj L £7,

FIE9 [Verification Certificate] T [Browse] #27 U » 7 L ADFS &XEMNH T 7 A
W—F SN BAGAELZY v e —F L ET,

FIg10 [Savel] 7 Vv 7L £7,

FIEN =T ZRAFELIZS [Download] % 2 U 7 L C CRES B4t EHLZ X ¥

rya—RKLET,
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FIE 1
FIE 2

FIE 3

FlE 4

FIE 5
FIE 6
FIg 7

FIE 8
FIE 9

FIE 10

FIEn
FIE 12
FIE 13
FIE 14
FIE 15

FIIE 16

ADFS E2Z DT

AD FS 2.0 Management > —/V & fL#j L 97,

FEAM D<A T [AD FS 2.0] > [Trust Relationships] > [Relying Party Trusts]
ZEIRL £77,

H43® U L —{f] (CRES SP) # &R L . Al D21 > T [Properties] & 7 U v
7 L/ ij‘o

[Signature] # 7 % &R L [Add] %7 U v 7 L . CRES FEX—I b X T
u—R Iz CRES B4GEAEFHZ®IRL £7°,

[Advanced] # 7 Z &N L £,
[Secure hash algorithm] C [SHA-1] Zi#R L [ [OK] %27 U v 7 L F£7,

AD FS Management > — /L |{Z J - T, Internet Information Services (IIS) (2
/adfs/ls Web ¥ A h 2MERLE L E T

Server Manager Tool % #Z#) L ¥ 9,

A D~ A T, [Server Manager] > [Roles] > [Web Server (IIS)] > [Internet
Information Services (IIS) Manager] Z 3R L £7°,

Connections] <~ > C f# 19 % ¥ —,3 > [Sites] > [Default Web Site] > [adfs] >
Is] Z3INL £7,

[
[
[/adfs/ls Home] <X A > T [IIS] ® FiZ& % [Authentication] % &R L £,
[Anonymous Authentication] Z &2 L, Z Dz ELIZ L 5,
[Connections] Y UV —®D [Is] #4727 U~ 27 L [Explore] 7 Vv 7 L ¥7,
web.config 7 7 A VEEH 7V 7 U [Bdit] 27V v 7 LET,

lMocalAuthenticationTypes | Z 7 3 2 > Z #i % L , <add name="Forms"
page="FormsSignIn.aspx" /> LIS DT XCHOx > F U ZHIERL £7°,

Z T LY Windows FEAFRFEDRDL DV IZT + — LFRFED BN & 1
S

T ANEREL T AL ET,
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SAML O 1 > DOBE%E

FIE 1 [Accounts] X 7 @ [Manage Accounts] ¥ 7 % & L T, [CRES Account] ~2—

WZRD 9,

FIE 2 Yﬁﬁybﬁ%%ﬂUyﬁbfﬂ%MM&f%Eﬂbi?o

FIE3 ~—Y FEBO [Activate SAML] #727 V v 7 L £,

FJg4 [Continue] 27 U v 7L FT,

FIES A 2—HFLHERXRT—=RZANL . [SignIn] 7V v 7 LET,

FIE6 [Continuel 727 Vv 27 L THITLET,

FIE7 [Continue] #7 VY >y 7L T. V4 FYEMHLET,

FIE8 [CRES Account Details] ~X— ® E#FIZ X~ — TSAML Activated
Successfully | E RS ND Z & AHERL £7°,

FIE9 [SSO Enable Date] NWEAEDKRZNCHE SN TND Z & 2R L £,

FIE10 SAML20237 H 7> b OFERESEE L TERSNTWD Z & 2L £7,
LDAP LT v L EERL 1= Web Safe ~DO T 1 >

FIME1 Web Safe https://res.cisco.com/websafe/root (ZFEE) L £7°,

FIE2 ADFSFHGEN—VIZVZ AL 7 bShd T LafEdl £7,

FIE3 Active Directory = —HIB LA T =K &2 AL £7,

FIF4 [SignIn]Z27 V> 7L ET,

FIE5 WebSafe [ICEHICRZ A LIZZ E&2MRLET,

FIE6 FILRAASCHAOEEO—FIZAYy -V EREFELET,

FIE1T TO2—BPRZELEZEGLENTZEFA—NVEHEET,

FIE8 Active Directory D7 LT ¥ EANTEHEHITH LVWY 1 KoM
BAC Z L Z2Mesd L £7,

EIF9 Active Directory D7 LT ¥ L E AL £,

FIE10 o Nup—TRESINDZ EEERL £,
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Cisco lronport Web 22 1) 7« 775 4 7> A FE1=I& PingFederate # 7 A T T4 T4 70
NAF—ELTHERTSBEDSAML 7 Ho Vv +EBRIORE

SAML #BiEEx AT DL &I TAT VT AT 4 Tung L —THho v

FORREICHEDETCRES 7TH Y M ERET LI ENEETT,

W DO1E R (Cisco IronportWeb X2 VT4 T IA4T U RAERIX

PingFederate (2331 2[R DOfF#H) N LEETT,

o h—bEXTuNRAX—DTT 47 4 IDSaaS TV r—v a4 F
7o 13 #5E#e 1ID)

o W AH~<— P —E RXURL(V 7V H A4 URL/~— A URL)

» TATUT AT 4 T AL —DRRGEEY &

o (FITval)REBEOEFA— V@S (SAML B E72ITE S A —/v
TRLR)

TATYT AT 4 7 anNAZ—L 1L TCiscoWebtXx=UTFT 4 77747
VRAEMHL TWAEE . Z OfF#HIE [SaaS Application Authentication
Policies] ~X— " C& MR T X F 9, FEBI E 13, [Edit Identity Provider Settings for
Saa$ Single Sign On] X—Y ML X 7B —R TEET,

TATYT 4T 4 7 aNA%—& L T PingFederate # L T\ 554,
Z OEHIL [Summary] S CEZRTE £,

() IDP & L T PingFederate i &3 % & X, = R A F &L TCRES
Assertion Consumer Service DO URL 2 8ETHDXLENDH Y £, £z, 21—
FRa s 7 N T57HISS0rs T Uk URL % ET 2L ENRH 0 F
T, T DRTE DO ;’)b‘“ﬂi [PingFederate @ 77 7 k URL O E |
(43 X=V)ESML TLIEIN,

THT Y NO SAML BREERET AT KO FNEEZFEITL £,

EIE1 [Accounts] ¥ 7 C.[Manage Accounts] ¥ 7 & &R L £,
FIgE2 7AWV NESEZY v 7 LT, [Details] # 7 #FINL £7°,
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& 2-16

afaln
Cisco

| Home | Users

Accounts
Manage Registered Envelopes

Manage Accounts

Account Management - 1234 Example Account

Details || Groups |[ Tokens | [ BCE Config || Images | [ Features || Security | [ Templates |

Account Number

Account Name™ |Example Account |
Description | le Account |
Status ]

Enable Auto Provisioning [
RuleSet | All v |

Enable Sender
Registration

Mzke Secure Compose

c ¥
Available N
Suppress Java Applet in 7
Envelope g
Account Certificate éhegerﬁmfe‘f

On TLE failure choose one of the following delivery preferances
® Fallback to Registered Envelope Delivery
Bounce Messages

If TLS failure delivery preference is set to Registered Envelope, please remember to
change the TLS delivery option to TLS Preferred on your in house mail server,

Authentication Method SAML v

S50 Enable Date
S50 Email Name ID

iy transient

S50 Alternate Email I |
Attribute Name L !
S50 Service Provider | |
Entity ID™

S80 Customer Service T 1
URL® | |
550 Logout URL | |
S50 Service Provider [Download]

Verification Certificats !

S50 Binding HTTP-Rediract, HTTP-POST

Eif Aesertion Consumer https://dev.res.cisco.com/websafe/ssourl
Currant Certificate Undefined

S50 Identity Provider [ choose File | No file chosen

Verification Certificate™

|Save | |Back to Accounts List |
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FIE 3

FE 4

FIE 5

FlE 6

FlE7

FIF 8

FIE 9

FIE 10
FIEn

[Authentication Method] K 7 v 74 7 J A2 K T [SAML 2.0] Z&#R L F
97, [SSO Enable Date] (SAML 2N IEFICRER L OHERME S Nz if& /) 28
FRENFET,[SSO Email Name ID Format] 28 % 5~ &£ 47, BIfEIL, — B
SAML & HiIERIZ TNy R—r S FEJ,

[SSO Alternate Email Attribute Name] # A ) L 9, Z iuid, & aiaksl & L
THHAENIRNBEF A= TRV ARG ENDEMEL T,

[SSO Service Provider Entity ID] 7 4 —/V R T, —E X Fa (X —D=
7474 IDEANLET,

[SSO Customer Service URL] # A7 L £, ZAUX.SAML 7 A4 T 7 4
T4 TanRA L =D T YA URL T,

[SSO Logout URL] Z AL 9, ZAUL.SAML 7 AT 7 47 4 7 an
A% —puZ 7ok URL T,

TN AT DNNA T 47 (GBI [HTTP-Redirect] F 721X
[HTTP-POST]) 7% SSO Assertion Consumer ¢ URL & HiCFE RSN FT,

(A7 a ) [Download] 27 U v 7 L CT.SSO —E R 7B NA X —D
FEREEOa v —%2 X v o — K L £7, 24X CRES 7» 5 D SAML 1 2
T NBEROBHERIET DT2DICT AT T 47 4 73 A%—(1dP)
THERAE B4R ETT,

[Browse] 227 YV v 7 L.SAML 7 A5 > T 47 4 7 /34 % —(Cisco Web
tX=2VUT 4 77747 AETIL PingFederate) 2> b #Eflt S 415 SSO 7
ATUT 4T 4 T anNgZ —ORGEEAEZRBIRL 7 v 7r—RFLZE
T HIAEDOFEAZEN R RSN E T,

[Save (fR1F)]1 227 VU » 7 L ET,
[Activate] &7 U v 7 L £,

~

GE) FFMERFLIES . SAML 07 A U 2848k 20 ERH D £7,
ZHICEY REZT—BHEE TR TCa—Yary 77U T2
ZEmRn £,
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EEME

PingFederate 047 + URL DE&E

BCE 7S HAVERIZENAILTT)r—S 3y

i 451

FIE 1

FIg 2

FIE 3
FIE 4
FIE 5

()

IDP & L T PingFederate CiXE S LcmrXa—7n6u /70 351
I%.PingFederate TR 2 7 7 l\ URL ERETOLENRHY 7., 2T, =
VR 2—¥NCRES O EBIZu STy M THI2iFEu s T7U N RF %
7Y V?ﬁ‘é%gﬁ%ék&’)\#ﬁ CHHETY,

PingFederate TR 2 77 b URL Z&XET DITIX KD FIAEZFATL £7°,

7 517 > k@ [CRES Account Management] [Hj [ C, ABHGEHEL & v v
o—RLTHRFELET,

7 37 k@ PingFederate ¥ — /3T [Signature Verification Certificate] % 2/
Vo 7L ET,

[Manage Certificates] 227 U v 7 L £,
FE 1 CHRAFLCREAEEZ A AR — N L E7,
AVHR—FLEFEAER T T A~ VEHETH D Z L 2R L £,

PingFederate TIX.SAML =2 7 7 s BEIR AR T 5 & & ITHEE O ABHRER]
FEEMHCTEET, ZORR.CRES O AMEHEL Y Y rn—F Lz
%, Z DOFEHE S PingFederate T1 HOD DENV 7 I A v ViEHETH S
LR TOMERHY £,

ED

%{AIJI

BEURARA T TGREFA—INBCE) ST T AL FFTARAN TS r—
TarvEEATHILE E—TICBABEARET 7 ANVEEET L
NHOET . INODOFEEEITTIHINI. T HY o NEHETHDLEN
HYET,

BCERET 7 A /WVIZE4 L TEAT BITIL. [Accounts] ¥ 7 [ZHE L .BCE
TITAEFEMNCT DT T b &ER L F9, KIZ,[BCE Config] # 7
WCBEL LT OFIEICHENET,
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GE) F— Y —E L TCiscolronPort 777 A7 AT A% Bltsd
AHIZ ., Cisco IronPort Bs 5ALT 7 F A TV A b —F v a7 a—R
THVLENDHY £9,

& 2-17 [BCE Configuration] # 7'

l'lll'l'l
cisco

Home

| Accounts

Manage Accounts ered Envelopes

Account Management - 1234 Example Account

| Details | |‘ Groups || Tokens || BCE Config || Images || Features || Security || Templates |

Step 1: Choose Token to Use with Configuration Template
Choose = tokan to sssociate with your configuration tamplata.

Key Server Type ® CRES
! IEA

Step 2: Download Confi ion Templ
Dovnload Template |

Step 3: Edit Configuration Template
The template contains comments describing the configurable items to be edited,

Step 4: Upload and Sign Configuration

Upload the template so that it can be digitzally signed for client verification,

Upload Plug-in Configuration™ I Choose File | No file chosen
Usload and Sian

Step 5: Distribute the Signed Configuration to a Bulk List [optional - CRES only)

Upload the digitally signed configuration file, along with the email racipiants and amail subject. This step will distribute the signed configuration
filz to all the recipients in the .csv file am in the text field. For security purposes, the signed configuration file is only recognized in an
zncrypted envalopa. Thus the optional TLS settings of recipient domains will be ignored whan sending = signad configuration fila.

Upload Signed Plug-in Configuration™ ' Choosa File | Mo file chosen
Uplozd .cev file of Email Addresses” | Chogse Fiie | Mo file chosen
Recipient addresses (comma or semicolon separated)” | |
Email Subject™ |cisco BCE Configuration File |

Distributa Config

T = Recipient addresses should be provided in a CSV file, entered in the text field, or both,
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FIE 1

FIg 2
FIE 3

FlE 4

FIES

GE)

RET LV —FTHEHTL =27 &R £7,

*— H—/3L L TCRES #1955 51X.CRES h — 7 » Z&IRL £7,
Cisco IronPort 777 A7 v A&FEHT LG EIZ. a— D w2 L ITH T
2—RLZIEA h—27 2 IZBEHL. 7y e —RFRLET,

TSV —h Ty ANERET OO a— KL ET,
a7 4 F¥al—Tary Ty ANERELET,
BCE_Config.xml 7 7 A /VIZIX FFEDREICEDLE TRET HILER D D

T A=V ROEMREENTVWET . TFRAN 2T 4 X TT7 7 A 1V%E0
X T A PMICRBEEINTODFIEICKE > THRELREFEITWVET,

[Browse] % 27 U v 7 L C BCE_Config.xml 7 7 A VEEL .7 7 A VB HED

Mo72 b [Upload and Sign] # 7 U v 7 LET RET 7 A VICELT D &,

BCE_Config_signed.xml ELTRREINET . ZOT7 7 AV EB—TI)L
VNRIFL ET.

%‘%{ﬁif RET 7 ANEfr DT R a—FITEAT HITIX RO FIEE
Liﬁ“

a. FLENTZEF A —NVEIERL . ZFOR SIS E L A —IZ
BCE_Conflg_s1gned.xml T ANERMNL ET,

b. KIZ.BCE(E YRR 75 ABF A— /) EHNT DT _TOZLR
a— o DEFA—)L% 715‘1:: Lij—

G¥) BB A—IVOEEHIL.BCE_Config.xml 7 7 A /VIZEHL LTZT B
N ]\%fi%kﬁ@'@&)éﬁ?ﬂ% NET, A=V 7 URARNETIZ
BCE_Config_signed.xml 7 7 A /L& % 5 72T < 72 & W, CRES 1%
A=V 7 JZPMIRIEL TWEF A,

(AT a ) BHFEHRET 7 ANVE —FE) A MCEETLITIT KROF
JIE A ZEAT L £

W@*%Eﬁﬁﬁﬁﬁmm%ﬁ%@&ﬁﬂ%f%ﬁhmA%@%ﬁ%g
# 2 BCE_Config_signed.xml 7 7 A )\ % . — Y|\ G@ YN AR § % 729

[EA BHEDETFA—IL TRL ANLEEEINIESALENTE %f—w
W27 7 ANVERMTHZLERD D £7,
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GE)

a. [Browse] %7 V> 7 L v R 2—WIZ%ET % BCE_Config_signed.xml
77 ANMIBEIL £,
b. [Browse] "% %27 U w27 L TCBCEZ#HMNITHEFA—IL T KL

AD esv 7 7 ANVIIBIILET . FiE. b ~FE il an s T
HoNEEFA—NL TRLAODY AN FEH AL F9,

c. 77 #/V bk T.[Email Sub]ect] IZ [Cisco BCE Configuration File] T9, &
BT DT D7 A=A RIZHLWT XXM EZANL 7,

d. [Distribute Config)| %27 Vv 7 L C. T A=V TRKLZADY A KT
BCE_Config_signed.xml 7 7 A V& 3%f5 L £ 77,

X = V7 4 LOEH T.BCE_Config_signed.xml 7 7 A /LTS L=~
0= TCOLRBWHENET  ZDOTD ZEERN AL OF T 2D TLS
FXE 3. BCE_Config_signed.xml 7 7 A /L D E(FRFICHEME X L E T,

BCE Config [Z &k 2B RAKRAD B/

FIE 1
FIE 2

FIE 3
FIE 4

BCE Config & & 2 &4 Mk % A2k L T, = —¥ 723 BCE Config 7 7 A /LD
TRE £ IIEF AT >7-% T% BCE Config 7 7 A VIHEEIZEF =2V
T4 CREINDLOICTTEET,

BCE Config |2 & % B4 MAEE HICT 5113 RO FIRZ FATL £

[Accounts] % 7 C,[Manage Accounts] ¥ 7 Z IR L 7,
THhHU v NEBEE 7Yy 7 LT, [Security] ¥ 7 AL £7,

BCE Plugin Configuration
Enable BCE Config sign verification

Save Back to Accounts List

[Enable BCE Config sign verification] = v 7 R v 7 A &N L 7,
[Save (fRIE) 1 &2 27 U v 7 L ET,

Cisco Registered Envelope Service 5.31 7H Y FEEBEH A F
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Secure Compose ~D7 I A DEEME EFZhIE

ZOBEEMI T 5 & = —H ) Secure Compose %I L TEF A —/L &%
FTHZLEHIRTEET, EDOLED A XY U ELBFET—IAT7TETE
F a7 ORERARRER Y > —OERDBIEAET D AR & 5 Secure
Compose 7> DFEA A —/L Z il T £,

Secure Compose # NI+ 25 L HHyOT HU Y FhO2—HF DT K 22—
W AR—=Z T EMDOFE S~ g A= —/5 [Compose Message] U
YU RHIBRSET,

Ty MCEEM T ONER A A HNOZ—FIZ DN TDH Secure
Compose # N TEXET, K AL ZT H v v MMTBEREMT 2121, A
H— PR—MTEEL TEEW,

& 2-18 Secure Compose ~DF 7t X DHEZIE

[ Details |[ Groups |[ Tokens |[ BCE Config || Images || Features | Security |

Account Number 1234

Account Name™ Example Account

Description Example Account

Status Active v
Enable Auto Provisioning

RuleSet All v
Enable Sender

Registration

Make Secure Compose 7

Available

Suppress Java Applet in 7

Envelope

Account Certificate Regenerate

On TLS failure choose one of the following delivery preferences
# Fallback to Registered Envelope Delivery

Bounce Messages
If TLS failure delivery preference is set to Registered Envelope, please remember to

change the TLS delivery option to TLS Preferred on your in house mail server.

Authentication Method CRES £

Save Back to Accounts List

Cisco Registered Envelope Service 5.31 7 h Y F EEEH A K
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FIE 1
FIE 2
FIE 3

FIg 4

FE 5

GE)

[Accounts] % 77 C,[Manage Accounts] ¥ 7 Z IR L £,
ThoU NEEZ 7Y w7 LT, [Details] # 7 #EIRL £9°,

Secure Compose ~D 7T 7 & X & H 47 % 1Z1% . [Make Secure Compose
Available] F = v 7 Ry 7 AZEINL £7°,

Secure Compose ~D 7T 7 & A Z M) F % 1213, [Make Secure Compose
Available] = v 7 R v 7 A B ERINERL 97,

[Save (fRTFE)1 &2 27 Vv 7 L ET,

T kO [Tokens] ¥ 7 IZFKR X5 SecureCompose b~ — 27 > 1%, R
IS AR CEXETATDO =7 2 BT EFHIBRL TH .,
Secure Compose L M2 2 ¥ F A, Secure Compose % fEZh 123 5 121X,
REOFIEZMEHL £,

CRES Z&E®H 5 & D75 DNS DEXTE

Sender Policy Framework (SPF) #5iE 0 4 i & ]3¢9~ 2 121
mx:res.cisco.com, mxnatl.res.cisco.com, mxnat3.res.csico.com % SPF L == —

NIZEM 2 BE R H Y £,

CRES %# SPF L a— R IZIBMT A0E & JTiEIX. R AL R—h VAT b
DNS)MNFY hU—27 FARB Y TEDOILHIIZHEEINLTWAENIL-T
Hp ) £ MOV TIL.DNS BEHEICBEWAbELTEE N,

CRES # & % K 912 DNS 2 E STV 2 W55 | Secure Compose &
X T A RESNTREENERINL AT Y F F— F—"%f L CE
BEND L BEPT RV ATZEZH[TI APSNTNDLIPT LR L
—EAP SPF RREED ML £,
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ZDOETIT RONEIZOWTERY EF £,
o [LVAR—=T 47 OME] (1 _—)
e [Account Usage L AR — |k | (2 ~X—)

LR—T 12T DOBE

UR— MMERBIZ MR REE AN T AT TEHOLR—M24ERTE S,
ENRLT VWA H—T 2 f AEHRZ TOHETBIRL 2L R — ML, AT

Ly Ry —hEIEPDEERTH Y e — R TE 4, LAR— MEREICT
7' AT BIZ1E [Reports] ¥ 7 %7 Vw7 LET,

FIHATREZR L AR — MEIRD L B0 TY,

e User Information L' R—~, 7 v v MMIBESIT O T-2—PF DY X b
ERALET =T AFETH) 22— FIDEF A= T KL R 4,
AT —2 A MERB ka7 A B UIREREFE R R &) 72720,
1O EDR AL BT 0w MZBEEMAT ST AGAICRY 7,

e Users Status V3R — bk, K A A VICBEMS T ONTm2—FDRAT—HF R
([New].[Active].[Blocked]) # -~ L 7,

e Account Usage L' R— 227 v b O RO M EH A2 FoR
THIIE. 2OV AR — b &EITL £, Account Usage L 78— k DFEMIIC
DUV TIE, TAccount Usage LR — b | (2 X—=I) 2B ML TL7E 0,

User Information L A" — k 33 X OY User Status L AN — kL @ . AT LE
FEMEALET. CNOLDLAR—=MI. K AL (BLXO2—=F) 0N T HY
v MZBE T BN TV A SEETE T T,
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W Account Usage L 8—

Account Usage L 7R— k

Account Usage V' AR — MIFFEDT v b OFERRNEHREZFRL £
T T FE b= T N=TEE N EEA Yy =V L Ay =T HD
VARG ENET b =22 LiE CiscoE A=V X2 VT4 7774
7 A(ESA) & CRES(F721Im—Hh/b F— H—2X) LORTT — ¥ &5
(LT 27-DIHEHAINDIBEREREOFXF —C WA F~v— R —FTDOH
EHINET,

GE) @E MEoT7 Y NEREIXH—ORET I N EERL ET,

Account Usage L' AN — F Z KT 21X RO FIEE FEITL £7,

EIME1 [Reports] ¥ 7 % 27 U 7 LT, [View Reports] X—IZ7 7 AL £,
FME2 [Account Usage Report] U747 U v 7 LET,
[Account Usage Report] ~— U NF RIS E T,

& 3-1 Account Usage Report

Account Usage Report

Sort Order
Descending 2

Time Sent From  (05/08/2014 09:06:43 AM ¢ B2

) Time Sent
Time Sent To 05/09/2014 09:06:43 AM ¢ B

From

To

Create Report

FIE3 LVAR—F 7T—FXORMEHZ AT 508 R L £,

FIEE EEELZEEZEOEBETA—NTRLRARY 7Y 3 ORBEMEE AT
L %7,

Cisco Registered Envelope Service 7 ho > F BEEH 1 K
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Account Usage L#— W

FIF5 LAR—h FT—FDOY—MEZRIRL £,

FIEE LA—F T —XIZEDLHNERINL T EZEIRL FE2EO L5501
[Add to sort] & . %% &/ 3 554 1E [Remove from sort] 227 U v 7 L £7°,

FIF7 [Create Report] 27 Vv 7 L £7,
L AR —hDERK% . PDF 7213 A 7L v Ry — M TLUR— ME#HE 4
7oa—RTExFET FELLAR—FDWeb R—=V BT v I~=—21L7=0
FiRIL720 T& £7,
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W Account Usage L 8—
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= CHAPTER I

X—DERICDHELRT—20D IEA
H 5 CRES ~DFE1T

ZOEOHNFIZ. KD ERBY TT,

o X —ODFERRIZHNERT —Z D IEA 7»5 CRES ~DBITIZONWT
(4-1 ~=—73)

o F—ODERIC M TR T — X & IEA 7>5 CRES ([CB1TT 5 Jiik
(4-3 =)

e HTTP 71 OREWH (4-14 X—)

o VRIT aLTUY X2 T Il A N EBHFELILEN
(4-15 ~<—2)

X —DERIZHELRT—2® IEA h 5 CRES ~
DFBATIZDOWNT
Cisco IronPort i 547 75 A4 7 A (IEA) DEEFED A A N —/L03H 0 |
2—H F—HP—_ELLTIEA AT 5ROV ICxF— DR & FEIZ

Cisco Registered Envelope Service (CRES) % i 32 55613 . AT FIAZ 52
ITTH0ENHY £,
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BIE F—OFERICRELZT—S0IEAH S CRES ~DBAT |

RSN HEZX. = R 2—FRAESOFW= o Xa—7 % 5] X i X B
ETE HERETOILENRWE HICIEA 205 CRES ICTXTOBEFED

=B —FT—FE2abt—352 LTI, 2N%EITH 72D . CRES T
WX IEA AT —4BIT7 747 M. BXOCRES AIZT—% A HR—F
Y—be 22 LET . NODO2—FT 4 U T 4 TIEIBEGFEONN—R T =T
EHERAL. A7 TARN T 7 F X IIRTHERIILE 2Nz a—K A

TG BINT 2=V G =R P OEFEOKELZFIFH LT A Z &
NTEET,

FI7 NN TR BT T7AT > MIT—ZOBITT/NA%Z 1 BFETLE
T DN AEFITTDHLEINCTITAT U N ERECEET BT T4
72 MITTIZEEEADL a2 — K ZiBBF L .CRES (2L > CTT TIZZE
BEHOT—ZITHEEL EFA,

[EAL a—RFBBITENDEIEANS CRESICh 9 7 4w BN HE A1
JhENDEIIC WK ONDOFIAZETTIHILERDL Y 9, FOFIAIC
OWNWTIERDOEZ > a > TRELLKEHALET B U T EED TT,

1. =R =050 HTTP s 77 4 v 7 % IEA Tid72 < HTTP 7’2 X%
NV E AL 7 T HEIITHREL £,

2. TR a—¥RIEA THEHSNDFEHEONRDV ICT vk o 2+
% HTTP N 77 ¢ v 7 TEHE T & 20847 £ 7213880 SSL GEI H % fif
T2 EHICHTTP 7' X% 2% E L £ 9, Cisco Email Encryption
Compatibility Matrix]® [ Supported Certificate Authorities for CRES |z 7
Ta U ARENTVDEIWNTNDDFEAFICL > TEALINTND
RERRE E7213E OFEAFICER S LTV D REIE A L 9 2 B
b ET,

3. CRES L OfFfHE L7z HTTP @{51C SSLAEHEZ MM 42 L 5127 m
FUERELET,

4. IEA ~DFTXTOHTTP b 77 4 v 7 %O VICHTTP 7 rX 2V
ZALV I FTHEIIEDNS Y—R"BLOT7 7 47 7 4+ —/LDL—)b
EEHL T,

5, T XCOKEILT T IAT L AEITAT N Th—T 0 BFEHLFT,
6. IEA ZEZhizL £9,
BEFA—IIL RAAL2 L CRES DT 7y & BEMT £,

~

Cisco Registered Envelope Service 5.31 7H Y FEEBEH A F
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| #4F F—DERISBRELT—3F0 IEAH 5 CRES ~OBIT

AA v FF—nN— Fa R TTICETFENRNT=O  —EH D IEA 7 T A
Tv MIIBA A LT 2R REMERH Y £9, F D 72O CRES ~D I

F—=V T MR ERT —H_R—AOEFNBETIREERNS Y 9,8
HENT=T — 2 % EWHCHER L . CRES ICEF ST — 2 #8177 5
KT BTV TAT U M EHRETEET,

CRES BHHE LI BEEDTHT L FOXF—DAVR—FNEHAL. . T— 4%
AVAR—FCELHMERBET A HEMAERNY > —2RETEET,

BIT7 2 AL IEA 75 CRES I —Y F—Z LR T O a—Y 77
TAET 4 at—LET L BT X n— 72T
MR T — 2R EFEN T BT e R 3T Ay NEBE SR T AT
MIBL TWHMO2—4 D CRES HERZ AR L FHA, Z D7), 22—
DOHEMRIZ CRES EOT o v NEBEOHRICT v 77— I nEtd
o T2lZ L =R T T T H U NEHEHBR TR OBE.TDOT 7k
AMEIZ IEA TO AT — & 2 ZBR 7 <HIBR S N EH A BITHR, = —FIL@E
WOHETT Iy NEREILT v 7V —RTEET,

F—DERICBEGRT—2 % IEAD D CRES I
BITI BHIE

BT DR=EH

CRES 2T T DRI ROBHESRM 2T HERH Y £,

e CRES IZ#1T#H L A — b SN2 WEEFOKEEZ M H T 2 L ER 720
T EERMERELET, NS OEREDFEM & B2 oW Tl [CRES T
A= b SNRVEREIE 7 v a v (-5 X=V)EBRLTLEZS N8B
T7av A%t DL A3 T 7= PR — M OEKT D L
TR EFBAL £9,

o BATHUEMNT — I RXR—REHETHHIN, F21ET — X _X—REH
BT 7 BAL CHETEDZ L2MHRL £7,

o HITP Vux s ¢ L CfHTE A~V BXOHTTP 7 a2 & FEfT
TAEDICHERY T R =T RHAZ L 52BEL £9,

e CiscolEA YV 7 Y =T %5 _3—2 30 65611777 —RT+ 54
ERHD F9,

[ oL-22158-02-J
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e CRES 717 ¥ kB 72 W54 1, stg-cres-provisioning @cisco.com (Z 81
A—NEFEEFEL LLTFOEREEMEL £,

- THUNDOARNBEITZ. SHATT RA SN RAE~—D
Y. 7 10 > b4 LI Company Name < HOSTED] T4,

- THUY NEHEIMEHESND DAL~ —D A=V T L X
- WELEITO BSAT T I9AT L ADV Y T NVE S

o VR HAL~— YR— ] 2H (jea-migrations @cisco.com) (TG L
TUTOEREZREL BT 22 ZBBL £7,

- CRES D7 /17> F%EH,CRES 7 417 k3 WA 1L BTk o §if
OB ST . THT L N E2IERT D L DIV A3 | TRIH
LTL7Z&E,

- BITEBMGT 2 A, EBICBITEFEITT5072< &b 30 HENZ
VARAIEREL TLIEEN,
AT HAKw— PR — Y
- BITEZARRICT DXL T U P EREL £,
- BATOBMBHRLEKRTHREA®RTL £9,
- TADMDFEMEBITY 7 v 2T ~D ) 7RI NE
FA—NEIREL ET,
- X2V T A CREI N R —T TEX 2T 4 T—%ff
HALTEFA—NVEEREFLET,
o VAR HALw—HR—IMHYBEFNLEEFEINDE LT A —ILDOIERIC
s T KDA VA=)V AT VT "EHE T ya—RLET,
— cres-dbmigrate_install-4.5.1.xxx.sh
e RDa<UREFITLTC.ar Y —LIIHAIENTZSHAL X 4 =
ceZrm—R YA MOURENTWVD SHAL X AV = A b & % ik
TAHZELIWZEN AV A= AT TFENREFRIF T a—RF S
722 EEMGEL £,

openssl dgst -SHA1 cres-dbmigrate_install-4.5.1.xxx.sh

o BT AFIEDOEID 2 S>DAT v FIHi > T U TFOHEA ZHEL
F9,

- token.jar

- EX 2V T4 F—BITORT Va2 — L FBICEX 2T o Ri#ES
hizxzrNu—7TES A—/ViEfRF)
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| B4FE F—OEBIZBHRERT—20 IEA H 5 CRES ~DIHIT

e PostgreSQL ZfEH L CTTF—# _XR—R&ZFHL CWHHEA %R T5TF
I 4 TF — s — AZEH A )T | % EATF 5 7512 PLIpeSQL A% A
VAR =L ENTWALERS Y FT,

CRES THR—k ShizL g

BITFIR

FIE 1

CRES (21T L =44 . Cisco Ironport K5 51t 7 7 F A 7 > A (IEA) D v
\ZCiscOBE A= X a0 T 4 TTIAT LV AZMGATILERNDHD F
T,CRES (IR AT v R h—E A THDH=HO.IEA R Dr—H /L F—

P XN D EOEEE R — F T&E FH¥ A, L7 - T.CRES IZ
BATT HHIIZ.CRES TH AR —F &L TV IEA OEEEN L E /22 &
AR TOHMLENH Y FT,

CRES [ZBATTEX HME I M AR TE D LI ITIEA TS EHEATWY
HH%RED 9 CRES THIEFIH TEX 722Vt 0 DflZ RO Y A MIRL £77,

e Oracle 7 — % ~X— A :Oracle ZfEH9 2 IEA X, BERBITOXZTIEH
DEBALAEEDY Y —ATHR—FINDTETT,

o EX VT RSN A—NERY TR
e LFS(FEDOKENT 7 ANLDHFER—)
« AF—h AL ORME

o —IRPDFBELFVE:CRES D —H /)L F— X ~_X— 2% LN SAML (F A #
Vv —FEDELS A=V K AL DFEDH) THEEI Ll 2 — Wi,
CRES T i AT RE 72 ME — D FRFEJ7 15 T3, LDAP =° Kerberos 72 & & D,
D IEA FREFHIEII Y R—F ENEHA, T8 Y — 20BNV v 7
TP (Fz—ibvy 7T v NI TFR—=FENEHA,

IEA BSBE D FEMIZ D\ CTUX. [ Cisco Ironport Encryption Appliance 6.5
Configuration Manual % 2L T 7230,

IEA 75 CRES BT 511!

tokenjar 7 7 A VxR —H ) KT A TIRFL ET,
a. CRES|ZEHHELL Cus/ A4 L. .[Accounts] ¥ 7 & &IN L £,
b. [Manage Accounts] % 7 ZiEN L 7,

[ oL-22158-02-J
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BIE F—OFERICRELZT—S0IEAH S CRES ~DBAT |

c. WA= —THT b == DT 7 b BERNL £,

d. [Tokens] # 7 # TN L £,
e. h—27 2 DFE T SecureCompose ~— 7 > @ [Actions] ¥ D FliZd D4 ™
va—RK 7 A4arE )y 7L ET,
FIE2 X2V 74 F—TBITORTYa— BRI eX=2) T RSz
PR =TT A TN PRI EFANVEESNET,
FIE3 BAXBITZI9A4T7 v e A A= LET,

a. OIS RZASLTSCP ML TIEAIZBATZ 747 b
Ty ANEIAE—LET,
scp cres-dbmigrate_install-4.5.1.xxx.sh admin@<IEA IP Address>:

scp token.jar admin @<IEA TP Address>:

b. SSH Z il L CIEA ([Z#ki L £ . BlZRL £7,
ssh admin@<IEA TP Address>

c. A A=a2—T AT7varxzZ ANLTUNX a~xF s
MIZERY £75,

~

) xA v ariFBELavr R Thid Ama—FFvaronl
A MZRTRINEEA,

d. KOaxr el T BT 74T b2 A= L ET,
sh ./cres-dbmigrate_install-4.5.1.xxx.sh
FIR4 T—HIXN—AEERZ VTP EFEITLET
e PostgreSQL DAL RO L IITATL £,
cd dbmigrate/scripts/postgres

psql -p 5432 -h localhost -d database-name -U db-admin-name
-f ~/dbmigrate/scripts/postgresql/migration_table.sql

GE) ZOFIAZEETTHITIEPLPESQL N A > A R —/LENTWDLLENRD Y
E3c a8
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FIES

e MSSQL O 1%.SQL Server HEH Y — LN A AR — /LI TWD
Windows ¥ NZAZ V7T R &Eabt —L ROWTNNDHIETAY
V7 NE2ETLET,

- SQL Server Management Studio GUI D15 H
- R®CLI 2~ K DOFELT

sqlemd -H hostname -S sqlserver-instance-name -d database-name -U
db-admin-name -P db-admin-password -1 migration_table.sql

A3 Ty =Jv AR — IR L T, dbmigrate.properties 7 7 A /LD /X
TA—BERELET, ZDONTA=FIL BTV T7A47T  FOERREHRE
THEOIHEHENET, ZNED/NRNT A—=Z|ZONTIE LA F DR TR
L £,

LUFDORITRTHEARRE T A—2ITMA T ATk B THH S L2 L5
TA=B BT L TEET,

BEFTREZRBRAED 1 DIL AT TRICH P & A3 T 7 =)v F R — b
WCHHEF ANV ERETLHZ LTI, ZOBEMTIINRNT A—X
mailserver, mailserverport, notifyComplete. notificationRecipient, ¥ &L O}
notifyCompleteForm % 3% E L £,

T DOBATE TRICT Y B a—FIC@HETF A — L2 RET oHED
RETEET, =N a—WFriF@EmaRET 25013 8 A —/L@m
BT 7oL ZITRELZBET 5720 BT r kA2 R 22— P
952 LML £, 2070, ZOKRITIEREE & R s 7,
TR a—YPEMAOA TV a3V OIERANT A= FIZON T T B &
ZRL TLEE W,

dbmigrate.properties 7 7 /L F721L CLI ZEH L T IRORIRTBITY
TAT N RT A—HEGFETE £9, dbmigrate.properties 7 7 1 /WL B
T2 7AT D AVAN—THELT AN D conf 7T 4L 27 K VIZ
HYET,

WAERIX

NI A—% FF7vay BE

url WZH 7 —H# ~_— 2D JDBC ##it URL, 1T &
NDEIZHOWTI U TOELZZRL
TLEEW,

driver VB JDBC K 7 A4 U TOEFLESL T
<TEEW,

user WA F—=H X=X 22—V,

[ oL-22158-02-J
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GE)

WABETX

N A—4 A7 ay |EE

password WZH F— A NRN—=Z )RAT —

token WZE CRES 7HU Y FDKh—2 2 JAR 7 7 A
IV DA,

securitykey WZE RREDBMEX 2V 7 ¢ F—,

importserver 47 ar |CRES BiTA AR —hK #—t 2D URL,

passcount F7vary ETTHRICETEND =P L X —
F—=TNDOR2E (F T H b K
L),

passdelay F7var BATOETHEE) HE 0 1B ME D ER
2720 £9, (F 7 40 b 112 e, feslh:
1 R

mailserver FTary | A= H—="OIPTRL A,

mailserverport FFar | A= B—ROKR—FFE,

notifyComplete FFar BATETROBHETF A —LVikEE2 69
FATEIC L EF A RMENL true F
7213 false T4,

notificationRecipi |47 3 v |BITETHOBME L A —ILDOZEED

ent B A= TRV X,

notifyCompleteFr |42 g5 |[BATE TR OBHAE L A — /L DEEFEHED

om BT A—INL TRL A,

notifyComplete T Fvay BATRETLREZ BT D202k

Subject 15T DEL A—ILDOUELTT,

IEA IZET 26 DL 3E 2 IDBC R 7 ANEBHEHTHEEIT.FOR
FANRNDIAR 7 7 A )V % lib 7 A VA2t —FAUERH Y £9°,

MSSQL ZfH L TWAHEIX KD T A—XEFHEL £7,

e driver=com.microsoft.sqlserver.jdbc.SQLServerDriver

e url=jdbc:sqlserver://database_server;instanceName=instance_name;database
Name=postx;other_options
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FIE 6

dbmigrate.properties 7 7 A /L CHRRETEX DTN TONT A—F (L, a~v
RIAVEMALTRETHIEHBTEES  LEL. AV R T 4010
2ODBMAT v ay NI A=ERHY FT RORKIZFT LI I, a~vy
NI AL TCRERNT A—=HT4ODHTT,

WAFEIX

NS A—4 A7 ar EE
url WA F— 2 ~_— Z D JDBC #:#% URL,
driver WAZH JDBC R 7 A \4,

user WZE T H R A 2

password WA Fe A NR— 2 )NAT— R

help FFay WENT A—ZOFAEZM L 7,
config F7Tary MR BRT 4 T 7 A VDOL4T,

WD a<> K% AJJL C.dbmigrate_check A7 U7k #FEITL £7°,
./dbmigrate_check

dbmigrate_check A7 U 7' NI BT 7 747V FRIELLSHEESNLTWND
ZEBATICRE T — T VMERR S D Z Ll e b —s v b EX o Y
T4 FXF—PHDLI L) EMIEL £9, A2 U7 ME — W % — g
uuid 20, RO X —FUZ BT 2 b $R4E L L JE PostxAuth ¥ —(Z2\ T
T—ER—2AE R L ET,

T ER= AN B IROIEHRP 2 Y — IS VET,
e T_KEYSTORE 7 —7 /VNOF—D¥

e T_USER 7—7 /VNOZ—HF D#
T_CONTACT 7 — 7 VIND 22— D%k

T_UUID 5 — 7 /LND 22— DI
T_KEYSTORE 7 — 7 /VINOETHEIL 7-F — D%k
T_EXPORT_KEYSTORE 7 —7 /L IND F —D ¥k
T_EXPORT_USER 7 —7 /L ND —HF D%

o F—HZ N— ZNIE PostxAuth & — (T_KEYSTORE T —7 /L) i i+ 2%
BAIT s

[ oL-22158-02-J
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FIF?7 XU u—RLEZ77ANMIEENDIAT VT NERITLTCBITZ 94T
v NEBEBTAICIE KOav R EANL F9,

./dbmigrate_client --password=db_password

FhE S OFIICHES TA—IL B —NEBHNRT A— X EHE LT
BITHRRE T LSBTV 94T "M HEDEV R T/ = 7’7/1/*}
R—MIHEHE AR EEINET . VA T 7 =01 BR—MZX
%TT@F%%%WLL/ @TTﬁ‘ﬁkIjjbt_i) Eoymnr %%ﬂbjﬁ—;«

G =2V THTUVFBLIORAAL AU R=V v T IIBITT Rk
T INFHA BEGFO—F La—RNIZE&RLZ T MIBE#H SR
T ITRTCOFH2—Y La—REFT 7+ 2= 7H7 2 FAD DIZ
BMEnEzd, 23 77 =k $iR—MIBITHRICES AL, o2—H
ZFFENTCTELWT AU Y MIBEIT2XERH D 7,

IEA == —# 7% CRES (T WCEIET DA . FO2—%® CRES & — & 1%
fREFS N, =T — X /’E JiITERENEE A,

[EA A v tB— DFEEFEH N CRES TROMN D RN ﬁtzi%/ﬁ—
/#ﬁfﬁfbﬁwi~%itiM@éhtn~ﬁ#%%héht
ZOXF—FRBITEINT. =T — Avt— /ﬁ‘%ﬁéhiﬁ“o_ODioiﬁ
X —%BATT 51X, CRES CTliy)7e = —W % FE) CIER L BT %2 3
THVLENDHY £9,

BATHRRETL. e RN ESND & a—Vixor Xa—7%HET2

7-OIWIZIEA Z7 LTy v VOO VIZCRES 7 VT v v Y L EERT 54

ERHDET . ZOLIRRENBET L L2V N a—WFZBHT D
DITEEE DO EETT,

FIE8 BITHBTLIEH. VR 22— 5OHTTP b7 7 4 v 7 % IEA Tlid7
SHITP 7 ux VA AL 7 THEIICERTTALENDHY £,
HALV I SWBUBERNT T 4w ZIZEROLORH Y 97,

o T RO—TDOHLWNWF—EFERLIEZVEFOZ Xa—T D% —%
ALY 35— P — 3R

e WebSafe ~D it

* Secure Compose ~D i

o FUTAv ZrRu—T F—TF =Dkt
o ZDOMD Web 7Y r—=3 3 v ~DHHE
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FIE 10

ORI T 4w T RBIVA AL T MTBITIHIEA OOV IZEMET S XD
\Z HTTP/HTTPS 7 X L 2R ETHLENH Y £3, 207 nx v pIEit
FETZBEFEOF Y U — 7 IEFEL £ HTTP 7 13 2 F174 5 8AF
@ww#wﬂitifm%/%%ﬂﬁ&wﬁA@Hﬂ?fm%v%iﬁ
THEDIZH LWV EZRETDHILERD D £, X EFNIZ OV T,
[HTTP 7 XL OREF I 7 ar (4-14 =) 2SBL T EW,

~

GE) BT obE2O#%BIEA DX 2T 4ff#EIN-= o _Ru—70D
HAR L vIOMRDYIZT 7 40 F O CRES RARERINET,
HAR L BT ERETDHIC iEA®ﬁX5AD:@E*%CMB
DHAZL BTOERIZERTLLIICTaF v EHEL £7,
IEA ® 2 T QESROFNL RIZH Y 5,
https://customer_domain/websafe/branding/customer-logo.gif
CRES O A X A v QEROFNL KIZH Y £,
https://res.cisco.com/websafe/logo/your_CRES_account_ID/branding/cu
stomer-logo.gif
CRES 71D v MZH AL A v Z8INT 5L, gk Ao
RE—TOuIADHAFTAR || 7 a3 29 X—V) B
TLIEE,

TR 22— NIEA THHENIFEHEORDY I 2R 2T 2
HTTP 77 4 v 7 CIEHHTE AEGFE F 72130 SSL GERREZ M A4 5
L OICHTTP 7 u X 2% TEL £7°,

[ Cisco Email Encryption Compatibility Matrix]? T Supported Certificate
Authorities for CRES] & 7 2 5 12U A b STV W0 DFREFFEIC
Ko TEBAINTWDHAEAE, 72132 OFEAEICHE I SN TV HREHE
ZEMTO2LERH D £,

SSL A=V a 3 X ABDOY ) —ATHR—h SR EEA, ZDIZD,
Transport Layer Security (TLS) #8325 Y 7 b U =7 2T 5 L) &
D iﬁ‘o

PR—F ESNDIEERICEL > TELINTWHEARITIEA L ﬁ%bt%@
&ﬁuﬁ%%%ﬁﬁféﬁﬂwﬂﬁ%%ﬁmﬁé L TEFEI,AHE
HIVUL BEFOFEHEREH T Z L2 HELEL $7,

CRES & OfE@H &7~ HTTP J#{Z12 SSL sFBHEA 45 L 512 HTTP 7
oXEREL 9,

[ oL-22158-02-J
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FIEn

FIE 12

FIE 13

g 14

g 15

ZOGEDOREOFIEX.CAGEAEDFEA N T 2SI Lo vk
VEBTEL E£T, FEATREIEMEW B J7 1k & LTI, CRES FEAE A R
MIZEET L)X zq 7153“6 LT LT e —F

TlX CRES FEFAEDN B H & 15 7= QN BRI 72 15 #EHERfR &2 B0 3 B BN
HYET,

HTTP Z:%E L 7= 5. IEA D722 W IZ HTTP 7 2% i3 _XTO
HITP F 77 4 v 7% VX AL 7 b TH5L9ICDNS T —R_"BIORT7 747
T A —NDN—NEEHFTINERNHD £7,

TRCOWEAT T IF7AT VAL T AT R Th— 7/%E%ﬁbiﬁ‘o
Z i keyserver /N7 A — X DI AL LG FAERENES S 72O 2 E T,

CiscoEA— N EX 2T 4 TTIAT VA LED =0 HHTHIC

[Z.CRES B AL T 7 7 AN 0V a =0T SNOLERDY 7,
Outlook 77 7" A >~ Cisco BCE Mobile App for Android, Cisco BCE Mobile
App foriOS 72 87 Z A7 M EO N —27 & FHH T HIZIX.CRES 7' 1

T 7 ANVTHERENEZHFLUWBCE 2y 7 4 Xal—vay 77 A )VER
U m—RL.CRES 7 h U s OEBRFNG OB AL S LB A —L
ELTHYZ—ITEEL £,

IEA W55t — & FIk U 97,7272 L (IEA 2 BA9ICOI L Ze v T <72
S,

BATV AT b EBEEITL CURNOFEITUROF T2 KM L £3, £/
X B ARR =R TRITZVIAT U b 2ETERR 2 ¢ TE £,
2EIBOEITNEFICETLEEAS A3 T 7 =h)L R — MIZEhLL
DT o MRBITEESICL £7,

Vx:%&:ﬁwﬁﬁ—bmﬁﬁbﬁﬁﬁwﬂvF%%y%CMBTﬁ?

AT ET. 207 et 20— BREL T VA T 7=
T MIZDOEFA—IV K AL WIZBEFD CRES 2 —H %7 v > MZ
BELIT BOBHTATHET A R AL T EBS® CRES 74
7y NMCBEEMT S Z ERTEET,

BITSE TROMBEEDEL

CRES [ZIZ IEA LT R 2HEE Y N3 H D720, Z0ENR 2 —F DR
AR AEERH Y FT. 205 2 >OMEEYE v FRIOREEEDE W IZH
WTCa—WICFHT 2 L2 HERL £,
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IEA #EBEDFEAMIZ DUV T [ Cisco Ironport Encryption Appliance 6.5

Configuration Manual]% 2 L T E S0,

FBEROFIE 15D EBY B A= T AT MEESBEFIAL TV
RWEARIT.ETNEHSDOCRES 7AYo F EBEMIT A Z LIZTE £
o ZDID . ZNEDT AT IO EEINDE S A—IVIL EF A—
N ZA YT ATHDOR AL 452D 3, 0RILZBET 572012, Z D%
VMZOWNWTH =TT S Z E A HERL 9,

BITIS— Avt—>

PTFTOTT— Ay — I3 BT o 2RCARESNI &S KR
A=V TT, ZOMDTT — Ay —UNERINTHAIL. % i
P DB HEICODNWTY AT BAF < — PR —FMZRBHWEDLELZEE N,

IS—Ayve—o

This IEA database uses a non-standard authentication system for
keys, you may continue with this migration, but when these keys
are moved to CRES they will be modified to use CRES
authentication.

B IEA 7 — # ~X— A% PostXAuth LISk O % — Y — "L X A 7 %
AL TWET,

HENE DR L L Tl Yes LIGE L TBATZ #2417 L . CRES 38RE % ]
FTOHZLENTEET L . ZOHW ORI 23 A AF~— FR—
MCHEAR T D 2 L AHERE L £,

I5— FAyt—:

This IEA database uses non-standard key authentication, i.e.,
C_LOOKUPNAME <> 'PostXDatabase' and the Keystore checker failed
to prompt the user for resolution (console not available).

BB IEA 7 — %~ — A3 PostXAuth LISt D % — H— SGRAEH A 7 %l
H L TuvE 9, ¥7 . precondition.keychecker.actionOnFail /X7 A — & 73
fail \IZFEE SN TWET,

HRLE o A2 JAX~— PR—MIEKL TIEE0,

[ oL-22158-02-J
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IZ53— tye—o
ERROR: language "‘plpgsgl’" does not exist.

PR AIPESt & L T PostgreSQL ZfHH L T7 — X X— A% EHFHL T
WADGHEIX T —FRXR—AEE R VT N & FATT 5729 1Z PL/pgSQL
MAV AR =V EINTWDOLRERH Y £, LL., Z O 2 ik
7L TWEEA,

HEUME PostgreSQL Z 3 54555 (X . PL/pgSQL 23 A A F — /L &1
TWbHZ LA L £,

HTTP 7 O DXREH

FIE 1

FIE 2

FIE 3

FIg 4

Z OFITIX HTTP/HTTPS ' B X V2R ET 2L 510k L <EHSND
LD 1 >TH D Apache HTTP Yy — R ET 5 FiEE /R L £9, 2t
PUCRIEZRME— DB Tl < b AR I N HH LW DT TIEH Y

FHA AT TARNT ZF ¥IZL > T HTTP/HTTPS 7 ux & L T
T 5D DI ficid 7o L A1k L £ 57,

KOFEIETZDOLF I AEHEL 17,

Apache httpd.conf 7 7 A /L F 72 XR%EDO 7 7 AL TRO A~ RE AL
T.7uafxv b SSLzAicl £,
LoadModule proxy_module modules/mod_proxy.so

LoadModule proxy_ http_module modules/mod_proxy_http.so
LoadModule ssl_module modules/mod_ssl.so

CA SFEAENE Y 72 7 V% (] fetc/ssl/certs) 12 D Z & ZHERL . IRD o
VU REANLT ZOT7 VX ZHD CAEHEEZRBET L L1
Apache ' — " ZREL £7,

SSLCACertificatePath /etc/ssl/certs/

FEHA 3 (1 : Jetc/ssl/your-host-certificate.pem) F {2 Apache - > A k — /L Cff
HTH57 4V 7 M VIGEAEY v A Vv Z2ab— L CIEAGEHAELZ M X
=L £,

WHDa< RuEAJL T HITPAR—F 80 D7 M AZHHTL £9,

<VirtualHost www.your-hostname.com:80>
ServerName www.your-hostname.com
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ProxyPreserveHost On
ProxyRequests off
ProxyPass / http://res.cisco.com:80/
ProxyPassReverse / http://res.cisco.com:80/
</VirtualHost>

FIES WO~ FHEANLUTHITPS R— b 443 O F X B2 HIz L
9,

<VirtualHost www.your-hostname.com:443>
ServerName www.your-hostname.com

ProxyPreserveHost On
ProxyRequests off

ProxyPass / https://res.cisco.com:443/
ProxyPassReverse / https://res.cisco.com:443/

SSLEngine on
SSLProxyEngine on

SSLCertificateFile /etc/ssl/your-host-certificate.pem
</VirtualHost>

SR AVTFUY EFAYTFaIZarVME
sHFELEESW

Cisco Content Security 7 7 = H /) v =27 )b F—AF B R 2 A2 b
D FIZBO THWET . BEENPO DI EREBHOLL TWET ROET
A=/ T R ASEITRED <TZEW,

contentsecuritydocs@cisco.com
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