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offer SDP

m=application 50001 udp ike-esp-udpencap

c=IN IP4 10.6.6.49

a=ike-setup:active

a=fingerprint:SHA-1 \

b=AS:512
4A:AD:B9:B1:3F:82:18:3B:54:02:12:DF:3E:5D:49:6B:19:E5:7C:AB

answer SDP

m=application 50002 udp ike-esp-udpencap

c=IN IP4 10.6.6.50

a=ike-setup:passive

a=fingerprint:SHA-1 \

b=AS:512
D2:9F:6F:1E:CD:D3:09:E8:70:65:1A:51:7C:9D:30:4F:21:E4:4A:8E
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FELET, 7A RARRIZ, 8EDIPSec 71 7 7 A N EHEHT 53 _TdD VPNSIP £ v
va »CRHRLUTY,
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BKR1000 47227 NETICHIBENRTHWET, 1 oD TGy 7 7V =27 ML
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alrOEREIE. NI v ATVl NORKRETHREDY £,

¢CiscolOS V7 F =7 Tlid, e—H/SIPEEIT1 DO R—FENTWET,

s FEJICERE SNTe AR Y —DBECAFET 25 61E, 77 7 LIk > TREIND QoS
AU v—iFEmA ST, By a IIRRLET, SVIIA V¥ —7 = A A BICEIIZE
E ST QoS AR Y v —IE, TRTHIBRL TS Z&E W,

e Y AAPNDRUF =T o THEEINZVPNSIP & O EEAMIX., PAR— 3T
E

¢ VPN-SIP k& R UVIZHTIIEN TR o~ v FAIZEEND T TARY —IZ oW TIL, 7T
AFVT 4 Fa—A T LI TAR—RELFTITHELT2—A 7 (CBWFQ) DHN
PR—hrEINET,

* CBWFQ O ETH R — F ZNTUWADIL, bandwidth percent percent 2% KDHT
4, VPN-SIPE v g v O8RIEIIE T L —Z D3I — g Nl Lo TEDB-
. bandwidth bandwidth < o Rixz¥AR—k éﬂf‘l\i“@‘ho

e VPN-SIP O EIL IPv6 TiIV AR —FENTWEH A,

* VPN-SIP DR EIL, HEET— R TOHRYFR—FINFET,

B, T — IR EOEME SIP 21— /L F U A, VPN-SIP OFKE TIIVR— &N T
WEH A,

VPN SIP DEZE /7%

VPN SIP DR FE
VPN SIP 2329 A FIEITKRD LBV T,
1. Y= R =T FEHE, BOBAGEHE, F3FERdEAE 2 LT o LiER
ERELET,
1. FEHAEZFEHTS F VR
BZEDFR Y N T —27 NIZH HIEHER (CA) Y — "\ DaFHEZ ST 57200 k
FARMKRA VM ERELET, ZHUI M RNVFEIETHETT, IROFBTELEHEHL
ij‘o

peerl (config)# crypto pki trustpoint CA
enrollment url http://10.45.18.132/
serial-number none
subject-name CN=peer2
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revocation-check crl
rsakeypair peer?2

peer2 (config) # crypto pki authenticate CA
Certificate has the following attributes:
Fingerprint MD5: F38A9B4C 2D80490C FB8E7581B BABET7CBD
Fingerprint SHAl: 4907CC36 B1957258 5DFE23B2 649E7DDA 99BDB7C3
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

peer2 (config) #crypto pki enroll CA

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

The subject name in the certificate will include: CN=peer2

The subject name in the certificate will include: peer2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/no]: yes

Certificate request sent to Certificate Authority

The 'show crypto pki certificate verbose CA' command will show the fingerprint.

Certificate map for Trustpoint

crypto pki certificate map data 1

issuer-name co cn = orange

HEBAGEAEZHNT 5 b rL s

HOeBAMNELZHEN L GREZIT Y%A, TOT3A A EICA B4 I EEZ 4
KT HPKI T A MKRA LV FERELET, ROREEFEHALET,

peerd (config) #crypto pki trustpoint Self
enrollment selfsigned
revocation-check none
rsakeypair myRSA
exit

crypto pki enroll Self

o o o

o o o

%
]
o
]

Do you want to continue generating a new Self Signed Certificate? [yes/no]l: yes

% Include the router serial number in the subject name? [yes/nol: yes
% Include an IP address in the subject name? [no]l: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

HATEAEF—ZFEH LT M VR ARELET,

crypto ikev2 keyring keys
peer peerl

identity key-id 1234
pre-shared-key keyl23

FEHEDIKEV2, 70 7 7 A VERELET,

crypto ikev2 profile IPROF
match certificate data
identity local key-id 5678
authentication remote rsa-sig
authentication local rsa-sig
keyring local keys
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pki trustpoint self
nat force-encap

2. HEHAEXF—DIKEV2 a7 7 A NVEBRELET,

crypto ikev2 profile IPROF
match identity remote any
identity local key-id 5678
authentication remote pre-share
authentication local pre-share
keyring local keys

nat force-encap

GE)

\}

IKEV2 SA 7% E9 5%, M DT Tnatforceencap 2~ REZRETDHMLERH Y £,
UDP OB 7 /WALN SDP TR I — h EN5HD T, IKEV2 1T — k 4500 TRA%E L TSN
5%‘%:%)%@&?‘*0

IPsec 7 7 7 A NVERELET,

crypto ipsec profile IPROF
set security-association idle-time 2000

LANfIA > % 72— A%BRELET,

interface V1anlO1l
ip address 10.3.3.3 255.255.255.0
no shutdown

interface GigabitEthernet2
switchport access vlan 101
no ip address

N—T R f B =Tz AERELET,
N—T R f o F—=T 2 A AF, B H ) VPN U RIVDEETLA VA —T = A
AL LTHRHENET,

interface loopback 1
ip address 10.11.1.1 255.0.0.0
ip nat inside

TV A F—T oA AEFHELET,

G¥)

Y H o E) A HE—=T A AT IPT FLA, SIPV—RT KLA, BIORVZ—EAD
5% DHCP S CZETH LI ICRETHLENH Y £,

interface GigabitEthernetS8
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp
ip nat outside

rogfV A B —T oA AZXHTELET,

interface Tunnell
ip address 10.3.2.1 255.255.255.255
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VPN SIP DE%E .

load-interval 30

tunnel source Loopbackl

tunnel mode ipsec ipvié

tunnel destination dynamic

tunnel protection ipsec profile IPROF ikev2-profile IPROF
vpn-sip local-number 5678 remote-number 1234 bandwidth 1000

vpn-sip local-number local-number remote-number remote-number bandwidth bw-number o
~ UV REMAL T, SVIIA ¥ —7 = A A2 VPN-SIP Z g% L4, #ikig &k, =
DET XA — NSNDUEDHDHHKT —ZIBEEEDZ LT, Xﬂ/l%%é
WIED RV A B —T 2 A RTRESNE T, M TE ST 64 Kbps, 128
Kbps, 256 Kbps, 512 Kbps, 3 & 0% 1000 Kbps T3,

VPN SIP AIZ SVTI 3% & L7=% T, b3 E— K, FUrRLOERL, hrxLro
321::75\ ioJZU\]\./Z\}l/{% %ﬁgﬁaé &if%iﬁ/u :E‘—l\ %1:-75\ @‘f‘}lﬁlﬁ
FE P RNMREEET T DI, TDOSVII A H—7 = A A5 VPN SIP iR E %
HIBR S 2 MR H Y 7,

Bty NU— I ZAZT 4w 70— aBMLET,
ANV IZBRENED XY —EBINLET,

ip route 192.168.10.0 255.255.255.0 TunnelO track 1
ip route 192.168.10.0 255.255.255.0 Tunnell 254

IPSLA #FEL £,

ip sla 1
icmp-echo 10.11.11.1
threshold 500
timeout 500
frequency 2
ip sla schedule 1 life forever start-time now

N—h b TR T ERELET,

track 1 ip sla 1 reachability

VPN SIP ZH 0k L7,

vpn-sip enable

vpn-sip local-number 5678 address ipv4 GigabitEthernetS8

vpn-sip tunnel source Loopbackl

vpn-sip logging

VPN SIP Z#% & 5121k, 2—HNADSIPER L —HL T KL AEZRET DLEND

W ¥4, vpn-sip local-number SIP-number addressipv4 WAN-interface-name =2~ > K% fiff
MLT, SIP a—/WZEHT 20— SIPES L., BESIT LN IPVE T F LA &5k
ELET,

GE)

IPv4 7 RLVADHFBRETEET, BTV 2— I T 2TV A¥ v 7 &P R—FLTHER
A/o
e Ny I T T WANA U H—T =2 A ADT KL A, DHCP &V Y CITESNWTEDLD
ENHY FEF,
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TWABIEA. VPNSIP kv 3L DH

IRRESN, b A Z— 7:E4’7<75‘ﬁfﬁ

BOVFET, "I T4 IR PN H—T 2 RIN—T 4 T INDEE. B

T SIP T =— 9 D SDP B

BHEINAETOIP T FLAICERESINET,

TI7A4 < WAN A U H—T = A ARRKRKLTZGEE, Nv 7 V— BT 7T 4 7{EN

TWUE, X7y MIRy I T v T EI

LTCsVILICV—T 4 7 E&NnET,

GE) N—"TRy I X —=TxAADT K

L., TON—T Ry 7 A2 —T oA

T =T R I A, H—=T 2 A&

TRCOEF I 77 0% VX ‘/ L.
L, By arofits, KT,
Z?Amﬁyﬁﬁﬁ@m&@iio

VAIIN—T 4 Y T RA[RERRER OT F L A % H
IO ND 2 D BRI HEH LW S Iz LE
ETDHE, VPNSIPIZZ DA U H—T = A AT 5D
Fhbx7nmy 7 LET, vpn-siplogging =~ > RiZ
ERAEREDA X MIBET % VPN-SIP £ 2 — /LD

A—7AJL JL—% D VPN SIP (DfE:E

BHRAZ—TADHER

Peerl# show vpn-sip registration-status

SIP registration of local number 0388881001

SIPLUR S DRERR
Peerl#show vpn-sip sip registrar
destination

Line expires (sec)

: registered 10.6.6.50

contact transport call-id

0388881001 example.com 2359
3176F988-9EAA11E7-8002AFAO-8EF41435

VPNSIP R 7—42 A DR

Peerlf#show vpn-sip session detail
VPN-SIP session current status

Interface: Tunnell
Session status: SESSION UP (I)
Uptime : 00:00:42
Remote number : 0388881001 =====
Local number : 0388882001 =====> Local

Remote address:port: 10.6.6.49:50002
Local address:port : 10.6.6.50:50001
Crypto conn handle: 0x8000017D

SIP Handle : 0x800000C7

SIP callID : 1554

Configured/Negotiated bandwidth:

ESibt v 3 DiER

Peerl# show crypto session detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead
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10.6.6.50 UDP

> This is the Remote Router's SIP number

router's SIP number

64/64 kbps

Peer Detection
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- Keepalives, N - NAT-traversal, T - cTCP encapsulation
IKE Extended Authentication, F - IKE Fragmentation

- IKE Auto Reconnect, U - IKE Dynamic Route Update

- SIP Vpn-sip

0 WX )
1

Interface: Tunnell
Profile: IPROF
Uptime: 00:03:53
Session status: UP-ACTIVE
Peer: 10.6.6.49 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.6.6.49
Desc: (none)
Session ID: 43
IKEv2 SA: local 10.11.1.1/4500 remote 10.6.6.49/50002 Active
Capabilities:S connid:1 lifetime:23:56:07 ====> Capabilities:S indicates this
is a SIP VPN _SIP Session
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 6 drop 0 life (KB/Sec) 4222536/3366
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4222537/3366

IP NAT ZH#:DHEER

Peerl#sh ip nat translations

Pro Inside global Inside local Outside local Outside global
udp 2.2.2.2:4500 10.6.6.50:50001 10.6.6.49:50002 10.6.6.49:50002
DHCP SIP %7 D FER

Peer9#show vpn-sip sip dhcp
SIP DHCP Info

SIP-DHCP interface: GigabitEthernet8

SIP server address:
Domain name: dns:example.com

VPN SIP o % T 5

m&nEFﬁEﬁEi%géa EEHEEO)EEFH

SEEHOBEHCELAFAELM A LT VPN SIP 3% &7 26 Z2 &I LE9, VPN SIP
T, /=3 —HF L LVRARSEZOR—)LIZEWNIHYEFEA, BT /— K EORE
EEINF-a—HL0SIPESLEE—ICHRD F3,

// Self-signed certificate
crypto pki trustpoint selfCert
rsakeypair myRSA
enrollment selfsigned
revocation-check none
|
crypto ikev2 profile vpn-sip-profile
match identity remote any
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint selfCert // Use same self-signed trustpoint for sign and verify
nat force-encap
|

crypto ipsec profile vpn-sip-ipsec
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set security-association idle-time 120

1

vpn-sip enable
vpn-sip local-number 0388883001 address ipv4 GigabitEthernetl
vpn-sip tunnel source Loopbackll

vpn-sip logging

1

Session Initiation Protocol k') 77— VPN |

// one tunnel per peer - configuration is for peer with a SIP-number of 0388884001

int tunnelO

ip unnumbered loopback 0
tunnel source loopbackll
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile vpn-sip-profile
vpn-sip local-number 0388883001 remote-number 0388884001 bandwidth 1000

// ip unnumbered of tunnel interfaces

int loopbac

k0

ip address 10.21.1.1 255.255.255.255

int loopbac

ip address 10.9.9.9 255.255.255.255

ip nat insi
|

k11

de

// one tunnel per peer - this is for peer with SIP-number 0388885001

int tunnell

ip unnumbered loopback 0
tunnel source loopbackll
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile vpn-sip-ipsec ikev2-profile iprof
vpn-sip sip-local 0388883001 sip-remote 0388885001 bandwidth 1000

interface GigabitEthernetS8

ip dhcp client request sip-server-address

ip dhcp client request vendor-identifying-specific
ip address dhcp

ip nat outs

ide

// backup routes configured with higher AD so that these routes will be activated only
AD need to be chosen to be greater than that of primary

when primary path goes down.

route.

ip route 10.
ip route 10.
ip route 10.
ip route 10.

VPN SIP @ DHCP D&%

w N = O

=

X

o O O o

0
.0
0
0

255.
255.
255.
255.

R—L%7— b (BT TOHELR

CiscolOSXE U U —A 17.11.1ax 56, AF—L7—Fr U =4 (HGW) DOEFHIZVPN-SIP xfiiH/L—
B VA=V TEET, ZOA A =L TlE, HGWI, BEEEEE S DR D Y IZ Dynamic
Host Configuration Protocol (DHCP) %41 L C k> R A ¥ —T = A4 RAZRME 55 EHID 4T
9, JHUTEY, XY hU—F LOT—X
ETUHNT —Z Ol T U AE B2 X H T H0ERSH TV A TELHET,
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o O O o

tunnel
tunnel
tunnel
tunnel

0 250
0 250
0 250
0 250

BAEEAENTEET, 2L, 7TFrrT—X



I Session Initiation Protocol k') 7— VPN
w—sr—tyrqEFcoEs ]

I B, HGW DX v b U — 7 fHEICHERLT 2 72812, VPN-SIP @ DHCP 1213, vendor-class-data
DHCP 47+ 3 &N LT, HGW % v hU—7 ~§fi+ 25 WAN A > ¥ —7 = A A MAC
T RLUARKETT, ZORETIE. 731 A% DHCP #:3R D vendor-class-data 47> a %
MLT, BHEDOWANA LV Z—T =24 ZADMACT RLAZKR—LTF— T oA Ry NT—7
WZiEmLET,

YHR—bFEINTWVWEPDET7—LDTT

KOFRIZ, TARNSNFEFHGW OPID & 77— A7 =T "=V g U RLTWEST, X2
iE, BEEOIAICEHRE SN TV D HGW £ 721X HGW O#EIEIC >V CiE AR — F &4t LT
WEEAL, GRE: A=A F = U2 A INTTOZ L L TBEHRENICHRBEEINDI LD TH
H72HTY) ZOMRBELEHT 2R, BEAHRET L2 2BEIOLET,

HGW PID T7—LozF7 N—23Y
RT-400NE 8.06

RT-400MI 09.00.0015

RT-400KI 08.00.0040

RT-500MI 08.00.0004

RT-500KI 08.00.0020

RX-600MI 01.00.0001

RX-600KI 01.00.0001

0G410Xi 2.32

0G410Xa 232

R—L7— b A BT TOELR

DHCP 0 — W VE S EHET D E. T /31 AL DHCP & % %2579 5 £ T SIP Bk 2 BRIk X+
F£7, 75 AL, DHCPH—N"—PNME S L2 RET L5 2BELTWET, ZONKRE
FlE, SIPY— =~ DOBGIHEH SN E T, BEREI L, T3 ARSIPHF——L Dty
VarvuEREET A &, 2000K INEZIE LT, WES, AME S, 8L OO AEE
RS EZELET,

A\

CE)  ARE ST, V=S 27 a— VIR 5 H 5 TT, ZOMRE SR, T X A LT
HTeDIT b TT,

DHCP #EEIC L V. F—HERITILSIP > 7 F Y U T F % kL & [Psec T — X kD 2 DD
Fx I NRNHY FT, Ty BT b RIURENLER S, SIP 2 — L BtE S
ij‘o

VPN-SIP @ DHCP # 3T+ 2I121E. ROFIEEZFEITLE T,
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DHCP ¥ 54 7 > FDERE
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FIEDHE
1. enable
2. configureterminal
3. interfacetype number
4. ip dhcp client request sip-server-address
5. ip dhcp client request vendor-identifying-specific
6. ipaddressdhcp
7. ip dhcp client vendor-class mac-address
8. ipnat outside
9. exit
FED
AU REEETIV 3 Y B
AT 71 |enable FHEEXECE— F&A X —T7 M LES, Tro
#l - MRERINTESHRXIRAT—REASTLET,
Router> enable
AT 72| configureterminal Ja— )V EE— R L ET,
f
Router# configure terminal
R T 7 3 |interface type number AVHE—T 2 A ABALTEREL, A VX —TxA
B - AarZ4F¥alb—rvaryE—RFEBLET,
Router (config)# interface gigabitethernet 0/0
R w 74 |ipdhep client request sip-server-address DHCP #— X—|ZSIP ¥y — X—7F RL A& HE R4 3
i - L IIZDHCP 7 74T > Ma@E LE T,
Router (config-if) # ip dhcp client request
sip-server-address
X7 75 |ipdhcp client request vendor-identifying-specific DHCP #— " —{Z R ¥ — B O R E TR T 5 &
Bl - DIZDHCP 7 74 7 » b & ELE T,
Router (config-if) # ip dhcp client request
vendor-identifying-specific
AT 76 |ipaddressdhcp A B —TxAAETDHCP 205 IP 7 R L A &K
15“ : ?%: ]\/i-@‘o
Router (config-if)# ip address dhcp
R w 77 |ip dhcp client vendor-class mac-address HGW @ DHCP fHEEICYEHL L £ 3,

1 -
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DHeP & S5« 7> raAMIcT H%Es

ARV RFERETIVa Y

B8

Router (config-if)# ip dhcp client vendor-class
mac-address

ATvT8

ip nat outside

1

Router (config-if) # ip nat outside

N Ry NT =W v B —T o AR LE
K

ATvT9

exit
1

Router (config-if) # end

A H—Tx2fA A7 4 FXal—T gy F—F
T L. B M EXEC £— NICEY 7,

DHCP U S A 7 > b EH®IZT X EH
WIZ, DHCP 7 A7 v NaBINITHODOY T va— ReERLET,

~ J* 1) /7‘;&.\1:

interface GigabitEthernet 0/0/0

ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific

ip address dhcp

ip dhcp client vendor-class mac-address

ip nat outside

=1

EX;E

- FN—?4ﬁ%E\EE%%E%
AEZRETE £T, P RiEe

SMRBEEALE bR LRIORE

BEDF Yy MU —7 NIZH HAEBAEES (CA) Y — "M OIEAELZ ST 57200 7 A bR
AU FERTELET, ZHIE N RAVEIETHETY,

FIEOHE

enable
configureterminal

crypto pki trustpoint name
enrollment url url
serial-number
subject-name [subject-name]
revocation-check crl
rsakeypair

crypto pki authenticate CA
crypto pki enroll CA name
exit

WeOeNDARAWDN=

-
- O

L FEEERHEAE T — (PSK) LT M xLER

i?é X, ROWTINLDE R 7 2#FETLET,
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F gD FEH
ARV RFERETO3 Y B#)

AT 71 |enable it EXEC E— FEZAMICLET, o7 bR
- FRENTZHENRAT—RKEANLET,
Router> enable

XFw 72 |configureterminal Jua—rVEREE— FERBLET,
1 -
Router# configure terminal

RT3 |cryptopkitrustpoint name FIZARRA L FBLORESNTARIZIREL
451 - CT.CAMNTFAPMKRASV Fary 74 Fal—ay
Router (config)# crypto pki trustpoint CA th—I:%EBﬂﬁélJzijfo

AFw 74 |enrolimenturlurl N—Z PREHEFEER 2 %XE T 5 CA © URL 245 7E
i - LET
Router (ca-trustpoint)# enrollment url
http://10.45.18.132/

AT w5 |serial-number none ¥ —V — RAHEE LG RE, GEIEE
Bl - RCV—=ZOVITNEGERELET,
Router (ca-trustpoint)# serial-number SFRHEFERIC Y TR S ZE O VIEETT. none

F—U— R LET,

ATwv 76 |subject-name [subject-name] FEAEZESR TR SN BRI NTEwRAI T TV 4
Bl EARE LET, 07 = U A BHEE ST
Router (ca-trustpoint) # subject-name CN=peer?2 %/E]\ai‘ T AN ]\0)‘[‘%?&7]7‘:! J %T&)éﬁ:éﬂ%

fifi KA A >4 (FQDN) 2MEH I ET,

A5y 7 |revocation-check crl AEIERA Y X & (CRL) A=A L% L CGRE
Bl PHED A MR LT,
Router (ca-trustpoint) # revocation-check crl

A7y T8 |rsakeypair KT A MRA » hOF—T7 242 L ET,
i
Router (ca-trustoint)# rsakeypair peer?2

AT w79 |cryptopki authenticate CA CA DABF—MNEEN TS CA DH BN
Bl - BEBFL T, CAZA— 2Tk L CRRAEL £ 7,
Router (config) # crypto pki authenticate CA

AT 710 |cryptopkienroll CA name SEREESR A A L. o e LS B — |7

1 -
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B amEEEALE rorRiEngE |

ARV FFEREETIVa Yy

E:)

Router (config) # crypto pki enroll CA

FFFAEERICL—FZ DFQDN B L WNIP T KL 2%
GO HINE M EOBEFBRERD bhES, =
Y VIRRICEE EE R A KR T 20O TH
BIRTEET,

ATy T 1 |exit
5 -

Router (config-if) # exit

Ao HB =T RAaryT 4 Falb—aryF—FK
T L. ¥ M EXEC =— FICTREY £7°,

5l : SEBAZEZFEA LT O RILEBDHRTE

ZAUE, REBEEREHA LT RAR

FTARET L0V )La— RT3,

peerl (config) # crypto pki trustpoint CA
enrollment url http://10.45.18.132/
serial-number none
subject-name CN=peer2
revocation-check crl
rsakeypair peer?2

peer2 (config) # crypto pki authenticate CA

Certificate has the following attributes:

Fingerprint MD5: F38A9B4C 2D80490C F8E7581B BABE7CBD
Fingerprint SHAl: 4907CC36 B1957258 5DFE23B2 649E7DDA 99BDB7C3

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

peer2 (config) #crypto pki enroll CA

% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this password to the
CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration. Please make
a note of it.

Password:

Re-enter password:

The subject name in the certificate will include: CN=peer2

The subject name in the certificate will include: peer2

Include an IP address in the subject name? [no]:

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose CA' command will show the fingerprint.
Certificate map for Trustpoint

crypto pki certificate map data 1

issuer-name co cn = orange

o° oo

o

BCERMEAEZEA L b RILEBFEDHRE

HOBAGEAELZMEH L T 2 VGRAEZ R ET DI2IE, cryptopki trustpoint self =~ > K%
FATLET, ZOa~vr RZLY, TS ATHLEAMAELZERTH72ODPKI N7 A |k
WA FERETEET,

Router (config) # crypto pki trustpoint self

enrollment self signed

revocation-check none

rsakeypair myRSA
exit
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crypto pki enroll self

Do you want to continue generating a new Self Signed Certificate?
% Include the router serial number in the subject name?
% Include an IP address in the subject name?
Generate Self Signed Router Certificate?

Session Initiation Protocol k') 77— VPN |

[yes/no]:
yes

yes
[yes/no]l:
[no]:
[yes/no]:

no
yes

Router Self Signed Certificate successfully created

EAIHAF—ZFEALE b RIVEBEIDRE

FIRDOHE

F IR D 8

enable

configure terminal

crypto ikev2 keyring keyring-name
peer name

BN O A WN

exit

address{ipv4-address [mask] | ipv6-addressprefix}
identity {address { ipv4-address | ipv6-address} | fgdn name | email email-id | key-id key-id}
pre-shared-key {local| remote} {O] 6| line}

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Router> enable

FAEEXECE— REAZNCLET, a7 hE
RENTZHNRAT—KREANLET,

ATy T2

configureterminal

1 -

Router# configure terminal

ra— LB EE— RERELET,

ATvT3

crypto ikev2 keyring keyring-name
il -

Router (config)# crypto ikev2 keyring kyrl

IKEV2 F—Y 7 aEHE L, IKEV2F—V 7 3
TJA4Xal—varET—RERBLET,

ATvT4

peer name

1

Router (config-ikev2-keyring)# peer peerl

7 ER T N —T R EH L, IKEV2 ¥—1U
J ar74Xalb—varE—RelbLET,

ATvTh

address {ipv4-address [mask] | ipv6-addresspr efix}
fi

Router (config-ikev2-keyring-peer) # address
10.0.0.1 255.255.255.0

IP7 RLRAEERFIETOHFMEEREELET, ZDIP
T RUVABIKEZY RARA L R T FLATHY, ID
T RLVAEFIEO S D TT,

ATvT6

identity {address { ipv4-address | ipv6-address} | fqdn
name | email email-id | key-id key-id}

1 -
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Bl smaEs—smALE borREosE |

ARV RFERFTIVaY =)

Router (config-ikev2-keyring-peer)# identity key-id
1234

«IPv4d 7 R LA

«%—1ID

IDIZIKEV2 VARV Z EDOF— )Ly 7T v 1L

MMEHTEERA,

R 7w 71| preshared-key {local| remote} {0] 6| line} E'7 O PSK ZHEELE£Y, local ¥—7— NE7-iX
il - remote ¥ — U — K& AL, FEXIFRPSK 2457 L
Router (config-ikev2-keyring-peer) # pre-shared-key £9. 774 PTH, PSK AT

keyl23

ATy T8 |exit F—UL s ET ar74Xal—vary - K%
i - KTLT, av74F¥alb—varE - FNIRDE
Router (config-ikev2-keyring-peer) # end ?ro

5l : BRTEBEF—ZFERALE FORILERIIDERTE

ZAUE, FETHAF—EHH LT o RLVEREEE

crypto ikev2 keyring keys
peer pl

identity key-id 0388881001
pre-shared-key cisco

|

peer p2

identity key-id 0388882002
pre-shared-key cisco

|
crypto ikev2 keyring HUB-KEY
peer SPOKES
address 0.0.0.0 0.0.0.0
pre-shared-key cisco

SIRAZEDIKEV2 A7 74 ILDETE

IKEV2 7' 7 7 A )V OREEA R ET 121X, cryptoikev2 profilelPROF =2~ R&ZE[TL &
To WIZ, FEHEFEDIKEV2 70 7 7 A VERET HODY T a— ReRLET,

Router (config) # crypto ikev2 profile IPROF-psk

match identity remote any
identity local key-id dhcp
authentication remote pre-share
authentication local pre-share
keyring local keys

nat force-encap

IPsec 777 A ILDEXRTE

IPSec 711 7 7 A L Z % ET 5 I21E. cryptoipsecprofilelPROF =t~ RZ3T L %9, &I,
IPSec 7R 7 7 A NVERETDIODOH T a— ReRLET,

Router (config) # crypto ipsec profile IPROF

set security-association idle-time 300

RETHIZDOY T a— KT
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VPNSIP ZHB3ELF T,

LAN il 52 —72

VPN-SIP #EREZ A 2029 5 12i%. vpn-sip enable =~ > R&EfT L £4, WKIZ. VPN-SIP 24
T BT a— RERLET,
Router (config) # vpn-sip enable

vpn-sip local-number dhcp address ipv4 GigabitEthernet0/0/0
vpn-sip tunnel source Loopbackl

T4 ADNETE
LANIDA v H—T7 = — R ZRET HITIE. interface VLAN <interface> =i~w > R&FE{T L %
T, I, LANlA > X —T =2 A AERET DOV Fra—ReRLET,

Router (config) # interface GigabitEthernet2
ip address 192.0.2.3 255.255.255.0
no shutdown

W—TNw g L28—Tx4 ADEFE

koRILA 23—

FIEOHE

FIRD

N—T Ry A B —T A A%&FET HIZIL, interfaceloopback <number> =t~ > K% %17
LET, RIZ, =TI N0 I A B =T 2 AR ETDHODY T ra—RRaerLET,
Router (config) # interface Loopbackl

ip address 10.255.255.3 255.255.255.0
ip nat inside

T4 ADETE

enable

configureterminal

interface tunnel number

tunnel source {ip-address| interface-type number}
tunnel destination

tunnel protection | Psec profile name

vpn-sip local-number dhcp remote-number bandwidth
exit

NSO A WN S

AT RFEEEFIT7ZII Y B#

AT v 71 |enable
1 -

Router> enable

KMEEXECE— REZARCLES, T 7 hA3ER
RENTEH/NRATU—REATILET,

AT 72 |configureterminal Ja— VR EE— RERBLET,

1

Router# configure terminal
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PURAUE—T T4 ZADBRE .

ARV RFERETIVa Y

B8

R T w 7 3| interface tunnel number Fo A B—=T 2 A AEREL, f VX —T =
Bl - A AaALry T4 Xalb—arET—RE2BBLET,
N . . number 515X, MERCETIXERET D b A
outer (config) # interface tunnell B . . N
=T A ZADEEEELET, ERATEER ko
T A =T A ZOHUHIRITH Y £H A,
Z 5 7 4 | tunnel source {ip-address | interface-type number} MR o B—T 2 ZADEETIPT FLAE 7
i - WTEETA A —T oA AF A TR EZHELE
Router (config-if)# ip address 12.12.12.12 ¥ SOFIAT, tunne pro:cecn‘(\)nllisecproﬂle:l
255.255.255.255 < FOLEHAT 720, hrrkfEce LT, IP
tunnel source Loopbackl T RULATERLS AV E—T oA ARIBEET HME
M ET,
R 7w 75| tunnel destination M RNDIFTERE L ET,
{1
Router (config-if)# tunnel destination destination
dynamic
R 76 |tunnel protection | Psec profile name Ko R L X —T A A% IPsec 7027 7 A JLIZ
Bl - BT F 97, name 514KIC1X, IPsec 7’1 7 7 A b
Router (config-if)# tunnel protection ipsec profile) DA H”%#ﬁﬁbij—o :®1[E6i‘ cry\ptolPsecproﬁ!e
IPROF ikev2-profile IPROF-psk <name> 2~ FCHELEEF U TH D HLER
&) D i—é‘(}
Z 5w 77| vpn-sip local-number dhcp remote-number bandwidth | VPN-SIP D1 > % — 7 = A Z &2} E L4, Hikig
B - L, ZoeTERIvE—FINDOMEDOH Dk
Router (config-if)# vpn-sip local-number dhcp j?i?*—w?{aiiﬁEEfd):.&:T?\ ;Fij::EhA FE§jlftﬁE
remote-number 0388881001 bandwidth 1000 MR RNA L E—T o ZTRESINET, A
T& HMEI%, 64kbps, 128kbps. 256kbps, 512kbps.
F LTV 1000 kbps T,
GE) VPNSIPHIZA v ¥ —T = AEFREL
7% T, hrRALE—FR, FrRLOHE
fede, PR OEEIIL, BEIO 2
IMREZERTTHZ LIXTEER AL
F— R, *fEm, HEhede. Fidhox
IREZEET DI, £DA o F—
7 = A A5 VPN SIP % & & HIRT %
VENH Y FT,
ATy 78| exit Ao B =T A A AT 4Fal—g F—R
il - EHET L. FPHE EXEC £— FIZEREY £,

Router (config-if) # exit
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B s roxros—ozqz0mE

Bl : bR EF—T 24 ADEKRTE
I, PR H =T 2 RAERET DOV T a— KT,

Router (config) # interface Tunnell

ip address 10.12.12.12 255.255.255.255

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile IPROF ikev2-profile IPROF-psk
vpn-sip local-number dhcp remote-number 0388881001 bandwidth 1000
|

interface TunnellO

ip address 10.20.20.21 255.255.255.255

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile IPROF ikev2-profile IPROF-psk
vpn-sip local-number dhcp remote-number 0388882002 bandwidth 100

VPN-SIP T® DHCP 5% & DfEEE

& D show =< > RO X, VPN-SIP @ DHCP 7% HGW O5# (2% 5 Cisco I0S XE /L — & T
EFICRESINTWNENE I DEHRT D HEEZ R LTWHWET,

Router behind HGW# show vpn-sip sip dhcp
SIP DHCP Info

SIP-DHCP interface: GigabitEthernet 0/0/0
SIP server address: 1ipv4:192.168.1.1
Domain name: dns:ntt-east.ne.jp

Router behind HGW# show vpn-sip registration-status
SIP registration of local number dhcp : registered 192.168.1.200
Local dynamic number via dhcp[3], via SIP[0398765432]

Router behind HGW# show vpn-sip sip registrar

Line destination expires(sec) contact

transport call-id

3 ntt-east.ne.jp 2439 192.168.1.20

UDP FFFFFFFFCCE6C415-5D8611ED-FFFFFFFF810AE9D4-FFFFFFFFED

Router behind HGW# show vpn-sip session detail
VPN-SIP session current status
Interface: TunnelO

Session status: SESSION UP (I)

Uptime : 00:00:37
Remote number : 0387654321
Local number : dhcp

Remote address:port: aaa.bbb.ccc.ddd:27129
Local address:port : 192.168.1.200:50026
Crypto conn handle: 0x4000003D

SIP Handle : 0x4000001B

SIP callID : 301

Configured/Negotiated bandwidth: 256/256 kbps
Applied service policy:

Router_ behind HGW# show crypto session

Crypto session current status

Interface: TunnelO

Profile: IPROF

Session status: UP-ACTIVE

Peer: aaa.bbb.ccc.ddd port 27129
Session ID: 26

. Session Initiation Protocol ') 7i— VPN



I Session Initiation Protocol ') 77— VPN

VPN-SIP T® DHCP % 7E DFERR

IKEv2 SA: local 10.255.255.1/4500 remote aaa.bbb.ccc.ddd/27129 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

Router behind HGW# show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
Status

1 10.255.255.1/4500 aaa.bbb.ccc.ddd/27129 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH
Grp:19, Auth sign: PSK, Auth verify: PSK

Life/Active Time: 86400/86 sec

CE id: 1022, Session-id: 22

Local spi: 59E8EED28441BC32

Remote spi: B5487716A19873BE

IPv6 Crypto IKEv2 SA

Router behind HGW# show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.255.255.1
protected vrf: (none)
local dident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer aaa.bbb.ccc.ddd port 27129
PERMIT, flags={origin is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 10.255.255.1, remote crypto endpt.:
aaa.bbb.ccc.ddd

plaintext mtu 1422, path mtu 1500, ip mtu 1500, ip mtu idb
GigabitEthernet0/0/0

current outbound spi: O0xEOF51D37(3774160183)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0x493D896(76798102)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel UDP-Encaps, }

conn id: 2044, flow_id: ESG:44, sibling flags FFFFFFFF80004048,
crypto map: TunnelO-head-0, initiator : True

sa timing: remaining key lifetime (k/sec): (4607999/3509)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxEOF51D37(3774160183)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }
conn id: 2043, flow_id: ESG:43, sibling flags FFFFFFFF80004048,
crypto map: TunnelO-head-0, initiator : True
sa timing: remaining key lifetime (k/sec): (4607999/3509)
IV size: 16 bytes
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replay detection support: Y
Status: ACTIVE (ACTIVE)
outbound ah sas:
outbound pcp sas:

Router behind HGW# show ip nat translations

Pro Inside global Inside local Outside local
Outside global
udp 192.168.1.200:50269 10.255.255.1:4500 aaa.bbb.ccc.ddd:23060

aaa.bbb.ccc.ddd:23060
Total number of translations: 1

VPNSIPD ST a—TFq4 24

show a7 FOHBAIZ U RILAVEA—T A RERTT S
Show VPN-SIP E v+ 5 NI h U R A v F 72— ADERPFERINET A, ROFITIE,
rop A B —T A ATH5 tunnell DIFERBFRINTOER A,

Peer5-F#show vpn-sip session
VPN-SIP session current status

Interface: Tunnel?2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunnel3
Session status: READY TO_CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunneld
Session status: READY TO_CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 192.30.18.22:0

Interface: Tunnel6
Session status: READY TO_CONNECT
Remote number : 0634567777
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0

EZZ 55K
FOR RN A B —T A AT VPNSIP BDBRESNTWERA,

Peer5-F#sh run int tunl
Building configuration...

Current configuration : 201 bytes
I
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interface Tunnell

ip address 10.5.5.5 255.0.0.0

tunnel source Loopbackll

tunnel mode ipsec ipvi4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test
end

HEGELE
FORHIN A H—T A AT VPNSIP 23R ELE T,

Peer5-F#show running interface tunnel 1
Building configuration...

Current configuration : 278 bytes

|

interface Tunnell

ip address 10.5.5.5 255.255.255.255

tunnel source Loopbackll

tunnel mode ipsec ipv4

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test

vpn-sip local-number 0623458888 remote-number 0312341111 bandwidth 1000
end

Wiz, Lo F ) A E2ET LI hERLET,

Peer5-F#show vpn-sip session detail
VPN-SIP session current status

Interface: Tunnell
Session status: READY TO_CONNECT
Remote number : 0312341111
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0

Crypto conn handle: 0x8000002C

SIP Handle : 0x0

SIP callID H

Configured/Negotiated bandwidth: 1000/0 kbps

Interface: Tunnel?2
Session status: READY TO_CONNECT
Remote number : 0334563333
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000012
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 512/0 kbps

Interface: Tunnel3
Session status: READY TO_CONNECT
Remote number : 0323452222
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000031
SIP Handle : 0x0
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SIP callID H
Configured/Negotiated bandwidth: 512/0 kbps

Interface: Tunneld
Session status: READY TO_CONNECT
Remote number : 0612349999
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x8000002F
SIP Handle : 0x0
SIP calllID H
Configured/Negotiated bandwidth: 1000/0 kbps

Interface: Tunnelé6
Session status: READY TO_CONNECT
Remote number : 0634567777
Local number : 0623458888
Remote address:port: 0.0.0.0:0
Local address:port : 172.30.18.22:0
Crypto conn handle: 0x80000026
SIP Handle : 0x0
SIP calllID e
Configured/Negotiated bandwidth: 1000/0 kbps

SIPEBFRAT—RAD ST a—TF 429
SIP BEE AT —H ANBEFEIN TWER A

PeerS5#show vpn-sip sip registrar
Line destination expires (sec) contact
transport call-id

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : not registered

e Ay WY N
FOWANA V2 —T 2 A AZIPT RLARREINTWERA,

PeerS#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 unassigned YES unset up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.5.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down
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Peer5-F#show run interface gigabitEthernet 0/4
Building configuration...

Current configuration : 213 bytes
|
interface GigabitEthernet0/4
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
no ip address ====> no IP address
ip nat outside
ip virtual-reassembly in
duplex auto
speed auto
end

HELLAL(E
ipaddressdhcp =2~ > RZHHLTA v X —T7 =24 ZADIPT RLAEZRET D,

Peer5-F#show running-config interface gigabitEthernet 0/4
Building configuration...

Current configuration : 215 bytes
|
interface GigabitEthernet0/4
ip dhcp client request sip-server-address
ip dhcp client request vendor-identifying-specific
ip address dhcp ====> configure IP address DHCP
ip nat outside
ip virtual-reassembly in
duplex auto
speed auto
end

Peer5-F#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset down down
GigabitEthernet0/1 unassigned YES unset up up
GigabitEthernet0/2 unassigned YES unset down down
GigabitEthernet0/3 unassigned YES unset down down
GigabitEthernet0/4 172.30.18.22 YES DHCP up up
GigabitEthernet0/5 10.5.5.5 YES manual up up
Vlanl 10.45.1.5 YES NVRAM up up
NVIO 10.1.1.1 YES unset up up
Loopbackl 10.1.1.1 YES NVRAM up up
Loopback5 10.5.5.5 YES NVRAM administratively down down
Loopbackll 10.11.11.11 YES NVRAM up up
Tunnell 10.6.5.5 YES NVRAM up down
Tunnel?2 10.2.2.2 YES NVRAM up down
Tunnel3 10.3.3.3 YES NVRAM up down
Tunneld 10.4.4.4 YES NVRAM up down
Tunnel6 10.8.8.8 YES NVRAM up down

Peer5-F#show vpn-sip sip registrar

Line destination expires (sec) contact

transport call-id

0623458888 example.com 2863 172.30.18.22

UDP 1E83ECF0-AF0611E7-802B8FCF-594ER9E7@122.50.18.22

Peer5-F#show vpn-sip registration-status

SIP registration of local number 0623458888 : registered 172.30.18.22

Session Initiation Protocol ') 77— VPN .



Session Initiation Protocol k') 77— VPN |

B vwsrorsoLva—540y

Negotiating IKE REETD v L 3 =Lk

D

Negotiating IKE JRFET VPN SIP & v > 3 UM LET,
PeerS5#show vpn-sip session remote-number 0612349999 detail

VPN-SIP session current status

Interface: Tunneld
Session status: NEGOTIATING IKE (R)

Uptime : 00:00:58
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 172.30.168.3:24825
Local address:port : 172.30.18.22:50012
Crypto conn handle: 0x8000002E

SIP Handle : 0x8000000C

SIP callID : 16

Configured/Negotiated bandwidth: 1000/1000 kbps
Ez b DRI

IKEv2 BHE# DR E AR T,

WO T, F—V I TREENTHDEF—IDN, VE—FETDOSIPEZE—FL T
FH A,

Peer5-F#show running-config interface tunnel 4
Building configuration...

Current configuration : 276 bytes

|

interface Tunnel4

ip address 10.4.4.4 255.0.0.0

tunnel source Loopbackll

tunnel mode ipsec ipvé

tunnel destination dynamic

tunnel protection ipsec profile test-prof ikev2-profile test
VPN-SIP local-number 0623458888 remote-number 0612349999 bandwidth 1000 ====> Remote
number mentioned here doesn’t match the remote number in the keyring
end

IKEv2 Keyring configs:
|
crypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
|
peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer2
identity key-id 0334563333
pre-shared-key psk10337101690
|
peer peerb6
identity key-id 0634567777
pre-shared-key ciscol23
|

peer peer3
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identity key-id 0323452222
pre-shared-key ciscol23
|
peer peeré
identity key-id 0645676666
pre-shared-key pskl
|
peer NONID
identity fgdn example.com
pre-shared-key pskl
|
|
!
crypto ikev2 profile test
match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys
dpd 10 6 periodic
nat force-encap

XV TORELEELET,

rypto ikev2 keyring keys
peer peerl
identity key-id 0312341111
pre-shared-key pskl
|
peer abc
identity key-id 0345674444
pre-shared-key pskl
|
peer peer2
identity key-id 0334563333
pre-shared-key pskl
|
peer peerb6
identity key-id 0634567777
pre-shared-key pskl
|
peer peer3
identity key-id 0323452222
pre-shared-key pskl
|
peer peerd
identity key-id 0612349999
pre-shared-key pskl
|
peer NONID
identity fgdn example.com
pre-shared-key pskl
|
|
!
crypto ikev2 profile test
match identity remote any
identity local key-id 0623458888
authentication remote pre-share
authentication local pre-share
keyring local keys
dpd 10 6 periodic
nat force-encap

VeNSPD k5T a—F1o5 [
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Peer5-F#show vpn-sip session remote-number
VPN-SIP session current status

Interface: Tunneld

Session status: SESSION_UP

Session Initiation Protocol k') 77— VPN |

0612349999 detail

Uptime : 00:02:04
Remote number : 0612349999
Local number : 0623458888

Remote address:port: 172.30.168.3:24845
172.30.18.22:50020

Local address:port :
Crypto conn handle:
SIP Handle
SIP callID

Configured/Negotiated bandwidth:

Tty a VRO NI TN a—Ta Y

S

1000/1000 kbps

v a UARBMAE T, Negotiating IKE JRAE T L L E 5,

T A WAV HIN

RKEZPKIGEHENIKE FBiEA v —VICEENTWAIRM T, IKE XNy "7 T T A

T—varEEILTWET,

HELEALIE

JIW—HBIWZIKEV2 77 7 AT —2a U ERELET,

debug o< > K

WDF Ny 7 a< K& VPNSIP REDT Ny ZIfFEHTE £9,

F£2:71\v5 avUFK

av U R4

B

debug vpn-sip event

VPN SIP Zf#i il L7= SVTI %8k, SIP %8k,
a— Ly NT v TR EDTF Ry T Ay —
vEHDLET,

debug vpn-sip errors

T, ek a— Lty N T v IR DR
HFIZZ T =R RAELTEGEEILOHR, =T— Ry
ﬂz‘—f/\\%ﬂjjj ]\_/i‘j_o

debug vpn-sip sip all

T_RTCOSIPT Ny 7 FL—2EHRLF
j—o

debug vpn-sip sip calls

SIPSPI 2—/V DT /Ny 7 hL—AZHME L
*7,

debug vpn-sip sip dhcp

SIPDHCPT /v 7 FL—R2 &/ LET,
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B

debug vpn-sip sip error

SIP=T—DOF NNy 7 FL—2A%A%bLE
ﬁ—o

debug vpn-sip sip events

SIP A X hDTFT Ny M—R2EHHEL
£

debug vpn-sip sip feature

HREL L TOT NNy 72 L E T,

debug vpn-sip sip function

SIP*%%—E\E@?/\\) 7 ]\ L—X %ﬁé“j‘]{tbijﬂo

debug vpn-sip sip info

SIPIEHRDT Ny 7 b L—2 ML L ET,

debug vpn-sip sip level

BNV TOT Ry T2 LT,

debug vpn-sip sip media

SIP AT AT DTNy 7 bL—RE5ML1L
ij‘o

debug vpn-sip sip messages

SIPSPI A v &2—Y DT RNy 7 hL—AZHR)
ILLET,

debug vpn-sip sip non-call

a—b arrTHA RSO R L—2R
(OPTIONS., SUBSCRIBE 72 &) #HzhELL
F9,

debug vpn-sip sip preauth

SIP FHFALDT /Sy 7 | L—A &AL
%,

debug vpn-sip sip states

SIPSPIIRAED T RN v 7 L —AZH ML L F
7,

debug vpn-sip sip trandlate

SIPEHADT Ny 7 b L—AEHIM L E T,

debug vpn-sip sip transport

SIP h 7V AR—=FDF N7 hL—R%&f
MMEL £,

debug vpn-sip sip verbose

TNy 7 E— PR LET,

VPN SIP [ZBH9 45 EMNEHR

BRES ZURFC

Z4E/RFC

24 bV

RFC 6193 (ill#)FTEf)
)

Yoy aridiR7 e han (SDP) IZEITBAIKED AT 4 T i

R
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