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Edit "UCSD-VLan" Application Profile

Version: (Revision: 0)

Basic Information  Global Parameters | Topology Modeler m
Services " _I_I_I ‘:‘ q Properties

Workflow General | Settings

sco Cisco UCS Director

il CPUs1
kpuppet || | s Memory: 1GB Base Image
iscoucs..  Storage: 0GB Callout Workflow

Deployment Workflow

Workflow Name

Test

Load Balancer

Service Initialization
Web Server

Extern:
Message Bus

Firewall Rules
Backend Cache

Database Custom Parameters

NoSQL Database Minimum Hardware Specification
Environment Variables
Node Initialization & Clean Up
Migration

Upgrade

saveApp [N
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e Cisco UCS Director ')1)—2X 5.1
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e Cisco UCSD 7HIUREREBIZT VAT HEEEHEE,
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e CloudCenter 75wk 74— LIZk>THUHENS UCSD OT—o70—0Y) ANZET 5505,

@ CloudCenter 75 vk 74—LALTIlE, UCSD A ART 53— 7Yk JO—%FEHAT 580, F—7A—3y TOeREHRIELE
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1. UCSD 75 7FZE8BRELET . V7VRDEREEZSRL TS,
[Cloud Type]:UCSD
[Cloud Family]: Cisco UCSD
[Region]: 1—H 5% E AV AT BE7E 4 Bl
2. 53—0 UCSD MEBAA—VERTEL(TA A= ID DREIZSE) . O A—DEIVELTLET,
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1
Services Addservice
Q Show 30% perpage  Page 1 of2

Category Description CostPer Hour Actons
Message broker with JMS clent 50 dit | Delete
Open serverfor 05 50 Edit | Delete
50 Egit | Share
. NoSQLDB designed tohandle argedata SO Edit | Delete

Centos Enter nux distribution 50 Edit | Delete

Ceptes 3 50 Edit | Delete

Che setupaCherclient... 50 Edit | Delete

CiscoUCSD 50 Edit | Dele

Docker ervice 50 Edit | Delete

Elastic Load Balancer d Batancer 50 Edit | Delete

Fs S0 Edit | Share

Geronimos 50 Edit | Delete

HaPro 50 Edit | Delete

s 50 Edit | Delete

Jetty 0 Edit | Delete

Memcach memory object caching system 50 Edit | Delete

ocument database 50 Edit | Delete
Database ce ROBMS 50 Edit | Delete

NES File System Ne mith SOtRAID 50 Edit | Delete

Neins oad Balancer HTTP server and reverse proxy 50 Edit | Delete

Puppe Orchestra e that willsetupPuppetag.. 50 Edit | Delete

Selecta Service Type

Virtual Machine Virtual Machine External Service
with Agent without Agent novirtual machine bunched

available for setup forsetup for setup

General Information

Service Logo

Name

CiscoUCSD

Workfiow
Supported Images.

Bare Metal Ubuntu 1204
Callout Workflow,
CentOs 5.x

CentOS 6x

Default Image:

Selectone

4. 7I)r—230%ETIVEL,UCSD H—ERFFERALET, UCSD H—ERFERTSL. E&ELT= UCSD H—E XD /35 A—4h [Topology
Services] R—T M [Custom Service] RA2 (BRIDRAV) [CRTESNET,

BE Avlications | Edit"uCSD-VLan" Application Profile|
Version: 01 (Revison-0]
BasicInformation  Global Parameters | Topology Modeler o
Services M =]o] | ¥ properties

Worldiow Generalettings
05 Service Deployment Workfow
CustomService : Workflow Name
| AdGVLAN toUCSM
File System il CPUs: 1 |
G55 Memory: 168
Orchestoaton e Somas | Reconfguration Worklow
| Workfow Name
Frontend Cache o
Losd Balancer
Detsits Workfiow
WebServer, Workflow Name:
Apache2 o
OensourceHTTP
et Termination Workfow
Wiorkfiow Name
Servicenitalization
External ntalization
FirewallRules
Custom Parameters
Jetty
Java-based HTTP server Minimum Hardware Specification
Environment Variables
3 Rubv On Rails
Message Bus Node Iitalzation & Clean Up
Backend Cache Migration
Database Upgrade
NoSQLDatabase

5 BEIGLT EMDYT B—/\L I85A—F%BITEET , [Topology Modeler] > [Global Parameters] & <LET
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6. BEFHND UCSD NT—-70—D ARH [General Settings] £oLavIZRRENET, REFADT—I70—%57)voT5E. TOHED
D—70—ZEEM TN TSNS A—ENRFTINET,

Set Workflow Details for Deployment Workflow dose

Choose a Workflow
¥ Add VLAN to UCSM

Reconfig VLAN

Test

TestValidate

Remove VLAN

Worlkflow Mar

Setupde RollBackSRv1 s det them up to accept input at the time of launchir
MName Description  Source Default Value Wal
VLAN_GROUP Z:Z)TJP LaunchTimelnput ¥
VLAN_NAME :::T[ LaunchTimelnput %

WVLAN_ID VLANID LaunchTimelnput %
Param1 Param1 LaunchTimelnput %

Cancel
7. FEYTE DY YRMMNLIDT—9T7O—DEINSGA—EIZ Y—RERIRLET,
o [LaunchTimeinput]: 1—HIZkB7 TV r— a3V BAKIZ, COINTGA—EEF—/IN\—F/RTELHILERLET,
e [InstanceType]: 7 U7 —aVBABICAVRIVR BATEEIRTBE. TDAVREIVR A4 TICRER ITOATWA R —D 4
AMEDNRFA—2DEIZYET,
o [Application]: EABIZFERSINST I+ ILMEZAALET (A—/\—F/FTEELA),
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Set Workflow Details for Deployment Workflow dose

I} M
Workflow Name v i to UCSM v

Set up default values for parameters and/or set them up to accept input at the time of la

Name Description  Source Default Value
WVLAN_GROUP ::Z)TJP ¥ LaunchTimelnput
InstanceType
licati
WVLAN_NAME ::::qE Ii:r:l[:wi—ij:l::lr;nput v
VLAN_ID VLANID LaunchTimelnput %
Param1 Paraml LaunchTimelnput %

8. BT BHZAEIX. FAYTH DY YR SLEL [Validation Workflow] Z2/35A—42ZEITEIRTHIEELTEFET, COVRME, BAZLICAR
DIDTHY., BBT BTV ITO—DHERTT BLIITANFIVTTHIELTEET,

Set Workflow Details for Deployment Workflow iines

Workflow Mame Add VLAN to UCSM N

rs and/or set them up to accept input at the time of launching the application.
Source Default Value Walidation Workflow

LaunchTimelnput ¥ ¥ No validation required

Add VLAN to UCSM
Reconfig VLAN

LaunchTimelnput Test E
TestValidate
Remove VLAN
LaunchTimelnput % RollBackSRv1 3
LaunchTimelnput % Mo validation required ]
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9. UCSD 77— av&iRBLET,

CNT,UCSD #hRAL Y—ERELTHREL. BEILTLET,

CloudHSM

o HE
« B
o TDMDSEEH

BE

CloudCenter 75wk I4+—LAlk AWS 959K N—K917 £%21)F4 EPa1—I)L(CloudHSM) ZHR—hLET, COED1—ILIF, £F27 F— A+
L—U#RHL, FERBHIEN—F Y7 EP1— LA TORSBEEERAEEICTEN—KDI7 7TSAT7URTY,

@~ Admin Console

©3

Current Crypto Service: NSS Crypto Service

o System Broadcast

Manage Vendor Admins

o Crypto Services

CliQr Technologies « Docs « Terms of Service + Privacy Policy

24

CloudHSM AT 3(2(F, VAT LEBELLTOT (VT BRI, ROBEHIZRSIDBENHYET,

e Luna FO/3A 4 —(lunaProvider.jar 774 JL) AIZ CCM & EL . CDT7A LM /usr/local/tom catllib T4LPRJIZaE—SNTHEY. Tomcat
MNIDSATSVEFERATEDELSIZLET, Tomcat ZBEBIL T, lunaProvider SA7SUANBBMICERASNDESICTIREAHYET,

o BTFUNI. —BEDBEF—HINBETY,

o CloudHSM H#—/&HBYERYF S CCM AV RV R(E, CCM ERIL VPC RIZHEELTWWARENHYET,

o CloudHSM ~D#E#EBREIL T BRI, CCM #T—rLFET,

FDMDBEEE

. Safenet Luna WebHelp
. AWS CloudHSM
. AWS CloudHSM BAtAA (K
. AWS CloudHSM T#—3 L
5. Connecting Multiple VPCs with EC2 Instances (SSL)

SMTP A—)L H—/\

o ME
o A—)L FONRTa TFAIL
e SMTP ®RETOtR

B OODN-

BE

CZTIE, SMTP A—JL H—/8 H$—/ %R EL. CCM ZFHLTEFA—ILERIET HAEICDOLVTERBALET,

i CloudCenter 75wk —Ll, TLS R—rEHKR—FLTLVEE A, CloudCenter 75vhTA4— Ll SSL R—bDHEHKR—ILT
SMTP A—)L H—N\EHRELEFT,

(D IRAT—FXFF%EESERAXTEMLET,
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O =
A= FRT1 TPAI
Mail.properties 774 JLI&. B—7JL Tomcat +—/\ (Jusr/local/tomcat/webapps/ROOT/WEB-INF/mail.properties) CAF TEE T,

# The hostname or IP address of your SMTP server

# Currently mob-gen.com email domain is hosted by gmail

# Gmail requires smtp over ssl, do not modify these settings
mail.smtp.host=smtp.gmail.com

mail.smtp.auth=true

mail.smtp.port=465

mail.smtp.socketFactory.port=465
mail.smtp.socketFactory.class=javax.net.ssl.SSLSocketFactory
mail.smtp.socketFactory.fallback=false

# Email user to authenticate to gmail
mail.user.number=1

mail.user.1=<your_osmosix_email_addr>
mail.password.1=<your_email_password>
from.mail.user.1=<your_cloudcenterrtech_email_addr>
from.mail.username.1=

SMTP BETA+EX

CCM @ SMTP A—JL H—/EHET HITIE. ROTOELREETLETS,

1. mail.properties 77/ ILEREFET,

vi lusr/local/tomcat/webapps/ROOT/WEB-INF/mail.properties
2. COTFAIVHATREGREEEELET,

f=&Z L Gmail ZERATHHEEX. ROTOHEEELET,

mail.user.1=<your_osmosix_email_addr>
mail.password.1=<your_email_password>
from.mail.user.1=<your_cloudcentertech_email_addr>

from.mail.username.1=

B#kIZ. mail.properties 774 )L THELRITEZEREL T, CCM DoA—LIZTIERTESLSICLET,
3. Tomcat ZHEEEELFET,

letclinit.d/tomcat restart

O—I)L7 Ik ROVYTR

o HE
o HR—bRAEDI—ILT I FEYD
o callout.conf DY R—rAFEDEHE
o O—LT7Ik RVTrDRIEEL
o BEO—ILTIFRI)TrDEHRTE
e vmNaming 3—/)L7 7k 9Tk
e IPAM a—/LT7 9k ROYTH
o HR—rHEOTO/To
e Linux [CEBE® IPAM F0O/3F4
e Windows [ZEH® IPAM Z0/F4
e IPAM O—LT7 ok ROUTRDHI
e preDestroy A—)L7 ™9k R51) Tk
o IPAM2 a—L79k RZUTH
o O—)LT7Ik7—0270—0%F!
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BE

VM DBASALTH AV DSEIELZEER T, CloudCenter F5vbTA—LlE, TOEDI=V ) TOEROEMEEFIMT 2HEeE U R—FLET, B1iEE
FIHTBRIESA TV A VI RAVNEN FE Y1 EMRUET  BIMEENEVIIZEIY B TEI— /AL 7 OMERATRI)TMIKYHIILET , 3—IL 7 MIH
BYHERBIE. IP FRLROEIY HTUPAM) FEY BRI IP PRLREREL. IP Lvubd oy FEYY (IPAM2)BSIC IP TRLADEY L TERERT S
=D IPAM Y—ILOBRETY . COERFIDOEEAFIZDLTIE, Mlinfoblox DG IR—IFSBL TS,

T—L7IRE CCO TEIZHRESN., D CCO MTAE A= a9 RTO VM ISEAShZZEISEEL TSV, BHSEENBRELRISGE
X, 3—LT7 ok ROV TRRAICHIED Sy (iffthen/case) #FERATEET,

FA—ILT M. AV T4F¥2L—3> T74 )L (callout.conf) ERITTHRIVTD 2 DD FEHAHSERAINTVET , 5D T7AILIE.
CCO O /usr/locallosmosix/callout/<name> /SRIZEEBINTWVET  FATEH I I+ILF DARIIEETT O RRL FSHOT4REa— LT IO
K THHANEVIDARIZEFERTHIETT, fl:/usr/locallosmosix/callout/ipam/<files>

CloudCenter 75 yh 74+ —LMbEITTHE, A—ILT I RYVVTME HFIFDEE. EARELLE | ERATHELSESELREERAT IR TSHC
EMTEET,

SE&7!) AR, /usr/local/osmosix/callout/<name>/logs/<timestamp> DIA—LF7 I+ X9 UYTk O TAFTEET,

A—LT b ROVTHERCNTA—REBEEREERALET . RRIVTMNIERLDIERE AR T 510, FRICERTHILIEITEE R A BDEITHEL
TREEDRIVI N ERITTEES,

YHR—bRROI—ILT I FEYSH
ZhEDRP)TEDEFNFNIZDONT, U TFTOIETHALET .

@ ERU)THOBRBAICEREYILTVSRTH OB REBAL TS0,

29T+ EHEA YR—rHRDIFIR

rEYH

vmNaming  &/—FZEETARICFUHINET, OpenStack, VMware, & AWS,
ZORI)THE E2ATIT(RVVTNBEASNIE) TRTOEBIER (T Y HR—IRHRDITIFOFHEEDYR—HFRDI—ILT
TV —2av DL BEED R GEIRLA A=) ERELET, D EMIZ DL TIX. VM (Node) Name Config %

LTS,

ipam FYRT—=IB LY OS IZEADERE OpenStack, VMware. & U AWS,

preDestroy  /—KFABEINDERIICFUHINET, OpenStack, VMware., & U AWS,

ipamDealloc /—FAHEINDIERIIZFUVEINET, OpenStack, VMware., & U AWS,

callout.conf DY R—FRDERM

ZOA—ILT Ik RDYTRE, £1TT <key>=<value> ZEAL T, {Z#MA Java TANT1 T7MILBERXEYR—LLET,

O—I)LT7Ik RAOVTFOBIREH
=TI ROUYTMEARNSA—EDBELEHEZ T ANE T, THDOURNME/—FOBEICE-TELRYET , ROKRIZHERRLET,

M YUINEE-(SIEE
eNV_osName Linux. Windows
eNV_vmName vmNaming 21— )UIZ&>TESNT=XFFI, F7=[& CloudCenter T3 vr T4 —LIZ&>T
BEERSIN=XF5
eNV_JOB_ID FIVr—a30 VM(DOH) ZE5 3 5

eNV_launchUserld ROYTNED 21— )VERETHIRLUEDOI—Y ID £HAITHEH
eNV_launchUserName RHYTHED1—IL%#RBENTHELEDI—HREHEINTIHIXFS
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1 TIVT—2av VM I/ T BT RTOOaT 7TV r—2aViREL. eNV BHELTHERATEET . F#MIS DU TIE. CloudCenter O 7E %
FHINTGA—AESBLTIEEL,

RRFFF9F4R
TINVYT LRIEAVICLTT /AT AT 2EBL(AT 7L OEHESR) | ERATRELT A TOERDOYRMERRLET,

FIA—LTOk ROVTFOEE

Callout.conf 774 )L CERI) T EBERIZFRELET,
INSEDA—ILT Ik ROVTRENTENE. TFU, LA T/ELLS ) —232 LAJLT CCO TEITRE TEFET , RIZ. vmNaming I—ILT7 ok X91)
TrEBNTREREFIEDOHERLET

I39R )—=2arDRaA— LT IrERRRHEEE T H5EE. CCO eBRBLTEREENITTILENHYFT.

a—)LT7Ok BMROTAEREEFTLET .

1. CCO IZRDTALIMIZERLET
/usr/local/osmosix/callout/vmname/

2. SOTALIRMIIZRDI7AINEERLET
/usr/local/osmosix/callout/vmname/callout.conf

3. Create a file for the script:
/usr/local/osmosix/callout/vmname/<script name>

4. TORRFAESLTEITLES,
chmod 777 <script>

5. Callout.conf 77/ ILTCZDIF7AILESRBLET .

vmNaming 3—JL7Ok X9 T+

vmNaming X7 F+DHR—bI R ORBLER:

R YU TIEEEEE
eNV_JOB_ID BH(TIIr—a0 VM DH)
eNV_launchUserld B

eNV_launchUserName  string
vmNaming 29 FrDHR—b AR D F—:

CloudCenter D WAE¥— E L]
vmName VM D& i

vmNaming I— /L7 X5 TrOH Hl:

run.sh
#!/bin/bash

echo "vmName= uuidgen "

CDRYVYTRTVM DBRIELEREFTHENTEET, OpenStack. VMware, HLU AWS 957KD CCM Ul #EALT- VM OARIEEIZDLTIE.
VM(/—R) & DEREESRL TS,
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IPAM O—/)L72k RO Tk

HED—ERELT, IPAM Z4ERL. CCO MEFBFICEIMISIFUHEINFa—ILT O RIVTMEBAAAFET , EPa—LIFEIMICO—FFE(E)O—
F(BEE—F)L1=Y, CCO BEIFFICA—RLI-YTEEY, TIA4LULTIE, BBIO—FEEMITHTOET,

IPAM £22—)LOa—)LT 2k RI) TR RDINSGA—FLEENEFERTVET,

DNS server list

DNS #7499 X )X+
VvNIC D%

VNIC @ IP 7RL XD
VNIC DRYRTRIDEL
VM name

ROYTEETTEE ZDITIRIZRTETRATOEAT IPAM EZP2—ILHIEET S IP TRLRAASREShET,

i1 IPAM EDIEEDI=HDIA—ILT I+ R T FFavid VMware Y5 IR TOAERTEET,

I—LT7 9k R2YTD /IR lusr/local/osmosix/callout T, FED1—ILIERIY T IRAD T DY T IA LS TY,

#i

UserClusterName="cluster01"

eNV_Cloud Setting UserDataCenterName="dc02"
eNV_NumTasks="1" eNV_UseBatchTaskList="0"

eNV_Cloud Setting UserResourcePoolName="resourcepooll"

eNV Cloud Setting UserClusterName="clusterOl"

HR—bRROTONT
EI—LT Ik ROUTHIHL THASLAEROF —LED AT,

Key i WIEMNESH

osHostname KRR [E4A

DnsServerList DNS H#—/\ YR (A< REHY)

DnsSuffixList DNS #7499 R YRR (HAUTREEY)

nicCount vNIC D% [=4A

niclP_n n® VNIC ® IP 7RLAD % [ELy

nicNetmask_n n @ vNIC DRV IRTDE [E4A

nicGateway_n n @ vNIC ' —k9 x4 (CCO) IP PRLADH

nicDnsServerList_n n ® vNIC ® DNS H—/\DJRAM AU TEEYY) Dk [FqA

nicUseDhcp_0 IPAM X9 TrD—EREL T, niclP_n & nicDnsServerList_n 24 3—{EZEELE  IPAMa— L7 9rEERALTEY. 7R
T, 2L ShoDfEIL DHCP DR EICK>TEEESIETS, Lyl J HY DHCP #{ERT 5 L3123

UYHTONTWSIESITAE,
ANY ZOTAIRTAIE reinject DFRED true DIFEITHR—FESNET,

45l : myCustomParam=myValue
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Linux [ZEE® IPAM O70/357«
BA—ILTH ROYTHHLTH AT BERDF—EEDRT,

Key L) WEANESH
domainName = Linux KA % &L
1 domainName Z35E L% EE (X, CloudCenter 759k 74— LTT 74 )LMED mydomain [ZERELFET

T4 ILMED mydomain ZFEALEWNGEE (L. COEZBHTHEEL TS,

hwClockUTC  H/W 4#B8w% @ UTC EX
timeZone BAL T —2 (=4

Windows [CEH® IPAM 7O/ 7«
Key BL WHANES,
timeZoneld ZDBEA L J—2® Windows 1T w9 X ID, &Ly

1 Windows IZEH® Vmware IPAM B ERX VU TrDIHE . BAT T RIZEHE
EREOHDREDHRE IO TRRENDGENHDHEITERL TS,

fullName EEEI—Y DA (YA
#a# o 2T (XF5) [y
productKey Windows O A% Yk F— [={A
setAdminPassword BEE/INRAT—F (A
changeSid Microsoft SID [Zx19™ % true F1=I false DIE [={A

VMware [ZEH DO A1) T+ TlE., Windows XP L&D Windows /A—2 3% ERALT
W35 &I1E. changeSid #7326 d true ITRTEL T,

deleteAccounts true FE7zIZ false DB (A

dynamicPropertyName {EFEDTO/NRTADFHUFHDRBDOAEE (YA

dynamicPropertyValue {EFEDTO/NRTADFHFADEDREE (=

custSpec BAOI—IT It R—=CTHERAT S VMware TOH Rk hRATA X{t#k, LWVE

domainName BEMICK AU EHEETH=0OICER WIFRDDRALENREL
i N N . ~ TWBHEIE. 79— L—7

domainAdminName BEMICE A ERE T DI-OIHER F—HRPBECT,

domainAdminPassword B EIMICR AU EFERT B=HIZFER 3 SORALABRS RCHEE

workgroup VM Z2BE&T 57—07IL—7, TRGE. V=0T =Tk

EHYUFEEA,
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Windows IZE& D4l

run.sh

#!/bin/bash

echo
echo
echo
echo
echo
echo

"setAdminPassword=abcd"
"timeZoneId=10 *"
"fullName=Enterprise ABCD"
"organization=ABCD"
"productKey=..."
"changeSid=true"

IPAM a—/)L7 2k X9)F DI

run.sh

#!/bin/bash

echo "DnsServerList=8.8.8.8,10.0.0.100"

echo
echo
echo
echo
echo

echo
echo
echo
echo

echo
echo
echo
echo

"nicCount=2"

"nicIP 0=10.0.0.100"
"nicDnsServerList 0=1.2.3.4,5.6.7.8"
"nicGateway 0=10.0.0.1"

"nicNetmask 0=255.255.255.0"

"nicIP 1=192.1.0.100"
"nicDnsServerList 1=10.10.10.10"
"nicGateway 1=192.1.0.1"
"nicNetmask 1=255.255.255.0"

"domainName=test.org"
"hwClockUTC=true"
"timeZone=Canada/Eastern"
"osHostname=testhostl"

(1) AWS B&U OpenStack DFEIZDNT
AWS & OpenStack DY 5IRERE TlE. RD/ITA—REHR—rSNTLER A,

domainName
hwClockUTC
timeZone

osHostname

nicCount /85 A—4Tlx, —EIZ 1 2D NIC DERDAMNHFTSNET,
VM DEREIZEHD NIC AEENTVRIBEAIZ.NIC ZEIZ1 B, 3—ILT7 9k RIYTEHFEVHEENET,

preDestroy 3—JL7™Ok X9 Tk

preDestroy RV TR TlE, FYRT—IREDTOE =V JBIED BFI/Z AT LICBMTEDLIIZLET,

ORI DHEAILEMICTELLV8. CloudCenter TSI+ —LIZZDBEMERRELEE A
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IPAM2 3—J)L79k R9)Tk

IPAM2 ZH) T+ TlE, BEE ) —2 7y T TESKSIZL. reinject BEICKH>THR—PEINTNBZHRAL TANTADHEEFLET,

IPAM2 D4l

run.sh
#!/bin/bash

./delete record by ip.sh $IP

CDRIY TSN AITBENIZTEL U=, CloudCenter TS5y I+ —LIZCDBEMERELEE AS

O—J)L7k J—o70—0OH

IPAM O—)L7 DI
#!/usr/bin/env python
import infoblox, sys, requests, os, random

requests.packages.urllib3.disable warnings ()

#Assign command line arguments to named variables

hostname = os.environ['vmName']
domain = "vm.cloudcenter.com"
fgdn = hostname + "."+ domain

network = "10.49.18.0/23" #sys.argv[2]
netmask = "255.255.254.0"

gateway = "10.49.19.254"
dns_server = "10.48.112.33,10.52.112.19"

#Setup connection object for Infoblox
iba api = infoblox.Infoblox('10.49.9.163', 'admin', 'infoblox',6 '1.4',

iba dns view='VM-view', iba network view='default',6 iba verify ssl=False)

try:

#g;eate new host record with supplied network and fgdn arguments
ip = iba api.create host record(network, fqgdn)
print "DnsServerList="+dns_server

print "nicCount=1"

print "nicIP 0=" + ip

print "nicDnsServerList 0="+dns server

print "nicGateway O="+gateway

print "nicNetmask O="+netmask

print "domainName="+domain

print "HWClockUTC=true"

print "timeZone=Canada/Eastern"

print "osHostname="+hostname

print "infobloxFQDN="+fgdn

except Exception as e:

print e

Cisco CloudCenter #i&H A F
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Infoblox

BE

IPAM #i& DRETIREH

IPAM E2a—)LDERE

Infoblox API
a—)T7okavI4F¥ab—ay I7A(IL

BE

CloudCenter 75y T+ —Ll%. IP PRLREE (IPAM) D#iE&ZE Y R—FL. EAICAITTO IP PRLADEBEITLVET,

CCTlE.CCO LTOHEHDA—ILTIF RHYTFDEITIZES. IPAM TO/NRAH —THS Infoblox EDIHAIZDWTEHBALET . HFa—ILT Ik X1
TEOEMICOWTIE. Ta—ILT7 Ik RYUTRIFSBL TS,

CloudCenter 75 yhI4—LA IP PELR&E DNS 2D E|Y LB TIZDONTED &LSIZ Infoblox EHR—FF 2HMDEELTEV AN —3VIZDNVTIE,
Infoblox D#E BT HE TAESEL TS,

IPAM # & DRTRE 4

259K SR—bDEMIZDOVTIE. Ta—IL 79 RO TRIESBLTEEL,

1 IR )=2avOa— VT INEERRHEEET S5 E(E. CCO ZBEBLTERERMICT ILENHYET .

IPAM 21— )LDHRE

1. EVa—)L FUTL—rEEREBLT. lusr/local/losmosix/callout [Zf£7E 9 5121, CloudCenter H7R—RZHRELEHELFEELY,

2. FAMRBIZIEL T, 3—IL79h ROUYTREEEBLET,

3. AY—F CaTEETIVEL, BEEHEEML, Sa7EETLTI—IITIr OFZHERL, EHMNELLT IR R— SN EEERLET,

4. BB Web 7N r—a v ETIVEL. REBEHEEBML, DP37ERTLTI—LT Ok OV EHERL. THHNELLIVRR—t SN BT L5
FELET,

Infoblox API

Infoblox £ 12— L&A T BIZIL. Infoblox-API-Python €21 —ILEFEALEY,

(2. Infoblox-API-Python €L 1—)LEHEATERIUTrDEHERLET . CO XY THZIL, python-requests 2.5 BRETI, =, CORYITHF
OI— LTI SEEFUET ENTEET,
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createHost.py

#!/usr/bin/env python
import infoblox, sys
#Check to see if command line included enough arguments.
if (len(sys.argv) < 3):
print "Usage: createHost.py <fgdn> <network CIDR>"
quit ()
#Assign command line arguments to named variables
fgdn = sys.argv[1l]
network = sys.argvl[2]
#Setup connection object for Infoblox
iba api = infoblox.Infoblox('10.110.1.45"', 'admin', 'infoblox', 'l.6', 'default',
'default', False)
try:
#Create new host record with supplied network and fgdn arguments
ip = iba api.create host record(network, fqgdn)
print "nicCount=1"
print "nicIP 1=" + ip
except Exception as e:
print e

O—J)L7Ok A 24FXal—L3ay I7ALIL

RIZ. Infoblox 7TV r—av EDHEI—LTIFDBIERLET,

callout.conf

name=infoblox
type=exec
topic=ipam
debug=true

executable=createHost.py
reinject=true
disabled=false

Jenkins

o HIE

e CloudCenter Jenkins 754 1>

o RTIREH

e CloudCenter Jenkins 7S5 1> DA A—)L
e jenkinsBuildld ¥~ 0

o TRTDEIFTOHBEADIER

o BEDEADESH

BE

FRICETILES AT Jenkins AT I (Gi/ISVN MY —R I—FZEERET % Maven 72&) TIX. CloudCenter Jenkins 7545 4 &ERALT
CloudCenter E#EETEET,

CDI7ANEFHTIAIE—TDREIHYERA, Jenkins DI—HF NN TS5 (L& HRATESESIZ, CloudCenter B4 ™o O—K URL Zig#tLE
. A9 O—KRIBAFIZ DLV TIL, CloudCenter Hih—RZEBRBLAHELFEEL,
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CloudCenter Jenkins 7545 1>
CloudCenter Jenkins 755 1 l&. HiR—bREDHITHIF L TOEAZI—FH Jenkins H—/ Ao EIERIATESKSIZL T, Jenkins &
CloudCenter BIO LM EERELET,

ST, A—HFRIERBICHLTT YT I L—F ROVT M EBETHET. BFEOBAEZT YTV L—RTEET,

GlE =S

e Jenkins [ZEENTULVELMEREL, Y—X URT R ELT Github Z{#ERL. Jenkins T Maven FACVMERTELE T SMICDOLTIL,
http://www.youtube.com/watch?v=ITQGi5jzjvo # S HBL TIZELY,

e CloudCenter Jenkins 75 1V #E AT BIZI. YR—ERED Jenkins /3—2a BN 1.624 LI ETHEIBELHYET,

e Jenkins H—/\IZHEX Java D/N—23v(d Java 7 THALENHYET .

CloudCenter Jenkins 7S5 1> DA A —IL

CloudCenter Jenkins 754 12 & AV A—ILT BIZIE. ROFIBEEITLET .

1. CloudCenter #R—MZfL &4 T, CloudCenter Jenkins 755 1> D& O—K Yo oZBELET,
2. EBEBYLTUOOVILEFERLTCCM ITETA1ULET,
3. Jenkins 1—HAIZ API B (7€ R) F—%E/RLET .

User Management

Pay Profile

Email Address Name Company Plan Contract Start Date User Status Bk Edition Actions
atus
o-user@cligrecom App User Cligr 4/08/2014 Active Active Standard Action List
: . 25,000 howr subscrip = 3 - -
appstore@icligroom  CiiGr App Store CiiGr Tochnologies : 1 year contract BD4/2014 Active Active Vendor | Action List
tian !

Action List

appuseri@cligrcom  tejendra bhandar cligr Job Starter Plan App Store Contract  2/18/2014 Active Mot Active  Standard | Import Apps
Manage Clouds

appuser2@cligrcom  App User2 appstore Not Availabie Disabled n'a Standary  poeet Lser Panawoed
Rainit Lisor

appuserd@cligr.com App User AppStore 10_VM_Plan App Store Contract 11/05/2014 Active nia Standard

4. 7I)T—2a0FETIVEL, 2OI—HH Jenkins EILR H—N\DSF7—TAIT7IMIT O ERTESLSIZLET,
5. Jenkins T. [Manage Jenkins] > [Manage Plugins] > [Advanced] > [Upload Plugin] [Z#&fL . CloudCenter Jenkins 754 1> %7vy7A—KL
T.AVAM—=ILLET,

Jenkins

= New Item

%‘ People

= Build History

y Manage Jenkins Q

4. Credentials

Build Queue =

No builds in the queue

Build Executor Status =

1 Idle

2 Idle
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Jenkins

New item Manage Jenkins
&} reopie

= Build History " Tomcat i18n
+. You have data stored in an older format and/or unreadable data. | Manage | Dismiss
# . Manage Jenkins ». New version of Jenkins (1.596) is available for download (changelog).
b s Unsecured Jenkins allows anyone on the network to launch processes on your behalf,
A. Credentials “ authentication to discourage misuse.

Build Queue —

No builds in the queue

Build Executor Status =
1 Idle
2 Idle

B Backto D Advanced

HTTP Proxy Configuration

Usar name

Password

Upload Plugin

You can upload & .hpi file to install a

File: | | Choose File | ChiQrJenkinsClient. hpi

=

SEMKINS Update centar

f Beck to Dashboard Installing Plugins/Upgrades

” (you can start using the installed plugins rigit ewsy)

B Restart Jenkins when installstion is compl

2 &Nd NO JODS &re running

Cisco CloudCenter #i&H A F
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6. CliQrdenkinsPlugin 4> XAh—)LLT=#IZ. BEFEFEEFHROTODIOMIBEL TRRMNE LR RTyTEZEL. Maven TODIREHERL
T Git/SVN M HY—Ra—K% Jenkins EJLRIZERBLET,

Jenkins gg configuration
LISaDie BUlld (INO New DUNas WIll DE eXeC UTed UNtil tNe Project IS re-enapiea. |
Build History trend = s a
Execute concurrent builds if necessary
@ #2 : ;
Advanced Project Options
9 # Jan 7, 2015 7:48 P

E) RSS for all £Y RSS for failures
Source Code Management
® None
cvs
CVS Projectset
Subversion

Build Triggers
Build after other projects are built
Build periodically
Poll SCM

Build

Add build step

I CliQr Application Deployment Client ] @

Execute Windows batch command
Execute shell
Invoke Ant

Invoke top-level Maven targets

7. CloudCenter 7 74— 30 8ASS AT Jenkins [TREL T, ELLR VAT LOLDIMELEAN (FHBRFELIEE/—FTOT7YTIL—
R) & ITLET,

ciir Application Deployment Client
CliQr GCM URL

hitps:i54.208,103.105 @

Gl Base Cloud Genter Managar URL (example: htps:anantname sl com)

Usernarme praspe, ®
GHQr Rest AP1 Userhiame (nat the smail ID of your CIiGr account)

AccessKey @
GiGr Rlast AP key for tho above User

Validate Connection

% Depioy 1o Project

Project Name FederatedManager
Giar Project

Project Phase Tost
cir Projectss Phase

Application Name Jenking. P
App modalled in GIlCr, to ba deplayed with this bulld

Application Version 10 @
Version of the above Applcation a be degloyed

Deployment Environment Tost )
Giars Depiayment Enviionment

Cloud Type Amazen US East (Virginia) 1@
Gloud Typa on which you want 1o deplay the App using GIQr

Tags
. seporatod list of tags to be assaciated for the job

AppParameters . b.Ib jon1=SBUILD_NUMBER D_TIMESTAMP, " " @
. seporated lst of Koy Value gairs which will be available in usersny of the VM's. Sample inpat kay=valuo key Tsvakio{, You can alsa create a file wilh name a5 appParams under SWORKSPAGE wih multiple lnes of keyevalue
which wil passed automatcaly.

&pplication Deployment Configuration

GiobalVpcAndSubnatiD o

seperaled value of VPCKS and subnetid, Leav blank 10 1ake defaull semings. This s applicable 1o all Tiers, 1o configure individual Trérs use befow Secton. Example: vic-abcdelg Suanet-1234
Add another Tier Deployment Configuration
Choase to copy your binaries
Copy Binaries to Extemal Location
@ Don' copy Binaries:
Choose the Deployment Behavior
@ Create a new Dapioyment on every Build
Stop Old Deployment If exists -
Updato Existing Doployment (Create now if doasnt Exist)
Walt For Deployment And Export Details
Wit o

i Runing state and exports CHOY Job Detais

[CloudCenter Application Deployment Client] X—

1854—4 HL

CloudCenter C  CCM #—/\® IP 7RL R, {E3ETEHEIAE GEMIC DL TIL., SIBZEDRITES LTS A5 CCM H—/RIZ58
CM URL MENTWAIEERALET (BCBRAHE ¢/4749<),

Username [Manage Access Key] 29 av () RhEn =1 —H & FEMIC DN TIE API RBEEESHBL TS,
AccessKey [Manage Access Key] 93 avIc) AbEN=1—H 0D API EEBE— GEHAIZ DLV TIE, APl EEF—%28RBL TGRS,

Deploy to COI57EFEALT, —MOLBABRETIEAC TOCIMIRBALES GHICOL TR, oYz IheT— %38
Project BLTEELY),
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IRSA—4
Josrorg

Project Phase

Application
Name

Application
Version

Deployment
Environment

Cloud Type

AppParameters

Binaries to be
Copied

sNEns—=3y
ADINA(F1)Da
E—

Create a new
Deployment on
every Build

Update an
Existing
Deployment

58

Deploy to Project 7545 #&IRLI-I5E (X, CD/FA—NKRREIN, TACZ DY RA CCM H—/ 3\ bEFSH
FT, CONRFA—HEIZEDNT, COTADHMIEERMTENTWST T r—3> DH Y. [App lication Version]
T4—ILEDBRNENET,

TOCIHRBIZEDNT, FDTOPIIMDTRTDIz—ADRAYTE I YRR RS ET , [Deployment
Environment] 74—JLRIZZOEEFERL. TR INEI LRIV TLET,

CCM Ul [TYRRENFT TV r—2av DFAYTE DY YRS, BAITRER T TV r—avE&RLET,

ILTUIvIEAALEEIE. 7T r—a>E AP APl OA—FRIZLIESEHLA NI DIEE LN H D=6,
ZORIEHFHRLES,

TI)r—2avIZEDNT, ZORAYTE I YRS T T r—avDNR—2av &2 IRLET,

TIUr—2a  DBAICHEL B AIRELZEIRLET, CloudCenter [(FRBADTIAHILNEE (FIAILE H59K. T
THILE AVREAVR BATIRE)EERAT B0, oD TIHILNRET R TELTRERL TS,

BARRICHEETEIIVF 34T ORAYTE O YRMNSIZIR 84T% 1 DBIRLET .

TA—NIL INGA—RELTETF—LEORTDAVIRNYDY R+, RIZHIZERLET,
abcd=wow. cdef=cligrRocks

CloudCenter (1%, $BUILD_ID. $BUILD_NUMBER, $BUILD_TAG. $JOB_NAME A&FNTNET, F1-. AT
THNIE DTS5 (2D $BUILD_TIMESTAMP £ &FENTLET .

ORI AVTEHEEBMLT, HD DI TARBLTND/NSGA—REMIGT D EMNTEET, Al
abc=${BUILD_PARENT_NUMBER} F7=I% abc=$BUILD_PARENT_NUMBER

Ffo. F—LED/FTA—2 R7HIEHITEEN TS SWORKSPACE/appParams 774 L/ X5 A—42% 15T %4
TLavtEHYUET, FNOD/NSIA—2EFEHTSE.CCM Ul IZRTRETIZ/RRT—FOZD M DR IEREET &M
TEFET,

T—T4279b VRO SHBURD ) EENEBRRMNSAE—T ZRBEAHDIT7AI RRFELFTHLE 18X
DHAVIELIYD'RE,

e External Host: 41&B IP 7RL R EIXURSRYD IP E£i=[E£/871) v DNS

o HostUsername: ZMRAMIxtd % SCP #A§EIZ9 % SSSH OS 1Y 1—H4

e Password: BRFENETINDILEBI—HV D/IART—F,

e Target Folder on Above Host: 774 JLEzIE T4 LA BNIE—SN BN RIS LD 2—S vk Ar—2 3,

1 /tmp/app1 AHEEBEFTTHBIZE . TXTD/ A FUA tmp/app1/latest TRATESSIIZBYFET .

BAICHLT—ELARTTEFE Ao
COATLaVTIRTRTOEIRIZESFKEFLWEBAFERLET,
BAICHLT—ELARTTEFE Ao

o RILTACIVIDLIBIDOE JLREEIZ CloudCenter Jenkins 7549 1V M OAEEI LI-LIRTDEBAZEHLET .

o LIFTOEAAEITHT(PID) ., BITREEITESTLVELME S . CloudCenter Jenkins 754 1 I3 B AMNEITIREE
IZHDETHFELTHSEHEN A —LET GERICOLTIE EAL VM OREESBLTZSWY),

o LIBIDEANIS—LG-TIHE . FEZDEAMN CCM —nhSFELEFLEFro L INES.
CloudCenter Jenkins 7S5 1V IFEHTOLAD—EHELTHLLWEAEZRBLETS,

o ZNARIDE IR THBIHEAIL. CloudCenter Jenkins 75T AU MEHLDEBAZER L. ROETILIZEILEH DS
BEOBAZHEALEY.

e UpdateScripts: ZCIZER T DIEF TEITSN S tierName:scriptToExecute 27 ThDHU TR GY DY Rk, i
AppCluster:/shared/app/petclinic/update.sh, Database:/shared/app/updatemysql.sh, AppCluster:/shared/app/sta
rtServer.sh
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jenkinsBuildld ¥/n0

BHROVITIE EFEARICIE—F S/ V7 F/aRAUMT 5518 EL T, $BUILD_ID F1=13 %jenkinsBuildld% #ET A TEET,

(D %jenkinsBuildld% < 8l&. 77— avICEBEOI/ATESHYEE A, 2D CloudCenter TEESNz/0IE, Jenkins T35 1L &E
ALTEH I IEAITERASNET,

jenkinsBuildld *7RAI&, Z7FUr— 3> DEAD userenv [ Jenkins DE LK ID #E T 1=OICEITFEREINET , Jenkins FST AU H—F 5E
ATlE userenv IZBEIMIIC jenkinsBuildld ASERESH., UFRSMIRARL—UHDELWALFIERAUNT B=OIZERASNET, =2 £ Web H—
/N2 /shared/app/petclinic/latest/ [ZERESNI=LIBTD war 77 4)L XA H BB E . 2D war 774 )L (petclinic.war) (D<o 0%FERALT
Ishared/app/petclinic/ %jenkinsBuildld%/petclinic.war #RA4 > hLET

BEHEADGE. BEOBEAISETLENHLELZEELET, Chid. userenv [CEABFD L jenkinsBuildld 2% 57=6HTY,
CloudCenter AA2—4"wk O —S 3V TR T B THIVE BT ST LR LRAZ FETIFAL, jenkinsBuildld {EZFERT 5 L512HYET,

Create a New Deployment on Every Build

COF T aviE, TRTOELRISES ALV EAZERLET,

Update an Existing Deployment

BREQOEAZEH LGS ROLIIBEYFET,

o ELTOCIILDLBINE JLREFZ Jenkins TS5 AU M ofiBBILI=LIBTDEAZEHLET,

o LRIDBEASITNELEITH T, RITREIZESTUWVREWNEE . TSV AV ERTREICEIETHELTHOEHREN H—LET,

o LIBIDBEAMNIS—IRETR T TEM., FIEFDEAN CCM MoFEILFRIFFvowILShi=1BE. TSTAVIEEHFO—EHELTH-LE
AZRELET,

o [EILOTHDEIRDIEE. DTS AVIEFHMBAEERL. RIZEMILEZELLRIZIE. COBRGFEOBAEZEALET,

o TXATATI—T I5—ITHo=1BEIE. BEROLRATLNELTHIUMIT AL TSI EEZ R TRERLTEAL,

SSO

SSO AD
SAML SSO

{# FA 451 : Shibboleth SSO
{#FA: ADFS SAML SSO

SSO AD D&

. BE
o 1Y
o HIBENI-1—Y ONIE

M=

—EBDEEIZ(FIE D Active Directory (AD) 40, ZDHDELT 52y Ty TBHY . ThEDILTUIvILEERALTHET TV r—arHvTF5vk
TH—LIZAT AT BIEENHYET CloudCenter [FE R AD FREEE Y R—LTOER A ZORDYIZ, —EX TONSF—(SP)ELTD
CloudCenter &, ADFS ZEDEEHD ID FONAH—(IDP) LEDE T UYL 4242 (SSO)EFERALTHEE Y R—ILET,

CloudCenter [FEARUE —MTFURELTETIVESRTOSRILFTF UM EFLEYR—FLET, THUMIZIIL—IERY)—DO#EEN 1 DHYE
T B&TTUMNIF. —EOBRADI—FNEFELET . TAODI—HFD 1 AT FUMNEEE(L—FEEEFIITSVNIA—LEBEELLFERN)T
HY . BRI EEEEREE>TLET,
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@ CloudCenter (% LDAP 4 AD [ZxlU CEEZTHShEEA,

CloudCenter [&. SAML 2.0 A=/l (Ping ID. ADFS, Shibboleth % &) Z47R—k9% SSO ID FE/3( 4 —(IDP) &L T LDAP 4> AD &
DHPYEYLET

CloudCenter Z{#HL T SSO #E&E 3 5I1Z(E. KNABETT,

1. CCM 28 EL T, R5L# SSO IDP ITUS ALY DRHENHYET,
2. F¥fz. A—Y THOT4R—230 TAT7ZAILIZRHL T, (SAML IDP [2k>TREN ) BMDA—HF DARAL TANRT1EIVEDY

TELELHYET .
3. RORATYTEIEHIZEITT &, CloudCenter B GEL—H JIL—T AvN—2yFEBMOO—LELVHERE BEIMICEIY L
TFJ,
J—REEE

SMEF ID FO/3CF—(IDP) &> TR EN D 21— (2—H X) &IFFIZ, 2—H X [Z[E CCM VM D 1—H T—ERN—RNITHIET DHFENBET
TSSO BETIE, 21— X AV IDP I2&>TREESN . RIS CCM VM Z2ERATHE. TV T+ —LBEBENTFUNTFUNEBEEERL TV
BEIZBLTIE, 2—Y X OFBEEA CCM 1—H T—EAA—XAIEFINET .

]

Rool Tenant |
Normal User

Roet Admin ﬁ‘ ‘_’_
(also called Tenant Admin ﬂ |

or Platform Admin)

Sub-Tenant 1 l Sub-Tenant 2 | Sub-Tenant 3 } |f |

@e)(e) | | @(e)(e)| | @(e)(8]

Sub-Tenant 1a 1‘ ‘ Sub-Tenant 16 | .f

B | mEE s |

BT FTUMEILROELSITHBD SSO ERAVATEEY,

o HERADIAYTR RALEZERHS. SV IDP #FERALCA—Y£RBIT5EL5(2. KT FUMERETED,
o BT FUREA—HIZIE, S E B E—FIZEEM T BT D externalld B85,

HifRSh =2 —H 0 0=

IDP T—AR—ZMS1—H%HIBRT 5L, BllgEh-1—HI& CloudCenter [ZIZAS AV TEERHAN, BECEER TN -IKEFBFEIE
CloudCenter 75 yh 74— LICFDFEFEHFINTET,

SAML SSO O#t &

o HBIE

e CloudCenter #7Kk—k
e SAML SBIFERFE

o« ZTOMNDSEEH
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M=

@ CloudCenter [ LDAP %> AD =3 L TEIERZBIShEE A,

CloudCenter [&. SAML 2.0 A +3/L (Ping ID. ADFS, Shibboleth %:&) Z47R—k9 % SSO ID FO/ 14 —(IDP) &L T LDAP 4> AD &
DHPYBYLET

CloudCenter ZfEFAL T SSO #X&E ¥ 5IZ(E. RALETT,

1. CCM 258 FEL T, R5f% SSO IDP [ZYA AL IMNS BB ENHYET,

2. T, A—H FHT4R—3> FATFAIILIZRHLT, (SAML IDP [2&oTRENF) BMDI—HFDHREL TONT1ETIELS
TEILELHYET,

3. ROARTYTHIEHIZEITT SHE. CloudCenter [LBEHNEL—H FIL—T AoN—yFEBMOO—ILELVHERZBBMICEYY
%7,

CCM A2 RA2 R [& Security Assertion Markup Language (SAML) 2.0 SSO # Spring Security SAML Extension Z:@LTHHR—FLET,

DRTLEBER, IL—F LRILFERRFTF UM LALT SAML EERETEET . COMELTEREITHKET HICE. BAIZEL T, L—b TFUMER
FHTTFUMBETERDIEBRNBETT,

o THUMRERER
o TUTAR—2ay TaI7AILER

CloudCenter H#HR—pk

FHMAIZDULVTIL, CloudCenter H7R—RZHERBLEHELEELY,

SAML FREEERE
TFULERTEL, SSO 2FAT BIZIX. ROFIEEETLET,

1. THUNEERLET (I TFHUrDEREEZSELTESLY),

a. [Short Name]: ZAXFH LR XFEHEAETITXFINEAALET,

b. [External Id]: TF > rABEER T O TN AT LOMERD IDZAHALET,

c. Tenant: ZMDTF M CCM H—/ DR AL %, Thid, SSO DEAMD, H—ER TO/NRAEZ—(SP)DI UK RAVMLTHEELE T,
FLAERLI=TFUMNEBELLTRT (UL, TITAR—2ay TOI7 4 VEERLET,
[Tenant Info] 7%V IL. FILAERLIZT IV TA4R—23aY TAT7AIVETIHILMD T IT4R—230 TOT7AILELTEIRLET
IDP 1&#R&IREL T, IDP MR 29Tz INEBHERKZEL, —Y TONT( DT VELY FSUITHLT IDP 4 Iz NEHEERLET,
SRTLEBEELELTOY 1L ([Admin Users] > [Login as a System Admin] #£88) . [Manage Vendor Admins] #7%%5')v- LT
[Authentication Settings] 79 avBEEERLET
6. [IDP Settings] 93>, [SP Settings] 433>, & [Attribute Mappings] €473 (ZtE#RZEA AL T [Submit] #9UvHLES,

a DN
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SAML Authentication Settings

Vendor Information

Wandor Mame: Tralning Terant
IDP Settings

10 Mame:
I0¥ Metadata URL

10¥ Metadata Filke

5P Settings

Emtity 1D

Default 550 Einding: pot =

Leggout Target LIAL:

Attribute Mappings

Mapped by Friemdly
Hairmes

Firss Mame:

Last MName:
Cormpany Mame

Emiall:

User Group

L5t Lewel Vendor Exter-
nad 10

2nd Lewel Verdor Ex-
bernal 10

m o

e [IDP Metadata]: CloudCenter & IDP RI#HEDIEEREREEELES .

o [Entity ID]: CORBEDE—H vk KASLE

o [Logout URL]: 24 ® SAML R—S(205 A2 F 154 (F. OF A2 Li=1—H4 SAML R—SAb05 7Hrd BEIZZND1—HE
BALIMTBR—C D URL #EETDRELNHYET

o [Attribute Mapping] %33> :CloudCenter RO 1—HEHIZIVEL T EINS IDP BAED T —ILRTY , SNEDTL—ILRIZDLVTH
AN HHHEE. IDP ISEVEHE TSN, Diked, &, . BFA—IL FRLR HHEB1— ID IFANTIRENHYFET,

e [User Group]:IDP W5 74—ILREZEIRELE T, ChlE. —YABT BV IL—TERETHLOICHERSIET,

e [Activation Profiles Reference]: T 74 /Lt TAT7AILOROYIZEEFFONETHTAR—3> TOT7AILERIRT BI1E. A4
T—HACEHERELET .

o [1st/2nd Level Vendor External ID]: SSO BE2E& 11— DELWLWTF UM DOEREZBEILT 5-OIZFERALET,
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o SSO A—HDFETH UM DEBEBELT H1=DITHITTFHUEERT BIHEEIC, S8 ID ORFELELITFERLET.
RIZHIETRLET,

Attribute Mappings

Mapped by Friendly

Mame:

First Name: First_name

Last Name: Last name

Company Mame: Companyl_name
Email: userl @Companyl.com
User External 1D: Companyl_u_uid

15t Level Vendor Externa - B :
D: Company1_uid
2nd Level Vendor T _ 1
External ID: EaTRany_C Ui
e 3DDLNIILOBBEEF HBOIEE:
o x EGIfA#KE = JL—MER
o HMBICERAEEI—HIEF—ENI—F IDUID)ABYET,
o F1LANLOMK (YT TFk)= Company1
e Companyl O&I1—HFIZ[E—E DS BRI F . Company1_uid AHYET
o F2LANJLOMK (YT TFH k)= Companyl_c(ZFNENDEMIZIIEROEIEILBEELNELET S5
AL . FELBWNEELHYET)
o ZEMIELIEBEEI—YICIET—EDSEHAF. Companyl_c_uid BHYET,

e Company1_uid & Company1_c_uid DA EHEEFERALTI—FOMBEERDITET,
e Company1_uid & Company1_c_uid Nz a—H )L —MARICEEB SN E T,
e Company1_uid DADAI—HIFRD LS ICERESNET,
o FE1LRILDYTTFFUk
e 4ME8 ID AA1—H D Company1_uid &—
e Company1_uid & Company1_c_uid ® @5 %#ED21—HIERDLSICERBESNET,
o B2LANLDOYITFUb
o SR ID
o FE2LRLOYITTFHUEMNLI—H D Companyl_c_uid &—
o E1LRILDOYITTFUIAL—H D Companyl_uid &—FH

o TIHILLDEETIE, RUF—ID [TRVELT ENF=T4—ILEDEAZADIGE . —HFIZIN—F TFUMIBBESNET,

o TIHILEDIVELYEERTEL. [Vendor ID] T4—I)LRIZ{BEZEIEE T ALk > TA—HET OV TEHILIETEET M. 77
hDEIZ—BLEE A,

I EALARLEE 2LARLORUE—DEE, WFRDTF IO ID (26 —BLAEVSER ID 2T vEL S L5
. FNhoD1I—HFIZFTIEREXEZONFEE A,

7. SP AT —4%FHrO—KRL, Th# IDP EEE(TEEL TSP #&&LET,

tTDnSERH

IDP JL—F D SP T IL—TFADIYELT DI DL TIE, Ping ID FLwY R—RESRBL TS,
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Shibboleth SSO #t& M A Al

e CloudCenter #7Rk—k
e Shibboleth DA/ A +— )L
e Shibboleth ME&E

CloudCenter HR—Fk

FHMAIZDULVTIL, CloudCenter H7R—RZHERBLEHELEELY,

@ CloudCenter (% LDAP 4 AD [ZxL CEEZRHEShFE A0

CloudCenter &, SAML 2.0 7B +3JL (Ping ID. ADFS. Shibboleth %&) &4 HR—~9 % SSO ID FH/\1 4 —(IDP)%:&L T LDAP % AD &
DHPYRYLET

CloudCenter 2L T SSO #X X3 3IZF. KABETT,

1. CCM ZBEL T, BELE SSO IDP [2US (LI ZRERBYET

2. Ff=, A—Y TUT4A—23> TAT7A)LIZHL T, (SAML IDP &> TRENT2) BMDA—HF DHRZL TANTEIVELY
THBELBYET

3. RORATYTEERIZRITS 5&. CloudCenter [EEEE1—Y 5L —T A\—yT EBMOA—LEEUHRE ST
=HY S TES

Shibboleth DA X k—)L

1. Tomcat 6 T Ubuntu MR—R f A—CHEHFELET,

1 RIZ, Tomcaté OFIEERLET (Tomcat 7 [ZIZFIRASHHT=8) .
Jetty 7 HERTEET L, Jetty £FERATIEEFXROFIEEFELYET.

2. &H ® Shibboleth IDP Y7y 7% http://shibboleth.net/downloads/identity-provider/latest/ /% /shib-distro/ (&9 O—KLZET,
3. ROKSIZT—HATEHBELET
sudo unzip /opt/shib-disto/shibboleth.zip
4. RBFHDTALIR)HD Tomeat [CT7A/I)LEIAE—LET,
sudo cp /shib-disto/shibboleth/endorsed/* /usr/local/tomcat6/endorsed/".
NERRBEAHDTALINIZT IBENHIGENHYET .
sudo mkdir /usr/local/tomcat6/endorsed
5. Tomcat6-dta-ssl-1.0.0.jar #4 o> 0—KL, TOMCAT_HOME/lib [ZaE—L%ET,
sudo cp /tmp/tomcat6-dta-ssl-1.0.0.jar /usr/local/tomcat6/lib
6. Shibboleth Z4> Xk—)LLET,
a. cd /shib-distro/shibboleth/
b. sudo ./install.sh
c. Enter ¥—%#LTT IAILED AR —JL /XA TdHS lopt/shibboleth-idp Z&ZELET
d. Enter ¥ —%3L TH—/\DELIEHHKE A4/ % (FQDN) (idp01.cloudcenter.com 7 &) #&KBLET .
e. NRAT—FZEAHALT, F—R+—VZERLET,
7. BHERD [Certificate] 4 TILES (BMIZDOWVTIE, BHEZERICHT S Web #—/3\ CA RIFDEMEESBL TS, F1=1E., SP
(H—ER FONA4—) (COFERFITIE CCM H—/\) MhS5DEEBAEA Shibboleth TIEEESN TINDIEERELET
a. JL—hk&EL T, java DtEFa) T4 FO/NASF—TH5 Shibboleth-AnyCert.jar 771 JL% JRE lib/lext T4L YR (2aE—LET,

wget http://www.switch.ch/aai/downloads/Shibboleth-AnyCert.jar
Ccp Shibboleth-AnyCert.jar ${JAVA HOME}/jre/lib/ext/Shibboleth-AnyCert.Jjar

b. Security.provider £ avIZ{TEEBML T, XDEF2T+1 TA/NA5—% ${JAVA_HOME}/jre/lib/security/java.security |28
mLEY,

security.provider.7=edu.internet2.middleware.shibboleth.quickInstallIdp.
AnyCertProvider

@ ARVIERERETHEEET. ATy T c (& FTEROFIE 8 [CEFNTVET  IFEDF AR ALENES (L. &
LSRR TERRT DRELNHYFET
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c. ${CATALINA HOME}/conf/server.xml 274 LT, ROHFIZFRT £S5IZ, AnyCert RS RARALT FILTYRXLIZHERT S, 95147
REESEAN L EA Attribute Authority Connector 252 ELE Y,
<Connector
truststoreFile="/etc/shibboleth/truststore.jks"
truststorePass="$TRUSTSTORE7PASSWORD$"
truststoreAlgorithm="AnyCert"
/>

Tomcat MZDARV RIS ARRNZZERTHIEFBNET TIAN FI—ERAETH>TH. VK TH 1 DDERAEESEDH
FRRRNTERET HELBETYT,
8. Tomcat server.xml [Z3ARH52ZEBILET,
a. sudo vi /usr/local/tomcat6/conf/server.xml

b. RD&LSIZ, IRVFEBMLET , [PASSWORD &, A A—JLBFIZ IDP ITA AL/ SRD—RIZBEH# X £ T, shibboleth %3 D15
FRICA U RR—ILLIIG & &, R TRLIZAAREBTEHLET,
<Connector port="443"
protocol="org.apache.coyote.httpll.HttpllProtocol"
SSLImplementation="edu.internet2.middleware.security.tomcaté6.

DelegateToApplicationJSSEImplementation”
scheme="https"

SSLEnabled="true"

clientAuth="want"

ﬁfll€="/opt/sh1bboleth idp/credentials/idp.jks"
ss="PASSWORD"

truststoreFllef /opt/shlbboleth idp/credentials/trustore.jks"

truststorePass="osmosix"

truststoreAlgorithm="AnyCert"

/>

\el

9. WAR 774 ILEERT % ...webapps/ROOT/ MIHZFTIZ WAR 774 LEaE—3 B HYIZ. Shibboleth TIXALTFANERTS T AV LDER
THERELET,
a. 774 )L TOMCAT_HOME/conf/Catalina/localhost/idp.xml "sudo vi /usr/local/tomcat6/conf/Catalina/localhost/idp,xml Z{ERKLET

b. ROAVTHFAMERZEMLET , BIDBAAICAV Ab—ILLIBEE. FTRLUIZARZEFHLET,
<Context docBase="/opt/shibboleth-idp/war/idp.war"
privileged="true"
antiResourceLocking="false"
antiJARLocking="false"
unpackWAR="false"
swallowOutput="true" />

Shibboleth D&% 5E

Shibboleth [TIEEARKIIZ 4 DDAV T4F2L—230 T7AILBHYET . TXTOI7AILH fopt/shibboleth-idp/conf/ [ZHYFET . EEHIIZDULNTIE,
IdPAuthUserPass &L TZaLY,

o attribute-resolver.xml Tl, BRIV —X (ZDFITIZ Active Directory) E1—HIZT LT DBHEEELET .
e attribute-filter.xml Tl SP [CY)—RXFB1—HEME J)—RED SPZEERLFET,
e Handlerxml Tl, A —5 Rty av DB EZEEEHELET.

e Login.config Tld, A—HORIEHEEEELET

1. cd /opt/shibboleth-idp/conf
2. login.config ICRDITZEEMLET , FRTRESNIZIBEZEHL T Active Directory D EICEHEET .

a. /RARIE Active Directory @49 0—/3)L H4045 TY , T— LA —N—OREUZIRHT I=OICERD Y —/N\EXR—ZITRY>T
ANTBRIENTEET  BAAICEHRDY— 1\ Z2FEATEHEE. AL—EOY—\2FRALTENLEBRTIDLENDYET,

b. R—X(F BREA—RTT, FAMVEDRRBEINDLIIZEFHFLET . TRTOI—HH AD ADTIAILED Users TAILFZFFELT
L3315 & 1. cn=Users,dc=cloudcentertech,dc=local #{EATEEY , 11— FHIOUIRACU DRGHEEICHLHEEIE. L—FE
IETALINEERTIRENHIEENHYET,

c. ZOFHH D username\password [ZDULVTIE, CloudCenter HiR— KX E#K L&Y,

d. 3D LDAP(AD) TALIRIZRLT, FzIXRLTAL VM N TREDIRERN—RTRIETILENHBHIHE (L. login.config 5%
ELET, SEMIC DL TIE, IdPAuthUserPass 28 BL TSy,

e. OJ MY R=S DB, src/main/webapp/login.jsp M IdP TAARIE 1—avI2HUET, QT 1Y R—CFHREIA AT HHEICD
LA TIE. IdPAuthUserPassLoginPage & BLTEELY,
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hibUserPassAuth {
edu.vt.middleware.ldap.jaas.LdapLoginModule required
host="ad01.cloudcenter.com"

port="3268"
base="dc=cloudcentertech,dc=local"
ssl="false"
userFilter="sAMAccountName={0}"
serviceUser="saml@cloudcentertech.local"
serviceCredential="CloudCenterWin2day!"
subtreeSearch="true"

referral="follow”;

5

3. Handlerxml #Z®ELEY,

a.

b.

UsernamePassword LoginHandler Z R D1+, A#hIZLE T, LoginHandler # B %123 %1493 a> D% D <!-- before the section and
the --> ZHIBRLEYS,

<LoginHandler xsi:type="UsernamePassword"
jaasConfigurationLocation="file:///opt/shibboleth-idp/conf/login.config">

<AuthenticationMethod>rn:oasis:names:tc:SAML:2.0:ac:classes:

PasswordProtectedTransport</AuthenticationMethod>

</LoginHandler>

RemoteUser Login Handler Z R DI+ EHICLET . AV TOMFBIZE RDEILaVDREIZ <--in front and --> ZEEELFET .

<LoginHandler xsi:type="RemoteUser"
</LoginHandler>

4. attribute-resolver.xml Z#m&ELET,

a.

LDAP 7—4& O 94%EBML. I —HEIUETNLDEHEDHERIZERT S Active Directory RSV MLET . LT DIERERDT7
AIVIZAHDLET,

<!-- LDAP Connector -->

—& 0 DataConnecter ID #:&RL. EHOYV—RIZHT 51— RIAERIAEL T, S5ITaRVFEEBMTEDLSICLES, £fz. 12—
YEBRTH-OICEMEEMTE5EEEL. IDESBIINELHYFET,

<resolver:DataConnector id="cloudcenterLDAP" xsi:type="LDAPDirectory" xmins="urn:mace:shibboleth:2.0:resolver:dc"
IdapURL="ldap://10.100.1.220:3268" baseDN="dc=cloudcentertech,dc=local"

principal="saml@cloudcentertech.local"

principalCredential="CloudCenterWin2day!">

<FilterTemplate>

<I[CDATA[

(sAMAccountName=$requestContext.principalName)

1>

</FilterTemplate>

<LDAPProperty name="java.naming.referral" value="follow"/>

</resolver:DataConnector>

BELTERTE QR4 DL TIREIZTER LDAP $—/ & {EH) 12DV Tld. ResolverLDAPDataConnector & BLTLZELY,

. BTN FORBHEEBMLET , 77AILICIE, transientld ZFHT 3L ICBHEMNT TISRESNTULVET , KiEH ID

(sAMAccountName [ZXYEV ) ZRETHIUENHYET . Zhld. CloudCenter TS5V T+ —LIEHER ID EZDREMIZTYTTS
=TT (2D ID KA—BELD THAHE (EMBEES ISR TaRENHYED).
Dependency ref [ZERLTIzaRI2ESBL TSI LERERLET,

<resolver:AttributeDefinition id="sAMAccountName" xsi:type="Simple" xmIns="urn:mace:shibboleth:2.0:resolver:ad"
sourceAttributelD="sAMAccountName">

<resolver:Dependency ref="cloudcenterLDAP" />

<resolver:AttributeEncoder xsi:type="enc:SAML1StringNameldentifier" nameFormat="urn:mace:shibboleth:1.0:namelden
tifier"/>

<resolver:AttributeEncoder xsi:type="enc:SAML2StringNamelD" nameFormat="urn:oasis:names:tc:SAML:2.0:nameid-for
mat:persistent"/>

</resolver:AttributeDefinition>
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i
j-
k.

L BETEIATOI—YEHRICEEER)VIILAZEBMLES,

e CloudCenter F75vhI4—AlIZIE, A—H DR . . EFA—IL. ELKUPI—HF IDWUID)D 4 DOBHEISBLETT,

o L—FFFURLARILTSSOZHREL. F 1 LRILDHITTFFHUMIMLTHRES EBIHA(E. A—FABLTLEBRETF UL
EX—UT RIS BETT,

o SSO %5 2 LRILDHTTFUMIRLTHRES B BIZIE, BEAES 1 DBETY,

CAERLI=T—2 aARIADOLIICChZBMLT 4 DOREREETILLET,

Dependency ref= O FIZAERKLIzaR V2% SBLET . EHOIRVFEFERTIEEIE. BV ILN\OEHOIE—T
Dependency ref #ZEBELET,

<resolver:AttributeDefinition id="mail" xsi:type="Simple" xmIns="urn:mace:shibboleth:2.0:resolver:ad"
sourceAttribute|D="mail">

<resolver:Dependency ref="cloudcenterLDAP" />

<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:mail" />

<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:0.9.2342.19200300.100.1.3" friendlyName="mail" />

</resolver:AttributeDefinition>

<resolver:AttributeDefinition id="givenName" xsi:type="Simple" xmIns="urn:mace:shibboleth:2.0:resolver:ad"
sourceAttributelD="givenName">

<resolver:Dependency ref="cloudcenterLDAP" />

<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:givenName" />

<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:0.9.2342.19200300.100.1.3" friendlyName="givenName" />

</resolver:AttributeDefinition>

<resolver:AttributeDefinition id="sn" xsi:type="Simple" xmIns="urn:mace:shibboleth:2.0:resolver:ad"
sourceAttribute|D="sn">

<resolver:Dependency ref="cloudcenterLDAP" />

<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:sn" />

<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:0.9.2342.19200300.100.1.3" friendlyName="sn" />

</resolver:AttributeDefinition>

<resolver:AttributeDefinition id="uid" xsi:type="Simple" xmIns="urn:mace:shibboleth:2.0:resolver:ad"
sourceAttributelD="uid">

<resolver:Dependency ref="cloudcenterLDAP" />

<resolver:AttributeEncoder xsi:type="SAML1String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:mace:dir:attribute-def:uid" />

<resolver:AttributeEncoder xsi:type="SAML2String" xmIns="urn:mace:shibboleth:2.0:attribute:encoder"
name="urn:0id:0.9.2342.19200300.100.1.3" friendlyName="uid" />

</resolver:AttributeDefinition>

. WADTRTOREME (DE<TH 4 DO CloudCenter BH) MY A—/3L AZATIZNT )y adhEz T, ITRTOEENBEEIR

ITRRENBERFBYFERA, BMOBEEEZEALLEESE. TAOOBMHLT O—/ L A80OT12/3T )y a8 b EEHRBLET

. AD IDT 74 )LEHEZS L. Global Catalog hT LEMARLE, TIHILNTT O—/\IL AEOTIZHETEINEINEHERTHT

ENTEET,

BHOBEHEEETZICE. FO0—/1\)L hE05 E— OBy FESBL TSN,

HFLLRF—T IS5RFERBUEDERFBMLET,

SSO #F{/ELTHEHD AD RASU S A—HEFREET 51545 (. IdPMultipleLDAP 58 L TZELy,

5. attribute-filter.xml ##R&ELET .

a.

b.

R AttributeRules Z3EML T, SP IZfZRT S B (ZDHITIE CloudCenter) 1)) —ALEY . AttributeFilterPolicy M #I(ZiBML T
—B ID #FEEDI—HIZYY—RLFET,
thOEEET VLGS, L—ILEBMLTENLEY)—RLET,
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<afp:AttributeRule attributelD="sAMAccountName">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>

<afp:AttributeRule attribute|D="mail">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>

<afp:AttributeRule attribute|D="sn">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>

<afp:AttributeRule attributelD="givenName">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>

<afp:AttributeRule attributelD="description">
<afp:PermitValueRule xsi:type="basic:ANY"/>
</afp:AttributeRule>

6. Tomcat #HEHLET,
cd /usr/local/tomcat6/bin ./shutdown.sh
Istartup.sh

ADFS SAML SSO O#i&

BE

RALO B IUVR—FILOFEER
CloudCenter #7Rk—k

SAML EBEEERTE

ADFS DIS%EERTE

m=E

@ CloudCenter (% LDAP 4 AD [ZxL CEEZRHESAEE A0

CloudCenter &, SAML 2.0 7B +3JL (Ping ID. ADFS. Shibboleth %&) &4 HR—r9 % SSO ID FH/\1 4 —(IDP)%:&L T LDAP % AD &
DHPYRYLET

CloudCenter 2L T SSO #X X3 3IZF. KARBETT,

1. CCM %3 FEL T, R5f% SSO IDP [TUA AL IR BHEAHYET,

2. Ff-. A—Y PHOTAR—130 FOTFAILIZRLT, (SAML IDP I2&->TREN) BMD A—HFDAHRSL FONRT1ETIELY
TEBLELHYET,

3. RORTYTEIEFEIZEITT S&. CloudCenter (ZFEHNEA—Y JIL—TF A N—I9TEBMOO—ILEFVHERE BEMIC
BYLTES,

CCM 1> XA R [& Security Assertion Markup Language (SAML) 2.0 SSO % Spring Security SAML Extension #@U THR—kLET,

DRATLEBEL IL—F LRNLERRFITFUR LALT SAML O EEHRETEEY . COMBEERICEET BICIF BAISKELT L—k TFUME
FIEYITTFUMET HRDERSVBETY

o TFTUMEER

o TOTAR—I3> TOT7AILIER
FALOELUR—FILOFERE
ROBHRVER-ETHILEHERLET,

e CCM DALY —2 BRI (BRUBERITIZEZZDMTRTDOTISATUR) M AD KA avbA—5E—BL TS,
e FQDN 7/R—%JL R—T MRS A2 (https://cloud.core.enterpise.com &) NIEHETH 5,

Cisco CloudCenter i &7 /K 33


http://docs.cloudcenter.cisco.com/
http://docs.cliqr.com/display/CCD42/People
http://docs.cliqr.com/display/CCD46/Tenant+2BInformation
http://docs.cliqr.com/display/CCD46/Activation+2BProfiles
https://cloud.core.enterpise.com/

Cisco CloudCenter MR A2k

CloudCenter HR—Fk

EMIZDULVTIL, CloudCenter H7R—RZHERBLNEHELFEELY,

SAML EREIERE
TFUMEEREL.SSO #FEATBHIZIE. RDOFIEEETLET,

1. THUNEERLET (B I THUPDREEZSRBL TS,

a. [Short Name]: ZEAXFHSLPHH/RXFEHERAETICXFIEAALET,

b. [External Id]: TF O BEEMFOEN TSNS AT LOMEED IDEAALET,

c. Tenant: ZDTFh®D CCM H—/SDRAL2H, ThiE, SSO DEEMND, Y—ER TONAHF—(SP)DIUK RAUFLTHERELET
2. HILMERLI=THUREBELLTAT (UL TOTAR—23y TOI7A L EEBLET,
3. [Vendor Info] 275Uy oL, FILLIERLE=TOT4R—ay TAT7AINET IANNDTIT4R—ay TATr(ILELTRIRLET,
4. YRATLEEELLTOY 1L (JAdmin Users] > [Login as a System Admin] 22 88) . [Manage Vendor Admins] #7%%")v4-LT
[Authentication Settings] 793> FRYFA O EIDTFHUMIBIRLET,

5. [IDP Settings] IZ1&#sREABLET,

a. [IDP Name](BRTIDBITIEYR—rtHRD AD FALERLTLVET)

b. [IDP Metadata URL]: CloudCenter 75wk 74—k IDP MO EDEEEGEERILEY GRAE. HTTPS [F9HR—rEh TLVEL =
BH HTTP #FERALET),

c. [IDP Metadata File] (329 %155) .

6. [SP Settings] IZTEIREADLET S

a. [Entity I[d]: ZDREEDF—S Yk KA Z (AT A2 R—P D DNS £ BB ETY)

b. TI4IED SSO NAU T4 F, RRAMEFFZFDEFICLET

c. [Logout Target URL]: &4t M SAML R—JI205 42T 3581k, OF (2 LEza—4h SAML R—Sh 505 7o 3BISEFD1—
YHEIYFTALINTBR—D URL HEETILENHYET ([Entity ID] LEILTHIATEEELHYET)

7. [Attribute Mappings] £ avICiE#READLET . hiblk, CloudCenter 75 vk I+ —LRADA—HFEIHIZTIVEL S SIS IDP hHDT(—
IWETT . INEDTA—ILRIZDWTHRBELE AL HDIHEE L. IDP [TREVEHE TSN, DhdED £ . BFA—IL FELR M Ea—4
D (ZFADTIRBELNHYET,

a. BOIYELS%EANLFET (http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname) .
b. DT YELS%EAHALET (hitp:/schemas.xmlsoap.org/ws/2005/05/identity/claims/surname) ,
c. BFA—ILDOIYELSEAHALET (http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress) .
d. A—8 FI—FD<vELS%E A HALET (http://schemas.xmlsoap.org/claims/Group) »
e. AMT—RIFAINELIO—KLET,
. [Submit] #2YyHLET,"

oo

ADFS D{E$HEE
ADFS DEFEERTEZEITL. ®inT DERBANZRET HICIE. ROFIEEEFTLET .

1. AD FS Manager T. [AD FS] > [Trust Relationship] > [Relying Party Trusts] Z:&RL. [Add Relying Party Trust] #%')-v% LT Add Relying
Party Trust V¥ —FZRAZET,

2. [Welcome] R—I T [Start] #9UvoLET,

3. [Select Import Data from a file] R— T sp-xxxxx.xml Z#SBL. FRLFET,
4. [Next] #2)vIL%EY,

5. [Display name] TR RBEHELET .

6. [Next] 0y ILET,

7

. [Configure Multi-factor Authentication Now?] RX—<>C [I do not want to configure multi-factor authentication settings for this relying party
trust at this time] Z®#IRLET,

. [Next] #2)vIL%EY,

. [Choose Issuance Authorization Rules] R— T, [Permit all users to access this relying party] Z2RLET

10. [Next] 20w oLET,

©
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11. [Ready to Add Trust] R—U T, FILWMEBE L FEEIIBADTO/NT1EAAL, [Next] 20Uy IL T, EE L EETRIFEREZREELET,
12. [Finish] R—2 T, [Close] 9 yILET . SO T arh [Edit Claim Rules] Ry I RIZHEIMIZRTEINET
13. [Properties] 7w ILET,
14. [Advanced] #7 ® [Secure hash algorithm] T [SHA-1] Z#iRL. [OK] #9UvHILET,
15. YRFT, BERRAZERTHEEEVVILET,
16. ERLI-1EEEHY)voL. [Edit Claim Rules] #2')voL%ET,
17. [Select Rule Template] R— @ [Claim rule template] T'J XkH5 [Send LDAP Attributes as Claims] #42'Jv2L . [Next] #9vILET,
18. [Configure Rule] R—® [Claim rule name] M X & T1—ILFIZ Get Attributes EAALET,
19. [Mapping of LDAP attributes to outgoing claim types] T. R® LDAP Bit#%:&RL. {5 T2 OB RO EROEH 2/ TE£RkO0vTE 9 1)
AL EBIRLET
a. [Given-Name]: £ & D4
b. [Surname]: % Dk
c. [E-Mail-Addresses]: BF*—JL PRL R
d. [Token-Groups - Unqualified Names]: & JL—

Edit Rule - Get attributes -

You can configure thiz rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributez. Specify how the attibutes will map bo the outgoing claim bpes that will be
izzued from the rule.

Clair rule name:

Get attributes

Rule template: Send LDAP Attributes az Claims

Attribute store:

Active Directany W

b4 apping of LDAP attributes to outgoing claim bpes:

I;gdﬂfnigaibute [Select or type to Outgaing Claim Type [Select or twpe to add mare)

4 Given-Marme W[ Given Marne W
Surnarne W [ Surnarne W
E-Mail-bddresses v [|[E-Mal Address v
Token-Groups - Unqualified Mames  w || Group W

* W v

Wiew Rule Language... | 0k | | Cancel |

20. [OK] &2YvoL%ET,
21. BOHRAEANABDERDNS VR TH—L T TL—HMIEBMLET , [Select Rule Template] XR—® [Claim rule template] T.
1) Xk A [Transform an Incoming Claim] Z##RL . [Next] #9UvoLET,
22. NamelD IZ®LTHREIIZ SAM EWSAFIFRELT. ROEETVELILET,
a. [Incoming claim type]: BFA*—JL PFL R
b. [Outgoing claim type]: &#7 ID
c. [Outgoing name ID format]: Email
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Edit Rule - SAM to NamelD | x|

Y'ou can configure thiz rule to map an incaming claim tepe to an outgoing claim bppe. As an option, pou can
alzo map an incaming claim value ta an outgaing claim value. Specity the incoming claim twpe to map to the
outgoing claim type and whether the claim value thould be mapped to a new claim walue.

Claim rile name:

Sahkd to MamelD

Fiule template: Transform an Incoming Claim

Inzarming claim type: |E-M all Address W |
Unzpecified

Qutgoing claim type: |Name [ W |

Qutgaing name 1D format: |Emai| W |

(@ Pazz through all claim values

() Replace an incoming claim value with a different autgaing claim value

Browse. ..

() Replace incoming e-mail suffix claims with a new e-mail zuffix

Wiew Rule Language. . (] | | Cancel

23. [OK] &9 ILET,

ZhT.ADFS SAML SSO #iahZESNELI=,
ServiceNow

o T—EXTIUFvDBE
o HEDHE
o AVAM—ILEBLURERE

CloudCenter: ServiceNow D#EEDT7—FTIFvDHE

Bz
T—XTIF¥
REDNEM
e

H=

Cisco Cloud Center IZ[& ServiceNow [Z&k>TEREShEzHET T Ur—arnHY. ServiceNow D App Store HhBA DY O—RTEET, HET T
I%. ServiceNow @ CMS R&. [FS5AR—k 7Fr—3> 2a—T |1ZRRATHRHEINET . ZhiZk>T ServiceNow BRED DI 2T 51—
ZOFAEDNFHIREINET N METTUNTO—/3)L RO—TCEEEE5ZT . BED ServiceNow BIED AN B ESHEHFT HL5I1CLET,
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F—%7HF %
ROEIZ. Cisco CloudCenter & ServiceNow D@EEZRLET . TXTHEEN Rest API a—)LEBELTITOIET,

REST &P Calls
NNl

se rwcenuw ¢ \ c1SCO

Basic Authentication

Craate CloudCanter Users

\ Configure
CloudCenter a0 oy
User Gro: '# POST @. users and
.3 P Asgign unigue AP] key permissions
Pruisesr A
Trgrper: Tabis
- oSy
CloudCanter Create orger guide items. = ——
Order Guida GET Cymamecally koad a1 a:;:I:;"Dn
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"app id": "%appId%",

"app name": "%appName3",
"latest app version": "$latestAppVersion$",
"owner id": "%ownerIds",

no omn

"owner": fowners
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1. SNOW_job_status_changed RAF—4XZEH

"job_id": "$jobIds",

"job name": "%jobName$",
"job_ type": "%jobType3",
"app name": "%appName$",
"owner": "%owners",
"status": "%status%",
"changed on": "%ChangedOn%",
"new status": "%NewStatus3"

2. SNOW_job_deployed Deployed

{
"job_id": "%$jobId%",
"job name": "%jobName$",
"job type": "%jobTypes",
"app name": "%appName3",
"owner": "%owners",
"status": "%$status%",
"deployed on": "%DeployedOn%"

}

3. SNOW_job_canceled Cancelled (F+
L) (

"job id": "%jobId%",
"job name": "%jobName3",
"job type": "%jobTypes",
"app name": "%appName$",
"owner": "%owners",
"status": "%status%",
"cancelled on": "%CancelledOn3%"

}
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FT. COAVIRYYDYRNEFERALT, BEEEIRT 2-OOROVTE I EERELES . TI4/LE
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Cisco CloudCenter #i&H A F "


http://docs.cloudcenter.cisco.com/
http://docs.cliqr.com/display/40API/View+Activation+Profiles

Cisco CloudCenter MR A2k

¥ Instance Specs =  Instance Specs n Goto | Instance Size ¥
—
= *
Integration - CliQr = Instal \d = Type = Specification
¥ Data Tables Small cPu Imtel(R) Xeon(R) CPU ES-2660 0 @ 2.20GH:2.
e ) small Mamory 1.7 GB RAM
Small Cost per Hour 0.0444
Small Capacity 160 GB
Medium cPu Intel{R) Xeon(R) CPU ES-2660 0 @ 2.20GHz
(0 Medum Memary 3.75GB RAM
Medium Caost per Hour 0.07
Medium Capacity 410GB
Large Memory 7.5 GB RAM
Large Cost par Hour 0.175
Larpe Capacity 840 GB (2 * 420 GE)
Large cPu Imtel{R) Xeon(R) CPU E5-2660 0 & 2.20GHz...
Extra Large Capacity 1680 GB (4 * 420 GB)
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