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‘House Keeping Notes

Thank you for attending Cisco Connect Toronto 2014, here are a few
housekeeping notes to ensure we all enjoy the session today.

= Please ensure your cellphones are set on silent to ensure no one is disturbed
during the session

= Please hold all questions until the end of these session to ensure all material is
covered



.Complete Your Paper Session Evaluation

Give us your feedback and you could win 1 of 2
fabulous prizes in a random draw.

Complete and return your paper evaluation
form to the Room Attendant at the end of the —
session.

Winners will be announced today at the end of
the session. You must be present to win!

Please visit the Concierge desk to pick up your
prize redemption slip.

(((((

Visit them at BOOTH# 407

Presentation_ID Cisco and/or its affiliates. All rights reserved.
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http://www.google.com/aclk?sa=l&ai=CG2awSZxqUdmnIPKh6QGc2oHwAZDV48gCqLGXwTvI1sycSQgGEAMoA1Dburb5BGDJ1q6KpKTEEaAB3OuE_QPIAQeqBCNP0LNQhqdgW7cj9_QLmL6qjhzmt6ofFchKKiN01DpGJxLdTboFEwiblL75j8q2AhUrGjQKHR8zALrABQXKBQCgBiaAB4yU-wLgEsza__m9m6rV0QE&ei=SJxqUZvQF6u00AGf5oDQCw&sig=AOD64_3c0ay6iHU-GGkY5JlWB4p4X2vmXw&ctype=5&rct=j&frm=1&q=kobo+vox&sqi=2&ved=0CKUBEPMO&adurl=http://www.digitaldeliverydownloads.com/kobo-vox-ereader.html

Intro to OpenStack (30 minutes)

Networking in OpenStack (30 minutes)

OpenStack integration with ACI
Demo - (30 Minutes)

= final thoughts - Openstack user group

Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Agenda — Intro to OpenStack

Review: Amazon AWS

OpenStack Intro

OpenStack Community and Distributions
OpenStack Architecture

OpenStack Terminology

OpenStack Projects

OpenStack and Cisco

openstack

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 6
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Amazon EC2 »

Web service that provides
resizable compute capacity
in the cloud.

Amazon CloudWatch »
Menitering for AWS cloud
resources and applications.

Amazon EBS »
Highly available, highly
reliable, predictable storage

volumes.

Amazon SNS »
Web service to set up,
operate, and send

natifications from the cloud.

Amazon SWF »
Workflow service for
building scalable, resilient

applications.

11
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Amazon S3 »
Highly-scalable, reliable,
and low-latency data
storage.

AWS Data Pipeline »
Orchestration for data-

driven workflows.

Amazon ELB »

‘Web service that provides
scalability and high
availability.

Amazon Elastic
Transcoder »
Convert your media files
easily, at low cost and at

scale.

AWS Marketplace »
Partner software pre-

configured to run on AWS.

Cisco and/or its affiliates. All rights reserved.

Amazon RDS »
Managed MySQL, Oracle
and SQL Server databases.

Amazon DynamoDB »
Fully managed NoSQL
database service with
seamless scalability.

Amazon ElastiCache »
Managed scale-out
caching.

Amazon 5QS »
Scalable gueue for storing
messages as they travel

between computers.

Cisco Public



Amazon AWS

= AWS is Amazon’s umbrella description of all of their web-based
technology services - ,

Amazon Web Services o

= Mainly infrastructure services:
— Amazon Elastic Compute Cloud (EC2)
— Amazon Simple Storage Service (S3) g g @
— Amazon Simple Queue Service (SQS) e Mg
— Amazon CloudFront

— Amazon SimpleDB | -



Amazon EC2Is...

= A Web service that provides resizable compute capacity in the cloud.
= Designed to make Web-scale computing easier for developers.

= A simple Web service interface that provides complete control of your
computing resources

Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public



Amazon EC2 Benefits You Because It

= Reduces the time required to obtain and boot new server instances to minutes

= Quickly scales capacity, both up and down, as your computing requirements
change

= Changes the economics of computing:
— Pay only for capacity that you actually use
— a + bc becomes just bc

= No start-up, monthly, or fixed costs
= $0.10 per CPU hour
= $0.20 per GB transferred across Net

= No cost to transfer data between Amazon S3 and Amazon
EC2




‘Amazon Storage

—
fz

= EC2 Instance Store : disappears with the instance (transient)

= S3 is independent of an instance: for archival purposes: vault: store it now and retrieve
it at a later date

= Elastic Block Storage: SAN-like, persists across time
= SimpleDB: Relational database better than MySQL or Oracle for reliability.

Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public



‘Amazon S3 API': Web/Object Storage

Amazon web services S3 API supports the ability to:
* Find buckets and objects

= Discover their meta data

= Create new buckets

= Upload new objects

" Delete existing buckets and objects

" When manipulating the buckets you can optionally specify where they should
be stored.

= Use REST API preferably something that abstracts out even that: Jets3t;
s3cmd (command line)

= BitTorrent access to S3 is also available



Intro n

openstack

“OpenStack is a collection of open source technologies delivering a massively
scalable cloud operating system” - openstack.org

OpenStack is a that controls large pools of compute,
storage, and networking resources throughout a data center, all managed
through a dashboard that gives administrators control while empowering users to
provision resources through a web interface.

OpenStack is an Open Source software for building private and public clouds.

OpenStack is backed up by a global of community technologists, developers,
researchers, corporations and computing experts.

OpenStack enables developers to build cloud-aware applications via APIs

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 13



OpenStack Community

(.") rackspace

HOSTING

/A puppet

labs

Puppet Labs
nicira

Enterprisepg

Cloud Cruiser

L

SMEStorage

AN FATHOMD B

FathomDB

AN@NICAL
Canonical

—
ZADARA

Zadara Storage

W ach

Mach Technology

CloudKick

engine

E8Grid

Grid Dynamics

T (G
CloudBees

CloudBees.

Tail-f Systems
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Zenoss’

Zenoss.

CLO

Calxeda

UDS\WwWiITCH

QiLimelight

Limelight

+ clouc

/il opatan

http/www.opatan.com/

Memset

Cloudscaling

@ MORPH

Morphiabs

L&T Infotech

LA&T Infotech

SOF TLAY=R'

SoftLayer

Gladinet

e

Gomputenext

RIGHTSCaLe’

RightScale

“ARiptano

Riptano

0 VYATTA

Vyatta

Gluster

BROCADE

Brocade

Cloud.com

@ INTALIO

Nepho

NephoScale

iomart

iomart Group

P UTONOMIC

Autonomic Resources

w! scale

Cirrascale

kt

Korean Telecom

StackOps

-anill
(3111
smartscale

Smartscale

InterNap

ARISTA

Arista Networks

Mellanox

Mellanox
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OpenStack Distributions n

openstack

- Based on the same model of Fedora and Red Hat Enterprise Linux, OpenStack
from Red Hat is available in two flavors

Mirantis — provides OpenStack software, training and consulting
RackSpace - provides OpenStack software, hosting, training and consulting

— bundles OpenStack with their server (Ubuntu based) including fully scriptable
API

Cloudscaling — provides customized OpenStack to meet enterprise needs

Piston OpenStack -includes a number of proprietary technologies that automate the
configuration, deployment and management of OpenStack

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 15


http://openstack.redhat.com/Main_Page
http://openstack.redhat.com/Main_Page
http://openstack.redhat.com/Main_Page
http://openstack.redhat.com/Main_Page
http://www.redhat.com/products/enterprise-linux/openstack-platform/
http://www.redhat.com/products/enterprise-linux/openstack-platform/

OpenStack Conceptual Architecture n

openstack

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia 16



OpenStack Logical Architecture

HITRS)

OpenStack End Users

Dpenstack
Iage API

OpenStack
Compyte AFI

Openstack
Block Storage AP

OpenStatk
Block Storage API
== = — . Opemtfack
Hetwork APL — _

-7

swiftproxy Y

Obiet AP

i
Openttack g

OpenStack

Image Service

nova-gert/
ablectstore

nova-network |

OpenStack
Block Storage Service

quantum
agentls)

quantum
pluainis)

——
database
OpenStack

Network Service

OpenStack Compute

DpenStack
tent

poliey
kend
[rules, eustom)
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OpenStack Terminology .
Running virtual machine openstack
Non-running virtual machine, multiple formats (AMI, OVF, etc.)
Interface for computer programs
Acts as a hub for passing messages between daemons
Provides persistent block storage to instances
aka Tenants, provides logical separation among cloud users
Pre-created bundles of compute resources

Associated to an instance on start-up, internal only

Public facing IP address

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 18



OpenStack Releases ﬂ

openstack

Release Date Included Components

Austin 21 Oct 2010 Nova, Swift

Bexar 3 Feb 2011 Nova, Glance, Swift

Cactus 15 Apr 2011 Nova, Glance, Swift

Diablo 22 Sept 2011 Nova, Glance, Swift

Essex 5 Apr 2012 Nova, Glance, Swift, Horizon, Keystone

Folsom 27 Sept 2012 Nova, Glance, Swift, Horizon, Keystone, Quantum, Cinder
Grizzly 4 Apr 2013 Nova, Glance, Swift, Horizon, Keystone, Quantum, Cinder
Havana 17 Oct 2013 Nova, Glance, Swift, Horizon, Keystone, Neutron, Cinder

Icehouse Apr 2014 Nova, Glance, Swift, Horizon, Keystone, Neutron, Cinder ...




OpenStack Projects ﬂ

openstack

ssinyz| HORIZON
oo _—_= DASHBOARD
KEYSTONE
NOVA GLANCE SWIFT NEUTRON CINDER :@
00013 = —
i I:Inl:lnlnl:ll].ll = ’ IDENTITY
10001 e Y o SERVICE
Q00 - - -
COMPUTE IMAGE OBJECT (FORMERLY VOLUME
SERVICE STORE QUANTUM) SERVICE

RED HAT ENTERPRISE LINUX /UBUNTU / OTHER LINUX DISTROS
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OpenStack Projects - HORIZON ﬂ

openstack

OpenStack Dashboard (HORIZON)
- Dashboard
- Provides simple self service Ul for end-users

- Basic cloud administrator functions
Define users, tenants and quotas
No infrastructure management

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



OpenStack Projects - KEYSTONE ﬂ

openstack

KEYSTONE

OpenStack Identity (KEYSTONE)
- ldentity Service
- Common authorization framework
- Manages users, tenants and roles
- Pluggable backends (SQL, PAM, LDAP, etc)

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22



OpenStack Projects - NOVA ﬂ

openstack

NOVA

= |
i Ul
000111
: Q001011
\10001
Y0001l X il
110001

COMPUTE CONTROLLER COMPUTE
NODE

OpenStack Compute (NOVA)

- Core compute service comprised of
Compute Nodes — hypervisors that run virtual machines
- Supports multiple hypervisors KVM, Xen, LXC, Hyper-V and ESX
Distributed controllers that handle scheduling, API calls, etc
- Native OpenStack APl and Amazon EC2 compatible API

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 23



OpenStack Projects - GLANCE ﬂ

openstack

OpenStack Image (GLANCE)

- Image service
Stores and retrieves disk images (virtual machine templates)

- Supports Raw, QCOW, VMDK, VHD, ISO, OVF & AMI/AKI
- Backend storage : Filesystem, Swift, Amazon S3

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 24



OpenStack Projects - SWIFT ﬂ

openstack

OpenStack Object Storage (SWIFT)
- Object Storage service
- Modeled after Amazon's S3 service
- Provides simple service for storing and retrieving arbitrary data
- Native APl and S3 compatible API

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 25



OpenStack Projects - NEUTRON ﬂ

openstack

NETWORKING

OpenStack Networking (NEUTRON formerly QUANTUM)
- Network Service
- Provides framework for Software Defined Network (SDN)

- Plugin architecture

Allows integration of hardware and software based network
solutions

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 26



OpenStack Projects - CINDER

OpenStack Block Storage (CINDER)
- Block Storage (Volume) Service

- Provides block storage for virtual machines (persistent disks)

~ Similar to Amazon EBS service

~ Plugin architecture for vendor extensions

eg. NetApp driver for Cinder

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

openstack

Cisco Confidential 27



OpenStack Incubating Projects ﬂ

openstack
OpenStack Orchestration (HEAT)
@ . Goal: Provides AWS CloudFormation implementation for
OpenStack

. Deploys composite cloud applications to OpenStack
CEILOMETER OpenStack Monitoring and Metering (CEILOMETER)
ﬁ . Goal: To provide a single infrastructure to collect

= measurements from an entire OpenStack infrastructure;
EIER eliminate need for multiple agents attaching to multiple

OpenStack projects
Primary targets metering and monitoring; provides
extensibility

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 28



OpenStack at Cisco CcIsco

Community Cisco Engineering e e A
Participation Partners
» Neutron Plug-ins for Cisco
Nexus Cisco OpenStack Ad d
* OpenStack Foundation Board ) y ISCO LUpenstac vance
mgmber * ACI APIC plug-ins Services
* VLAN Programing .. :
- Code Contributions across _ *  Drive innovation through
Core services * N1KV portfolio for KVM real-world use cases
- Second most prolific » Cisco OpenStack Tools « Comcast, WebEx, Paypal,
contributor for Completed » Cisco UCS OpensStack Installer Best Buy, large SPs,
Blueprints « UCS One-touch provisioning tool Photobucket

* One of the leading contributors
of code to the Neutron project

Cisco UCS OpenStack CVD
Cisco UCS Accelerator Paks n
AdOption in PrOdUCtS (VIRL) Openstack

« Expanding beyond Neutron

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29



QpenStack Deployment Models

All-in-One
Controller , Compute, Storage
and Networking Nodes all rolled
up in one physical host/vm

Multi-Node Compute Multi Node Compute/Storage

One Controller Separate clusters of
Local/NAS/SAN Storage and Controller, Compute and

Multiple Compute Node Storage Nodes
Cluster

Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public




OpenStack — Scripted Install on UCS

Pre-configure UCS

Hostname / IP address

Logical credentials

Resource allocation
preferences

Only Point of User Touch

Event Listener

Updates the newly added
node info in puppet

Puppet apply

Add hosts/system in
OpenStack

Provision UCS Servers
Chassis/Server Discovery
Service Profile Association

PXE boot devices deployed

Host OS Install

PXE boot for initial OS
install

RHEL 6.4 installation on
bare-metal servers

Sync all the plugins from
Puppet Master

Register Nodes

Cobbler database update

OpenStack Handover

Inventory of nova nodes
on controller

VM Provisioning

OpenStack Services
Deployment

31



[ypical OpenStack Deployment

CPU and RAM

Controller

Horizon

Nova

Neutron| Glance

Haawn /\
ricavy

isk and I/0O Heavy

Compute Cluster

Compute = Compute
. Node Node

Node

t

Compute | Compute
Node

Presentation_ID
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Storage Cluster

Storage = Storage
_ Node . Node |

Node Node
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Storage Storage

Controller

Compute

Swift Proxy

Swift Storage

Ceph Storage

Cisco Public

2 x C220 M3
or
2 x B200 M3

N x C220 M3
or
N x B200 M3

N x C220 M3
(0]
N x B200 M3

N x C240 M3

N x C240 M3




Controller Node
Intel E5-2660, <256 Gb, <2 TB HDD
B200 M3; C220 M3

. Compute Nodes

Intel E5-2660, 768 Gb —1 TB RAM, 2 TB
HDD

B200 M3, B250 M2; B440 M2; C220 M3
. Storage Nodes
Intel E5-2660, 32 Gb RAM, £ 24 TB HDD

C240 M3

Presentation_ID Cisco and/or its affiliates. All rights reserved.
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Getting Started

= Try/Dev/Demo:
— http://devstack.org/
— http://www.stackops.com/
— http://trystack.org/

= Many, many, many blogs on setting up OpenStack on every virtual
platform imaginable

= Grizzly:
— http://docwiki.cisco.com/wiki/OpenStack:Grizzly:All-In-One
— http://docwiki.cisco.com/wiki/OpenStack:Grizzly-Multinode

= Havana:

— http://docwiki.cisco.com/wiki/Openstack:Havana-Openstack-Installer

— http://docwiki.cisco.com/wiki/OpenStack Havana Release: High-
Availability Manual Deployment Guide

Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public
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OpenStack - Resources ﬂ

onenstack

OpenStack at Cisco:

http://www.cisco.com/web/solutions/openstack/index.html

OpenStack Cisco Validated Designs:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/uc
s rhos.html

Cisco Nexus Plug-in for OpenStack

http://www.cisco.com/c/en/us/products/collateral/switches/nexus-3000-
series-switches/data sheet c¢78-727737.html
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OpenStack Networking
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Neutron Introduction

Neutron

OpenStack Network Service (Neutron)

Provides “network connectivity as a service” between
devices managed by other OpenStack services

= Provides abstractions and functionality needed for
cloud networking

= Why Neutron?
— Current networking under Nova is limited
— Provide tenants an API to build rich networking topologies
— Foster innovation through plug-ins



OpenStack Network Topologies

Tenanta TenantB Tenanta TenantC TenantA TenantB TenantA Te\‘?:n:lc TenantD
VM1 VM1 VM2 VM
WA WM VM2 WM 30.0.0.2 B T 30.0.1.3
30.0.0.2 30.0.0.3 30.0.0.4 30.0.0.5 e B et 30.0.2.2 B

30.0.0.1
""-\-\.\_,_-/

Physical Router

-

30.0.0.1

Physical Router

Single Flat Network Multiple Flat Networks
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OpenStack Network Topologies

TenantA TenantA TenantC TenantC
VM1 VM2 W VM2

30.0.0.3 30.0.0.4 30.0.0.5

10.0.0.2 10.0.0.3 10.0.1.2 10.0.1.3

TenantA TenantA TenantC TenantC
wM1 VM2 Tenans VM wM2

30.0.0.2 30.0.0.3 30.0 ; 4 30.0.0.5

10.0.0.2 10.0.0.3 e 10.0.0.2 10.0.0.3

Physical Router

Physical Router

Mixed Flat and Private Network Provider and Tenant Networks
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OpenStack Network Topologies

Sl o I | S,

10.0.0.2

10.0.0.3 I | 10.0.1.2 I | 10.0.1.3

Tenant Routers and Private Networks
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Basic Neutron API Abstractions (Quantum Derived)

virtual server

Nova
<—— virtual interface
(VIF)
\, > /— virtual port
4 <—— L2 virtual network
Quantum "

-
h-“""“' Virtual subnet

“virtual networks” and virtual subnets are fundamentally multi-
tenant, just like virtual servers (e.g., overlapping IP's can be used on
different networks)



Neutron Architecture

Backend Networks

Clients Neutron Service Physical and Virtual
Quantum /" Physical
_ API Network . /
Tenant  \ (——>
Scripts Create-net <
- {
_ _ <
Horizon L : Plug-in p:
GUI - - N
| Orchestration | «—| Create-port L5 Virtual switch /)
C(}de \ | \- I —
= ~ Nova Compute
API
Extensions
' V € Interfaces from Nova

plug into a switch
managed by the
Quantum plug-in.

Uniform API
for all
clients



Neutron API Extensions

Neutron Base API v2.0

= Networks
— Create, Delete, Update
— List, Show

= Subnets
— Create, Delete, Update
— List, Show

= Ports
— Create, Delete, Update
— List, Show

Neutron API Extensions

« Routers

Create, Delete, Update, List, Show

- FloatingIP

Create, Delete, Update, List, Show

« Qo0S, ACLs, LBaaS
« Security Filter Policies
« Netflow

« Port Profiles/Statistics



OpenStack Néutron Grizzly Additions

= Multiple network nodes running L3-agents and DHCP-agents
= Allows L3-L4 packet filtering for security policies

» Load-balancing-as-a-Service (LBaaS)

= Metadata improvements, allow overlapping IP address ranges
= Horizon GUI support for Routers + Loadbalancers

= Support for XML API

= New vendor plugins and improvements to existing plugins

= Seamless upgrade from Folsom to Grizzly



Network Connectivity for Physical Hosts

Management Network

1 ) quantum-server
1 1 "
1 nova-api
1
gquantum-metadata-agent 1 nova-scheduler
quantum-dhcp-agent nova-compute keystone
guantum-13-agent guanturm-*-plugin-agent
RabbitMQ
guantum-*-plugin-agent
Compute Node MySaL
g Network Node
i Cloud Controller Node
Data Network
External API
Network Network
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What is Modular Layer 27?

A new Neutron core plugin in Havana

®  Modular

o Drivers for layer 2 network types and mechanisms - interface with agents,
hardware, controllers, ...

o  Service plugins and their drivers for layer 3+

® Works with existing L2 agents
o openvswitch
o linuxbridge
o hyperv

® Deprecates existing monolithic plugins
o openvswitch
o linuxbridge



Before Modular Layer 2 ...

Neutron Server

Open vSwitch Plugin

OR

Neutron Server

Linuxbridge Plugin

OR ...



Before Modular Layer 2 ...

| want to write
a Neutron
Plugin.

What a pain. :(

Neutron Server

But | have to
duplicate a lot of
DB, segmentation,
etc. work.

Vendor X Plugin




Modular Layer 2 (ML2) Plugin

The Modular Layer 2 (ML2) Plugin is a
framework allowing OpenStack Neutron to
simultaneously utilize the variety of layer 2
networking technologies found in complex
real-world data centers.



Neutron Multi-plugin Support

[ Cisco Neutron } Neutron Server

Plugin
3 Process
A
v
Message Bus
—————————————— i e STl
de==="" Yy === =>
4 Sub-Plugin N( Sub-Plugin N 4 Sub-Plugin )
Adapter A Adapter B Adapter C
Open vSwitch N1000v onePK Agent
L _J \
Open vSwitch N1000v Cisco

Physical Network
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ML2 Use Casés

® Replace existing monolithic plugins
o Eliminate redundant code
o Reduce development & maintenance effort

® New features
o Top-of-Rack switch control
o Avoid tunnel flooding via L2 population
o Many more to come...

® Heterogeneous deployments
o  Specialized hypervisor nodes with distinct network mechanisms
o Integrate *aaS appliances
o Roll new technologies into existing deployments



What's Similar?

ML2 is functionally a superset of the monolithic openvswitch, linuxbridge, and
hyperv plugins:

® Based on NeutronDBPIluginV2

® Models networks in terms of provider attributes
® RPC interface to L2 agents

® Extension APIs



‘What’s Different?

ML2 introduces several innovations to achieve its goals:

® Cleanly separates management of network types from the mechanisms for
accessing those networks

o Makes types and mechanisms pluggable via drivers

o Allows multiple mechanism drivers to access same network
simultaneously

o Optional features packaged as mechanism drivers
® Supports multi-segment networks
® Flexible port binding

® L3 router extension integrated as a service plugin



- ML2 Architecture Diagram

Neutron Server

API Extensions

Mechanism Manager
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- Type VDriver.s in Havana

The following are supported segmentation types in ML2 for the Havana
release:

e Jocal

o flat

e VLAN

e GRE

e VXLAN
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‘Mechanism Drivers in Havana

The following ML2 MechanismDrivers exist in Havana:
e Arista

e Cisco Nexus

e Hyper-V Agent

e L2 Population

e Linuxbridge Agent

e Open vSwitch Agent

e Tail-f NCS



SDN & Cisco Open Network Environment (ONE)

e lta It

OpenFlow  Device w/ Device
Network Device OpenFlow Network
- openstack’

Cisco Pu blic
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Cisco OpenStack Plugins & Initiatives (More to Come!)

= Nexus 1000V Neutron Plugin

= Nexus 1000V VXLAN Gateway Neutron Plugin

= Nexus 1000V Cloud Services Router Neutron Plugin

* Nexus Dynamic Fabric Automation (DFA) Neutron Plugin
= Nexus L3 Neutron Plugin

= OpenDaylight Neutron Plugin

= Cisco Validated Design

= OpenStack UCS Installer



Cisco OpenStack Nexus 1000V Plugin

Controller Node
OpenStack Networking

Cisco Nexus
Plugin

HES R,

Cisco Nexus
Interface OVS Plugin
uUnver

Communication with Cisco Nexus switches using Netconf

Cisco Nexus Switch

VLAN 100

Cisco Nekus. Switch

VLAN 200

VLAN 100 VLAN 200

Communication with
plugin agents on hosts

Tenant A
VAN 100
VLA
0003

Tanan B
VLAN 200
VM

1001

Tanant A
VAN 100
VM2
nona

Tanam B
VLAN 200
M2

3 100,74

Host 1 Host 2 Host N-1 Host N
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Nexus 1000V VXLAN Gateway

VXLAN is a Layer 2 network isolation technology that uses a 24-bit

segment identifier to scale beyond the 4000-address limitations of VLANSs.

VXLAN technology creates LAN segments by using an overlay approach

with MAC-in-IP encapsulation. The Cisco Nexus 1000V VEM encapsulates ~ ____ViAw=soe
the original Layer 2 frame leaving the virtual machine. e . :

Bare Metal
Database Server

S—

The initial support for VXLAN extended to virtual switches that run in a
hypervisor environment, and the only endpoints that could be on VXLANs
were virtual machinesrespectively. Physical servers and traditional service
nodes will continue to be used on traditional VLAN interfaces. To connect
workloads with some components on a VXLAN interface and others on a
VLAN interface, or to apply hardware-based services to a VXLAN network,
an interconnection such as VXLAN gateway is employed.

Layer 3
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Nexus 1000V Cloud Services Router

The Cisco® Cloud Services Router 1000V (CSR 1000V) is a
single-tenant router in virtual form-factor that delivers
comprehensive WAN gateway functions to multitenant provider-
hosted clouds. Using familiar, industry-leading Cisco IOS®
Software networking capabilities, the CSR 1000V enables
enterprises to extend their WANS transparently into external
provider-hosted clouds and cloud providers to offer their tenants
enterprise-class networking services.

The Cisco CSR 1000V contains the same operating system, Cisco
I0S XE Software, which runs inside the Cisco ASR 1000 product
line. Providing control- and data-plane separation, multicore
forwarding, and a modular architecture that allows for smooth
insertion of networking features, Cisco 10S XE Software is well-
suited for dynamic cloud environments. The software is based on
the stable, robust, and feature-rich Cisco IOS Software that has
powered Cisco ISRs and other hardware routers in demanding
enterprise, service provider, and government networks for more
than two decades.
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APPLICATION CENTRIC INFRASTRUCTURE

Hypervisors
Physical and Virtual L4-L7 Multi DC
Networking Networking Compute Services Storage WAN and Cloud

cisco

2= Microsoft
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AGILITY: ANY APPLICATION, ANYWHERE—PHYSICAL AND VIRTUAL
COMMON APPLICATION NETWORK PROFILE

APPLICATION
NETWORK PROFILE

SLA N

QoS

Security
Load
e | Balancing | ‘
e N T - L I ‘
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-Solution: Integrating Cisco ACI fabric with Red Hat OpenStack

Cisco’s ACI Fabric combines ACl-ready Nexus 9000 switches
with application policy, enabling applications to drive
networking behavior, not the other way around. Pre-defined
application requirements and descriptions automate the
provisioning of the network, application services, security
policies, tenant subnets and workload placement. Automating
the provisioning of the complete application network reduces
IT costs, reduces errors, accelerates deployment and makes
the business more agile.

Cisco and Red Hat have collaborated to build a joint solution
on RHEL OpenStack Platform through integration with
existing OpenStack Neutron APIs, Open vSwitch, and the
Cisco Application Policy Infrastructure Controller (APIC).

TIr
CISCO
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Cisco APIC Integration with RHEL OpenStack Platform

Open Rest API

Open Virtual Switch Open Virtual Switch Open Virtual Switch
ovsDB

-
@ redhat Q redhat Q redhat

APIC Plugin for Fabric Translates Neutron Primitives | Integrates with OVS on
Using ML2 Framework to ACI Policy Model KVM Hypervisor
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Cisco ACI Integration with RHEL OpenStack Platform

Network Routing Security
Create Network, Open Virtual Switch Open Virual Switch Open Virtual Switch
< Subnet, Security
| & o Poli \ J
¥ g Groups, ollcy_
b u s N
— Web § App Web Web §| Web
S e weo | Ace [N weo Ao | oo R e f e | 0s |
penStac
Tenant @ redhat Q redhat @ redhat.
: & J
Automatically s
Push Network
Profiles to APIC >
& 2)
Application Network Profile
Traditional
3-Ti
e Firewall Web ADC
e Apply Policy €
%
\.{\’ APIC _I‘;‘] —
Application Policy
Infrastructure Controller
Ly
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.Cisco ACI Integration with RHEL OpenStack Platform Solution Benefits:

TIr
CISCO

Provides certified, supported, integrated, and deployable solution for
running RHEL OpenStack Platform on application centric networking
infrastructure

Simplifies and accelerates deployment and management of applications
and infrastructure in private, public, and hybrid clouds using OpenStack

Enables scalability, performance, and agility in cloud environments by
combining the flexibility of software (RHEL OpenStack Platform and Cisco
ACI) with the performance of hardware (Cisco ACI)

Provides the capability to build comprehensive application-based network
policies in the cloud

Benefits the open source community through the evolution of network
concepts using extensions to the

OpenStack Neutron model to achieve a more application centric
infrastructure

Provides enhanced automation and programmability capabilities through
open APIs to enable a broader ecosystem
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Cisco OpenStack Code Contributions

i near Metric
Havana v openstack - all x nodule v Cisco Systems x | v x Commits x
10 100
5 A : 500
o - A N M AM\— &,
B g - & £ B : g E 5 - 3 &
Contribution by engineers Contribution by modules
I Kyle Mestery I neutron
Henry Gessau devstack
Arvind Somya nova
M Dane LeBlanc M tempest

M Paul Michali M python-neutronclient
M Abhishek Raut M openstack-manuals
M Rich Curran M horizon
M Senhua Huang M operations-guide
Rudrajit Tapadar

netconn-api
M others M python-keystoneclient

http://stackalytics.com/
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Cisco Openstack Installer — Opening The Cloud

cisco Openstack at Cisco

OpenStack for Cisco UCS

Cisco announces availability of a simplified OpenStack installation and
production deployment environment on Cisco's... More BUILT FOR

B openstack

Cisco offers a collection of installation and deployment packages to simplify configuration and operation of OpenStack on UCS
B-Series and C-Series hardware. These open source packages and seripts install all OpenStack components and configure them
automatically using a centralized configuration controller (Cobbler) executing Puppet automation seripts. Additional monitoring is
provided through the use of Nagios, Collectd and Graphite.

Installation

Instructions for all-in-one, multi-node, and high-availability installation options for Grizzly OpenStack release.
Get Instructions
More information

OpenStack Networking Plugins for Nexus Series Switches

With the Grizzly release we've updated our Cisco Mexus plugins for OpenStack Networking's APL. They are part of the standard
Grizzly release
Download Datasheet

Related Links

OpenStack is one part of a Cisco's
broader strategy o create open,
programmable networks.

Learmn More

See what's possible with new APIs,

data on demand, and smarter,
faster networks.

Meet onePK

Join the Cisco OpenStack team
and help shape the industry.

Contact Us

Works with UCS C-Series

and Nexus switches

http://docwiki.cisco.com/wiki/OpenStack#Introduction

Presentation_ID
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How to get started with OpenStack?

e
.( 5 Setup a fresh supported Linux installation.
(

Clone devstack from devstack.
A documented shell Sﬂﬂpt to build mmpla‘te git clone https://github.com/openstack-dev/de
vstack.git

OpenStack development environments.

cd devstack &5 ./fstack.sh

Deploy your OpenStack Cloud
Created by Rackspace Cloud Builders, Maintained by

the OpenStack developer community.
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OpenStack — Devstack Install (stable/havana)

Overview Cloud Server Desktop Ubuntu SEER

Download Ubuntu: Download Ubuntu Desktop

‘You can choose between two options when you download Ubuntu for a desktop PC.
Ubuntu 13.10 gives you all the latest features, while Ubuntu 12.04 LTS comes with
extended support.

. 13.10 Desktop (GUI)
. 13.10 Server (Console/SSH)

IF you have an older PC with less than 2GB
of memary, choose the 32-bit download

For extended support,
choose Ubuntu 12.04 LTS

Ubuntu 12.04.4 LTS is a long-term support release. It has continuous Fidabil
hardware support improvements as well as guaranteed security and

support updates until April 2017. Ubuntu 12.04 LTS

Read the full installation instructions »

Choose your flavour

IF you have an older PC with less than 2CB
of memary, choose the 32-bit download

For the latest Features,
choose Ubuntu 13.10
Ubuntu 13.10 will be supported for 9@ months and includes cutting-edge dgbil

new features that make your music, videos, documents and apps much

easier to access. Ubuntu 13.10

Read the full installation instructions »

Choose your flavour

Name Size Date Modified
d) ubuntu-13.10-desktop-amd64.iso Oct 16, 2013, 3:14 PM
) ubuntu-13.10-server-amd64.iso Oct 16, 2013, 5:46 PM
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OpenStack — Devstack Install (stable/havana)

‘@00 @ Ubuntu Desktop 64-bit )

-~

Install

Install Ubuntu:
Welcome

. Bare Metal Bahasa Indonesia
. VM Bosanski

Catala
Cestina
Cymraeg
Dansk
Deutsch

Eesti ——

Espaol Try Ubuntu Install Ubuntu

Esperanto
Euskara

You can try Ubuntu without making any changes to your computer, directly

Frangais from this CD.

Gaeilge

Galego Or if you're ready, you can install Ubuntu alongside (or instead of) your
. current operating system. This shouldn’t take too long.

Hrvatski

islenska

Italiano You may wish to read the
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OpenStack — Devstack Install (stable/havana)

®00 % Ubuntu Desktop 64-bit
Termin: File Edit View Search Terminal Help

vmware-tools-
distrib

joshua@OpenStack: ~
joshua@openStack:~$ apt-get install git

E R )| jo

¢l

E
%
i}
a
()

%
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OpenStack — Devstack Install (stable/havana)

-

joshua@OpenStack: ~fopenstack

joshua@openStack:~5$ mkdir openstack

joshua@openstack:~5 cd openstack

joshua@openstack:~/openstackS git clone https://github.com/openstack-dev/devstac
k.git -b stable/havanal}




OpenStack — Devstack Install (stable/havana)

joshua@openstack:~/openstackS git clone https://github.com/openstack-dev/devstac
k.git -b stable/havana

Cloning into 'devstack'...

remote: Reusing existing pack: 17588, done.

remote: Total 17508 (delta @), reused @ (delta @)

Receiving objects: 100% (17508/17508), 4.55 MiB | 1.56 MiB/s, done.
Resolving deltas: 100% (12011/12011), done.

Checking connectivity... done

joshua@openStack:~/openstacksS 1s -al

total 12

drwxr-xr-x 3 joshua joshua 4096 Apr 16 00:39 .
drwxr-xr-x 18 joshua joshua 4096 Apr 16 00:36 .

drwxr-xr-x 18 joshua joshua 4096 Apr 16 00:39 devstack
joshua@OpenStack:~/openstacks
joshua@OpenStack:~/openstacks
joshua@openstack:~/openstacks
joshua@openstack:~/openstacks
joshua@openstack:~/openstacks
joshua@openStack:~/openstacks
joshua@OopenStack:~/openstack$
joshua@openStack:~/openstacks
joshua@openStack:~/openstacks
joshua@openStack:~/openstacks
joshua@openStack:~/openstacks [




OpenStack — Devstack Install (stable/havana)

@™ ® joshua@OpensStack: ~fopenstack/devstack

Create msta”rC flle joshua@openstack:~/openstack/devstacks vi localrcD

OFFLINE and RECLONE joshua@OpenStack:~/openstack/devstack$ cat localrc

can be uncommented after DATABASE_PASSWORD=openstack
RABBIT_PASSWORD=openstack

install as needed SERVICE_TOKEN=openstack
SERVICE_PASSWORD=openstack
ADMIN_PASSWORD=openstack

. #OFFLINE=True

Note: In this example the #RECLONE=no

“ T PUBLIC_INTERFACE=etho
password for user “admin” is joshua@openstack:~/openstack/devstacks L|

being set to “openstack”
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OpenStack — Devstack Install (stable/havana)

M S M joshua@OpensStack: ~fopenstack/devstack

. joshua@openStack:~/openstack/devstack$ pwd
\/\/Ealt /home/joshua/openstack/devstack
e joshua@openstack:~/openstack/devstack$ ./stack.sh l

Install time will vary b)’\/hﬂ Requirement already satisfied (use --upgrade to upgrade): pbr>=0.5.21,<1.0 in /
resources and WAN usr/local/lib/python2.7/dist-packages (from horizon==20813.2.3.dev1.g54ec015)

bandwidth (>5min typically)

Downloading/unpacking Django>=1.4,<1.6 (from horizon==2013.2.3.dev1.g54ec015)
Downloading Django-1.5.5.tar.gz (8.1MB): 8.1MB downloaded
Storing download in cache at /var/cache/pip/https%3A%2F%2Fpypi.python.org%2Fp|
ackages%2Fsource%2FD%2FDjango%2FDjango-1.5.5.tar.gz
Running setup.py egg_info for package Django
warning: no previously-included files matching '
rectory '*'
warning: no previously-included files matching '*.py[co]' found under direc
tory '*'
Downloading/unpacking django-compressor>=1.3 (from horizon==2013.2.3.dev1.g54ec|
015)
Downloading django_compressor-1.3.tar.gz (91kB): 91kB downloaded
Storing download in cache at fvar/fcache/pip/https%3A%2F%2Fpypi.python.org%2Fp|
ackages%2Fsource%2Fd%2Fdjango_compressor%2Fdjango_compressor-1.3.tar.gz
Running setup.py egg_info for package django-compressor

__pycache__ ' found under di|

warning: files found matching '*.js
edia’

warning: files found matching '*.css
media’

warning: files found matching '*.png' under directory 'compressor/tests/
media’

warning: files found matching '*.coffee' under directory 'compressor/tes|
ts/media’
Downloading/unpacking django-openstack-auth>=1.1.3 (from horizon==2013.2.3.dev]|
.g54ecB15)

under directory 'compressor/tests/m|

under directory 'compressor/tests/




OpenStack — Devstack Install (stable/havana)

Horizon is now available at http:/f172.16.36.139/f

Keystone is serving at http://172.16.36.139:5000/v2.0/

Examples on using novaclient command line is in exercise.sh

The default users are: admin and demo

The password: openstack ®8ce® 403 Forbidden "
This is your host ip: 172.16.36.139 \_EJ |§J |3_| |_E [« > |[+ 6@ 1721636139 & |Readsr] \_6|
stack.sh completed in 551 seconds. — — —
joshua@openStack:~/openstack/devstacks ~C H
joshua@openStack:~/openstack/devstacks || Forbidden

You don't have permission to access / on this server.

Apache/2 4.6 (Ubuntu) Server ar 172.16.36.139 Port 80

What went wrong?

Display a menu
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OpenStack — Devstack Install (stable/havana)

joshua@OpenStack:~/openstack/devstack$ sudo vi /etc/apache2/sites-available/

horizon.conf r‘ PatCh

WSGIApplicationGroup %{GLOBAL}

APACHE_RUN_USER joshua
APACHE_RUN_GROUP joshua
WSGIProcessGroup horizon

. Add “Require all granted” to
the root directory config

Jopt/stack/horizon/.blackhole/
/media fopt/stack/horizon/openstack dashboard/static

granted
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OpenStack — Devstack Install (stable/havana)

joshua@OpenStack: ~fopenstack/devstack

joshua@openstack:~/openstack/devstack$ sudo service apache2 restart
* Restarting web server apachez
AHBO558: apache2: Could not reliably determine the server's fully qualified
domain name, using 127.0.1.1. Set the 'ServerName' directive globally to sup
press this message

[ OK ]

joshua@opensStack:~/openstack/devstacks

(@] o) (2] [<.» ][+ 81721636139

e 00 Login - OpenStack Dashboard

Restart Apache

openstack

Log In

User Name

admin

Password

Display a menu
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800

System Info - OpenStack Dashboard

&](B][(o] (=] [«r][+ B 1721636139 C Lrezde ] (O]
SyStem |n]c0 Logged in as: admin
openstack senices

Services Q| e

Admin Name Service Host Enabled
nova compute 172.16.36.139 Enabled
cinder volumev2 172.16.36.138 Enabled
nova computev3 172.16.36.139 Enabled
s3 s3 172.16.36.139 Enabled
glance image 172.16.36.138 Enabled
cinder volume 172.16.36.139 Enabled
ec2 ec2 172.16.36.139 Enabled
keystone identity {native backend) 172.16.36.138 Enabled

Displaying 8 items

Cisco and/or its affiliates. All rights reserved.
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OpenStack — Devstack Install (stable/havana)

File Edit Vview Search Terminal Help
xS joshua@OpenStack: ~

joshua@openstack:~$ ifconfig
etho Link encap:Ethernet HWaddr 60:0c:29:65:6b:a5
inet add Bcast:172.16.36.255 Mask:255.255.255.0
inet6 addr: fe8o::
UP BROADCAST RUNI
RX packets:1838 4
TX packets:1435 4
collisions:0® txq
RX bytes:277155

After rebooting:

. Devstack does not start all
services automatically!

Link encap:Local
inet addr:127.0.4
inet6 addr =1y
UP LOOPBACK RUNN
RX packets:194 e
TX packets:194 e
collisions:0 txq
RX bytes:14342 (

Jjoshua@OpenStack: ~jopenstack/devstack

®
=
3
B
)

joshua@openStack:~5 cd openstack/devstack/

joshua@openStack:~/openstack/devstack$ sudo ./rejoin-stack.

openstack

virbr@ Link encap:Ether
inet addr:192.164
UP BROADCAST MUL
RX packets:0 errd
_TX packets:@ errd Log in
An error occurred authenticating. Please try
again later.

User Name

admin

Password

CIEES O~
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OpenStack References

OpenStack Architecture

http://wiki.openstack.org/

https://github.com/CiscoSystems/cisco-openstack-docs

http://wiki.openstack.org/Neutron

http.//devstack.org/

http://cisco.com/go/openstack
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http://cisco.com/go/openstack

Final ThoughtS/OpenStack Toronto User's Group

Mission Statement:

OpenTech Toronto is comprised of individuals who are interested in exploring the Open Technology platforms
being developed today (Storage, Computer, Network and Dev/Ops).

Our goal is to educate and provide a open forum for IT Professionals in Toronto to explore Openstack, Open
Daylights and the concepts of SDN as core concepits.

We are meeting during the business day within the Downtown Toronto core to provide access for all
interested individuals.

The group has conducted two meeting shave been held thus far in February and April of this year.
Contact details:

Please contact Nicholas Laine at nlaine@esitechnologies.com to be added to our Group mailing list for our
next meeting scheduled for late May.
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Expert Suggestions on Creating Slides

Animations on a slide can result in key information being covered when the file
Is saved as a PDF. It is best to split up a series of animations over several
slides.

= If you include log files in your slides, please make sure they come from a lab
system — not a customer production system that could contain sensitive
customer information.

= Keep text to the key or important data, with a minimum font size of 14 pt.

= |f you have a number of text slides in a row, try to keep the same size text
across all the slides to make it easier to read in the flow.
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Expert Suggestions on Creating Slides

= The most valuable tools in PowerPoint for ensuring use of correct fonts, bullets,
and text are the Layout and the Reset Tools on the Home Menu.
— Ensure every slide you work on is connected to the correct Layout
— Use Home/Layout or Reset; or right click and Layout or Reset Slide

= Home/Replace allows you to replace fonts or text globally.
= Control Shift C and V copies and pastes formatting.

= Optional fix: http://blog.cgeier.at/convert-a-43-ppt-slide-deck-into-a-169-aspect
offers a fix to convert your current presentation into widescreen. You will still
need to convert this presentation into the correct template and resize/reorient
all the graphics to the wider screen. This fix however does resolve the issue of
stretching the graphics.
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This Is a Tltle and Subtitle Slide/Size 26

Subtitle: Size 18, Left Aligned
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3 Column Slide/Title Case/Size 26

= Arial—Only font used in
presentation

= Body copy uses size 16
when using multiple
columns, left aligned

= Use a color when
emphasizing words, do
not italicize

= Arial—Only font used in
presentation

= Body copy uses size 16
when using multiple
columns, left aligned

= Use a color when
emphasizing words, do
not italicize

= Arial—Only font used in
presentation

= Body copy uses size 16
when using multiple
columns, left aligned

= Use a color when
emphasizing words, do
not italicize
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2 Column Slide/Title Case/Size 26

= Arial—Only font used in = Arial—Only font used in presentation

resentation _ _
P = Body copy uses size 18 when using

= Body copy uses size 18 when multiple columns, left aligned

using multiple columns, left aligned .
J P J = Use a color when emphasizing

= Use a color when emphasizing words, do not italicize
words, do not italicize
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Layout: Title and Subtitle for Heavy Graphics

To be used for large network diagrams

Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public
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Layout: Title Only for Heavy Graphics

Presentation_ID Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Color Palette

R: 154 : R: 63 R: 130 R: 127 R: 146

G: 155 G: 89 G. 101 G: 156 G: 75 G. 52 G: 195 G: 4

B: 156 B: 89 B: 189 B: 53 B: 176 B: 108 B: 255 B: 129
Presentation_ID Cisco and/or its affiliates. All rights reserved. Cisco Public
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Callout Example

ann Cisco Systems, In

<> i+ 0 ™ A0 COm
LI M Ase  Yahoo  Coogle Magn  YouTube  Wikipedia  News 9471 ¢ Papler s

Callout Leader Line 4
InnOVation

Th |S |S bOdy teXt th at Securely connect any device and scale video With Bcﬂ’l“ﬂe‘-‘- Networks
can further describe this —
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Table Example

Header Header Header Header Header
Data 500 400 300 200
Data 100 200 300 400
Data 80 70 60 50
Data 5000 300 400 2000
Data 20 20 20 20

TOTAL 5700 990 1080 2470
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Bar Chart Example

m Series 1
m Series 2
m Series 3
m Series 4

Category 1 Category 2 Category 3  Category 4

Source: Placeholder for Notes is 16 points
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Line Chart Example

6

5

4 N /\

3 >< —Series 1
/ \/ / —Series 2

2 N Series 3

1

O [ [ [ 1

Category 1 Category 2 Category 3 Category 4

Source: Placeholder for Notes is 16 points
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Pie Chart Example

Category
5 Category

1
Category m Category 1
4 m Category 2
m Category 3
m Category 4
Category Category 5
3
Category
2

Source: Placeholder for Notes is 16 points
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“Quote slide has text that is left aligned, set in Arial
Regular with a point size of 40 points. The maximum
guote length should not be more than six lines of text
per quote.”

Source Name
Company XYZ
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